	
3GPP TSG-CT WG4 Meeting #119	C4-235434
Chicaco, USA, 13th– 17th November 2023								    Revision of C4-235148


Source:	Samsung
Title:	New Solution to KI#2: Using JSON Batch Requests
Spec:	3GPP TR 29.857 v0.1.0
Agenda item:	6.1.9
Document for:	Approval

1. Introduction
This paper proposes solution for KI#2 in TR 29.857.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.1.0

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc133912573][bookmark: _Toc39050172]7.X	Solution #X: Using JSON Batch Requests
[bookmark: _Toc146103784]7.X.1	Description
The solution is to address the Key Issue #2: Access to dis-allowed data.
The solution proposes to utilize JSON Batch requests in Nudm_SDM and Nudm_UECM APIs to allow invoking multiple GET requests in a single POST request.
An example framework enabling such JSON Batching is OData (https://www.odata.org/), which is an ISO/IEC approved, OASIS standard and defines a set of best practices for building and consuming RESTful APIs. OData protocol defines a way to query and manipulate data using a simple set of operations. OData Batching is the feature of interest, which allows API consumers to combine multiple requests into one single POST request, then receive a full report back from an OData enabled API with the status and the results of each and every single request.
In the case of retrieval of multiple data-sets, the POST request may look like following:
POST https://{apiRoot}/nudm-sdm/v2/{supi}/$batch
with following request body:
Table 7.X.1-1: Request Body with OData Json Batch
	{
    "requests": [
        {
            "id": "1",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/am-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        },
        {
            "id": "2",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/sm-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        },
        {
            "id": "3",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/sms-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        }
    ]
}



The NF-Consumer needs to obtain access-tokens corresponding to individual data-sets it wants to retrieve and include those in the corresponding GET request as shown above.
Then, the response will look like below:
Table 7.X.1-2: Response Body with OData Json Batch
	200 OK
Content-Type: application/json

{
    "responses": [
        {
            "id": "1",
            "status": 200,
            "headers": {
                "content-type": "application/json",
                "odata-version": "4.0"
            },
            "body": {
                   …
                   …
                   …
            }
        },
        {
            "id": "2",
            "status": 401,
            "body": {
        "error": {
          "code": "Forbidden",
          "message": "..."
        }
            }
        },
        {
            "id": "3",
            "status": 302,
            "headers": {
                "location": "<_link> ",
            },
        }
    ]
}



Thus, if the NF-Consumer does not posses the access-token to a "target" URI, it may not be able to retrieve the same even if it has access to a resource designed for multiple data-set retrievals. 
[bookmark: _Toc146103785]7.X.2	Impacts on services, entities and interfaces
NF-Consumers & NF-Producers:
-	Need to support JSON Batching framework like OData.
[bookmark: _Toc146103786]7.X.3	Pros
This solution provides a simple and efficient way to restrict access to resources, which should not be allowed to be retrieved otherwise.
[bookmark: _Toc146103787]7.X.4	Cons
NF-Consumers and NF-Producers need to support JSON Batching using framework like OData protocol which introduces significantly large changes in the way SBI APIs is defined.
The solution may not work when access-token is conveyed in formats other than the authorization header.

* * * End of Changes * * * *
