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* * * First Change * * * *
[bookmark: _Toc24986320][bookmark: _Toc34205748][bookmark: _Toc39061932][bookmark: _Toc43277174][bookmark: _Toc49847504][bookmark: _Toc56419479][bookmark: _Toc112683285][bookmark: _Toc145956355]5.X.Y	N32-f related error determined upon receipt of an N32-f response
5.X.Y.1	Error message originated by Roaming Intermediary via N32-f

Figure 5.X.Y.1-1: Error message originated by Roaming Intermediary via N32-f Response
1.	The cSEPP receives a service request (HTTP request) message from cNF.
2.	The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the pSEPP.
3.	The pSEPP send the service request to the pNF (see clause 5.3.2.3)
4.	The pNF returns the service response (e.g. 200 OK response) to the pSEPP. 
5.	The pSEPP encapsulates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards the message to the cSEPP (see clause 5.3.2.3).
6.	The Roaming Intermediary B detects an N32-f related error (e.g. an IE is received ciphered while it should be in clear). The Roaming Intermediary B does not forward the N32-f response to the cSEPP. Instead, it sends a new N32-f request encapsulating an N32-c "N32-f Error Reporting request" towards pSEPP to report the error, as specified in clause 5.X.Y.2.
7.	The pSEPP returns "204 No Content" to the Roaming Intermediary B.
8.	The pSEPP logs the error and, if possible and allowed by local policies, considers it for further N32-f messages the pSEPP sends towards the cSEPP (e.g. the pSEPP may send the reported IE in clear in further messages it forwards towards the cSEPP).
9.	The cNF may repeat its service request due to no response being received from the cSEPP.
10.	The cSEPP forwards the (repeated) service request from the cNF, if any. Alternatively, the cSEPP may resend its N32-f request to the pSEPP due to no response being received from the pSEPP. 
11.	The pSEPP forwards the service request towards the pNF.
12.	The pNF returns the service response (e.g. 200 OK response). 
13.	The cSEPP encapsulates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards the message to the cSEPP, taking into account any error information earlier received from the cSEPP or Roaming Intermediary, if possible and allowed by local policies (so e.g. with the IE previously reported in error in clear).
14.	The cSEPP send the service response to the cNF.
5.X.Y.2	Error message formatting by the Roaming Intermediary
If a Roaming Intermediary needs to generate an N32-f related error message upon receiving an N32-f response, the Roaming Intermediary shall construct a new N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.2-1) shall be empty;
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.2-1) shall be based on an empty DataToIntegrityProtectBlock. 
Editor's note: For the two above bullets, it is FFS whether the DataToIngrityProtectionBlock should contain MetaData e.g. N32fContextId, messageId. 
-	the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error Reporting, i.e. it shall contain patch instructions: 
-	adding the requestLine to form an HTTP POST request "{n32c-apiRoot}/n32c-handshake/v1/n32f-error"; 
-	adding headers, if applicable; and
-	adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorInfo.
Editor's note: It is FFS how the Roaming Intermediary sets / knows the apiRoot of the N32-c Handshake API of the pSEPP.
-	the modificationBlock shall contain the JWS signature of the Roaming Intermediary. 
The Roaming Intermediary shall then send its N32-f request towards the pSEPP, possibly via another intermediate Roaming Intermediary.
Editor's note: Further details on how to format the N32-f request for error reporting are FFS. 

* * * Next Change * * * *

[bookmark: _Toc24986365][bookmark: _Toc34205793][bookmark: _Toc39061977][bookmark: _Toc43277219][bookmark: _Toc49847549][bookmark: _Toc56419525][bookmark: _Toc112683331][bookmark: _Toc145956401]6.1.5.2.11	Type: N32fErrorInfo
Table 6.1.5.2.11-1: Definition of type N32fErrorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fMessageId
	string
	M
	1
	This IE shall contain the N32-f message identifier received over N32-f (see clause 6.2.5.2.9).

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error encountered by the SEPP initiating the N32-f error reporting procedure.

	n32fContextId
	string
	C
	0..1
	This IE shall be present if available.
When present, this IE shall contain the n32fContextId of the SEPP receiving N32-f error reporting message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	failedModificationList
	array(FailedModificationInfo)
	C
	1..N
	This IE shall be present if the n32ErrorType is "INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED" or "MODIFICATIONS_INSTRUCTIONS_FAILED". When present this IE shall contain a list of FQDNs of the IPX-es whose inserted modifications failed to process at the SEPP initiating the N32-f error reporting procedure, together with the reason for the failure to process.

	errorDetailsList
	array(N32fErrorDetail)
	O
	1..N
	This IE may be included when the n32ErrorType IE indicates "MESSAGE_RECONSTRUCTION_FAILED ". When present, this IE shall contain a list of JSON pointers to the IEs that failed to process together with the reason for the failure to process that IE. 

	policyMismatchList
	array(InvalidParam)
	O
	1..N
	This IE may be included when n32ErrorType is "POLICY_MISMATCH". When present, this IE shall indicate a list of JSON pointers to the IEs and the type of mismatch, e.g. "Parameter shall be encrypted" if sent without confidentiality protection when required, "Parameter shall not be encrypted" if sent with confidential protection when required not to.




* * * Next Change * * * *

[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc112683431][bookmark: _Toc145956502]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.3.0-alpha.4'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
servers:
  - url: '{apiRoot}/n32c-handshake/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V18.3.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

***** snipped for clarity *****

    N32fErrorInfo:
      description: N32-f error information
      type: object
      required:
        - n32fMessageId
        - n32fErrorType
      properties:
        n32fMessageId:
          type: string
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        failedModificationList:
          type: array
          items:
            $ref: '#/components/schemas/FailedModificationInfo'
          minItems: 1
        errorDetailsList:
          type: array
          items:
            $ref: '#/components/schemas/N32fErrorDetail'
          minItems: 1
        policyMismatchList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/InvalidParam'
          minItems: 1
    FailedModificationInfo:
      description: Information on N32-f modifications block that failed to process
      type: object
      required:
        - ipxId
        - n32fErrorType
      properties:
        ipxId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'

***** snipped for clarity *****


* * * End of Changes * * * *
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