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	Reason for change:
	As specified in clause 6.1.5.2 of TS 33.501, it states:
3. 	After receiving the Nudm_UECM_Re-AuthenticationNotification  message from the UDM, the AMF/SEAF shall decide whether to run the primary authentication procedure based on its own local authentication policy, and the UE state (e.g. , if the UE is under handover, or if the UE is already under authentication by the AMF before receiving the authentication notification from the UDM). If the AMF/SEAF determines that it cannot run a primary authentication as described in step 4 (e.g., due to local policy), the AMF/SEAF sends the authentication response message to the UDM with a failure cause else it acknowledges the request. If the AMF/SEAF acknowledged the request but the AMF/SEAF is not able to initiate the primary authentication towards the UE (e.g. if UE is not reachable), the AMF/SEAF shall set the authentication pending flag.
	When UE re-attaches to the same AMF or becomes reachable, the AMF checks the authentication pending flag and performs the reauthentication if needed. Once UE reauthentication is done, the AMF resets the authentication pending flag. 
Based on stage2 requirement, in some cases, if the AMF may not run a primary authentication based on the UE state, the AMF sends a response with a failure cause.
However, there may be different produres conflict on the AMF side. Different conflicts may leads to different handling as followings:
1. When the (source) AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration without AMF change.
2. When the (source) AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration with AMF change.
3. When the (target) AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration with AMF change.
4. When the AMF receives a Reauth Notifications request, there is an ongoing authentication.
For case 4, the AMF can returns 204, because Although the ongoing authentication can be considered as a triggered procedure and the aim of Reauth Notification has been achieved.

For case 1/2/3, the authentication has not been triggered which may not be considered as a successful case. 
Furthermore, if the AMF changes during the HO/Mobility Registration and only source AMF has received the Reauth Notification. The HSS should be notified a proper application error code and then it may start a timer or set a local flag to decide whether to re-send the Reauth Notification or the same AMF or send the Reauth Notification to the target AMF after it receives a registration from the target AMF. 
In order to make a decision, the HSS should be informed with such conflict.


	
	

	Summary of change:
	HTTP response code "409 Conflict" is introduced with new application error code to indicate the conflict due to ongoing registration / handover when receiving Reauth Notification at the AMF.

	
	

	Consequences if not approved:
	It is not clear on how to handle the procedure conflict at the AMF when it receives Reauth Notificaiton while registration / handover / authentication procedure is ongoing.
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	Other comments:
	This CR introduces backward compatible new features to the OpeAPI file: Nudm_UECM.
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* * * First Change * * * *
[bookmark: _Toc145939284]6.2.5.6	Reauth Notification
The POST method shall be used for Reauth Notifications and the URI shall be as provided during the registration procedure.
Resource URI: {reauthNotifyCallbackUri}
Support of URI query parameters is specified in table 6.2.5.6-1.
Table 6.2.5.6-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.2.5.6-2 and of response data structures and response codes is specified in table 6.2.5.6-3.
Table 6.2.5.6-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	ReauthNotificationInfo
	M
	1
	Includes the SUPI



Table 6.2.5.6-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. 

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- REAUTHENTICATION_NOT_ALLOWED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

	ProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate one of the following application errors:
- TEMPORARY_REJECT_REGISTRATION_ONGOING
- TEMPORARY_REJECT_HANDOVER_ONGOING

	NOTE:	In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.5.6-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer (e.g. AMF) to which the request is redirected. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.2.5.6-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer (e.g. AMF) to which the request is redirected. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *
[bookmark: _Toc11338703][bookmark: _Toc27585385][bookmark: _Toc36457387][bookmark: _Toc45028302][bookmark: _Toc45029137][bookmark: _Toc67681899][bookmark: _Toc145939336]6.2.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEContextManagement service. The following application errors listed in Table 6.2.7.3-1 are specific for the Nudm_UEContextManagement service.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	NF_CONSUMER_REDIRECT_ONE_TXN
	307 Temporary Redirect
	The request has been asked to be redirected to a specified target for one transaction.

	CONTEXT_NOT_FOUND
	308 Permanent Redirect
	The request has been asked to be redirected to a specified target.

	UNKNOWN_5GS_SUBSCRIPTION
	403 Forbidden
	No 5GS subscription is associated with the user.

	NO_PS_SUBSCRIPTION
	403 Forbidden
	No PS (5GS, EPS, GPRS) subscription is associated with the user.

	ROAMING_NOT_ALLOWED
	403 Forbidden
	The subscriber is not allowed to roam within that PLMN

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used when no corresponding context exists.

	ACCESS_NOT_ALLOWED
	403 Forbidden
	Access type not allowed for the user.

	RAT_NOT_ALLOWED
	403 Forbidden
	RAT is not allowed for the user

	DNN_NOT_ALLOWED
	403 Forbidden
	DNN not authorized for the user

	REAUTHENTICATION_REQUIRED
	403 Forbidden
	Due to operator policies the user needs to be re-authenticated, e.g. last valid authentication is considered obsolete

	INVALID_GUAMI
	403 Forbidden
	The AMF is not allowed to modify the registration information stored in the UDM, as it is not the registered AMF.

	SERVICE_NOT_PROVISIONED
	403 Forbidden
	The request is related to a service that is not provisioned for the user in the 5GS subscription data (e.g. MT-SMS not provisioned).

	SERVICE_NOT_ALLOWED
	403 Forbidden
	The request is related to a service that is not allowed for the user in the 5GS subscription data (e.g. MT-SMS is barred).

	SNPN_NOT_ALLOWED
	403 Forbidden
	The user is not authorized to access an SNPN, when the registration to the SNPN is performed by using credentials from the Credentials Holder.

	REAUTHENTICATION_NOT_ALLOWED
	403 Forbidden
	The serving AMF does not allow the UE to be re-authenticated.

	TEMPORARY_REJECT_REGISTRATION_ONGOING
	409 Conflict
	The request cannot be processed due to an ongoing registration procedure.

	TEMPORARY_REJECT_HANDOVER_ONGOING
	409 Conflict
	The request cannot be processed due to an ongoing N2 handover procedure.

	UNPROCESSABLE_REQUEST
	422 Unprocessable Entity
	The request cannot be processed due to semantic errors when trying to process a patch method 

	ABSENT_SUBSCRIBER_SM
	404 Not Found
	The UE is not reachable for MT-SMS (e.g. SMSF registered but not reachable as indicated by SMS message waiting data or by URRP flag)

	DATA_NOT_FOUND
	404 Not Found
	The requested data associated to the UE or Group does not exist

	AF_NOT_ALLOWED
	403 Forbidden
	This AF is not allowed to perform monitoring configuration.

	GROUP_IDENTIFIER_NOT_FOUND

	404 Not Found
	The group does not exist 




* * * Next Change * * * *
A.3	Nudm_UECM API

********TEXT SKIPPED********
        reauthNotification:
          '{request.body#/reauthNotifyCallbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ReauthNotificationInfo'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '409':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/409'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
********TEXT SKIPPED********


********TEXT SKIPPED********
        reauthNotification:
          '{request.body#/reauthNotifyCallbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ReauthNotificationInfo'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '409':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/409'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
********TEXT SKIPPED********


* * * End of Changes * * * *
