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* * * First Change * * * *
[bookmark: _Toc24937594][bookmark: _Toc33962409][bookmark: _Toc42883171][bookmark: _Toc49733039][bookmark: _Toc56690664][bookmark: _Toc90629972]5.4.2.2	Get (Access Token Request)
[bookmark: _Toc24937595][bookmark: _Toc33962410][bookmark: _Toc42883172][bookmark: _Toc49733040][bookmark: _Toc56690665][bookmark: _Toc90629973]5.4.2.2.1	General
This service operation is used by an NF Service Consumer to request an OAuth 2.0 access token from the authorization server (NRF).


Figure 5.4.2.2.1-1: Access Token Request
1.	The NF Service Consumer shall send a POST request to the "Token Endpoint", as described in IETF RFC 6749 [16], clause 3.2. The "Token Endpoint" URI shall be:

{nrfApiRoot}/oauth2/token
[bookmark: _PERM_MCCTEMPBM_CRPT88420022___3]
where {nrfApiRoot} represents the concatenation of the "scheme" and "authority" components of the NRF, as defined in IETF RFC 3986 [17].

The OAuth 2.0 Access Token Request includes in the body of the HTTP POST request shall contain:
-	An OAuth 2.0 grant type set to "client_credentials";
-	The "scope" parameter indicating the names of the NF Services that the NF Service Consumer is trying to access (i.e., the expected NF service names);
-	The NF Instance Id of the the NF Service Consumer requesting the OAuth 2.0 access token;
-	NF type of the NF Service Consumer, if this is an access token request not for a specific NF Service Producer;
-	NF type of the expected NF Service Producer, if this is an access token request not for a specific NF Service Producer;
-	The NF Instance Id of the expected NF Service Producer, if this is an access token request for a specific NF Service Producer;
-	Home and Serving PLMN IDs, if this is an access token request for use in roaming scenarios (see clause 13.4.1.2 of 3GPP TS 33.501 [15]).
[bookmark: _PERM_MCCTEMPBM_CRPT88420023___3]The request may additionally contain:
-	the NF Set ID of the expected NF service producer instances, if this is an access token request not for a specific NF Service Producer.
[bookmark: _PERM_MCCTEMPBM_CRPT88420024___3]
The NF Service Consumer shall use TLS for mutual authentication with the NRF in order to access this endpoint, if the PLMN uses protection at the transport layer. Otherwise, the NF Service Consumer shall use NDS or physical security to mutually authenticate with the NRF as specified in clause 13.3.1 of 3GPP TS 33.501 [15].
The NRF may verify that the input attributes (e.g. NF type) in the access token request match with the corresponding ones in the public key certificate of the NF service consumer. If the verification is successful, other authorization check shall be performed, otherwise, the request shall be rejected immediately with "400 Bad Request" status code, and "error" attribute set to "invalid_client".
2a.	On success, "200 OK" shall be returned, the payload body of the POST response shall contain the requested access token and the token type set to value "Bearer". The response in addition:
-	should contain the expiration time for the token as indicated in IETF RFC 6749 [16] unless the expiration time of the token is made available by other means (e.g. deployment-specific documentation); and
-	shall contain the NF service name(s) of the requested NF service producer(s), if it is different from the scope included in the access token request (see IETF RFC 6749 [16]).
[bookmark: _PERM_MCCTEMPBM_CRPT88420025___3]The access token shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [25]. The access token returned by the NRF shall include the claims encoded as a JSON object as specified in clause 6.3.5.2.4 and then digitally signed using JWS as specified in IETF RFC 7515 [24] and in clause 13.4.1 of 3GPP TS 33.501 [15].
[bookmark: _PERM_MCCTEMPBM_CRPT88420026___3]The digitally signed access token shall be converted to the JWS Compact Serialization encoding as a string as specified in clause 7.1 of IETF RFC 7515 [24].
2b.	On failure or redirection:
-	If the access token request fails at the NRF, the NRF shall return "400 Bad Request" status code, including in the response payload a JSON object that provides details about the specific error that occurred.
-	In the case of redirection, the NRF shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another NRF service instance.

[bookmark: _Toc24937792][bookmark: _Toc33962612][bookmark: _Toc42883381][bookmark: _Toc49733249][bookmark: _Toc56690899][bookmark: _Toc90630243]* * * Next Change * * * *
6.3.4.2.2	Operation Definition
This operation returns an OAuth 2.0 access token based on the input parameters provided. This custom operation shall use the HTTP POST method.
This method shall support the request data structures specified in table 6.3.4.2.2-1 and the response data structures and response codes specified in table 6.3.4.2.2-2. The data structure used for the POST request body shall be using x-www-form-urlencoded format as specified in clause 17.13.4 of W3C HTML 4.01 Specification [26].
Table 6.3.4.2.2-1: Data structures supported by the POST Request Body on this endpoint
	Data type
	P
	Cardinality
	Description

	AccessTokenReq
	M
	1
	This IE shall contain the request information for the access token request.
Content-Type: "application/x-www-form-urlencoded"



Table 6.3.4.2.2-2: Data structures supported by the POST Response Body on this endpoint
	Data type
	P
	Cardinality
	Response
codes
	Description

	AccessTokenRsp
	M
	1
	200 OK
	This IE shall contain the access token response information.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service producer to which the request should be sent.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service producer to which the request should be sent.

	AccessTokenErr
	M
	1
	400 Bad Request,
401 Unauthorized
	See IETF RFC 6749 [16] clause 5.2.
The specific error shall be indicated in the "error" attribute of the AccessTokenErr data type, containing any of the values:
- invalid_request
- invalid_client
- invalid_grant
- unauthorized_client
- unsupported_grant_type
- invalid_scope

	ProblemDetails
	O
	0..1
	400 Bad Request
	This error shall only be returned by an SCP or SEPP for errors they originate.



Table 6.3.4.2.2-3: Headers supported by the 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-4: Headers supported by the 400 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-5: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of the NRF service instance to which the request should be sent



Table 6.3.4.2.2-6: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of the NRF service instance to which the request should be sent





[bookmark: _Toc24937772][bookmark: _Toc33962592][bookmark: _Toc42883361][bookmark: _Toc49733229][bookmark: _Toc56690879][bookmark: _Toc90630223]* * * Next Change * * * *
6.3.X	Error Handling
[bookmark: _Toc24937773][bookmark: _Toc33962593][bookmark: _Toc42883362][bookmark: _Toc49733230][bookmark: _Toc56690880][bookmark: _Toc90630224]6.3.X.1	General
HTTP error handling shall be supported as specified in IETF RFC 6749 [16] for errors returned by NRF as Oauth 2.0 authorization server, and also as specified in clause 5.2.7.4 of 3GPP TS 29.500 [4] for errors returned by SCP or SEPP.
[bookmark: _Toc24937774][bookmark: _Toc33962594][bookmark: _Toc42883363][bookmark: _Toc49733231][bookmark: _Toc56690881][bookmark: _Toc90630225]6.3.X.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc24937775][bookmark: _Toc33962595][bookmark: _Toc42883364][bookmark: _Toc49733232][bookmark: _Toc56690882][bookmark: _Toc90630226]6.3.X.3	Application Errors
The application errors defined for the Nnrf_AccessToken service are listed in Table 6.3.X.3-1, and correspond to the values of the "error" attribute (see clause 6.3.5.2.5).
Table 6.3.X.3-1: Application errors
	Application Error
	HTTP status code
	Description

	invalid_request
	400 Bad Request
	See IETF RFC 6749 [16]

	invalid_client
	400 Bad Request,
401 Unauthorized
	See IETF RFC 6749 [16]

	invalid_grant
	400 Bad Request
	See IETF RFC 6749 [16]

	unauthorized_client
	400 Bad Request
	See IETF RFC 6749 [16]

	unsupported_grant_type
	400 Bad Request
	See IETF RFC 6749 [16]

	invalid_scope
	400 Bad Request
	See IETF RFC 6749 [16]




* * * End of Changes * * * *
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