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	Reason for change:
	When Oauth2 -based authorization is used on an API, it is possible to indicate in the access token (via the "scope" claim) the specific access to resources and operations that are allowed for a given consumer.

This mechanism has been introduced in 3GPP APIs since Rel-16 onwards, and has been added progressively to each API, as soon as relevant use cases are identified for it.

For the NRF APIs, it is possible to have, among others, the following scenarios:

- A given NRF consumer (e.g. an NF Service Producer) may be authorized to register its NF Profile in NRF (PUT request on the "/nf-instances/{nfInstanceId}" resource of the NFManagement API), but it is not authorized to retrieve the full catalog of registered NF Instances in the NRF (GET request on the "/nf-instances" resource of the NFManagement API).

So, it is quite frequent to have authorization scenarios, where more granularity is desirable, than the existing usage of a "single scope per service", which basically means "allowed/not-allowed" for all the resources and operations of the entire API.
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* * * First Change * * * *
[bookmark: _Toc24937729][bookmark: _Toc33962549][bookmark: _Toc42883317][bookmark: _Toc49733185][bookmark: _Toc56690812][bookmark: _Toc90630156][bookmark: _Toc24937668][bookmark: _Toc33962483][bookmark: _Toc42883245][bookmark: _Toc49733113][bookmark: _Toc56690738][bookmark: _Toc88826550]6.1.8	Security
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFManagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used on the Nnrf_NFManagement API, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.
The Nnrf_NFManagement API defines the following scopes for OAuth2 authorization:
Table 6.1.8-1: Oauth2 scopes defined in Nnrf_NFManagement API
	Scope
	Description

	"nnrf-nfm"
	Access to the Nnrf_NFManagement API

	"nnrf-nfm:nf-instances:read"
	Acess to read the nf-instances resource



The Nnrf_NFManagement API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-nfm"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc24937776][bookmark: _Toc33962596][bookmark: _Toc42883365][bookmark: _Toc49733233][bookmark: _Toc56690883][bookmark: _Toc90630227]6.2.8	Security
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFDiscovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API defines the following scopes for OAuth2 authorization:
Table 6.2.8-1: Oauth2 scopes defined in Nnrf_NFDiscovery API
	Scope
	Description

	"nnrf-disc"
	Access to the Nnrf_NFDiscovery API

	"nnrf-disc:scp-domain:read"
	Access to read the scp-domain-routing-info resource

	"nnrf-disc:scp-domain-subs:write"
	Access to create/delete a scp-domain subscription resource



The Nnrf_NFDiscovery API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-disc"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc24937836][bookmark: _Toc33962656][bookmark: _Toc42883425][bookmark: _Toc49733293][bookmark: _Toc56690943][bookmark: _Toc88826790]A.2	Nnrf_NFManagement API


(... text not shown for clarity ...)


paths:
  /nf-instances:
    get:
      summary: Retrieves a collection of NF Instances
      operationId: GetNFInstances
      tags:
        - NF Instances (Store)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-nfm
        - oAuth2ClientCredentials:
          - nnrf-nfm
          - nnrf-nfm:nf-instances:read
      parameters:
        - name: nf-type
          in: query
          description: Type of NF
          required: false
          schema:
            $ref: '#/components/schemas/NFType'


(... text not shown for clarity ...)


components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-nfm: Access to the Nnrf_NFManagement API
            nnrf-nfm:nf-instances:read: Acess to read the nf-instances resource

  schemas:


(... text not shown for clarity ...)



* * * Next Change * * * *
[bookmark: _Toc24937837][bookmark: _Toc33962657][bookmark: _Toc42883426][bookmark: _Toc49733294][bookmark: _Toc56690944][bookmark: _Toc90630289]A.3	Nnrf_NFDiscovery API


(... text not shown for clarity ...)


  /scp-domain-routing-info:
    get:
      operationId: SCPDomainRoutingInfoGet
      tags:
        - SCP Domain Routing Information (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-disc
        - oAuth2ClientCredentials:
          - nnrf-disc
          - nnrf-disc:scp-domain:read
      parameters:
        - name: local
          in: query
          description: Indication of local SCP Domain Routing Information
          required: false
          schema:
            type: boolean
            default: false


(... text not shown for clarity ...)


  /scp-domain-routing-info-subs:
    post:
      summary: Create a new subscription
      operationId: ScpDomainRoutingInfoSubscribe
      tags:
        - SCP Domain Routing Information Subscriptions (Collection)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-disc
        - oAuth2ClientCredentials:
          - nnrf-disc
          - nnrf-disc:scp-domain-subs:write
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string


(... text not shown for clarity ...)


  /scp-domain-routing-info-subs/{subscriptionID}:
    delete:
      summary: Deletes a subscription
      operationId: ScpDomainRoutingInfoUnsubscribe
      tags:
        - Individual SCP Domain Routing Information Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-disc
        - oAuth2ClientCredentials:
          - nnrf-disc
          - nnrf-disc:scp-domain-subs-id:write
      parameters:
        - name: subscriptionID
          in: path
          required: true
          description: Unique ID of the subscription to remove
          schema:
            type: string


(... text not shown for clarity ...)


components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-disc: Access to the Nnrf_NFDiscovery API
            nnrf-disc:scp-domain:read: Access to read the scp-domain-routing-info resource
            nnrf-disc:scp-domain-subs:write: Access to create/delete a scp-domain subscription resource


(... text not shown for clarity ...)



* * * End of Changes * * * *
