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	Reason for change:
	P-CSCF handling of GRUU in order to be able to relase a dialog is incorrect.

Orig Side:

P-CSCF needs to associate a GRUU received in a Contact in a dialog forming request and with the UE Contact URI that was used for registration or with the regisration flow and associted UE Contact URI used for registration. However, the spec has a condition to do this only for cases where there is NO "ob" parameter. 

Further the description of how to determine the port where the UE expects to receive a request is blurry and incorrect (for cases other than AKA and TLS).

Term Side:

P-CSCF needs to associate a GRUU received in a Contact of a response to a dialog forming request with the UE contact URI that was used for sending the request or with the registration flow and associated UE contact URI that was used for sending the request. However an incorrect condition to save this only in case no flow is used.

Further the description of how to determine the port where the UE expects to receiv a dialog request is blurry and incorect (for cases other than AKA).



	
	

	Summary of change:
	When a GRUU is used in a contact of a dialog forming requesyt or its response, than this GRUU is associated with the contact address of the UE, or the registration flow and the associated contact address of the UE. This is need on order to be able to release the dialog.
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***** Next change *****
5.2.6.3.3
Initial request for a dialog

When the P-CSCF receives from the UE an initial request for a dialog, and a service route value list exists for the served user of the request, the P-CSCF shall:

1)
remove its own SIP URI from the top of the list of Route header fields;

2)
verify that the resulting list of Route header fields matches the list of URIs received in the Service-Route header field (during the last successful registration or re-registration). This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCFshall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header field value in the request with the value of the Service-Route header field received during the last 200 (OK) response for the last successful registration or reregistration;

3)
if the 200 (OK) response to the last REGISTER request, which created or refreshed the binding of the contact address from which the request is received, has not contained a Feature-Caps header field, specified in RFC 6809 [190] with a "+g.3gpp.atcf" header field parameter, then:
a)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header field;

NOTE 1:
It is implementation dependent as to how the P-CSCF obtains the address of the IBCF exit point.
3A)
if the 200 (OK) response to the last REGISTER request, which created or refreshed the binding of the contact address from which the request is received, contained a Feature-Caps header field with a "+g.3gpp.atcf" header field parameter, then:

a)
add the ATCF URI for originating requests that the P-CSCF used to forward the last REGISTER request which created or refreshed the binding of the contact address from which the request is received, to the topmost Route header field;

4)
add its own address to the Via header field. The P-CSCF Via header field entry is built in a format that contains the port number of the P-CSCF in accordance with the procedures of RFC 3261 [26], and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address;

5)
when adding its own SIP URI to the Record-Route header field, build the P-CSCF SIP URI in a format that contains the port number of the P-CSCF where it awaits subsequent requests from the called party, and either:

a)
the P-CSCF FQDN that resolves to the IP address; or

b)
the P-CSCF IP address.

If the Contact header field in the request contains an "ob" SIP URI parameter, the P-CSCF shall add a flow token and the "ob" SIP URI parameter to its SIP URI;

NOTE 2:
The inclusion of these values in the Record-Route header field will ensure that all subsequent mid dialog requests destined for the UE are sent over the same IMS flow over which the initial dialog-forming request was received.

5A)
if a P-Private-Network-Indication header field is included in the request, check whether the information saved during registration or from configuration allows the receipt of private network traffic from this source. If private network traffic is allowed, the P-CSCF shall check whether the received domain name in any included P-Private-Network-Indication header field in the request is the same as the domain name associated with that saved information. If private network traffic is not allowed, or the received domain name does not match, then the P-CSCF shall remove the P-Private-Network-Indication header field;

5B)
if the served user of the request is understood from information saved during registration or from configuration to always send and receive private network traffic from this source, insert a P-Private-Network-Indication header field containing the domain name associated with that saved information;
5C)
if the request is originated from a UE which the P-CSCF considers as priviledged sender, keep the P-Asserted-Identity header field unchnanged if one was received, or include the originator of the request in the P-Asserted-Identity header field if no P-Asserted-Identity header field was received. In addition remove any P-Preferred-Identity header field, include the served user of the request in the P-Served-User header field as specified in RFC 5502 [133] and skip step 6) below;

NOTE 3:
The P-CSCF determines if the UE is considered as priviledged sender using the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1).

6)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the value identifying the originator of the request and the value of the alternative identity of the originator of the request, if identified (see subclause 5.2.6.3.1), including the display name if previously stored during registration representing the served user of the request;

6A)
if the identity of the served user of the request was taken from P-Preferred-Identity header field by matching a registered wildcarded public user identity, and the identity of the served user is not a distinct identity within the range of the wildcarded public user identity, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];

NOTE 4:
The matching of distinct public user identities takes precedence over the matching of wildcarded public user identities.
7)
add a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 "orig-ioi" header field parameter. The P-CSCF shall set the type 1 "orig-ioi" header field parameter to a value that identifies the sending network of the request. The P-CSCF shall not include the type 1 "term-ioi" header field parameter; and
8)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed. If the Contact header field in the INVITE request contains a GRUU , the P-CSCF shall save the GRUU received in the Contact header field of the request and associate that GRUU with the UE contact address used during registration or with the registration flow and the associated UE contact address used over which the INVITE request was received such that the P-CSCF is able to release the session if needed. 


before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].

NOTE 5:
According to RFC 5626 [92], an approach such as having the Edge Proxy adds a Record-Route header field with a flow token is one way to ensure that mid-dialog requests are routed over the correct flow.
If the P-CSCF receives an initial request for dialog from a UE performing the functions of an external attached network operating in static mode,
NOTE 6:
The P-CSCF can identify that a request is received from a UE performing the functions of an external attached network operating in static mode by evaluating the TLS session or by other means.

the P-CSCF shall

Editor’s note: [BusTI-CT, CR 4697] Subscription of reg-events for a UE performing the functions of an external attached network operating in static mode is FFS.
a)
add the identity of the UE performing the functions of an external attached network operating in static mode in a P-Served-User header field as defined in RFC 5502 [133] as a SIP URI identifying the domain of the UE performing the functions of an external attached network operating in static mode;

NOTE 7:
The P-CSCF can retrieve the identity of the UE performing the functions of an external attached network as canonical hostname from the subjectCommonName (CN) if it is not present in the subjectAltName in the certificates during the TLS session setup in accordance with the procedures of RFC 5280 [xxx] or by other means.

b)
if this request contains a P-Asserted-Identity header field, verify the identity of the UE performing the functions of an external attached network against the identity of the certificates;

NOTE 8:
The P-CSCF might need to set up a P-Asserted-Identity header field based on a received P-Preferred-Identity header field if no P-Asserted-Identity header field is available in the request.

c)
select the I-CSCF of the home network;

NOTE 9:
The list of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or be provisioned in the P-CSCF.
d)
insert a Route header field with the URI of the I-CSCF;

e)
add the orig parameter to the dialog request to indicate that this is an originating request; and

f)
forward the request to the selected I-CSCF.

If:

-
no response is received to the initial request for dialog and its retransmissions by the P-CSCF; or
-
a 3xx response or 480 (Temporarily Unavailable) response is received,

the P-CSCF shall repeat the actions of the above bullets with a different I-CSCF.
If the P-CSCF fails to forward the initial request for dialog to any I-CSCF, the P-CSCF shall send back a 504 (Server Time-Out) response to the UE performing the functions of an external attached network, in accordance with the procedures in RFC 3261 [26].

***** Next change *****
5.2.6.3.5
Target refresh request for a dialog

When the P-CSCF receives from the UE a target refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

1A)
remove its own SIP URI from the top of the list of Route header fields;

2)
verify that the resulting list of Route header fields matches the list of Record-Route header fields constructed by inverting the order of the stored list of Record-Route header fields and removing its Record-Route header field value from the list. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header field value in the request with the list of Record-Route header fields constructed by inverting the order of the stored list of Record-Route header fields and removing its Record-Route header value from the list;

3)
add its own address to the Via header field. The P-CSCF Via header field entry is built in a format that contains the port number of the P-CSCF where it awaits the responses to come, and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address;

4)
void
5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and CSeq header field values received in the request such that the P-CSCF is able to release the session if needed. If the Contact header field in the INVITE request contains a GRUU , the P-CSCF shall save the GRUU received in the Contact header field of the request and associate that GRUU with the UE contact address used during session establishment or with the registration flow and the associated UE contact address used during session establishment such that the P-CSCF is able to release the session if needed; and


NOTE:
The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

6)
if the P-CSCF inserted the header field parameters into the Feature-Caps header field of the initial request for the dialog then when the target refresh request is forwarded in the same direction, the P-CSCF shall insert the header field parameters with the same parameter values in the Feature-Caps header field;
before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].

***** Next change *****
5.2.6.4.4
Responses to an initial request for a dialog

When the P-CSCF receives any 1xx or 2xx response to the above request, the P-CSCF shall:

0A)
if the response is originated from a UE which the P-CSCF considers as priviledged sender, remove any P-Preferred-Identity header field, and skip step 1) below;

NOTE:
The P-CSCF determines if the UE is considered priviledged sender using based on the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1).

1)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the saved public user identity from the P-Called-Party-ID header field that was received in the request, plus the display name if previously stored during registration, representing the originator of the response;

2)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

3)
verify that the list of URIs received in the Record-Route header field of the request corresponding to the same dialog is included, preserving the same order, as a subset of the Record-Route header field list of this response. This verification is done on a per URI basis, not as a whole string.

If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Record-Route header field values with those received in the request, and if a security association or TLS session exists, add its own Record-Route entry with its own SIP URI with the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

-
the P-CSCF FQDN that resolves to its IP address; or

-
the P-CSCF IP address.

The P-CSCF shall remove the "comp" SIP URI parameter from the Record-Route header field.


If the verification is successful, the P-CSCF shall rewrite its own Record-Route entry to its SIP URI in a format that contains the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

a)
the P-CSCF FQDN that resolves to its IP address; or

b)
the P-CSCF IP address.

The P-CSCF shall remove the "comp" SIP URI parameter from the Record-Route header field;


When adding its SIP URI to the Record-Route header field, the P-CSCF shall also copy the flow token and the "ob" SIP URI parameter from the Route header field of the initial dialog-forming request destined for the UE to its SIP URI, if the Route header field contained these values;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

5)
if the response corresponds to an INVITE request, save the Contact, To, From and Record-Route header field value received in the response such that the P-CSCF is able to release the session if needed. If the Contact header field in the response to the INVITE request contains a GRUU, the P-CSCF shall save the GRUU received in the Contact header field of the response and associate that GRUU with the contact address which was used to send the INVITE request or with the registration flow and the associated UE contact address which was used to send the INVITE request such that the P-CSCF is able to release the session if needed; and


6)
include in the P-Charging-Vector header field:

-
an "icid-value" header field parameter set to the value received in the request;

-
the "orig-ioi" header field parameter, if received in the request; and

-
a type 1 "term-ioi" header field parameter that identifies the sending network;
before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

***** Next change *****
5.2.6.4.6
Responses to a target refresh request for a dialog

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

2)
if a security association or TLS session exists, rewrite its own Record-Route entry to the same value as for the response to the initial request for the dialog and remove the "comp" SIP URI parameter;

3)
replace the saved Contact header field value received in the response such that the P-CSCF is able to release the session if needed. If the Contact header field in the response to the target refresh request for a dialog contains a GRUU, the P-CSCF shall save the GRUU received in the Contact header field of the response and associate that GRUU with the contact address which was used to send the target refresh request or with the registration flow and the associated UE contact address which was used to send the target refresh request such that the P-CSCF is able to release the session if needed; and.


4)
if the P-CSCF inserted the header field parameters into the Feature-Caps header field of the initial request for the dialog then when the response is forwarded in the same direction, the P-CSCF shall insert the header field parameters with the same parameter values in the Feature-Caps header field;
before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request; and

2)
if a security association or TLS session exists, rewrite the IP address and the port number of its own Record-Route entry to the IP address and the port number where it awaits subsequent requests from the calling party and remove the "comp" SIP URI parameter;

before forwarding the response in accordance with the procedures of RFC 3261 [26].
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