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*** Change *** 
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:In the case that "border control concepts", as specified in 3GPP TS 23.228 [7], are to be applied in an IM CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node. If "border control concepts" are not applied, then the I-CSCF is considered as an entry point of a network. If the P-CSCF is in the home network, then the I-CSCF is considered as an entry point for this document. Similary, in case that "border control concepts", as specified in 3GPP TS 23.218 [5], are to be applied in an ISC interface, then these are to be provided by capabilities within the ISC gateway function, and the ISC gateway function acts as an entry point for this network.
Exit point: If operator preference requires the application of "border control concepts" as specified in 3GPP TS 23.228 [7], then these are to be provided by capabilities within the IBCF, and requests sent towards another network are routed via a local network exit point (IBCF), which will then forward the request to the other network (discovering the entry point if necessary). Similary, in case that "border control concepts", as specified in 3GPP TS 23.218 [5], are to be applied in an ISC interface, then these are to be provided by capabilities within the ISC gateway function, and requests sent towards another network are routed via a local network exit point (ISC gateway function).
Geo-local number: Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used at the current physical location of the user.

Home-local number: Either a home local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used in the home network of the user.

Main URI: In the case that the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI is the URI which is used for the registration procedures in the To header of the REGISTER request as specified in RFC 6140 [191]; it represents the public user identities associated to that UE.

Newly established set of security associations: Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations: Two pairs of IPsec security associations still in existence after another set of security associations has been established due to a successful authentication procedure.

Temporary set of security associations: Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where a requirement exists to send information "integrity-protected" the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to check that information was received "integrity-protected", then the information received is checked for compliance with the procedures as specified in 3GPP TS 33.203 [19].

Instance ID:  An URN generated by the device that uniquely identifies a specific device amongst all other devices, and does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance. If the device has an IMEI available, it generates an instance ID based on its IMEI as defined in 3GPP TS 23.003 [3] clause 13. If the device has an MEID as defined in 3GPP2 S.R0048-A [86F] available, it generates an instance ID based on its MEID as defined in draft-atarius-device-id-meid-urn [187]. If the device does not have an IMEI available and does not have an MEID available, the instance ID is generated as a string representation of a UUID as a URN as defined in RFC 4122 [154].
Resource reservation: Mechanism for reserving bearer resources that is required for certain access technologies.
Local preconditions: The indication of segmented status preconditions for the local reservation of resources as specified in RFC 3312 [30].
Alias URI, Alias SIP URI: A URI is an alias of another URI if the treatment of both URIs is identical, i.e. both URIs belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are considered to have the exact same service configuration for each and every service.

NOTE 1:
The S-CSCF recognizes that a given URI is an alias of another URI using the grouping sent from the HSS (see 3GPP TS 29.228 [14]). 
Globally Routeable SIP URI: a SIP URI of which the hostname part can be resolved to the IP address of the entry entity of the network reponsible for the identity represented by the userpart.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid registration.

Registration expiration interval: An indication on how long a registration is valid, indicated using the Expires header field, or the "expires" header field parameter within the Contact header field, according to the procedures specified in RFC 3261 [26].
Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for a public user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register an additional public user identity during the life time of the registration of another registered public user identity, where both public user identities have the same contact address and P-CSCF.

Emergency registration: A special registration that relates to binding of a public user identity to a contact address used for emergency service.

Initial emergency registration: An emergency registration that is also an initial registration.

Emergency reregistration: An emergency registration that is also a reregistration.

Back-to-Back User Agent (B2BUA): As given in RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to SIP rules), which are linked by some application logic that is fully independent of the SIP rules.

UE private IP address: It is assumed that the NAT device performs network address translation between a private and a public network with the UE located in the private network and the IM CN subsystem in the public network. The UE is assumed to be configured with a private IP address. This address will be denoted as UE private IP address.

UE public IP address: The NAT device is assumed to be configured with one (or perhaps more) public address(es). When the UE sends a request towards the public network, the NAT replaces the source address in the IP header of the packet, which contains the UE private IP address, with a public IP addressed assigned to the NAT. This address will be denoted as UE public IP address. 
Encapsulating UDP header: For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each IPsec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header. 

Port_Uenc: In most residential scenarios, when the NAT device performs address translation, it also performs translation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will use port 4500 as source port in the encapsulating UDP header when sending a packet. This port is translated by the NAT into an arbitrarily chosen port number which is denoted as port_Uenc. 

Multiple registrations: An additional capability of the UE, P-CSCF and S-CSCF, such that the UE (as identified by the private user identity and instance-id), can create multiple simultaneous registration bindings (flows), associated with one or more contact addresses, to any public user identity, Without this capability, a new registration from the UE for a public user identity replaces the existing registration binding, rather than merely creating an additional binding.

IMS flow set: An IMS flow set is a set of flows as defined in RFC 5626 [92]. The flows in an IMS flow set are determined by a combination of transport protocol, IP addresses, and ports. An IMS flow set is established by a successful IMS registration procedure.

NOTE 2:
 For IPsec, the ports associated with the flow set include protected client ports and protected server ports as defined in 3GPP TS 33.203 [19] and an IMS flow set is made up of the following four flows: 

-
Flow 1: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over TCP;

-
Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;

-
Flow 3: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over TCP; and

-
Flow 4: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over UDP.

NOTE 3:
For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when forwarding requests towards the UE, where flow 1 is only possible in case of TCP connection re-use. According to 3GPP TS 33.203 [19], flow 2 is only used for UE originated requests and corresponding responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 4:
An IMS flow set can be considered as a realisation of a logical flow as used in RFC 5626 [92]. But this definition does not depend on any particular definition of a logical flow.

NOTE 5:
For TLS, the ports associated with the flow set include a protected client port and a protected server port and an IMS flow set is made up of the following flow:

-
(IP address UE, port) <--> (IP address P-CSCF, port) over TCP.

NOTE 6:
For SIP digest without TLS, an IMS flow set is as defined in RFC 5626 [92].

IMS flow token: A IMS flow token is uniquely associated with a IMS flow set. When forwarding a request destined towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IMS flow token as appropriate according to 3GPP TS 33.203 [19] and RFC 3261 [26].

IP Association: A mapping at the P-CSCF of a UE's packet source IP address, the "sent-by" parameter in the Via header field, and, conditionally, the port with the identities of the UE. This association corresponds to the IP address check table specified in 3GPP TS 33.203 [19].
Authorised Resource-Priority header field: a Resource-Priority header field that is either received from another entity in the trust domain relating to the Resource-Priority header field, or which has been identified as generated by a subscriber known to have such priority privileges for the resource priority namespace and level of priority used within that namespace.

Temporarily authorised Resource-Priority header field: a Resource Priority header field that has been temporarily approved by the P-CSCF, the S-CSCF, or an IBCF. Temporarily authorised Resource-Priority heaer field appears in an INVITE request only, and is applied only in the direction P-CSCF to S-CSCF to AS, S-CSCF to AS, or IBCF to S-CSCF to AS, for the request, and the reverse direction for 1xx responses to that request. Subsequent requests in the same dialog will require an authorised Resource-Priority header field in order to obtain priority privileges. It is only valid when all entities are in the same trust domain for the Resource-Priority header field.
Network-initiated resource reservation: A mechanism of resource reservation where the IP-CAN on the behalf of network initiates the resources to the UE.

Trace depth:
When SIP signalling is logged for debugging purposes, trace depth is the level of detail of what is logged.

P-CSCF restoration procedures: the procedures for the IP-CAN and the UE to handle P-CSCF service interruption scenarios (see 3GPP TS 23.380 [7D]).
Public network traffic:
traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This type of traffic is known as public network traffic.

Private network traffic: traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific to an enterprise. This type of traffic is known as private network traffic. Private network traffic is normally within a single enterprise, but private network traffic can also exist between two different enterprises if not precluded for regulatory reasons.

NOTE 7:
An IP-PBX or application functionality within the IM CN subsystem can change private network traffic to public network traffic and vice versa, by functionality known as "breakout" or "breakin" to the private network. As such a SIP transaction can be variously private network traffic and public network traffic on different hops across a SIP network.
Priviledged sender: A priviledged sender is allowed to send SIP messages where the identities in P-Asserted-Identity will be passed on in the P-CSCF and are not subject to further processing in the P-CSCF.
S-CSCF restoration procedures: the procedures for the IM CN subsystem and the UE to handle S-CSCF service interruption scenarios (see 3GPP TS 23.380 [7D]).

Loopback routeing: A method of routeing a SIP request back to the visited network for local breakout according to the roaming architecture for voice over IMS with local breakout as specified in 3GPP TS 23.228 [7].
For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.

Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless otherwise specified see clause 6).

Client

Dialog

Final response

Header

Header field

Loose routeing

Method

Option-tag (see RFC 3261 [26] subclause 19.2)

Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)

Tag (see RFC 3261 [26] subclause 19.3)

Target Refresh Request
User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2] subclause 4.1.1.1 and subclause 4a.7 apply:

3GPP AAA proxy

3GPP AAA server

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Location Retrieval Function (LRF)

Media Gateway Control Function (MGCF)

MSC Server enhanced for IMS centralized services
Multimedia Resource Function Processor (MRFP)

Packet Data Gateway (PDG)

Subscription Locator Function (SLF)

WLAN UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:

Home PLMN (HPLMN)

Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5] subclauses 3.1, 8 and 13 apply:

Filter criteria

Initial filter criteria

Initial request

ISC gateway function

Media Resource Broker (MRB)

Multimedia Resource Function Controller (MRFC)

Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 4.15a, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts

Geo-local service number

Home local service number

Implicit registration set

Interconnection Border Control Function (IBCF)

Interrogating-CSCF (I-CSCF)

IMS Application Level Gateway (IMS-ALG)

IMS application reference

IMS Application Reference Identifier (IARI)

IMS communication service

IMS Communication Service Identifier (ICSI)
Local service number

IP-Connectivity Access Network (IP-CAN)

Policy and Charging Rule Function (PCRF)

Private user identity

Proxy-CSCF (P-CSCF)

Public Service Identity (PSI)

Public user identity

Roaming Architecture for Voice over IMS with Local Breakout
Serving-CSCF (S-CSCF)

Statically pre-configured PSI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.292 [7C] apply:

ICS UE
SCC AS

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [4B] apply:

Emergency-CSCF (E-CSCF)

Geographical location information

Location identifier

Location information

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IMS-Bundled Authentication (GIBA)
ePDG Firewall Traversal Function (EFTF)
Port_pc

Port_ps

Port_uc

Port_us
Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

IMS Credentials (IMC)

International Mobile Equipment Identity (IMEI)
IMS SIM (ISIM)

Serial NumbeR (SNR)

Type Approval Code (TAC)
Universal Integrated Circuit Card (UICC)

Universal Subscriber Identity Module (USIM)
User Equipment (UE)
For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access transport. Within this document this term specifically applies to either:

i)
the security association that exists between the UE and the P-CSCF. For this usage of the term, the term "security association" only applies to IPsec. This is the only security association that has direct impact on SIP; or

ii)
the security association that exists between the WLAN UE and the PDG. This is the security association that is relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:

International public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:

Emergency service identifier

Emergency service URN

Public Safety Answering Point (PSAP)

PSAP URI

For the purposes of the present document, the following terms and definitions given in RFC 5627 [93] apply:

Globally Routable User Agent URI (GRUU)

For the purposes of the present document, the following terms and definitions given in RFC 5626 [92] apply:

Flow
For the purposes of the present document, the following terms and definitions given in RFC 4346 [122] appendix B apply:

TLS session

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.292 [8O] apply:
CS media
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8J] apply:

IMS Voice over PS Session (IMSVoPS) indicator
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.328 [19C] apply:
End-to-access edge security

For the purposes of the present document, the following terms and definitions given in 3GPP2 S.R0048-A v4.0 [86F] apply:
Mobile Equipment Identity (MEID)
Manufacturer code

Serial number

*** Change *** 
Annex T (normative):
Additional procedures in support of traversal of restrictive access networks 
NOTE:
This subclause describes the mechanism for support of traversal of restrictive access networks. This does not preclude other mechanisms but they are out of the scope of this annex.

T.1
Scope

This annex defines stage 3 for tunnel setup between a tunneling element in the UE and a tunneling end point in the core network to enable traversal of strict firewalls as defined in 3GPP TS 33.203 [19]. 

This annex also defines stage 3 for connecting to an HTTP proxy in a strict firewall.
T.2
General 

T.2.1
Strict firewalls 

Some firewalls block SIP signalling from a UE to a P-CSCF. In order to traverse such firewalls, a UE needs to tunnel signalling to an EFTF beyond the firewall, in some cases after first connecting to an HTTP proxy.
T.2.2
Detecting and traversing strict firewalls 

1.
The IMS application will first try to register according to normal procedures specified in the 3GPP spec TS 24.229. If this fails, then it may try using alternative procedure specified in 3GPP for NAT traversal. If this also fails, then continue to step 2.

2.
If a non-transparent HTTP proxy is configured, The UE should send a HTTP CONNECT method (RFC 2616 [196]) to the HTTP proxy in the network, to port 80/443. Once the UE gets a successful response to the HTTP CONNECT, UE should move to step 3. If the UE does not get a successful response to HTTP_CONNECT, this indicates misconfiguration in the network and it is not possible to run the IMS services through this network.

If there is no non-transparent HTTP proxy configured in the terminal, UE should go directly to step 3.
3.
UE should try to establish a TLS tunnel to destination port 80/443 on the EFTF. If the establishment of the TLS tunnel is successful, UE should indicate to the IMS control plane and user plane protocols the presence of the NIMSFW. At this point, all the IMS protocols must send all their traffic over the established TLS tunnel. Optionally, if the end-to-end security is not enabled, IMS protocols could disable security at the protocol level since the TLS tunnelling mechanism will provide packet level encryption and authentication mechanism.

If the establishment of TLS tunnel is not possible, this indicates misconfiguration in the network and it is not possible to run the IMS services through this network.

T.3
UE to 3GPP network procedures 

T.3.1
TLS tunnel setup 

Based on the detection procedure as specified in the following flowchart, if it is determined that it is required to create a tunnel, an EFTF tunnel will be created between the UE and the EFTF function to enable the traversal of NIMSFW.
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Once the TLS connection is established between the UE and the EFTF, the tunnel creation procedure involves exchange of the Configuration_Request and Configuration_Response Control Messages to negotiate tunnel control parameters which includes inner IP address/IP mask and keep alive intervals . Once the configuration request and response exchange is successful, the EFTF tunnel is created between the UE and the EFTF and the application data can be sent over the established EFTF tunnel.

T.3.2
Inner IP address assignment by EFTF
The EFTF will assign an inner IP address to UE as a part of the TLS tunnel establishment.

This address will be used as an “inner” source address by UE in all communications to EFTF. EFTF could obtain the inner IP address from the 3GPP AAA server, could be configured locally on the EFTF server or by other means.

The message flow in Figure 5.4.1 below enables the EFTF to configure the UE with an inner IP address/mask. 
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Figure T.3.3.1: Inner IP address assignment message flow
6
Tunnel management procedures 
T.4.1
Keep alive mechanism 

T.4.1.1
Keep alive message 
In order to maintain pin-holes in a Firewall the Tunneling Client and the EFTF may exchange Keep Alive Messages (Request/Response pairs) on preconfigured time interval.  TLS tunnel Keep Alive Message (KAM) must always be sent within each maintained TLS tunnel if keep alive mechanism is negotiated through the configuration messages.

Please note that Keep Alive messages could be sent in absence of "real" traffic.  In other words, Keep Alive messages could be sent/exchanged only during silence/no activity periods.
Table 1 Table T.4.1.1.1: KAM Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	E
	0
	Current = 0, no extension defined

	CM_Type  
	7
	=Keep_Alive

	TLV_Count  
	0
	No Additional TLVs in KAM

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 

	
	
	


There will be no additional TLVs associated with KAM message.
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Figure 1 Figure T.4.1.1.1: Keep_Alive Request Message Structure

The table below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Keep_Alive message: Keep_Alive_Response
Table 2 Figure T.4.1.1.2: Keep_Alive_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	8
	=Keep_Alive_Response

	TLV_Count  
	0
	No additional TLVs in KAM response

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Same as Request Sequence number 


After TLS tunnel establishment, EFTF function will expect (if explicitly configured) to receive a Keep Alive Message (KAM) from UE periodically on pre-determined time interval. If KAM is not received as expected, EFTF function will terminate the tunnel. If EFTF function receives KAM, it will respond with Keep Alive Response of it is own toward UE. The response will contain the same sequence as a Client’s REQUEST.  If UE does not receive KAM as expected, UE should terminate the tunnel. The KAM time interval could be explicitly configured on EFTF and UE in which case EFTF and UE does not have to use the configuration messages to communicate the KAM interval. 
T.4.1.2
Keep alive time interval assignment by EFTF
The EFTF may optionally assign a Keep Alive message interval from its configuration.

The message flow below will enable EFTF to configure UE with Keep Alive Interval:
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T.5
Tunneling messages format and coding 

T.5.1
Protocol structure 

T.5.1.1
Introduction

Control Packets/Messages, denoted as CM in this document, are used to exchange configuration information between UE and EFTF. Control Messages (CMs) are of type REQUEST/RESPONSE. The CM RESPONSE to a REQUEST shall include either a corresponding REPLY or an error code indicating why the request could not be honored. 

T.5.1.2
General message structure and encoding rules

Control Messages will utilize a simple TLV (Type Length Value) encoding with the packet format as described below
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	TLV Type (2 bytes)
	TLV Length (2 bytes)
	Octet 1-4

	TLV Value              [until Length is reached]...       
	


A TLV is defined as the variable length concatenation of a unique Type (represented by an integer) and a Value containing the actual value identified by the Type.

Integer/binary values must be encoded in network byte order. ASCII strings must be Null terminated except where explicitly specified. All Control Messages must include Control Message Header (CM_header) at the beginning of every Control Message (CM_header is explained in the next section).

A control message header need not be followed by TLVs.
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Figure 2 Figure T.5.1.2.1: Control message structure 

T.5.1.3
Control message header 

All Control Messages will include Control Message Header (CM_header) at the beginning of the Control Message. The format of the CM_header is as given below:
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	CM_ Version
	CM_Indication
	R

	CM_Type
	TLV_Count
	Octet 1-4

	Tunnel Session ID
	Octet 5-8

	Tunnel Session ID
	Octet 9-12

	Sequence
	Octet 13-16

	Optional TLVs
	


Table T.5.1.3.1 below describes various fields of the CM_header

Table 3 Table T.5.1.3.1: Control Message Header Fields

	Field Name 
	Semantics 
	Value Type 
	Length 
	Notes

	CM_Version 
	Identifies version of this Header.   1 is Currently supported
	Unsigned integer 
	4 bits 
	It is the firts nibble (4bits) of the first byte.

Current version = 1 

Versions 4 and 6 reserved for IP payload differentiation.

(The first nibble of the first byte of IP header is the IP header version which is 4 for IPv4 and 6 for IPv6).  

	CM_Indication
	Identifies whether the message is a control message or not
	bits
	2 bits
	Must be set as 0 to indicate this is a CM message

	Reserved 
	Must be set with 0
	bits
	2 bits
	Must be set as 0

	CM_Type  
	Identifies the type of Control Message. Refer to table below for a listing of Control Message Types
	Unsigned integer 
	1 byte
	See table below for a list of supported types.

	TLV_Count  
	Indicates the number of TLVs that follow (or are appended to) this header in the current Control Message. 
	Unsigned integer
	2 bytes 
	Please note that CM_header itself is not a TLV.

	Tunnel Session ID
	It is assigned by EFTF and uniquely  identifies the TLS Tunnel
	Unsigned integer 
	8 bytes 
	This is the session id to uniquely identify a tunnel session.

	Sequence 
	An ever incrementing transaction counter.
	Unsigned integer 
	4 bytes 
	Each outstanding REQUSET will contain a unique value


T.5.2
Tunnel Session ID (TSID)

Tunnel Session ID It is assigned by EFTF to uniquely identify a TLS Tunnels.

The first [Tunnel] Configuration message will have Tunnel Session ID (TSID) header field bits set to 1s (FFFF…).

The first response will contain EFTF assigned TSID. After that, all following messages must contain the assigned TSID in their header. Messages that do not have the expected TSID must be dropped and the TLS Tunnel should be terminated. 
T.5.3
Control message TLV types 

Editor’s notes: This section does not cover the authentication mechanisms for TLS tunnel. The possible authentication mechanisms are for further study.

Table T.5.3.1 below enumerates Control Message TLV types and their description.

Table 4 Table T.5.3.1: TLV Types

	TLV  Type
	SEMANTICS
	SHORT(8 bits)/

LONG   (16 bits) FORMAT
	VALUE TYPE 
	LENGTH
	Optional
	NOTES

	NAME
	Value
	
	
	
	
	
	

	Reserved
	0-2
	
	Short
	 
	Any
	n/a
	

	Response_Code
	3
	Used by response messages
	Short
	Unsigned integer
	2 bytes
	No
	Not optional in responses.

	Internal_IPv4_Address
	4
	IP Address (IPv4)
	Short
	Octet string
	4 bytes 
	Yes
	IPv4 support is mandatory

	Internal_IPv4_Netmask
	5
	IP Address Mask (IPv4)
	Short
	Octet string
	4 bytes
	Yes
	The internal network's netmask.  It MUST be used only with an    Internal_IPv4_Adress attribute.

	Keep_Alive_Interval 
	6
	Indicates to client an expected Keep Alive frequency in seconds.

“0” value means that no Keep Alive Messages required.
	Short
	Unsigned integer
	2 bytes 
	Yes
	EFTF to UE

	Padding
	8
	Used to pad messages to desirable offset
	Short
	Octet string
	Any
	Yes
	Used for aligning messages to the word boundary

	Internal_IPv6_Address
	18
	IP Address (IPv6)
	Short
	Octet string
	16 bytes 
	Yes
	IPv6 Address

	Internal_IPv6_Netmask
	19
	IP Address Mask (IPv6)
	Short
	Octet string
	16 bytes
	
	The internal network's netmask.  It MUST be used only with an    Internal_IPv6_Adress attribute.

	Reserved
	23-255
	
	Short (8 bit)
	-
	-
	-
	Reserved for future use


The following table gives the value for the response code. Every CM request must be responded back with a CM response which must have one of the following response code TLV.

Table 5 Table T.5.3.2: Response_Code TLV

	NAME
	VALUE
	Semantics
	Notes

	Success
	0
	This message type will include requested configuration information request
	

	Invalid tunnel session ID
	1
	The value of the Tunnel Id is invalid
	

	Source IP address is blacklisted
	2
	The source IP address is not a valid IP address
	

	Out of tunnel resources
	3
	Maximum number of tunnels reached
	

	Service Unavailable
	4
	Service Unavailable
	

	Version_Not_Supported
	5
	Invalid version
	

	Reserved
	7~255
	
	


T.5.4
Configuration_request message

The Configuration_Request message allows the UE to obtain configuration information from the EFTF for the TLS tunnel. The table below lists the CM_Header values as well as required and optional TLVs that may be contained in a Configuration_Request message.

Table 6 Table T.5.4.1: Configuration_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	1
	=Configuration_Request

	TLV_Count  
	variable
	This excludes the CM_Header itself 

	Session ID
	variable
	Session ID is assigned by EFTF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Sequence number for the message


Table 7 Table T.5.4.2: Configuration_Request TLVs

	TLV Name
	Order
	Value
	Optional
	Notes

	Internal_IPv4_Address
	n/a
	IPv4
	No
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	No
	255.255.255.255 is the most common case

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


Tables below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Configuration_Request message: 

Table 8 Table T.5.4.3: Configuration_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	2
	=Configuration_Response

	TLV_Count  
	variable
	This excludes the CM_Header itself

	Session ID
	variable
	Session ID is assigned by EFTF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table 9 Table T.5.4.4: Configuration_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
	
	

	Internal_IPv4_Address
	n/a
	IPv4
	No
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	No
	

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


T.5.5
Configuration_release_request message 

Configuration_Releae_Request Message can be used to graciously terminate a tunnel. The response to Configuration_Release_Request must be Configuration_Release_Response message.The table below lists the CM_Header values in a Configuration_Release_Request message. No TLV is contained in the Configuration_Release_Request. 
CM_Header:
Table 10 Table T.5.5.1: Configuration_Release_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	CM_Type  
	5
	=Configuration_Release_Request

	TLV_Count  
	0
	No TLV

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 


Tables below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Configuration_Release_Request message: Configuration_Release_Response.
The CM_header for the Configuration_Release_Response message is given in the table below.

Table 11 Table T.5.5.2: Configuration_Release_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	6
	=Configuration_Release_Response

	TLV_Count  
	1
	Response_Code

	Session ID
	variable
	Session ID is same as the Configuration_Release_Request

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table 12 Table T.5.5.3: Configuration_Release_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
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