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1. Reason for Change
Stage 2 specification 23.402 doesn’t indicate the usage of DS-MIPv6 signalling as the way to tear down SA after an UE handover. This implies that the K bit shall always be set to 1 by the UE. If the UE wants to tear down the IPsec security association when returning home, it shall explicitly perform the IKEv2 SA deletion procedure. The current version of the TS is not clear about the usage of the K bit in this situation.   
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v1.0.0. 
* * * First Change * * * *

5.2.2.2
Handover from home link to a foreign link

If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous interface address, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3.

If the UE detects that it is moving from home link to foreign link, and if there is no security association existing with the HA, the UE shall perform the Security association establishment and Home Address assignment procedure with the HA as specified in subclause 5.1.2.2. 

Then the UE shall perform the initial binding registration and IPv4 address assignment as specified in subclause 5.1.2.4. If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mext-nemo-v4traversal [2]. The UE shall set F and T flags to “0”.

Independent of an IPv6 or IPv4 access network the UE shall set the Key Management Capability (K) bit in the Binding Update message. 
* * * Next Change * * * *
5.2.2.3

Handover from a foreign link to another foreign link

If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous Care-of Address, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3. If the UE detects it is not attached to the home link, the UE  shall send a Binding Update to the HA including the newly configured IP address as the Care-of Address in the Source IP address of the packet and optionally in the Alternate Care-of Address Option [6].. The UE shall always include the IPv6 Home Address in the Binding Update as specified in IETF RFC 3775 [6]. 

If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message. 

If the UE does not have an IPv4 Home Address but wants to configure one, the UE shall include the IPv4 Home Address option with the unspecified address as specified in subclause 5.1.2.4.. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address which is different from the previous Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mext-nemo-v4traversal [2]. The UE shall set F and T flags to “0”.

Independent of an IPv6 or IPv4 access network the UE shall set the Key Management Capability (K) bit in the Binding Update message. 

* * * Next Change * * * *
5.2.2.4

Handover from a foreign link to a home link

If the UE detects it is attached to the home link and there is a valid DSMIPv6 Binding Update list entry at the UE, the UE shall send a Binding Update with the Lifetime field set to “0” in order to remove the binding at the HA, as specified in IETF RFC 3775 [6]. Independent of an IPv6 or IPv4 access network the UE  shall set the Key Management Capability (K) bit in the de-registration Binding Update message. The UE may preserve the IKEv2 session in order to avoid re-establishing the session when the next handover occurs. If there is not a safe assumption that the UE will remain in the home link (e.g. switching off the non-3GPP radio interface in case of a dual radio terminal), the UE should preserve the IKEv2 session.
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