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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
	x
	x
	x
	
	x

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	x
	Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	790028
	eSPECTRE
	



3	Justification
The eSPECTRE WID added the ability to cryptographically assert the authority of the calling user to use the calling identity. Implementation experience gained from authenticating billions of calls per day has revealed several new issues that, if addressed, will improve and simplify the signing and verification processes for clients. 
· For simplicity and forward compatibility, add support for a signing resource that passes the PASSporT type as a parameter in a backwards compatible way. This will enable support of new PASSporT types without having to define new signing resources.
· Experience has shown that there are valid cases where the server needs more information from the client than is supported by the currently defined API. For example, a telephone Service Provider (acting as the client) wants the signing service to use different signing credentials depending on the type of user or type of call; e.g., based on calling user location, based on type of service such as residential vs. commercial, or based on type of call such as domestic vs. international. The new parameter to support this must be optional and be able to support cases where any higher-level policy (managed outside the network) can be applied.  
· A similar parameter should also be added to the verification request. 
-	Clients would benefit from more information on verification failures. The existing verification response should be augmented to support the 4xx failure codes defined in RFC 8224. When multiple PASSporTs are being verified, the API should also provide sufficient information so that the client can associate each failure with the specific PASSporT that failed. Clients can use this information for multiple reasons; e.g., to identify verification failures that occurred because of specific, inadvertent signing errors, or as input to analytics.
4	Objective
The objective of this work item is to specify in CT1 the following PASSporT procedures consistent with the above justification:
· Enable the signing of multiple PASSporT types using the same signing resource;
· Add an optional parameter to the signing and verification requests that conveys information to support policies managed outside the network. The semantics of this information is generally unspecified and is instead coordinated between the client and the server. However, CT1 may choose to impose some level of standardization as needed to facilitate interworking. 
· Update the verification response so that it conveys information about all errors encountered during verification process and allows correlating each error to the corresponding PASSporT.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	24.229
	Update the PASSporT signing/verification procedures to resolve issues discovered during implementation/deployment of STIR/SHAKEN, including simplifications for client and server, enhancements to support real-world signing/verification cases, and the ability to report more granular verification failure information.
	CP-95e (March 2022)
	CT1 responsibility

	
	
	
	



6	Work item Rapporteur(s)
Politz, Ken, Neustar, ken.politz@team.neustar
7	Work item leadership
CT1

8	Aspects that involve other WGs
None.
9	Supporting Individual Members

	Supporting IM name

	Neustar
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	Oracle

	Genband Ireland

	

	



