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1. Introduction
In SA2#144e, SA2 made an agreement (S2-2103482) on the use of generic procedures for UUAA-SM: Making the UUAA-SM procedure generic and applicable for any type of UEs that may need to use it in future features/services (i.e. enable a generic WebAPI-based authentication/authorization for data network during PDU session establishment). 
According to this agreement in SA2, in the last CT1 meeting (CT1#129e), CT1 has identified two open issues, whether to make UUAA container generic, and whether to define common IE for both UUAA-MM and UUAA-SM. 

In order to follow stage-2 requirement, this paper would like to discuss:

1) which information can be generic and contained in the generic container for UUAA-SM,

2) whether common information element can be defined for both UUAA-MM and UUAA-SM, and
3) which information is UAS specific which can be contained in the UAS specific container.
2. Discussion
Please note that this disucssion is based on the lastest outcome from TS 23.256 v.0.2.0.
As a result of SA2#144e, it was agreed on making the UUAA-SM procedure generic and applicable for any type of UEs, so that following EN has been captured in TS 23.256 for UUAA-SM.

Editor’s Note: The naming for the procedures and IEs, where needed, will be updated to make them generic (i.e. not specific to ID_UAS).
Observation 1) Generic container should be used for UUAA-SM procedure according to the agreement in SA2
Proposal 1) Generic container for DN-AA (e.g., UUAA-SM procedure) needs to be defined in TS 24.501
2.1 Necessary IE for UUAA-SM to be included in the generic container
Clause 5.2.3.2 of TS 23.256 describes UUAA during PDU session establishment procedure.

<quoted from 5.2.3.2>
0.
Steps 1 - 5 as in TS23.502[3] figure 4.3.2.2.1-1.


The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA authentication/authorization of the PDU session establishment request.

The UAV includes the CAA-Level UAV ID and may include the USS address and a UUAA Aviation Payload, etc. in a container provided by the UE in the PDU Session Establishment request.

NOTE 1:
The definition of the container is for stage 3 to specify.

The SMF identifies the UAS NF/NEF based on local configuration or using UE provided identity e.g. USS address.

</quoted>

CAA-level UAV ID can be used as an identity for authentication/authorization procedure with USS so that it could be generalized as DN-AA UE identity. Since the CAA-level UAV ID shall be visible in 5GC, separate IE is necessary. 
USS address can be included in the PDU session establishment request to assist the UAS NF/NEF to discover the USS. In ID_UAS architecture, USS plays a role of DN-AA(Data Network Authentication and Authorization) server, the USS address can be generalized to DN-AA server address. Since the USS address shall be visible in 5GC, separate IE is necessary.
UUAA Aviation Payload is defined in TS 23.256 as: 
UUAA Aviation Payload: Contains application layer information exchanged between the UAS and the USS and that is transparent to the 3GPP System 

Since it is application layer information exchanged from the UAV to the USS for the purpose of authentication/authorization procedure, it can be generalized to DN-AA payload. Whichever information included in the DN-AA payload can be determined by the DN-AA server, in this case, the USS.
Observation 2) As per current UUAA-SM procedure description in TS 23.256, CAA-level UAV ID, USS address, and UUAA aviation payload can be included in the generic container.

Proposal 2) DN-AA UE identity (e.g., CAA-level UAV ID), DN-AA server address (e.g., USS address), DN-AA payload (e.g., UUAA Aviation Payload) needs to be defined in the generic container for DN-AA.
DN-AA container = {DN-AA UE ID, DN-AA server address, DN-AA payload}

<quoted from 5.2.3.2 of TS 23.256>
3.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. N33_Auth_Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages
.
</quoted>

For UUAA procedure between the UAV and the USS, multiple round-trip messages are required during the PDU session establishment procedure. PDU session authentication command message and PDU session authentication complete message are defined in TS 24.501 to carry EAP messages and the result of EAP procedure, so CT1 can extend PDU session authentication command/PDU session autehntication complete messages for generic DN authentication/authrozation procedure (e.g., UUAA procedure in this case)
In TS 24.501, PDU session authenciation command/complete message shall include EAP message, as shown in below:

Table 8.3.4.1.1: PDU SESSION AUTHENTICATION COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity

9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type

9.7
	M
	V
	1

	
	EAP message
	EAP message

9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.11.4.6
	O
	TLV-E
	4-65538


Hence, EAP message should be optional and the generic container to be defined shall be added in the content as also optional IE.
Observation 3) Existing SM NAS message can support multiple round-trip messages for Authentication/Authorization
Proposal 3) In order to support multiple round-trip messages for UUAA procedure, PDU session authentication command/complete message needs to be modified to carry the generic container for DN-AA (e.g., UUAA in this case), and the EAP message IE in those messages should be made optional.

<quoted from 5.2.3.2>

6.
The PDU Session establishment continues and completes. In the step 7b of the TS 23.502 [3] Figure 4.3.2.2.1-1, if the SMF receives the DN Authorization Profile Index in DN Authorization Data from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in TS 23.503 [20] clause 6.4) and the PCC rule(s) (described in TS 23.503 [20] clause 6.3) from the PCF. If the SMF receives the DN authorized Session AMBR in DN Authorization Data from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in TS 23.503 [20] clause 6.4). 

The UUAA result is transferred from SMF to the UAV/UE in a UUAA Authorization Payload within a container as in steps 11, 12 and 13 in TS 23.502 [3] figure 4.3.2.2.1-1.
NOTE 3:
The definition of the container is for stage 3 to specify.
</quoted>

After UUAA procedure completion, the result of UUAA should be informed to the UE. Based on this result, the subsequent UE behaviour will be different. If it is succesful, the UE does not have to trigger UUAA-SM unless it is revoked. If it is failed, the UE is not allowed to attempt to use UAS services. In addition, new CAA-level UAV ID can be assigned by the USS during the UUAA procedure, so the SMF needs to transport the new CAA-level UAV ID to the UE. Hence it is necessary to define the result IE in the generic container.

UUAA authorization payload in TS 23.256 means the application level payload that sent from the USS to the UAV, while the UUAA aviation payload means the application level payload sent from the UAV to the USS. There is no need to differentiate those two payload which are transparent to 5G system so CT1 can decide to use a single payload for those: DN-AA payload.

Observation 4) UUAA result is informed to the UE. UUAA athorization payload and UUAA aviation payload are both transparent information to 5G system hence no need to define seprately in stage-3 level.
Proposal 4) DN-AA result (e.g., UUAA result in this case) needs to be included in the generic container for DN-AA.

DN-AA container = {DN-specific ID, DN-AA server address, DN-AA payload, DN-AA result}
2.2 Common information container for both UUAA-MM and UUAA-SM
UUAA-MM is the UUAA procedure performed during registration procedure to 5GS, and the UAV needs to include the necessary information for UUAA in the registration request message. The AMF can trigger UUAA procedure by transporting UUAA payload between the USS and the UAV. All necessary information for UUAA-MM and UUAA-SM are identical (e.g., CAA-level UAV ID, USS address, UUAA payload, UUAA result are commonly used for both UUAA-MM and UUAA-SM) accroding to TS 23.256. Given that the agreement of SA2 on making the UUAA proedure generic, from NAS point of view, since no significant difference between UUAA-MM and UUAA-SM in NAS procedure aspect is identified, it is proposed to have a generic container for DN-AA (e.g., UUAA in this case) common to both MM procedure and SM procedure.
Proposal 5) DN-AA container = {DN-specific ID, DN-AA server address, DN-AA payload, DN-AA result} can be common IEs for both UUAA-MM and UUAA-SM which to be specified in section 9.11.2 of TS 24.501.
2.3 Necessary information for C2 authorization and flight authorization

Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C, from USS to a UAV, or to report telemetry data from a UAV to its UAV-C.  C2 authorization can be carried out:
<quoted from 5.2.5.1 of TS 23.256>

-
During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.

-
During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.

-
During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.

</quoted>

<quoted from 5.2.5.2 of TS 23.256>

3.
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The authorization request also includes a UAV address, i.e. IP address The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.
Editor's note:
How the UAV indicates that the modification request is for C2 communication is FFS.

Editor's note:
How the SMF determines re-authorization is required at PDU session modification is FFS.

</quoted>

The information for C2 pairing authorization (e.g., pairing information, authorization result) is transparent to the SMF because the SMF needs not to perform any specific action for C2 pairing authorization based on the information but transporting the payload between the USS and the UAV. In addition, the SMF and the UAS-NF need to check the presence of C2 pairing authorization information in order to trigger authorization procedure with the USS and further action as specified in 5.2.5 of TS 23.256. In this sense, information element for C2 authorization should be defined as separated UAS specific container instead of generic purpose container.
Proposal 6) For C2 authroziation, UAS specific container is needed. It is proposed to name it C2 aviation payload.
<quoted from 5.2.5.2 of TS 23.256>

2.
The UAV requests C2 authorization by initiating PDU Session Modification procedure.  The UAV includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
</quoted>

According to TS 23.256 description, there is a container which includes necessary information for C2 authorization. The list of the necessary information is:

- Pairing information: CAA-level UAV ID of the requesting UAV and identification information of UAV-C to pair,
- C2 pairing authrozation result,

- Optionally new CAA-level UAV ID, and

- Optionally Flight Authorization information

Proposal 7) It is proposed to define C2 aviation payload = {Pairing information (CAA-level UAV ID of the requesting UAV and identification information of UAV-C to pair), C2 pairing authorization result, *CAA-level UAV ID, *Flight Authorization information}
Please note that the contents of the Flight Authorization information has not been specified yet in TS 23.256.

3. Conclusions

For the issue of defining generic container for UUAA-SM:

Proposal 1) Generic container for DN-AA (e.g., UUAA-SM procedure) needs to be defined in TS 24.501
Proposal 2) DN-AA UE identity (e.g., CAA-level UAV ID), DN-AA server address (e.g., USS address), DN-AA payload (e.g., UUAA Aviation Payload) needs to be defined in the generic container for DN-AA.

Proposal 3) In order to support multiple round-trip messages for UUAA procedure, PDU session authentication command/complete message needs to be modified to carry the generic container for DN-AA (e.g., UUAA in this case), and the EAP message IE in those messages should be made optional.

Proposal 4) DN-AA result (e.g., UUAA result in this case) needs to be included in the generic container for DN-AA. i.e., it is proposed to define: DN-AA container = {DN-specific ID, DN-AA server address, DN-AA payload, DN-AA result}

For the issue of defining common container for both UUAA-MM and UUAA SM:

Proposal 5) DN-AA container = {DN-specific ID, DN-AA server address, DN-AA payload, DN-AA result} can be common IEs for both UUAA-MM and UUAA-SM which to be specified in section 9.11.2 of TS 24.501.
For the issue of defining UAS specific container for C2 authorization:

Proposal 6) For C2 authroziation, UAS specific container is needed. It is proposed to name it C2 aviation payload.

Proposal 7) It is proposed to define C2 aviation payload = {Pairing information (CAA-level UAV ID of the requesting UAV and identification information of UAV-C to pair), C2 pairing authorization result, *CAA-level UAV ID, *Flight Authorization information}
4. Proposal

It is proposed to agree above proposals and apply to related CRs.
�It is typo of NAS SM transport: the figure of 5.2.3.2 shows it is NAS SM transport, and it comes from the SMF to the UE.





