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>>>>>>>>>>> First modified section <<<<<<<<<<<

Annex A (normative):Component Data Definitions

According to Section 5 of TS23.240 [1], a Generic User Profile consists of a number of independent GUP
Components. This Annex defines the content, semantics and specific_processing rules of the different GUP
Data Components.

Note: For Rel-6 only the HSS IMS GUP component is defined. Further releases of this specification will
define additional components.

A.1 HSS IMS GUP Component definition

SSSSSSSSSSSSSSSSSSSSS>S>>>>>> END OF CHANGE<<KLLKLLLLLLLLLLLLLLLLLLLLLLLLLL
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10 Authentication, authorization and security

10.1 Principles

GUP Architecture and Protocols include secure mechanisms for the transfer of User Profile data to, from and between
authorised entities. Accessto User Profile data shall only be permitted in an authorised and secure manner.

Security mechanisms to be applied over Rg and Rp reference points are defined by Liberty ID-WSF Security Mechanisms
Specification|15] specification.

In addition to managing the registration and discovery of GUP Server and profile information a Discovery Service (DS) as
defined in Liberty ID-WSF Discovery Service Specification [17] may also act as a centralized policy information and
decision point issuing the necessary Authentication and/or Authorization statements.

Interactions of GUP requestors towards the Discovery Service shall be as described in Liberty 1D-WSF Discovery Service
Specification [17].

The GUP architecture with respect to Authentication, Authorization and Security is summarized in Figure XXX.

Client Application Client authenticates to DS,

Discovery
Service (DS)

Sarver checks the validity
of clients cradentials.

Scope of 3GPP GUP

Client authenticates to
DS and fetches security

- : . info required over R
Client Application d J

Discovery
Service (DS)

|
GUP server Server registers security

requirements over Rg

Scope of 3IGPP GUP
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Liberty ID-WSF Security Mechanisms Specification [15], Liberty ID-WSF SOAP Binding Specification [14] and Liberty
ID-WSF Discovery Service Specification [17] provide normative content for the implementation of the security
mechanisms that apply to GUP.

The following chapters under this section of the specification define how the different security mechanisms described in the
referred Liberty specifications shall be used in the context of GUP.

The following chapters specify the required set of security mechanisms that shall be supported for GUP.

10.2 Security and Authentication

10.2.1 Rginterface (client application / GUP server)

GUP specifications shall be applicable for multiple deployment scenarios where different security, privacy and trust

considerations apply. The applications that may apply GUP Rg reference point may be targeted for different purposes e.g.
third party applications for value added services or operator’s own applications for subscription management.

Liberty Alliance Security Mechanisms [15] specification defines a set of combinations of peer authentication and message
authenti cation mechanisms necessary to accommodate various deployment scenarios. Each combination is defined by a
URI with the form urn:liberty: security: 2003-08: peer mechanism: message mechanism. |t is up to the security policy of the
operator to choose which combination of methods to apply taking into account the security domains where the client and

server reside.

10.2.1.1 Peer Entity Authentication and Transport Layer Channel Protection

The Peer entity authentication mechanisms required for GUP Rq reference point are based on the mechanisms prescribed
by Liberty ID-WSF Security Mechanisms [15] specification, which rely upon the inherent security properties supplied by
SSL 3.0[SSL] or TLS 1.0 [RFC2246] sometimes referred to as transport-level security (also including means for its
confidentiality and integrity protection).

Confidentiality and Integrity at the transport channel is ensured making use of suitable SSL/TLS cipher suites (see sub-
clause 12.2.3 for list of supported cipher suites).

The server is authenticated to the client using a x.509 server-side certificate. In general the support of client-side
certificatesin the context of GUP is not mandated but mutual authentication of the communicating peers may be also

supported.

10.2.1.2 M essage Authentication

Third party applications external to the Mobile Network Operator domain shall only apply Rqg reference point. More
precisely, third party applications external to the Mobile Network Operator domain acting as a GUP Reguestor over the Rg
reference point shall at least support urn:liberty: security: 2003-08: TLS. SAML as defined by Liberty Alliance Security
Mechanisms [15] Specification. The support of other message authentication mechanisms (e.g. urn:liberty: security: 2004-
04:TLS.Bearer and/or urn:liberty: security: 2003-08: TLS. X509) is optional for third party applications external to the
Mobile Network Operator domain. However the use of the null message authentication profile (e.g.

urn:liberty: security: 2003-08: TLS null) is not recommended for the Rg reference point.

CR page 4
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Internal applications to the Mobile Network Operator domain acting as a GUP Requestor over the Rg reference point shall
at least support urn:liberty: security: 2003-08: TLS. null as defined by Liberty Alliance Security Mechanisms[15]
Specification. The support of other message authentication mechanisms (e.g. urn:liberty: security: 2003-08: TLS. SAML,,
urn:liberty: security: 2004-04: TLS Bearer and/or urn:liberty: security: 2003-08: TLS. X509) is optional for Internal
applications to the Mobile Network Operator domain.

GUP Server shall at least support urn:liberty: security: 2003-08: TLS. null and urn:liberty:security: 2003-08: TLS. SAML as
defined by Liberty Alliance Security Mechanisms [15] Specification. The support of other message authentication
mechanisms (e.q. urn:liberty: security: 2004-04: TLS.Bearer and/or urn:liberty:security: 2003-08: TLS X509) is optional for
the GUP Server.

GUP requestors over Rq reference point may utilise a discovery service as a Trusted Authority providing essential security
related information (e.q. preferences in terms of peer entity and message authentication mechanism to be used and
authentication and/or authorization assertions). Different policies may be followed in the use of the services of a discovery
service. It may be used by different applicationsin different ways. per each operation, occasionally or not at all. In general
terms, third party applications belonging to external security domains shall need to use the services of adiscovery service
asanormal step, but in operator’s services it may not be needed at all.

A Discovery Service as defined by Liberty Alliance Discovery Service [17] specification is able to inform GUP requestors
of the peer entity and message authentication mechanisms to be used. Additionally, and in the event that a particular
deployment of GUP requires the use of the Web Services SAML security profile (e.g. urn:liberty: security: 2003-

08: TLS.SAML or urn:liberty: security: 2003-08: ClientTLS. SAML) the Discovery Service shall provide the necessary
Authentication assertions as defined by Liberty Alliance Security Mechanisms [15] specification. A Discovery Service may

also be capable of providing necessary bearer tokens in the event the Bearer token security profile (e.q.
urn: Ilbertv securltv 2004-04: TLS Bearer or urn: Ilbertv securltv 2004-04 CllentTLS Bearer) is used.

10.2.2 Rpinterface (GUP server / RAF)

The required security mechanism for the Rp interface is urn:liberty:security: 2003-08: ChertTL S:null.
e The server and the RAF communicate over a secure channel protected by SSL/TLS (see 12.2.3 for list of
supported cipher swte;)

NOTE: Sincethe number of RAFsis limited and the connections between the server and the RAFs are long-lived
(multiple requests sent on the same connections), this should not create too much overhead for either key
management or cryptographic processing.

The support of other message authentication mechanisms (e.g. urn:liberty:security:2003-08: TLS:SAML,
urn:liberty:security:2004-04:TL S:Bearer and/or urn:liberty:security:2003-08:TL S:X509) is optional for the Rp reference

point.

10.2.3 Cryptographic regquirements

Nete——For signing and verification of protocol messages, communicating entities SHOULD use certificates and
private keys that are distinct from the certificates and private keys applied for SSL or TLS channel protection_(in

accordance to Liberty Alliance Security Mechanisms [15] specification). {from-Hberty-twsi-seeurity-mechanismsvi-1
}

CR page 5



3GPP TS 29.240 v6.0.0 (2005-03) CR page 6

The cipher suites to be used for peer-wise encryption are:

«  TLS RSA_WITH_RC4 128 SHA

+ TLS RSA_WITH_3DES EDE_CBC_SHA

« TLS DHE_DSS WITH_3DES EDE_CBC_SHA
«  TLS RSA_WITH_AES CBC_SHA

« TLS DHE_DSS WITH_AES CBC_SHA

Editor snote-thechoice-of-a-set-of-mandated-ciphersfor GUP isteft FES.GUP entities shall at least support
TLS RSA_WITH_3DES EDE CBC SHA and TLS RSA_ WITH_AES CBC_SHA cipher suites. The support of other
cipher suitesis optional.

10.2.4 10.2.4 End-to-End Example (informative)

The following diagram represents a possible interaction between a client application and a GUP server.

CR page 6
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Figure 2x: GUP security flow
10.2.5 Example of GUP wsse:Security header (informative)

The following header authenticates the application defined by appl i cati on1@gpp. or g.

<wsse: Security>
<sam : Assertion

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 1. 0: assertion"
Maj or Ver si on="1" M nor Ver si on="0"

Assertionl D="2sxJu9g/ vvL@sANIbKp/ 8g ONKU="

| ssuer ="DS. exanpl e. conf

| ssuel nst ant =" 2004- 04-01T16: 58: 33. 1732" >

<!-- By placing an audience restriction on the assertion we
can limt the scope of which entity should consunme
the information in the assertion. -->

<sam : Condi ti ons

Not Bef or e="2004- 04- 01T16: 57: 202"

Not OnOr Af t er =" 2004- 04- 01T21: 42: 43 Z">

<sam : Audi enceRestri ctionCondition>

<sam : Audi ence>htt p://gupserver. conx/sa m : Audi ence>
</ sam : Audi enceRestrictionConditi on>

</sam : Condi ti ons>

<!-- The AuthenticationStatenent carries information
that describes the identity of the entity this assertion
was issued to (the Subject) and the nmethod the Subject
authenticated to the assertion issuing authority -->

<samni : Aut henti cati onSt at enent

Aut henti cati onMet hod="urn:ietf:rfc:2246"

Aut hent i cati onl nst ant ="2004- 04-01T16: 57: 30. 000Z" >
<sam : Subj ect >

<sam : Nanel dentifier
format="urn:liberty:iff:naneid:entitylD"
NanmeQualifier="http://AffiliationStation.com/">

http:// applicati onl@gpp.org

</sam : Nanel dentifier>

</ sam : Subj ect >

</sam : Aut henti cati onSt at enent >

<l-- signature by the authority over the assertion -->
<ds: Si gnature>...</ds: Signature>

</sam : Assertion>

<l-- this is the reference to the bearer token -->
<wsse: SecurityTokenRef er ence>

<wsse: Ref erence URI ="#2sxJu9g/ vvL@EsANIbKp/ 8gONKU="
Val ueType="sanl : Assertion" />

</ wsse: SecurityTokenRef erence>

</ wsse: Security>
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>>>>>>>>>>> First modified section <<<<<<<<<<<

Annex A (normative):

Component Data Definitions

A.1 HSS IMS GUP Component definition

The purpose of this annex isto provide GUP Profile Component definition for the IMS data of the HSS.

A.1.1 General description

The following Figure A.3 gives an outline of the UML model of the logical view of the HSSIMS GUP
Components. The main Component is called HSSIM SData.

Each element in that figure represents a part of the XML Schema structure, either a GUP Component or a lower
level block of data contained in a GUP Component. Elements marked with the same background colour make up
an independently manageable GUP Component, whose root is marked with ‘<<GUP Component>>’.,

All HSS IM S GUP Components can be managed with the procedures provided by GUP.

Component and attribute naming has been taken mainly from 3GPP TS 23.008 [8] where appropriate. The details
about the specific attributes shown in the picture are described in others specs. The ones related Cx protocol are
described in the 3GPP TS29.228 [7] and the ones reI ated Sh mterface are deSCI’I bedin the 3GPP TS 29. 328 [lO]

The identified set of GUP data elements with regard to the IMS HSS component should receive different treatment
(only read or both read/write access rights), depending on the nature of the data and the nature of the application
reguesting the data (e.q. provisioning application). In order to provide such differentiated treatment access control
mechanisms shall be applied. These access control mechanisms should take into consideration the rights that can
be offered over each attribute.
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-DefaultHandling:String -AdditionalShData:String
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1
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1
1.*
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<t
-ConditionNegated:String <
-Group:String k———————————
RequestURI Method SIPHeader SessionCase SessionDescription
-RequestURI:String -Method:String -Header:String] | -SessionCase:String -Line:String
-Content:String -Content:String

Figure A.3 Logical data model of the HSS IMS GUP Components

A.1.1.1 XML Schema files for HSS IMS GUP Components

XML Schemafiles attached to this specification combine together whole HSS IMS GUP Component data. XML
Schemafiles are intended to be used by an XML parser.

Table A.1listsHSS IMS GUP Components and XML Schemafiles that include those. CommonDataTypes file contains
common data types, i.e. it is not a stand alone GUP Component on its own.

Table A.1 HSS IMS GUP Components in XML Schema files

HSSIM S GUP Component

XML Schemafile

AuthenticationAndCiphering

AuthenticationAndCiphering.xsd
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HSSIM SData HSSIM SData.xsd

ImplicitlyRegisteredl dSet ImplicitlyRegisteredl dSet.xsd

Subscriptionl dentificationAndNumbering | Subscriptionl dentificationAndNumbering.xsd

ServiceProfile ServiceProfilexsd
Component independent data XML Schemafile
- CommonDataTypes.xsd

A.1.2 Element addressing

Contents for HSS IMS GUP Components can be addressed with X Path representation format as an input parameter for
select clauses. Each GUP Component has a unique key.

Example
Following Select element addresses the Barringl ndication element in the Subscriptionl dentificationAndNumbering
GUP Component. Public User Identity is specified by Resourcel D in the procedure message element, e.g. Query.

<Select>
<ComponentType>
http://3gpp/gup/ns/comp/Subscri ptionl dentificationA ndNumbering

</ComponentType>
<GCLRef>
//Subscriptionl dentificationAndNumbering/Barringl ndication
</GCLRef>
</Select>
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; | . oot INurol

Reterenee erng
et ; | . oot INurol

Reference ering
Subscriptiontdent | PrivateUserldentityR | HSSHVSData Hlentity-af HAS-Privatetdentity
oo | : . |

ServieeProfteRetere | ServieePrefile ServieePrefiekey Genere-Pata-Referenee

pee

dSetReference edldSet Key

; | . oot INurol

Reference ering

HSSHVSBata HSSHISPatakey Generic-Data-Reference

A.1l.2 HSS IMS GUP Component structure

HSS IMS GUP Component model includes following Components:
- HSSIMSData
- AuthenticationAndCiphering
- SubscriptionldentificationAndNumbering
lici . 5
- ServiceProfile

This model is mainly based on the HSS data described in 3GPP TS 23.008 [8]. Authentication information is
described in TS 33.203 [12] and TS 33.102 [11]. Data relationships are mainly based on descriptions from 3GPP
TS23.228[9], 3GPP TS 29.328 [10] and 3GPP TS 29.228 [7].

. : : :
Al21 HSSIMSData GUP Component

HSS IMS Data contains S-CSCF Selection-, Registrationl M S location, charging- and Private User Identity information.

HSS IM S Data contains also following data for Component linking purposes.
- HSSIMSDataKey
0 HSSIMSDataKey isaprimary key to uniquely identify HSS IMS Data Component.

0 Thisvaue must be unique within al HSS IM S Data Components.

A.1.2.1.1 SCSCFSelection
S-CSCF Selection contains the following data, which are described in 3GPP TS 23.008 [8].
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- MandatoryCapability
- Optional Capability
- PreferredSCSCF (optional parameter)

These data shall be offered only for provisioning purposes.

A.1.2.1.2 IMS LocationRegistration
RegistrationIM S L ocation contains the following data, which are described in 3GPP TS 23.008 [8].

- SCSCFName
- DiameterClientAddressOf SCSCF (optional parameter)

A.1.2.1.3 PrivateUserldentity
Private User |dentity contains the following data, which is described in 3GPP TS 23.008 [8].
- ldentity (Private User Identity)

This data shall be offered only for provisioning purposes.

A.2.2 AuthenticationAndCiphering GUP Component

Authentication and Ciphering contains the following data, which are described in 3GPP TS 33.102 [11].
- K
- Algorithm
- AMF

K parameter can contain either Secret Key or Encrypted Secret Key value. The encryption algorithm is implementation
specific.

These data shall be offered only for provisioning purposes.
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A.1.2.3 SubscriptionldentificationAndNumbering GUP Component

Subscription Identification And Numbering Component contains the following data, which are described in 3GPP TS
23.008 [8].

- PublicUserldentity

- Barringlndication (This data shall be offered only for provisioning purposes)

ListOf AuthorizedVisitedNetworkldentifiers (This data shall be offered only for provisioning purposes)

ServicesRelatedToUnregisteredState

Public User Identity isa primary key element for the Subscription Identification And Numbering Component.

A.1.2.3.1 RepositoryData
Repository Data contains additional Sh-interface data, which are described in 3GPP TS 29.328 [10].
- AdditionalShData

A.1.2.4 ServiceProfile GUP Component

The present sub clause presents the Service Profile GUP Component contents, which are defined based-enin the 3GPP
TS29.228[7].
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A.1.2.4.1 CoreNetworkServiceAuthorization

Core Network Service Authorization contains the following data, which are described in 3GPP TS 29.228 [7].
- SubscribedMediaProfilel dentifier

This data shall be offered only for provisioning purposes

A.1.2.4.2 InitialFilterCriteria

Initial Filter Criteria contains the following data, which are described in 3GPP TS 29.228 [7]. All data under Initial
Filter Criteria are described in 3GPP TS 29.228 [7].

- Priority

A.1.2.4.2.1 ApplicationServer

The present sub clause presents the Application Server element contents, which are defined based on the 3GPP TS
29.228[7].

- ServerName
- DefaultHandling

- Servicelnfo

‘A.L2.4.2.2 TriggerPoint

The present sub clause presents the Trigger Point element contents, which are defined based on the 3GPP TS 29.228
[7].

- ConditionTypeCNF

‘ A.1.2.4.2.2.1 ServicePointTrigger

The present sub clause presents the Service Point Trigger element contents, which are defined based on the 3GPP TS
29.228 [7].

Corresponding data element in Cx reference point is SePoTri.
- ConditionNegated
- Group

Service Point Trigger contains one of the following data structures described below.

‘ A.1.2.4.2.2.1.1 RequestURI
The present sub clause presents the Request URI element contents, which are defined based on the 3GPP TS 29.228 [7].
- RequestURI

‘ A.1.2.4.2.2.1.2 Method
The present sub clause presents the Method element contents, which are defined based on the 3GPP TS 29.228 [7].
- Method
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‘ A.1.2.4.2.2.1.3 SIPHeader
The present sub clause presents the SIP Header element contents, which are defined based on the 3GPP TS 29.228 [7].
- Header

- Content

‘ A.1.2.4.2.2.1.4 SessionCase
The present sub clause presents the Session Case element contents, which are defined based on the 3GPP TS 29.228 [7].
- SessionCase

‘ A.1.2.4.2.2.1.5 SessionDescription

The present sub clause presents the Session Description element contents, which are defined based on the 3GPP TS
29.228[7].

- Line

- Content

A.1.3 Common Data Types

GUP Components share some common data types defined in the CommonDataTypes.xsd - XML Schemafile.
That XML Schema file includes the following elements or element types used by other GUP XML Schema files:
- Extension
0  Will be used as an extension element
- ExtensionType
0 Extension element type
- GenericDataType
0  Will be used as a generic datatype

- GenericComponentReferenceType
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o Will be used as a generic Component reference type

A.1.4 Data Services Template Checklist tables

GUP isaninstance of adata service as described by Liberty Alliance Data Services Template [13] specification and all
its stipulations are hereby incorporated unless expressly waived or modified in this specification.

This section presents the checklist tables as defined in Liberty Alliance Data Service Template [13] specification filled-
in with the values corresponding of the use of defined HSS-HS-GUP Data components.

Table A.1.4.1/1: General Service Parameters (1/2)

Parameter Value
<Servi ceType> urn: 3gpp: gup- hss-i nms: 2005- 04
Discovery Options Discovery Options MAY be supported

If aDiscovery Serviceis employed, the following Discovery Option
Keywords as defined by Liberty ID-WSF Data Services Template
Specification [13] MAY be used:

st:al | Pat hs

st : can: ext end

st : changeHi st oryS upported
st : ext end

st:full XPath
urn:liberty:dst:multipleResources
urn:liberty:dst:multipleQeryltens

urn:liberty:d
d
d
d
d
d
d

urn: berty:dst:nultipleMdification
d
d
d
d
d
d
d

urn:liberty:
urn:liberty:
urn:liberty:
urn:liberty:

urn:liberty:dst:noMvbdify
urn:liberty: dst:noPagi nation
urn:liberty: dst:noQuery
urn:liberty:

st: noQuerySubscri ptions
st: noSorting
st:noStatic

st : noSubscri be

urn:liberty:
urn:liberty:
urn:liberty:

No specific Discovery Option Keyword is defined for the HSS-IMS GUP

Data Componet.

Data Schema See Apendix Cin this specification

Sel ect Type Déefinition The Sel ect Type definition for the HSS-IMS GUP data component is
described in the subclause 9.3.2.

Semantics of the <Sel ect > See Chapter 6.5 in this specification

element

Table A.1.4.1/2: General Service Parameters (2/2)

Parameter Value

Element uniqueness Not applicable. No multiple elements with same name used.

Data Extension Supported The <Ext ensi on> element MAY be used to add additional HSS-IMS GUP
elements, but the use is not specified by this specification.

Table A.1.4.2/1: Query Parameters (1/2)

Parameter Value

Support querying Queries MUST be supported

Multiple <Quer y> elements Multiple <Quer y> elements MAY be supported.
Multiple <Quer yl t en» Multiple<Queryl t en> elements MAY be supported.
elements

Support sorting Not Applicable
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Sort Type definition

Not Applicable as sorting is not supported, empty definition used:

<xs:conpl exType nane="Sort Type">
<xs: conpl exCont ent >
<xs:restriction base="EnptyType"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Support changedSi nce

changedSi nce MAY be supported.

Supported formats All
Table A.1.4.2/2: Query Parameters (2/2)
Parameter Value
Support i ncl udeConmon Common Attributes MUST be supported. See Chapter 6.4 in this
Attributes specification.
Support pagination Not Applicable. MUST NOT be used.
Support static sets Not Applicable. MUST NOT be used.

<Ext ensi on> in<Query>

The <Ext ensi on> element in <Quer y> MAY be used for new parameters,
but the use is not specified by this specification.

Table A.1.4.3: Modify Parameters

Parameter Value

Support modification Modifications MUST be supported.

Multiple <Modi f y> Multiple <Modi f y> elements MAY be supported.
elements

Multiple <Modi fi cati on>
elements

Multiple <Mbdi fi cati on> elements MAY be supported.

Support partial success

Partial Success MAY be supported.

Support
not ChangedSi nce

not ChangedSi nce MAY be supported.

<Ext ensi on> in

The <Ext ensi on> element in <Modi f y> MAY be used to specify new

<Modi fy> parameters, but the use is not specified by this specification.
Table A.1.4.4/1: Subscribe Parameters (1/2)

Parameter Value

Support subscribing to Subscriptions to Notifications MUST be supported.

notifications

Use of the <Subscri be>
element for modifying and
renewing subscriptions.

Creation, Renewal, Cancellation and Modification of subscriptions MUST be
supported.

Multiple <Subscri be>
elements

Multiple <Subscri be> elements MAY be supported.

Multiple <Subscri pti on> ele-
ments

Multiple <Subscri pti on> elements MAY be supported.

Use of the <Not i f yEndedTo>
element

The<Not i f yEndedTo> element MUST be supported, if end notifications
are used.

TypeType definition

The<Type> element is not used, so an empty definition is used for it:

<xs:conpl exType nane="TypeType">
<xs: conpl exCont ent >
<xs:restriction base="EnptyType"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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Table A.1.4.4/2: Subscribe Parameters (2/2)

Parameter Value

Tri gger Type definition The<Tri gger > element isnot used for the HSS-IMS GUP Data Component
(just default change notifications are supported).
An empty type definition shall be used:
<xs: conpl exType nane="Tri gger Type">
<xs: conpl exCont ent >
<xs:restriction base="EnptyType"/>

</ xs: conpl exCont ent >
</ xs: conpl exType>

Start of a subscription starts attribute MUST be supported.

Subscription expiration Subscription expiration MUST be used.

Useof expires andduration | Bothexpires anddurati on MUST be supported.

attributes

Support expi res==starts The same value for boththest art s and theexpi res attribute MUST be
supported.

Support zero dur at i on The value zero MUST be supported for the dur at i on_attribute.

<Ext ensi on> in The <Ext ensi on> element in <Subscri be> MAY be used for new

<Subscri be> parameters, but the use is not specified by this specification.

Table A.1.4.5: QuerySubscriptions Parameters

Parameter Value

Support querying existing Query Subscriptions MAY be supported.

subscriptions

Multiple Multiple <Quer ySubscri pti ons> elements MAY be supported.

<Quer ySubscri pti ons>

elements

<Ext ensi on> in <Ext ensi on> element in <Quer ySubscri pti ons> MAY be used for new
<QuerySubscrip parameters, but the use is not specified by this specification.

Table A.1.4.6: Notify Parameters

Parameter Value

Support notifications Notifications MUST be supported.

Are notifications acknowledged | End notifications MUST be acknowledged.

<Ext ensi on> in<Noti fy> The <Ext ensi on> elementin <Noti f y> MAY be used to pass additional
data, but the use is not specified by this specification.

Table A.1.4.7: EndNotify Parameters

Parameter Value

Support end notifications End notifications MAY be supported.

Are end notifications End notifications SHOUL D be acknowledged.

acknowledged

<Ext ensi on> in<Ended> The <Ext ensi on> element in <Ended> MAY be used to pass additional
data, but the use is not specified by this specification.
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7.2 GUP headers

o The "

Liberty Alliance defines some headers needed when passing around messages. Since Liberty Alliance only defines a SOAP
binding, these headers are defined in terms of the SOAP protocol. But thisis NOT mandatory, as mentioned in [soap-
binding],

" Although this binding [SOAP binding] is the only one given in this specification, other protocols could be used to convey
ID-* messages, with appropriateness depending on the protocol selected and the target operational context. "

In the context of GUP, wewill-define-a set of abstract headers are defined. They are needed by the messages exchanged
between the various parties, against the Rp and Rg interfaces. The information contained in these headers will be described
as XML data even though the binding may decide to map the information using a different syntax (e.g. ASCII, ASN.1,
etc.). In the following sections, namespace "S" corresponds to the SOAP namespace.

Weprovide-anNormative bindings for the GUP headers to SOAP are provided in the{see-Annex EF)}-forthe GUP-headers.

7.2.1 Correlation header
7.2.1.1 Description

The correlation header block provides a means for correlating messages. M essage correlation is achieved by using the
messagel D attribute to identify individual messages. Additionally, a message may refer to another message by setting its
r ef ToMessagel D attribute to the value of the messagel D of the message of interest.

7.2.1.2 Content

The content of the correlation header can be defined using the following type.

<xs: conpl exType nane="correl ati onType">

<xs:attribute name="nessagel D' type="I|DType" use="required"/>
<xs:attribute name="ref ToMessagel D' type="|DType" use="optional"/>
<xs:attribute name="tinestanp" type="xs:dateTi ne" use="required"/>
<xs:attribute name="id" type="xs:|D" use="optional"/>

<xs:attribute name="nust Understand" type="xs:bool ean" use="optional"/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>

</ xs: conpl exType>

7.2.2 Provider header
7.2.2.1 Description

This header block provides a means for a sender to claim that it 545
is represented by a given providerlD value. The sender may also claim that it is a member of a given affiliation. Such
claims are generally verifiable by receivers by looking up these values in the sender’ s metadata fibertyMetadatal-

7.2.2.2 Content

<xs: conpl exType nane="Provi der Type" >
<xs:attribute name="providerl D' type="xs:anyURl" use="required"/>
<xs:attribute name="affiliationl D' type="xs:anyURl" use="optional"/>
<xs:attribute name="id" type="xs:1D" use="optional"/>
<xs:attribute name="nust Understand" type="xs:bool ean" use="optional"/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>

</ xs: conpl exType>

7.2.3 ProcessingContext header
7.2.3.1 Description

This header block may be employed by a sender to signal to areceiver that the latter should add a specific additional facet
to the overall processing context in which any action(s) are invoked as a result of processing any message also conveyed in
the overall message.

7.2.3.2 Content

<xs: conpl exType nane="Processi ngCont ext Type" >
<xs: si npl eCont ent >
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<xs: extension base="xs:anyURl ">
<xs:attribute name="id" type="xs:1D" use="optional"/>
<xs:attribute name="nust Understand" type="xs:bool ean" use="optional"/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

7.24 Consent header
7.2.4.1 Description

The Consent header block element MAY be employed by either arequester or areceiver. For example, the Principal
may be using a Liberty-enabled client or proxy (common in the wireless world), and in that sort of environment the mobile
operator may cause the Principal’ sterminal (AKA: cell phone) to prompt the principal for consent for some interaction.

7.2.4.2 Content

<xs: conpl exType nanme="consent Type" >
<xs:attribute name="uri" type="xs:anyURl " use="required"/>
<xs:attribute name="tinestanp" type="xs:dateTi ne" use="optional"/>
<xs:attribute name="id" type="xs:1D" use="optional"/>
<xs:attribute name="nust Understand" type="xs: Bool ean" use="optional"/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>

</ xs: conpl exType>

7.2.5 UsageDirective header
7.2.5.1 Description

Participantsin the ID-WSF framework may need to indicate the privacy policy associated with a message. To facilitate
this, senders, acting as either a client or a server, may add one or more UsageDirective header blocks to the message being
sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header appearing in
aresponse expresses how the receiver of the responseis to use the response data.

7.2.5.2 Content

<xs: conpl exType nanme="UsageDi rectiveType">
<sequence>
<xs:any nanespace="##ot her" processContents="|ax" nmaxCccurs="unbounded"/>

</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute nanme="id" type="id" use="optional"/>
<attribute name="nust Under st and" type="xs:bool ean" use="optional "/>

<attribute name="actor" type="xs:anyUR " use="optional"/>
</ conpl exType>

7.2.6 ServicelnstanceUpdate header
7.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a
different endpoint, or that they wish a different credential to be used than was originally specified by the entity for access to
the requested resource.

The Servicel nstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new security
mechanisms should be employed by the sender of the message.

The use of this header block allows the sender of the message to convey updates to security tokens, essentially providing a
token renewal mechanism. Thisis not discussed further in this specification.
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7.2.6.2 Content

<xs: conpl exType nane="Servi cel nst anceUpdat eType" >
<Xs:sequence>
<xs: el ement nane="SecurityMechl D' type="xs:anyURl " ni nOCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nane="Credential" m nCccurs="0" maxOccurs="unbounded" >
<xs: conpl exType>
<Xs:sequence>
<xs:any namespace="##any" processContents="|ax"/>
</ xs: sequence>
<xs:attribute name="notOnOrAfter" type="xs:dateTi ne" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="Endpoi nt" type="xs:anyURl " mi nQccurs="0"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:|D"' use="optional"/>
<xs:attribute name="nust Understand" type="xs:bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>
</ xs: conpl exType>

7.2.7 Timeout header
7.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of
time. Such an entity would indicate their wish via the Timeout header block.

7.2.7.2 Content

<xs: conpl exType nanme="Ti meout Type" >

<xs:attribute name="nmaxProcessingTi ne" type="xs:integer" use="required"/>
<xs:attribute name="id" type="xs:1D" use="optional"/>

<xs:attribute name="nust Understand" type="xs:bool ean" use="optional"/>
<xs:attribute ref="actor" type="xs:anyURI " use="optional"/>
</ xs: conpl exType>

7.2.8 CredentialsContext header
7.2.8.1 Description

) benitti -
The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in

alowing access to the requested resource. The <Cr edent i al sCont ext > header block allows such policies to be
expressed to a GUP requester.

7.2.8.2 Content

<xs: conpl exType nane="Credenti al sCont ext Type" >
<Xs:sequence>
<xs:elenment ref="1ib: Request Aut hnContext" m nCccurs="0"/>
<xs: el ement nane="SecurityMechl D' type="xs:anyURlI " ni nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="id" type="xs:1D" use="optional"/>
<xs:attribute ref="S: nmust Understand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: conpl exType>
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7.2.9 wsse:Security header [ibertySecMech}
7.2.9.1 Description

Relevent security information is communicated in the Security header. The details for the specific bindings are provided in
the Annexes.

7.2.9.2 Content

The details of the content for the specific binding are provided in the Annexes.

|  th - fined i ™
7.2.10 is:UserInteraction header-fibertynteract}
In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component data
exposed in order to e.q. ask for explicit end-user consent for the release of the requested information. To this end, GUP
messages may include a<User | nt er act i on> header, which controls the possibilities that GUP Servers and/or RAFs
have to engage in interactions with end-users when serving arequest from a GUP Requestor.

7.2.10.1 Description

The details for the specific bindings are provided in the Annexes.

7.2.10.2 Content

The details for the specific bindings are provided in the Annexes.

Annex E (irfermative/normative):
SOAP binding for GUP headers

! . A\ U A e u \/ ‘v

The SOAP protocol provides a mechanism for exchanging structured and typed information between peersusing XML. It
is avery generic protocol, which can also be used to carry remote procedure calls. Each SOAP message has an e ement
"Envelope" and its immediate child elements "Header" and "Body".

SOAP.is applied in the Rp and Rq reference points. SOAP carries the GUP procedure elementsin its body part in
compliance with the SOAP standard [5]. The GUP Procedure elements are placed immediately below the Body element. |f
there are several requests or responses, the GUP Procedure elements are carried one after another.

SOAP headers used in the context of GUP shall be as defined by Liberty Alliance ID-WSF SOAP Bindings [14]
specification. This Liberty Alliance specification includes the definition of a number of SOAP header blocks for ssimple
message correlation, as well as provider declaration, processing context, consent claims, usage directives and a number of
other optional headers. Liberty Alliance ID-WSF SOAP Bindings [14] specification also defines how messages are bound
into SOAP message bodies, and how the Liberty defined SOAP header blocks are bound into SOAP message headers.

Additionally, other SOAP header blocks defined by other Liberty Alliance specifications (i.e. Liberty Alliance ID-WSF
Security Mechanisms [15] and Liberty Alliance ID-WSF Interaction Service [23]) shall be also applicable in the context of
GUP and may be used concurrently with the header blocks defined in Liberty Alliance ID-WSF SOAP Bindings [14]

specification.

CR page 8



3GPP TS 29.240 v6.0.0 (2005-03) CR page 9

This Annex presents a brief description of the different SOAP header blocks used in the context of GUP. Other sectionsin
this specification also refer to the use of such headers in the context of GUP.

E.1 Correlation header

SOAP does not define a mechanism to correlate one SOAP message with another message, such as in a request-
response paradigm. The correlation header block provides a means for being able to correlate one SOAP message with
another SOAP message. Message correlation is achieved by inserting a<Corr el ati on> element in SOAP-bound GUP
message headers and using anmessagel D attribute to identify individual messages. Additionally, a message may refer to
another message by setting itsr ef ToMessagel D attribute to the value of the nessagel D of the message of interest.

Normative semantics, definitions, schemas and processing rules for the correlation header block are defined in Liberty
Alllance ID- WSF SOAP Blndlnqs[14] specmcatlon

E.2 Provider header

A Provider in the context of GUP is an entity that is able to handle (issue and/or receive) SOAP messages, and which is
univocally identified at the SOAP level by its providerlD. This header block provides means for asender to claim that it is
represented by agiven providerID value.

Normative semantics, definitions, schemas and processing rules for the provider header block are defined in Liberty
Alliance ID WSF SOAP Bindings [14] specmcanon
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E.3 ProcessingContext header

A GUP reguestor may need to express additional context for a given request, for example indicating that the

requester expects to make such requests in the future when the end-user may or may not be online. This header block may
be employed by a sender to signal to areceiver that the latter should add a specific additional facet to the overall
processing context in which any action(s) are invoked as a result of processing any message also conveyed in the overall

message.

Normative semantics, definitions, schemas and processing rules for the processing context header block are defined in
Liberty Alliance ID-WSF SOAP Bindings [14] specification.

E.4 Consent header

GUP applications may wish to claim whether they obtained the end-user’s consent for carrying out any given operation.
This header block is used to explicitly claim that the Principal consented to the present interaction.

Normative semantics, definitions, schemas and processing rules for the consent header block are defined in Liberty
Alliance ID-WSF SOAP Bindings [14] specification.

E.5 UsageDirective header

GUP requestors may wish to indicate their policies for handling data at the time of data request, while GUP server and
RAFs may wish to specify their policies for the subsequent use of data at the time of datarelease. To facilitate this, GUP
requestors may add one or more UsageDirective header blocks to the message being sent. A UsageDirective header appearing
in areguest message expresses intended usage. A UsageDirective header appearing in a response expresses how the receiver
of the responseisto use the response data.

Normative semantics, definitions, schemas and processing rules for the usage directive header block are defined in Liberty
Alliance ID-WSF SOAP Bindings [14] specification.
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E.6 ServicelnstanceUpdate header

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a
different endpoint, or that they wish a different credential to be used than was originally specified by the entity for access to
the requested resource.

The ServicelnstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new security
mechanisms should be employed by the sender of the message.

The use of this header block allows the sender of the message to convey updates to security tokens, essentially providing a
token renewal mechanism. Thisis not discussed further in this specification.

Normative semantics, definitions, schemas and processing rules for the service instance update header block are defined in
leerty Alllance ID-WSF SOAP Bindings [14] specmcatlon

E.7 Timeout header

A requesting entity may wish to indicate that they would like arequest to be processed within some specified amount of
time. Such an entity would indicate their wish viathe Timeout header block.

Normative semantics, definitions, schemas and processing rules for the timeout header block are defined in Liberty
Alllance ID-WSF SOAP Blndlnqs[14] specmcanon
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E.8 CredentialsContext header

The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in
alowing access to the requested resource. The <Cr edent i al sCont ext > header block allows such policies to be
expressed to a GUP requester.

Normative semantics, definitions, schemas and processing rules for the credentials context header block are defined in

E.9 wsse:Security header [LibertySecMech]

OASIS WS-Security compliant header elements as defined in OASIS SOAP Message Security [24] specification
communicate the relevant security information in SOAP.

The construction and decoration of the <wsse: Securi t y> header element in the context of GUP MUST adhere to the
rules specified in OASIS SOAP Message Security [24] specification.

Additionally the construction, decoration and usage of the <wsse: Securi t y> header element in the context of GUP
MUST also adhere to the mechanisms defined in Liberty Alliance Security Mechanisms [15] specification.

Normative semantics, definitions, schemas and processing rules for the security header block are defined both in OASIS
SOAP Message Security [24] and Liberty Alliance ID-WSF Security M echanisms [15] specifications.

E.10 is:UserInteraction header [ibertylnteract]

In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component data
exposed in order to e.g. ask for explicit end-user consent for the release of the requested information. To this end, GUP
messages may include a<User | nt er act i on> SOAP header, which controls the possibilities that GUP Servers and/or
RAFs have to engage in interactions with end-users when serving a request from a GUP Requestor.

Normative semantics, definitions, schemas and processing rules for the user interaction header block are defined in Liberty
Alliance ID-WSF Interaction Service [23] specification.
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