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**** Start of change #1 ****

8.2 Tunnel establishment procedures
8.2.1 UE procedures

821.1 General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select
between direct access to external |P network from the WLAN or access through the PLMN. In case the user
selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after
selecting a remote tunnel endpoint using Domain Name System (DNS) procedure as mentioned in the subclause
8.3.1.2.

The WLAN UE shall support the IKEv2 protocol (see draft-ietf-ipsec-ikev2 [14]) for IPsec tunnel negotiation as
specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the
PDG).

The WLAN UE shall support |Psec ESP (see draft-ietf-ipsec-esp-v3 [15]) in order to provide secure tunnels
between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

8.2.1.2 Selection of remote tunnel endpoint

The WLAN UE shall support the implementation of standard DNS mechanismsin order to retrieve the |P
address(es) of the remote tunnel endpoint, i.e. the PDG.

When performing W-APN resolution (i.e. building an Fully Qualified Domain Name (FQDN) for the DNS
request), the WLAN UE shall include both W-APN Network Identifier (NI) and W-APN Operator |dentifier
(Q1). If the user did not provide avalue for W-APN OlI, then the WLAN UE shall usethe HPLMN ID or
VPLMN ID asthe W- APN Ol, depending on mternal conflguratlon The structure of theW APN is deflned in
See TS 23.003 [1a]}- ) , ! ! )

3GPRTS23.23412].

NOTE: TheW-APN NI identifies the IP network the user wants to access, e.g. operator service network or
the Internet. The W-APN Ol definesin which PLMN the PDG islocated and it is used in WLAN
IW in order to select aPDG in VPLMN or aPDG in HPLMN.; Ffor this reason the W-APN Ol
usage in the DNS query is mandatory in WLAN IW.

Theinitial selection of the remote tunnel endpoint is donein the WLAN UE. Upon reception of a DNS response
containing one or more | P addresses of PDGs that support the requested W-APN, the WLAN UE shall select an
I P address with the same I P version asitslocal | P address. This selection may be performed by the user (WLAN
UE implementation option) or may be performed automatically by the WLAN UE. In the later case, the criteria
for automatic selection isimplementation dependent.

8213 UE initiated tunnd establishment

In order to request the establishment of atunnel to a certain W-APN, the WLAN UE shall comply with IKE_v2
protocol definitions as defined in the IKEV2 protocol (see draft-ietf-ipsec-ikev2 [14]). In order to set up an IKE
connection between the UE and the PDG, the UE shall initiate the signalling procedure by sending the
IKE_SA_INIT request message defined in draft-ietf-ipsec-ikev2 [14] to the PDG. On receipt of an
IKE_SA_INIT response, the WLAN UE shall send atunnel establishment request (IKE_AUTH request message
defined in draft-ietf-ipsec-ikev2 [14]) to the selected PDG (see clause 8.2.1.2) including the W-APN and the
NAI. The WLAN UE shall include in IDr payload the W-APN that was used in the DNS query and in the I Di
payload the NAI.

NOTEL: The username part of the NAI included in IDi payload may be an IMSI, pseudonym or re-
authentication ID.

NOTE2: Fast re-authentication mechanism is optional, and therefore is an implementation option in the
WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent
an re-authentication ID during previous EAP authentication) whether to use it during tunnel
establishment.
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Upon of reception of aresponse message with Notify payload of type "ERROR" i.e. indicating the failure of the
tunnel establishment the WLAN UE may either:

- select anew PDG from the list received from the DNS server during remote tunnel endpoint selection
(see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

- perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new
PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel
establishment using this newly selected PDG; or

- stop the tunnel establishment attempt and release the Security Association (SA) with the PDG.

8.2.1.4 Void

8.2.1.5 Void
8.2.2 PDG procedures

8221 General

The PDG shall support the implementation of aVPN server application in order to assist tunnel establishment
towards the WLAN UE. However the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see draft-ietf-ipsec-ikev2 [14]), in order to
establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support |Psec ESP (see draft-ietf-ipsec-esp-v3 [15]) in order to provide secure tunnels between
the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

8222 UE initiated tunnd establishment

Upon reception of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, the PDG
shall contact the 3GPP AAA Server as specified in 3GPP TS 29.234 [3] in order to retrieve service authorization
and authentication information for the WLAN UE requesting the establishment of the tunnel.

Upon successful authorization and authentication, the PDG shall accept the tunnel establishment request by
sending the IKE_AUTH response message and including the allocated remote I P address in the ‘Configuration’

payload.

Upon, authentication failure the PDG shall reject the tunnel establishment request by sending the IKE_AUTH
response message with the Notify payload set to 'AUTHENTICATION FAILED".

8.2.2.3 Void
8.2.2.4 Void

8.3 Tunnel disconnection procedures
8.3.1 UE procedures

8311 General

WLAN UE shall use the procedures defined in the IKEv2 protocol (see draft-ietf-ipsec-ikev2 [14]) to disconnect
an IPsec tunnel to the PDG. The UE shall close the incoming Security Associations associated with the tunnel
and instruct the PDG to do the same by sending the INFORMATIONAL request message including a
"DELETE" payload. The DELETE payload shall contain either:

i) Protocol ID setto"1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This
indicates closing of IKE Security Association, and implies the deletion of all 1Psec ESP Security
Associations that were negotiated within the IKE SA.
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ii) Protocol ID setto "3" for ESP. The Security Parameters Indexes included in the payload shall correspond
to the particular incoming ESP Security Associations at the WLAN UE for the given tunnel in question.

NOTE: Morethan one tunnel may be disconnected in this message, viainclusion of multiple Security
Parameters Indexes in one DELETE payload or multiple DELETE payloadsin one
INFORMATIONAL regquest message.

8312 PDG Initiated Tunnel Disconnection Procedures

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the PDG is
attempting tunnel disconnection, the WLAN UE shall:

i) Closeall Security Associations identified within the DELETE payload (these Security Associations
correspond to outgoing Security Associations from the WLAN UE perspective). If no Security
Associations were present in the DELETE payload, and the protocol 1D was set to "1", the WLAN UE
shall close the IKE Security Association, and all 1Psec ESP Security Associations that were negotiated
within it towards the PDG.

ii) The UE shall delete the incoming Security Associations corresponding to the outgoing Security
Associations identified in the "DELETE" payload.

The WLAN UE shall send an INFORMATIONAL response message. If the INFORMATIONAL reguest
message contained alist of Security Associations, the INFORMATIONAL response message shall contain alist
of Security Associations deleted in step (ii) above.

If the WLAN UE is unable to comply with the INFORMATIONAL request message, the WLAN UE shall send
INFORMATION response message with either:

i) A NOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the
Security Parameters Indexes in the message from the PDG; or

ii) A moregeneral NOTIFY payload type. This payload type is implementation dependent.
8.3.2 PDG procedures

8321 General

PDG shall use the procedures defined in the IKEvV2 protocol (see draft-ietf-ipsec-ikev2 [14]) to disconnect an

I PSec tunnel to the UE. The PDG shall close the incoming Security Associations associated with the tunnel and
instruct the UE to do likewise by sending the INFORMATIONAL request message including a"DELETE"
payload. The DELETE payload shall contain either:

i) Protocol ID set to"1" and no subsequent Security Parameter Indexes in the payload. Thisindicates that
the IKE Security Association, and all |Psec ESP Security Associations that were negotiated within it
between PDG and UE shall be deleted.

ii) Protocol ID setto"3" for ESP. The SECURITY PARAMETERS INDEXES sincluded in the payload
shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given
tunnel in question.

8322 UE Initiated Tunne Disconnection Procedures

On receipt of the INFORMATIONAL request message including "DELETE" payload indicating that the UE is
initiating tunnel disconnect procedure, the PDG shall:

i) Closeall Security Associationsidentified within the DELETE payload (these Security Associations
correspond to outgoing Security Associations from the PDG perspective). If no Security Associations
were present in the DELETE payload, and the protocol ID was set to "1", the PDG shall close the IKE
Security Association, and all 1Psec ESP Security Associations that were negotiated within it towards the
UE.

ii) The PDG shall delete the incoming Security Associations corresponding to the outgoing Security
Associations identified in the "DELETE" payload.
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The PDG shall send an INFORMATIONAL response message. This shall contain alist of Security Associations
deleted in step (ii) above.

If the PDG is unable to comply with the INFORMATIONAL reguest message, the PDG shall send
INFORMATION response message with either:

i) aNOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the
SECURITY PARAMETERS INDEXES in the message from the UE; or

ii) amoregeneral NOTIFY payload type. This payload type is implementation dependent.
8.4 Timers and counters for tunnel management
Timers are used as defined in draft-ietf-ipsec-ikev2-13.txt [14].

It isrecommended that IKE Security Association and ESP Security Association timers are set to be of the order
of 3 (three) hours and that rekeying triggers the UE-3GPP AAA Server reauthentication procedure. In this way
UE-PDG reauthentication, IKE Security Association and |Psec ESP Security Association timers are
simultaneously reset.

**** Endof change #1 ****
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