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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document contains a study of the security aspects of enhancements to ProSe UE-to-Network Relay.  Its objective is to identify threats when an Evolved ProSe Remote UE with UICC connects to the network via an Evolved ProSe UE-to-Network Relay. The potential requirements are identified based on threat and the potential solutions are studied. Evaluations of solutions are captured and the conclusion forms the basis for the potential normative work. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)".
[3]
3GPP TR 23.733: "Study on Architecture Enhancements to ProSe UE-to-Network Relay".
[4]
3GPP TR 36.746: " Study on further enhancements to LTE Device to Device (D2D),User Equipment (UE) to network relays for Internet of Things (IoT) and wearables ". 

[5]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE)".
[6]
3GPP TS 33.303: " Proximity-based Services (ProSe)
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview of REAR 

Editor's note:
This clause will contain brief background on REAR services. It may also contain SA2 agreed architecture for REAR.
4.1
Introduction

4.2 
Architecture
5
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. 
5.1
Key Issues #1 on authentication and authorization for indirect 3GPP communication
Editor’s Note: This clause needs to be aligned with 33.303
5.1.1
Key Issue details

Based on the requirements of TS 22.278 [2], the flowing issues that has been achieved in TR 23.733[3] are considered:

-
How does the network authorise whether a UE can act as an eRelay-UE?

-
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

-
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?
As the Relay UE is a layer-3 Relay, authentication and authorization is executed by Application Server instead of core network entities, e.g. MME. The authentication and authorization of Relay UE and Remote UE are performed by PKMF. Parameters are provisioned into Remote UE and Relay UE by PKMF when the UE is connected to the PKMF while in network coverage.
However, the eRelay UE is a layer-2 Relay, and network shall establish context and control the eRemote UE. In this case, 3GPP network entity could also be possible in charge of authentication and authorization, e.g. MME and may be involved for authorization and authentication when eRemote UE accesses network through eRelay UE or PC5 connection establishes between eRemote UE and eRelay UE. 
5.1.2 
Security threats
As the eRelay UE is a commercial terminal, the possibility of misbehaving eRelay UE is increasing compared to a public-safety only Relay UE. If a malicious eRelay UE which is not authenticated or authorized exists, this may lead to a number of threats and attacks:

 1. Impersonation of a relayed user or network (injection of user-plane data)

2. Eavesdropping of the user's communication

3. Replaying user/network communications

4. Offering a relay service while preventing some/all packets from transiting the relay.
5. Using the relay service to unnecessarily undermine the privacy of the user.

If an eRemote UE with subscription connecting to network indirectly is not authenticated, the illegal eRemote UE may misuse or abuse the network resource by indirect accessing network, and causing attacks to the operator network. The other procedures such as establishment of PC5 connection or discovery of eRelay UE need also to guarantee an eRemote UE is authenticated, otherwise the illegal eRemote UE will discover or communicate with any eRelay UE.   

If an eRemote UE is not authorized when connecting to network through a certain eRelay UE even it is authenticated, the unauthorized eRemote UE would waste the relay resource of eRelay UE, take up control resource of network, prevent the eRelay from providing relay service for authorized eRemote UE, or prevent the eRelay UE from performing as a regular UE.

5.1.3
Potential security requirements
eRelay UE shall be authenticated and authorized by the network when providing eRelay Service.
eRemote UE shall be authenticated and authorized by the network when connecting to network via the eRelay UE.

5.2
Key Issue #2– Authentication of eRemote UE via eRelay UE

5.2.1
Introduction

In case an eRemote UE attaches via an eRelay UE to the network, it may be required to authenticate. The question that this key issue seeks to answer is whether an eRelay UE can be authenticated via an eRemote UE.

5.2.2
Key Issue Details

In order to attach to the network via an eRelay UE, an eRemote UE may have to authenticate to the network and vice versa. Because the eRelay UE sits in between the eRemote UE and the network, it may have the possibility to perform MITM attacks on the communication between the eRemote UE and the network.

5.2.3
Security Threats

Editor's note: Further details on the threats need to be provided.
· Weak or absent authentication of the eRemote UE to the network and vice versa opens the door for MITM attacks by the eRelay UE;

5.2.4
Potential Security Requirements
· The authentication between the eRemote UE and the network shall be robust against MITM attacks;
5.3
Key Issue #3 – IMSI Privacy for attach via eRelay UE

Editor's note: Alignment with SA2 procedures is FFS. 
5.3.1
Introduction

In case an eRemote UE attaches via an eRelay UE to the network, the eRemote UE may have to reveal its IMSI. This key issue deals with avoiding revealing the IMSI.

5.3.2
Key Issue Details

In order to establish bearers to the network via an eRelay UE, an eRemote UE may have to perform an attach procedure. As a result, the eRemote may reveal its IMSI to the eRelay UE, for example, in case the eRemote UE was not yet assigned a GUTI or has lost it, the MME has lost the eRemote UE’s GUTI or the eRelay UE fools the eRemote UE into thinking that the network has lost the eRemote UE’s GUTI.

5.3.3
Security Threats

Revealing the IMSI to the eRemote UE is a breach of the user’s privacy.

5.3.4 Potential Security Requirements
· The IMSI of the eRemote UE shall never be sent via the eRelay UE in clear text;
5.4        Key Issues #4 on discovery
Editor’s Note: This clause needs to be aligned with TS 33.303[6]

5.4.1
Key Issue details

In TS 33.303[6], the UE-to-Network Relay Discovery has been defined for Public Safety Service. There are two models of relay discovery: model A and model B. The parameters used for two model of discovery are configured by PKMF. Using configured parameters the Remote UE could discovery the nearby Relay UE which provides the desired relay service. It is noted that in R14 eRelay discovery, eRemote UE could also be provisioned with information which assists eRelay discovery e.g. preference. Compared to the Relay discovery defined in TS 33.303[6], a requirement has been proposed:

The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.
The eRemote UE and eRelay UE support pairing procedure to establish security association based on which eRemote UE could discovery eRelay UE and setup connectivity.

Based on the above analyses, the solution of Public Safety discovery in TS 33.303[6] may not be sufficient, as the existing Relay discovery solution doesn’t address how the eRemote UE discovery an eRelay UE upon paired. From this point of view, two types of discovery for eRelay discovery is proposed in TR 23.733[2]. The former one is used when no trust relationship is setup and the eRelay permits discovered by any eRemote UE, while the latter one is used when eRemote UE and eRelay UE has been paired and a trust relationship has been setup, only the authorized eRemote UE could discover eRelay UE. Both model A and model B are support for each type of discovery.

From perspective of security, no matter which type of discovery the broadcasted discovery message needs integrity protection. In addition for the restricted discovery, the discovery message also needs confidentiality and replay protection, in this way only permitted eRemote UE could discover eRelay and that the discovery message would not be replayed at a later time.

 5.4.2
Security threats
Malicious UE which is not authorized to use eRelay discovery service could request for the security parameters of open discovery or restricted discovery, and then pretend to be an eRelay UE or eRemote UE. The malicious eRelay UE leads to deplete other resource from monitoring the right eRelay UE. The malicious eRemote UE will cause an illegal UE which is not authorized to discover the eRelay UE by open or restricted discovery and attack the eRelay UE.

If discovery messages announced in PC5 are not protected, security threats such as replay, impersonation, and tracking UE can exist. 
5.4.3
Potential security requirements
The system should support a method to mitigate the replay attack for open and restricted discovery.
The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.

The system shall support the prevention of impersonation attacks.

The identity announced on in the restricted discovery message shall be protected from being understood by unauthorized UEs.

Editor’s Note: The identities needs to be clarified.

The parameters for discovery shall be configured securely in the eRemote UE and eRelay UE.
5.5
Key Issues #5 on authentication and authorization for indirect 3GPP communication
5.5.1
Issue detail

Evolved ProSe UE-to-Network Relay, the network shall be able to identify, address, authenticate and reach eRemote UE when it accesses to network indirectly. Based on the control plane protocols defined in TR 36.746[4], there are NAS and RRC layer for eRemote UE when connecting network indirectly via eRelay UE. Consistent with EPS, the NAS and RRC signalling shall be integrity and confidentiality protected. Hence a security context shall be established at CN and RAN entities. 
5.5.2 
Security threats
Without integrity protection, the signalling between UE and network can be modified, injected and replayed by the attacker, which can lead to some severe attacks such as UE impersonation, false network.

Without confidentiality protection, the signalling between UE and network can be eavesdropped by the attacker or a misbehaving eRelay UE, which can lead to some attacks such as tracking eRemote UE or collecting eRemote UE’s privacy information.
5.5.3
 Potential security requirements
Requirements on NAS and RRC signalling protection from TS 33.401[5] clauses 5.1.3 and 5.1.4 apply.

5.X
Key Issue #X: <Key Issue name>

5.X.1
Key issue details

5.X.2
Security threats 

5.X.3
Security requirements

6
Solutions

Editor's note:
This clause will contain solutions for the identified key issues.

6.x.
Solution #x: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
6.x.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
6.x.2
Solution details  

6.x.3
Evaluation 

7
Conclusions
Editor's note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities.
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