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[bookmark: _Toc23539164]Foreword
This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
[bookmark: _Toc23539165]Introduction
Unlike the previous generation of LI technical specifications, the latest LI technical specifications (TS 33.127 [3], TS 33.128 [5]) contain only the normative part of the requirements. However, the implementers may need additional information such as architectural diagrams, conceptual scenarios, flow-diagrams and additional background information to better understand the requirements in those specifications. The present document collects the relevant informative annexes from the previous generation of LI technical specifications and then expands them to include the similar level of details as for latest technologies such as 5G. 
[bookmark: _Toc23539166]
1	Scope
The present document provides architectural diagrams, conceptual scenarios, flow-diagrams, examples, and the other background information which can be useful to implement the LI functions defined in TS 33.126 [2], TS 33.127 [3] and TS 33.128 [4]. 
[bookmark: _Toc23539167]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.126: "Lawful Interception Requirements".
[3]	3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions".
[4]	3GPP TS 33.128: "Lawful Interception (LI) Protocol and Procedures".

[bookmark: _Toc23539168]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc23539169]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc23539170]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc23539171]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ACRONYM>	<Explanation>

[bookmark: _Toc23539172]4	Lawful Interception Architecture

[bookmark: _Toc23539173]5	Illustration of LI for IMS-based services
Editor’s Note: part of this may go into an Annex in the TR.
[bookmark: _Toc23539174]5.1	General
The subsequent sub-clauses contain a series of IMS topology diagrams that illustrate two aspects:
-	Network functions involved in an IMS session setup.
-	Network functions involved in providing the LI functions.
In principle, an IMS-based SIP session establishment is independent of the IP connectivity access network. Therefore, within the diagrams, the method used by the IMS UE to access the IMS network is not shown. These illustrations can be applicable to LTE, NR, non-3GPP access network and fixed line access.
The diagrams shown in the subsequent clauses are based on the LI functional architecture defined in TS 33.127 [3] and a simplified generic form is shown in figure 5-1 below.


Figure 5-1: Generic LI architecture for IMS
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF. The LIPF present in the ADMF provisions IRI-POI, CC-TF, MDF2 and MDF3 over the LI_X1 interfaces.
The CC-TF sends the CC intercept trigger to the CC-POI over LI_T3 interface. The IRI-POI generates the xIRI and delivers it to the MDF2 over LI_X2 interface. The CC-POI generates the xCC and delivers it to the MDF3 over LI_X3 interface.
The MDF2 generates IRI messages from the received xIRI and delivers them to the LEMF over LI_HI2 interface. The MDF3 generates the CC from the received xCC and delivers it to the LEMF over LI_HI3 interface.
The network configuration and IMS service scenarios including the roaming scenarios determine the network functions that provide the IRI-POI, CC-TF and CC-POI functions. The IRI-POI functions are provided by the network functions that handle the SIP messages and the triggered CC-POI functions are provided by the network functions that handle the media. The CC-TF functions are also provided by the network functions that handle the SIP messages and manage the network functions that handle the media. The network functions that provide the CC-TF functions can be different from the network functions that provide the IRI-POI functions.
The series of diagrams shown in the subsequent clauses do not include the following LI functions and LI interfaces shown in figure 5-1:
-	LEA.
-	LICF.
-	LIPF.
-	LI_HI1.
-	LI_X1.
-	LI_X1 (management).
The above LI functions and the interfaces apply to all diagrams and hence, can be presumed that they are common to all.
NOTE 1:	The dark lines show IMS signalling (not limited to SIP messages), green lines show IMS media, and purple line show LI specific interfaces or information flow.


NOTE 2:	The sequential numerical number next to the dark line is used to show the progress of end-to-end IMS session setup. For example, the following is a 10th step in the progress of end-to-end IMS session setup.


NOTE 3:	A numerical sequence number illustrates a SIP message and an alpha-numeric sequence number illustrates a non-SIP message (e.g. H.248). In the following, 9A is a non-SIP step and progressively, it comes after step 9.


NOTE 4:	A line without an arrow indicates a bi-directional information flow (see below for a comparison).


NOTE 5:	A network function that has an LI function is shown with orange coloured box with a thick boundary (see below).


NOTE 6:	An LI specific function is shown with blue coloured box with a thick purple boundary (see below).



NOTE 7:	A network function that does not have a role to play in providing the LI function for the scenario is shown in thin lined white box (see below).


NOTE 8:	Each IMS session involves at least two parties. Party A is always an originating party. In a session involving two parties, Party B is the called party. The party that is also a target is shown with blue coloured box with purpled boundary.


NOTE 9:	The functions handling the session related to a party are grouped and accordingly recognized. In the following, the functions (not shown) within the dashed line below represent the A-side of the session.


A function present in two groups may be provided by a single network function. For example, when an incoming session to Party B is redirected (intra-office) to Party C, the HSS/UDM shown in B-side of the session and C-side of the session can be the same.
Editor’s Note: Additional conventions that may be used in the subsequent contributions will be identified as they are defined. 
[bookmark: _Toc23539175]5.2	Intra-office IMS sessions
[bookmark: _Toc23539176]5.2.1	General
The subsequent sub-clauses illustrate the IMS LI for various intra-office IMS session scenarios, i.e. all parties involved in the session are served by the same CSP.
[bookmark: _Toc23539177]5.2.2	Originating Session – Party A (target) calls Party B
Figure 5-2 shows a scenario where Party A calls Party B and Party A is the target.

 
Figure 5-2: Party A (target) calls Party B
As shown in figure 5-2, only the network functions that handle the A-side (target side) of the session are involved in handling the LI functions. The IRI-POI present in the S-CSCF accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF triggers the CC-POI present in the IMS-AGW for the xCC. The CC-POI present in the IMS-AGW generates the xCC.
The MDF2 generates the IRI messages from the xIRI and delivers the same to the LEMF. The MDF3 generates the CC from the received xCC and delivers the same to the LEMF.
The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4].
[bookmark: _Toc23539178]5.2.3	Originating Session – Party A (target) calls Party B, redirected to Party C
Figure 5-3 shows a scenario where Party A calls Party B while Party B has set up to redirect all incoming sessions to Party C. In this scenario, Party A is the target.

 
Figure 5-3: Party A (target) calls Party B, redirected to Party C
As shown in figure 5-3, only the network functions that handle the A-side (target side) of the session are involved in handling the LI functions. This illustration shows that when the originating party is a target, only the network functions involved in the originating party side of the call may have an LI impact, independently of how the call is further progressed within the network.
The IRI-POI present in the S-CSCF accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF triggers the CC-POI present in the IMS-AGW for the xCC. The CC-POI present in the IMS-AGW generates the xCC.
The MDF2 generates the IRI messages from the xIRI and delivers the same to the LEMF. The MDF3 generates the CC from the received xCC and delivers the same to the LEMF.
The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4].
[bookmark: _Toc23539179]5.2.4	Terminating Session – Party A calls Party B (target)
Figure 5-4 shows a scenario where Party A calls Party B and Party B is the target.

 
Figure 5-4: Party A calls Party B (target)
As shown in figure 5-4, only the network functions that handle the B-side (target side) of the session are involved in handling the LI functions. The IRI-POI present in the S-CSCF accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF triggers the CC-POI present in the IMS-AGW for the xCC. The CC-POI present in the IMS-AGW generates the xCC.
The MDF2 generates the IRI messages from the xIRI and delivers them to the LEMF. The MDF3 generates the CC from the received xCC and delivers it to the LEMF.
The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4].
[bookmark: _Toc23539180]5.2.5	Terminating Session – Party A calls Party B, redirected to Party C (target)
Figure 5-5 shows a scenario where Party A calls Party B while Party B has set up to redirect all incoming sessions to Party C. In this scenario, Party C is the target.

 
Figure 5-5: Party A calls Party B, redirected to Party C (target)
As shown in figure 5-5, only the network functions that handle the C-side (target side) of the session are involved in handling the LI functions. This illustration shows that when the terminating party is a target, only the network functions involved in the terminating party side of the call may have an LI impact and that is independent of how the call was previously progressed within the network.
The IRI-POI present in the S-CSCF accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF triggers the CC-POI present in the IMS-AGW for the xCC. The CC-POI present in the IMS-AGW generates the xCC.
The MDF2 generates the IRI messages from the xIRI and delivers them to the LEMF. The MDF3 generates the CC from the received xCC and delivers it to the LEMF.
The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4].
[bookmark: _Toc23539181]5.2.6	Redirecting scenario – Party A  calls Party B (target), redirected to Party C 
The figure 5-6 shows a scenario where Party A calls Party B and Party B has setup to redirect all incoming sessions to Party C. In this scenario, Party B is the target.  

 
Figure 5-6: Party A calls Party B (target), redirected to Party C
As shown in figure 5-6, the network functions that handle the B-side (target side) and the C-side (redirected-to party side) of the session are involved in handling the LI functions. The network functions that handle the B-side (target side) are not involved in the handling the IMS media related to the session.
The IRI-POI present in the S-CSCF (B-side) accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF (C-side) triggers the CC-POI present in the IMS-AGW (C-side) for the xCC. The CC-POI present in the IMS-AGW (C-side) generates the xCC. The MDF2 generates the IRI messages from the xIRI and delivers them to the LEMF. The MDF3 generates the CC from the received xCC and delivers it to the LEMF.
The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4].
[bookmark: _Toc23539182]6	Example call flows of LI for IMS-based services
[bookmark: _Toc23539183]6.1	General remarks
All the call flows illustrate that the CC delivery begins once the SDP offer and answer is completed (i.e. when the media bearer is setup). In all the call flows shown, the first reliable response is SIP 200 OK.
In all the call flows, the originating end of the call sends the SDP offer and the terminating end gives the SDP answer. Thereafter, the first reliable response is SIP 200 OK, the SDP answer is always given in the SIP 200 OK message.
All the call flows assume the presence of an Application Server (shown as AS) that provides the services like digit translation, invoking the call forwarding, etc.
IRI in the visited CSP with Local Break-out as the roaming architecture is intercepted by the P-CSCF and IRI in the home CSP is intercepted by the S-CSCF.
The CC interception can be done at the IMS-AGW, IM-MGW or the TrGW depending on the call scenario. The option of CC interception performed at the PGW (supported for VoLTE) is not shown.
Not all the functional elements are shown in the call flows. For example, the call flows do not show I-CSCF and HSS that are involved in handling the terminating leg of a call.
All the call flows show a summary of SIP messages that are delivered to the LEMF (not all SIP messages are shown).
[bookmark: _Toc23539184]6.2	Call Originations from Target in Home CSP
[bookmark: _Toc23539185]6.2.1	Introduction
This clause describes two call flows to illustrate the call origination scenarios.
Figure 6-1 illustrates the case where Party_A (target) calls Party_B.
Figure 6-2 illustrates the case where Party_A (target) dials a special number (e.g. a speed call number or an 800-number), which is translated to Party_B by the AS.
In both flows, the CC interception trigger from CC-TF in P-CSCF is sent to the CC-POI in IMS-AGW when the P-CSCF sends the H.248 requests to provide the SDP information related to the IMS media sessions to the IMS-AGW.
IRI-POI in S-CSCF generates the xIRI using the SIP messages.
[bookmark: _Toc23539186]6.2.2	Target Originated Call - Target (Party_A) Calls Party_B


Figure 6-1: Target originated call - target calls Party_B

[bookmark: _Toc23539187]6.2.3	Target Originated Call - Target (Party_A) dials a Special Number


Figure 6-2: Target originated call - target dials a special number
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