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Introduction

The 3GPP network operators are striving to accommodate continuously fast increasing data (i.e., user information transfer) traffic demand resulting from the support of existing services such as Internet access, voice, and multimedia communication. In addition, new services such as Internet of Things (IoT), cloud-based services, industrial control, autonomous driving, mission critical communications, etc., are emerging. Such services may require, for example, massive connectivity, extreme broadband, ultra-low latency, ultra-high reliability, and enhanced group communication. Those requirements differ dramatically from the ones that defined current network traffic and service models and pose great challenges for existing networks.

It is expected that network functions will run as software components on operators' telco-cloud systems rather than using dedicated hardware components.  The architecture should therefore be as cloud-friendly as possible, to improve distribution of processing by separation of control from data forwarding. 

For the agile introduction of new technology, one driver is to allow independent evolution of radio and the core network. Another driver is to facilitate architecture convergence between the 3GPP access and other access technologies (e.g. WLAN, Fixed Broadband Access).

There are already network architecture aspects investigated by other organizations, e.g., 4G Americas’ Recommendations on 5G Requirements and Solutions [14], NGMN 5G White Paper [10], 5G Forum Korea’s White Paper on 5G Vision Requirements and Enabling Technologies[15], and Chinese IMT-2020 (5G) Promotion Group 5G White Paper on Network Technology Architecture [16], FCC requirements on 5G [17] as well as white papers published by companies.

3GPP TR 22.864 [6] identifies use cases and service/operational requirements for next generation networks. 

All the above create the need for studying the next generation 3GPP system architecture (including improvements and optimizations on the existing architecture) to achieve a simple, flexible, scalable, secure and extensible architecture with high overall efficiency for all types of communication services of significantly differing traffic characteristics and with high flexibility for deploying networks and network slices of different characteristics for serving various user and service needs adequately and efficiently.
1
Scope

In the scope of this TR are the threats, potential requirements and solutions for the security of next generation mobile networks. 

The work will include:

-
Collection, analysis and further investigation of potential security threats and requirements for the next generation systems, based on the service, architectural and radio related requirements for the next generation mobile networks. 

-
Investigation of the security architecture and access security. 

The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

The security threats and requirements, and the security architecture may additionally include standalone security topics. These topics may not be covered by the security work described above but they shall not be in conflict with service, architectural or radio related requirements for next generation mobile networks. It is part of the study to determine whether such topics need to be dealt with, and, if so, what they are.
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Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.
3GPP service layer user identifier: uniquely identifies a user within the 3GPP service layer. IMS is an example of a 3GPP defined service layer. Within the IMS, various identifiers are defined: IP Multimedia Public Identity (IMPU) identifies a user; IP Multimedia Private Identity (IMPI) uniquely identifies a subscription in the IMS and so on.

3GPP subscription credential: a subscription credential that has a 3GPP subscription identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscription identifier: a subscription identifier that is routable to the home 3GPP network if the UE is roaming; an example of such an identifier is the IMSI. 

Alternative 3GPP subscription credential: a 3GPP subscription credential that has a 3GPP subscription identifier and alternative key.

Alternative subscription credential: a subscription credential that has non-3GPP subscription identifier and an alternative key. 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Application service identifier: uniquely identifies an application service (operator or 3rd party owned) that is using 3GPP service layer (e.g. IMS) and transport layer (access layer) to deliver IP based services to the user. The application service identifier may be used by the operator and/or application service provider to control which applications are allowed to use service provider’s network.          
Application service user identifier: identifies a user within an application service(s) that’s being delivered to the human user over the service provider’s network. An IMPU is associated with this identifier to enable routing within the IMS. IMPU may be used as the Application service user identifier, for example, in scenarios where the application service is provided by the service provider.
Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Equipment Identifier: The identifier that uniquely characterises an equipment (consisting of at least hardware and, possibly, associated software) used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscription credential: a 3GPP subscription credential that has 3GPP subscription identifier and an existing 3GPP key. 

Human user identifier: identifies a human user who is associated with one or more 3GPP subscriptions in a 3GPP network, and is using services offered by the service provider over a 3GPP network.
Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscription credential: a subscription credential that has a non-3GPP subscription identifier and a key (i.e. alternative key). 
Non-3GPP subscription identifier: a subscription identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.example.com"  

Editor's note: Word "non-3GPP" should be replaced by another word because the "non-3GPP" credentials and "non-3GPP" identifiers are being described in 3GPP specifications. 
Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.

Privacy: The right to the protection to any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscription without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscription.
Revocation Server Fuction (RSF): RSF stores the revocated certificates or Identity-based Identifiers and Public Verfication Tokens (PVT). RSF receives request from other function entities for checking whether a given certificate or Identity-based Identifiers and PVT are in the revocation list and replies a validation results.  
Security anchor: It is a signalling entity that resides in a physically protected location. Its functions at least include: authentication function, deriving AN- and CN-specific keys by using a key that is never forwarded to exposed locations, and secure storage of security context.

Editor’s note: Authentication function and derivation of keys may reside in different functional entities.

Subscriber: A Subscriber is an entity (associated with one or more users) that is engaged in a Subscription with a service provider, cf. 3GPP TR 21.905 [1].
Subscription: A Subscription describes the commercial relationship between the subscriber and the service provider, cf. 3GPP TR 21.905 [1].

Subscription credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscription Identifier: The identifier that uniquely identifies a subscription in the 3GPP system. The identifier is used to access networks based on 3GPP specifications.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security areas and high level security requirements 
4.1
Security areas  
This document includes the following security areas: 
1)
Security architecture deals with architectural aspects of the security for NextGen system.
2)
Authentication deals with authentication framework, identifiers, and credentials, authentication methods.
3)
Security context and key management deals with security aspects related to management of security context and security keys.
4)
RAN security deals with the security for Next Generation radio interface and radio access network.
5)
Security within NG-UE deals with the security of sensitive data handled within the NG-UE.
6)
Authorization deals with both, authorization of the UE to access the network and authorization of the network to serve the UE.
7)
Subscription privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with security of the NextGen connectivity over relays.
10)
Network domain security deals with security of the signalling protocols in the network domain such as authentication, integrity, and availability.
11)
Security visibility and configurability deals with presentation of security information to a user of a UE, and management of security configuration by a user or a UE.
12)
Credential provisioning deals with security aspects of provisioning 3GPP credential(s) on equipment that will access the NextGen system.

13)
Interworking and migration deals with security aspects related to the interworking and migration scenarios between radio technologies and possible core network concepts. 

14)
Small data deals with massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around. 

15) Broadcast/Multicast security deals with security for broadcast services that will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC.
16)
Management Security deals with security related to management plane and deployment scenarios. 
17) Cryptographic algorithms deal with cryptographic algorithms to be used for security mechanisms and protocols within Next Generation System.
4.2
High level security requirements  
3GPP specifications shall provide mechanisms to verify the integrity of 3GPP radio messages to a common point in the visited network.  These mechanisms shall allow the detection of unauthorised radio messages, detection of "false base stations" and verification of an authorised network. The mechanisms shall be extensible so that suitable security can be maintained of the life of the NextGen implementations. The mechanisms defined should cater for the high speed communications envisioning in NextGen and for battery efficient low volume data.

The security mechanisms defined in NextGen shall be able to be configured to comply with local lawful interception laws and regulations.

The security mechanisms defined in NextGen shall be able to be configured to confidentially protect voice, data and signalling. 

The security mechanisms defined in NextGen shall be able to be configured to protect subscriber's privacy.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation services for users, devices and networks both at a bearer level and at a services level.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality between network elements and between networks.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality for new NextGen services.  

As NextGen networks may be active upto and beyond  2030 and as the ability to attack security mechanisms increases over time, the security mechanisms specified for NextGen shall be extensible to new algorithms and procedures that will be defined during the lifetime of the specifications, where appropriate.

The control plane shall be protected against denial of service attacks from UEs. Mechanisms should be specified which limit the effect which signaling attacks may cause to the network. Signaling caused by UEs should not be able to degrade the network performance for other end users and the network itself, this is especially the case for NextGen where the amount of signaling may increase.

UEs shall be protected against denial of service attacks from network. Mechanisms should be specified which limit the effect which signaling attacks may cause to UEs. Signaling caused by the network should not be able to degrade the network performance for end users, this is especially the case for NextGen where the amount of signaling may increase. 

UEs and NextGen network should be protected against denial of service attack from external networks, e.g. the internet, and from other UEs. Impact to network and end user signalling or data processing due to external attacks should be minimized. Signaling and data processing caused by external network traffic should not degrade the network performance for end users and the network itself, as well as the UE performance, e.g. the power consumption.
Editor's note: Clarification is needed for the terms used in this clause: service, network service, NextGen services and UE.

5
Key issues and solutions 
5.1
Security area #1: Architectural aspects of Next Generation security
5.1.1
Introduction 

This security area covers architectural aspects of the security for NextGen systems. It also covers the security features to be provided on the protected reference points identified in the security area #1 on architectural aspects of the security for NextGen systems. For each feature, it is stated for both security endpoints whether it is optional or mandatory to support or use. In all cases, it is assumed that a feature, if optional to use, is applied in the same way in uplink and downlink. If a feature is optional to use then its use is determined during the security negotation procedure. 
The present security area is structured such that there is one key issue for each reference point.

NOTE: 
This security area also covers the security features to be provided on the backhaul link and core network interfaces, as opposed to clause 5 of TS 33.401. 

Editor's Note: The referenece architecture for authentication framework in solution #12.1 of TR 23.799 is taken as a starting point for the reference points here.

Editor's Note: The security procedures realizing the security features described here are addressed in separate security areas.

5.1.2
Security assumptions
tba
5.1.3
Key issues
5.1.3.1
Key issue #1.1: Overview of NextGen security architecture

Editor’s note: This key issue can be added as a separate clause of the TR.

5.1.3.1.1
Key issue details

The present key issue covers

-
a figure describing the NextGen security architecture, abstracted so as to contain only the elements that are deemed relevant for security. It is expected that this abstracted architecture may be refined as the work progresses. 

-
a list of entities performing security functions 

-
a list of reference points that need to be protected 

Editor's Note: Figure and lists tba

5.1.3.1.2
Security threats 

tba

5.1.3.1.3
Potential security requirements

tba

5.1.3.2
Key issue #1.2: Need for security anchor in NextGen network

5.1.3.2.1
Key issue details

Summary: 

Is a security anchor in the Core Network beneficial for Next Generation? If so, can it be realized in an access-agnostic way?

Details:

A major advantage of the EPS security architecture over that of UMTS and GSM CS is that the MME provides a security anchor in the Core Network (CN). KASME is an intermediate key stored in the MME that is never transferred to the Access Network (AN). All AN-related keys are derived (directly or indirectly) from KASME without the need for re-authentication. 

This key issue deals with the question whether it is necessary or advantageous to have a security functional entity in Next Generation that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We call this entity "security anchor".

In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for Ues. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 

The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 

To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the authentication function in the security anchor deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions.

It should be clear from the functional specification and not depend on particular deployments whether the security anchor resides in a physically protected location or not. 

NOTE: 
For EPS, the assumption was made that CN nodes always reside in physically protected locations while AN nodes may reside in exposed locations. The term "physically protected" is not meant to imply tamper-resistance or similar concepts. 

In case the need for a security anchor is agreed then it needs to be decided further whether the security anchor can be realized efficiently in a (completely) access-agnostic way or needs to be access-dependent (at least to some degree). 

Editor's Note: The current text in TR 23.799: "Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks" could be misunderstood as not allowing a security anchor performing access-specific functions in the core network. However, this should be open for further study.

The following provides more background information: 

Potential security benefits of the security anchor (motivated by observations from EPS) include:

-
Forward security (In EPS, a fresh key is sent from MME to target eNB in handovers, meant to provide increased security in case of chained handovers)

-
Provisioning of fresh key after idle-active transition without the need for re-authentication (as opposed to UMTS); there is no need to keep keys in exposed node during idle mode. (But will there still be an idle mode in Next Generation?) 

-
Termination of security for UE-CN signalling in security anchor can thwart some persistent DoS attacks (e.g. paging attack, 2013).  (But will there still be NAS signalling in Next Generation?)

-
A connectionless mode is under discussion in SA2 where user plane security terminates in the CN. Such a mode could possibly benefit from a security anchor in the CN.

It is ffs whether these security benefits are also desired in Next Generation, and, if so, how they can be realized. 

The following questions should be studied for this key issue, motivated by observations from EPS:

-
Is the provisioning of new AN keys by the security anchor tied to AN mobility events?

•
In EPS, initial NAS messages or Path Switch messages are triggers for key generation in the MME. 

•
Efficiency is achieved in EPS through piggy-backing keys on mobility messages

-
How is fresh input to key derivation synchronized between UE and security anchor?

•
Examples of fresh inputs from EPS include: NAS uplink COUNT, previous NH key

•
Synchronization is efficiently provided in EPS as part of mobility signalling (e.g. inclusion of 3-bit NCC in HO Command)

-
How is a replay of keys prevented?

•
In EPS, the UE and the MME are in control of the fresh input 

-
How is inter-RAT mobility (NextGen-LTE, NextGen-other) supported? Which NextGen entity would interface with LTE CN or WLAN network for handover or idle mode mobility (providing key derivation and key transfer)?

•
In EPS, the MME provides mapped keys

-
How is multiple-RAT connection (NextGen-LTE, NextGen-other) supported (for single UE)? Which NextGen entity would interface with LTE CN or WLAN network for security context setup (providing key derivation and key transfer)?

•
In EPS, the MME (or AAA in case of non-3GPP access) are in the control of security setup

5.1.3.2.2
Security threats 

In Next Generation, mobility and session management functions may be located closer to the network edge, where those function are more exposed to attacks. In such deploymenet scenario, if an authentication and key management function is managed by an MME, compromising a single MME can break the security of a whole system if the MME is the security anchor in the serving network. Put another way, when the MME is the security anchor in a serving network, a compromise of an MME means that the compromise can affect other MmEs (a UEs data is still decryptable by an attacker even after the UE has moved to a different MME).  

5.1.3.2.3
Potential security requirements

-
The authentication functionality should be kept in a physically secure location in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
5.1.3.3
Key Issue #1.3: User plane integrity between UE and network
5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of  most of the signalling messages, but not for user plane data. For the  IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [13], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Descriptions on the security termination point, granularity and security policy could be referred to the Key issue #1.3: User plane confidentiality part.

5.1.3.3.2
Security threats

User plane security could be compromised if an attacker can influence the selection of the security termination point.

Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.

In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel. 

-
The selection of the different security termination points shall be under network control.

5.1.3.4
Key Issue #1.4: User plane confidentiality between UE and network
5.1.3.4.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  

5.1.3.4.2
Security threats 

User traffic that is not encrypted or encrypted with weak algorithm at the transport or application layer would be somewhat more exposed to interception if it is not encrypted over the radio interface.

5.1.3.4.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.
NOTE: 
Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. 

Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.

Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.

NOTE:
National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface.

· The selection of the different security termination points shall be under network control.

NOTE: 
In all of the above, lawful interception and other local regulations must be taken into account.

Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying "National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface".

5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane between UE and network
5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  

In LTE, signalling is integrated protected between UE and AN, and between UE and the CN. This is the basic principle to follow in the NextGen network.
NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

Futhermore, some NAS signalling messages have to be exchanged between the UE and the MME before NAS security activation. For example, the very first attach request is sent before NAS security activation. Some downlink reject NAS messages have also be sent before NAS security activation because e.g., MME cannot get AVs from the HSS and consequently cannot activate NAS security.
For uplink NAS signalling messages sent before security activation (e.g., attach request), attackers can modify the capability information carried in these messages, which may prohibit use of some functions. This is a “bidding-down” attack or “DoS” attack to the UE. 

For downlink NAS signalling messages before security activation (e.g., attach reject or TAU reject), attackers can forge reject NAS signalling messages with special error code which can lead UE into a “no-service” state. This is a DoS attack to the UE.

Countermeasures in LTE for above threats can be found in TS 24.301 [56] and TS 33.401 [31].

It is desirable that above attacks can be countered in next generation system. Current countermeasures in LTE need to be reviewed to see if they address all of the threats identified in the current clause of the current document. And new countermeasures may need to be introduced in next generation system.

5.1.3.5.2
Security threats 

Without integrity protection, the signallings between UE and network can be modified, injected and replayed by the attacker, which can lead to some severe attacks such as UE impersonation, false network.

An attacker sends a paging message to get the UE to transition to active unnecessarily.
NAS signallings exchanged before security activation can cause e.g., DoS attacks to the UE.

5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.

-
The Next Generation System shall support mechanisms to mitigate the risk caused by NAS signalling messages exchanged before NAS security activation.

Editor’s note: Protection against spoofed paging message need to be considered. The balance between protecting paging messages and the risk of making the UE unreachable need to be taken into account.
5.1.3.6
 Key Issue #1.6 Confidentiality for the control plane between UE and network
5.1.3.6.1
Key issue details

The present key issue covers confidentiality for signalling between the UE and appropriate endpoints in the network.  

In LTE, signalling is confidentiality protected between UE and AN, and between UE and the CN for security. This is the basic principle to follow in the NextGen network.
NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.6.2
Security threats 

Without confidentiality protection, the signallings between UE and network can be eavesdropped by the attacker, which can lead to some severe attacks such as tracing UE.
5.1.3.6.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

-
Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE:
Confidentiality protection is subject to local regulations
Editor’s note: Protection from eavesdropping the content of messages that may be sent before security has been fully established needs to be considered.

5.1.3.7
Key issue #1.7: Key hierarchy

5.1.3.7.1
Key issue details

Key hierarchy is required to provision confidentiality and integrity requirements presented in other key issues. 

5.1.3.7.2
Security threats

Using a flat key hierarchy, there is a greater attack surface for attackers due to multiple key agreements and the timing of these agreements. Additionally, there are opportunities to attack the keys when re-synchronization is required. Furthermore, using a hierarchy with common keys among network slices could cause other security problems, e.g., leakage of the information on the keys on one slice could affect other network slices. 

5.1.3.7.3
Potential security requirements

-
Keys for confidentiality and integrity of control plane shall be provided 

-
Keys for confidentiality and integrity of user plane shall be provided 

-
Keys to support network slicing shall be provided

-
Keys to support new radio (NR) shall be provided

-
Keys to support non-3GPP RAT (Radio Access Technology) access shall be provided, such as the keys for ePDG in LTE.
-
Keys to support backward compatibility with SAE/LTE shall be provided

Security for different communications mentioned above shall be isolated.

5.1.3.8 
Key Issue #1.8: UEs with Asymmetric Keys

5.2.3.8.1 
Key issue details

Requirements across several key issues suggest that NextGen UEs will require asymmetric keys, or at least would strongly benefit from having such keys. In particular:

-
Equipment identifier authentication (Key Issue #2.4), would be difficult to do with symmetric keys. A symmetric key solution would require either binding a given equipment to a specific operator (so that only said operator can then authenticate it), or else would require that a non-operator party (most likely the equipment manufacturer) has to keep a copy of the equipment symmetric key and run the equivalent of an AuC. 

-
User authentication requirements are stated in 3GPP TR 22.861: "Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)." Instead of operators storing large quantities of biometric data, it would be more secure for the user to authenticate locally to the device (using a fingerprint etc.) and then for the device to report this fact securely to the operator. However trusting such a report in part requires the device to be suitably trusted.  

-
Non-AKA-based authentication (Key Issue #2.5) suggests that UEs will authenticate to non-3GPP access networks, or perhaps to NextGen factory networks, using public key methods like EAP-TLS. 

-
Remote credential provisioning for IoT devices (Key Issue #12.2), includes the requirement from TR 22.861 that “The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials."  This may include i) Allowing limited temporary access to a mobile network for a device which does not yet have a 3GPP subscription. But doing that suggests that some form of secure device authentication is needed for subscription-less devices, or otherwise spoof devices may attempt to repeatedly join the network to request subscriptions and waste resources. ii) Ensuring that the destination point for the provisioning of subscription credentials is trustworthy enough to receive these credentials. This calls for authentication of the device or of a secure component embedded within the device (e.g. the existing GSMA eUICC solution relies on an elliptic curve keypair to authenticate the eUICC to multiple operators).

Further key issues suggest that NextGen UEs will need to verify asymmetric keys used by network components:

-
AS security during RRC idle mode” (Key Issue #4.1) includes the following potential security requirement:  Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell. The main goal is to prevent denial of service attacks from false networks. It is very difficult to imagine that a UE without a security context yet established could do this by symmetric key means. But if the UE could recognize the public key signatures from genuine networks, this requirement could be met. 

-
Key issue #7.1 “Subscription identifier privacy” discusses the leakage of permanent subscription identifiers, such as IMSI, on the radio interface. The ideal would, of course, be to ensure that permanent identifiers are never sent in clear over the radio interface, but are instead encrypted to legitimate network nodes. Again, it is very difficult to imagine doing this by symmetric key means before establishing a security context.  But if the UE could recognize the encryption public keys of genuine networks, this requirement could be met.

If there are several areas where public key authentication is needed, then the architectural implications should be considered early on, rather than being introduced on a piecemeal basis. For example: 

1.
It will be very messy and complex if UEs  have to get multiple key pairs/and or certificates from different sources, by different mechanisms, using different crypto-technologies, and perhaps stored in different parts of the equipment, in order to support each use case separately. 

2.
Some of the use cases could be architected using an operator-run database of public keys; but others appear to call for a public key certificate. This then raises the question of whether the device manufacturer has to arrange for a certificate in all cases (quite an overhead, especially for ultra-low-cost IoT devices), or whether it is better for an operator to generate one as and where it is needed, or whether a third party PKI becomes needed.  

3.
The operational consequences of using asymmetric keys vs symmetric needs to be taken into account when evaluating proposed solutions.

5.2.3.8.2 
Security threats

A UE with multiple asymmetric key pairs (or multiple components hosting keypairs) may present a larger attack surface than one containing a unified keypair (or a unified component for such keypairs). Security of the device may be reduced to that of the weakest key, weakest key-provisioning method or weakest component. 

If a UE has multiple different keys, an attacker may try to force the wrong key to be used (e.g. a signing key may be used for decryption, or may be used to sign a spoof protocol handshake).  Or on the verification side, an attacker may try to force the wrong public key to be used, to verify a spoofed signature or certificate.  

The cost of provisioning multiple key-pairs and/or certificates may force security compromises which would not be needed under a more unified solution (such as generating a single master equipment key within a single secure component). 

Public key technology may force operators to rely on so-called trusted third parties without having any real control over the security offered by such parties. 

Over-use of a single UE key-pair may harm user privacy (allowing a user’s actions to be linked and tracked across multiple domains and services). 

Public key cryptography may be vulnerable to advances in quantum computing over the lifetime of the NG system. 

5.2.3.8.3 
Potential security requirements

Where asymmetric keys are identified as being required as part of a solution:

· The UE shall support a component for generating, storing and using asymmetric keys which meets the security needs of all use cases calling for such keys.

· It shall be possible for operators to use UE keypairs for various means without necessarily trusting third parties. It shall be possible for operators to deploy keypairs for network components (to be verified by UEs) without necessarily using trusted third parties. 

-
UEs and network components shall be able to support at least one form of quantum-safe public key cryptography. This might be done by upgrading/patching over the lifetime of the UE / NG network.  

5.1.3.9
Key issue #1.9:  Security features for AN-CN Control Plane

5.1.3.9.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for control plane traffic between appropriate entities in the access network and core network, respectively. 

In LTE, interfaces betweenAN and CN are protected for signalling transfering. This is the basic principle to follow in the NextGen network.
NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 11.

5.1.3.9.2
Security threats 

The attacker can obtain lots of information during intial attach procedure by eavesdropping when there is no confidentiality protection between these nodes.
If Integrity is not used, the attacker can modify the signalling, especially during initial attach procedure. If the attacker modifies the XRES in user authentication response, a DoS attack to the user is successful. 
If no authentication has been performed before signalling exchange between AN NEs and CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the environment of virtualization/NFV. 
5.1.3.9.3
Potential security requirements

The Control Plane between AN-CN shall support mutual authentication.
The Control Plane between AN-CN shall be confidentiality protected.
The Control Plane between AN-CN shall be integrity protected.

NOTE:
Confidentiality protection is subject to national regulations

5.1.3.10
Key issue #1.10:  Security features for AN-CN User Plane

5.1.3.10.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for user plane traffic between appropriate entities in the access network and core network, respectively. 

In LTE, the interfaces betweenAN and CN are protected for the security of user messages. This is the basic principle to be used in the NextGen network.

NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 12.

5.1.3.10.2
Security threats 

If there is no confidentiality in AN-CN, an attacker can easily obtain the user’s privacy information.
The NextGen Core network will not mandate to use user plane integrity protection between UE and CN. This leave holes for an attacker impersonating an entity to send information to the UE or to the CN which cannot verify where the message from.

If no authentication has been performed before data transfer between AN NEs and CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the environment of virtualization/NFV. 
5.1.3.10.3
Potential security requirements

The User Plane interface between AN-CN shall support mutual authentication.
The User Plane between AN-CN shall be confidentiality protected.
The User Plane between AN-CN shall be integrity protected.

NOTE:
Confidentiality protection is subject to national regulations
5.1.3.11
Key issue #1.11:  Security features for CN-CN Control Plane

5.1.3.11.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for control plane traffic between appropriate entities in the core network. 

NOTE1: 
This corresponds to network domain security in EPS, cf. TS 33.210 and TS 33.310.

NOTE2: 
This key issue is included in the security area "Architecture" so as to obtain a complete overview of the interfaces that need to be protected in this security area. Further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.11.2
Security threats 

The security context may be transferred from one CN node to another CN node. The attacker can easily obtain it when there is no confidentiality protection between these CN nodes. Without integrity protection, the security context can be modified to make the UE and the CN use different keys.

If no authentication has been performed before signalling exchange between CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the virtualization/NFV environment and the scenario when the NEs are deployed at the edge of network. 
5.1.3.11.3
Potential security requirements

CN-CN control plane shall support mutual authentication.
CN-CN control plane traffic shall be confidentiality protected.

CN-CN control plane traffic shall be integrity protected. 

NOTE: 
Confidentiality protection is subject to national regulations

5.1.3.12
Key issue #1.12:  Security features for CN-CN User Plane

5.1.3.12.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for user plane traffic between appropriate entities in the core network. 

Editor's Note: This key issue has been added for completeness so that an explicit decision can be made. There is no equivalent in EPS as network domain security in TS 33.210 is explicitly limited to control plane traffic. It is ffs whether 3GPP should specify the equivalent of network domain security for user plane traffic in 5G. If so then further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.12.2
Security threats 

If no authentication has been performed before data transfer between CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the virtualization/NFV environment and the scenario when the NEs are deployed at the edge of network.
5.1.3.12.3
Potential security requirements

CN-CN user plane shall support mutual authentication.
5.1.3.13 
Key Issue #1.13: Security Implications of Low Latency 

5.1.3.13.1 
Key issue details

The following requirements are stated in [4], among others related to latency of Next Gen communications:

· [PR 5.1.3-001] The 3GPP system shall support cycle times of [1 ms to 2 ms]. Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.

· [PR 5.2.3-001] The 3GPP system shall support very low latency (~1 ms).

· [PR 5.2.3-010] The 3GPP system shall support low end-to-end latency ranging from 1 ms up to 10 ms even in the high mobility scenario.

· [PR 5.3.3-001] The 3GPP system shall support 1 ms one-way delay between mobile devices and devices in the nearby Internet.

· [PR 5.3.3-002] The 3GPP System shall support very low one-way latency on the radio layer [1 ms].

· [PR 5.3.3-005] The 3GPP System shall minimize the delay (e.g. that caused by signalling, incl. for security) that is required prior to user data transmission.

The natural reading of these requirements is that they apply to user plane traffic; however it is not immediately clear what the implications would be for control plane latency (e.g. signalling to transition from idle mode to active mode, to run AKA and establish a security context). Certainly it could be argued from [PR 5.3.3-005] that the intention is to achieve ultra-low control plane latency as well, although a precise target is not given. 

However, both low user-plane and low control-plane latency requirements have serious security implications: 

a)
User Plane

In conventional cellular networks, billable traffic is routed into the core network (e.g. SGSN, PD-GW). During roaming, it is usually routed into the cores of both the visited and home network. This allows both networks to keep track of how much data is being consumed (and of what billable types etc.) and so helps prevent billing errors, or deliberate fraud. 

By contrast, to achieve very low latencies, significant data will need to be routed directly between the UE and the network edge, without passing through the core network (and without touching the home network at all in a roaming scenario). In particular, the visited network must rely on edge components to tell it what charging records to send to the home network, and the home network must also rely entirely on these components, despite having almost no control over how they are set up/secured. Since the edges of networks are more vulnerable to attack than the cores, this creates a significant risk both of billing errors (and disputed bills with the subscriber), and of deliberate billing fraud. 

A further concern is that operators are required to provide LEA Support including Lawful interception (LI) and Retained Data (RD) capabilities for traffic carried on their networks; typically this functionality is supported at nodes within the core network. However, traffic carried from the UE to an application at the network edge is currently designed to avoid the core, and hence would avoid the usual intercept points.

Moreover, in the context of mobile edge computing, placing multiple additional LI points around the network edge raises security risks: 

•
there will be many more LI points than in traditional deployments

•
and also edge nodes are likely to be more exposed to attack than core nodes. 

Finally, even basic crypto-operations become a challenge with <1 ms round trip time. If say 10% of that latency is consumed by the crypto, this requires at most 25 micro-seconds for each send and receive operation, or at most 12.5 micro-seconds for each crypto operation;

b)
Control Plane 

Overly aggressive latency targets for the control plane (e.g. <10ms or <1ms latency) may compromise system security, or else entail a completely new security architecture, without actually being justified by the envisaged use cases. 

3GPP security mechanisms include authentication and key agreement, with periodic re-authentication (which requires round trips to the home network), signalling to the core network to manage security associations and session key updates, secure handovers between cells, and basic cryptographic operations of encryption and decryption, creation and verification of MACs etc. 

Authentication to the home network becomes extremely difficult within a round trip of <10 ms (for speed of light reasons, the home network can be at most 1500 km away), and core network signalling is very challenging within a round trip of <1 ms (core network nodes can be at most 150 km away). It is important to note that currently we don’t have any business use case or service requirement for such low latency needs regarding the authentication or control plane between the UE and the core network

There is not always a clear motivation for the ultra-low latency targets which would give rise to these security issues. Latencies of 50ms seem to be acceptable for use cases with human interaction (nerve signals cannot transmit faster than this through the human body, so human reaction times are always measured in 10s of ms). Or for cases like automated driving, 10ms of latency corresponds to less than 25 cm of motion at typical speeds. Air bags deploy in 15 to 30 msec.

5.1.3.13.2 
Security threats

Fraudulent users and/or applications may disrupt accurate billing or create false billing records. Under-billing is an obvious risk (where the end user or edge application tries to use more data, or more valuable classes of data, than they will be billed for), but so is over-billing (if a hosted edge application has a revenue-share model, or pay-per-click model, it may try to inflate the amount of data billed for). Inter-operator roaming fraud may also be an issue. 

LI capabilities which are distributed to a large number of edge components may be hijacked and abused to spy on user traffic. LI targets may evade interception (by disrupting the LI function) or learn that they are being targeted (by observing a change in behaviour/performance).  

Traffic which cannot be fully encrypted (because the latency target does not permit this) may be read by an attacker from the radio interface, or elsewhere, leading to loss of user confidentiality. Traffic which cannot be integrity protected (because the latency target does not permit this) may be altered by an attacker. 

A subscription which cannot be authenticated at the home network may incur billable events that are never paid for or inject malicious traffic into a visited network without accountability/traceability. Replication of home network functionality (e.g. HSS) closer to the UE risks exposure of long-term secret keys. 

5.1.3.13.3 
Potential security requirements

 It shall be possible for visited networks and home networks to verify billing records supplied by potentially vulnerable components. when a lower level of security is used.

Editor's Note: Further research is needed to address LI issues. Liaisons have been already exchanged between ETSI MEC and ETSI TC LI. 

For some services, it shall be possible to encrypt the user-plane with a very fast stream cipher. If, based on the operator’s decision, security of user plane data is dropped entirely for some ultra-low latency services, the operator shall still be able to achieve some assurances on types and quantity of data carried via control plane signalling. 

It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge.

To support some critical services, such as remote surgery and industrial control, it shall be possible to provide integrity protection and replay protection for user plane even if very low latency is requested.
To support the services which require the transport of high volume user data with confidentiality and very low latency simultaneously, e.g., tactile internet, and considering network elements been deployed in virtualized environment, the cipher algorithms introduced into next generation system should support high computation efficiency.
5.1.3.14
Key issue #1.14: Security for serving functions in a less secure location
5.1.3.14.1
Key issue details

In a NextGen system, the serving functions in the core network may be virtualized. Some serving functions, such as SM, even MM, may be deployed close to AN, which may not be as secure as the core network location.
The following two deployment modes are identified:
-
Mode A: all serving functions are deployed in a secure location.
In this mode, a serving function (e.g. vSF-x in figure 5.1.3.14.1-1) can be deployed to handle UE-CN secure signalling (e.g. NAS in LTE), while the signalling latency between the NG UE and other vSFs needs to be considered as all UE-CN signalling shall pass through the vSF.
-
Mode B: some serving functions are deployed in a less secure location.
In this mode the serving fuctions are located typically close to the AN and as there are many AN locations this is typically less secure. If UE-CN secure signalling can only be terminated at one vSF (e.g. vSF-y in figure 5.1.3.14.1-2), then the signalling and data need to be verifiable and protected for privacy between the NG UE and the vSF as well as between the vSF and the rest of the core network. This will make the signalling security inefficient. As the secure tunnel between vSFs that across unsecured domain may be hacked, and the vSF itself may also be hacked, so there is a risk that subscription sensitive information (e.g. IMSI) may be eavesdropped even if it is sent in the secure tunnel. Hence, no subscription sensitive information should be send to a vSF that is in a less secure location.
NOTE1:
There may be a vSF in the middle of UE-CN security signalling path, e.g. serving function for slice selection.
It is recommended that mode A is the only case used for Next Generation, however, it is FFS whether both deployment modes need to be considered. If mode B needs to be considered, then security requirements need to be specified for mode B.
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Figure 5.1.3.14.1-1 Mode A
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Figure 5.1.3.14.1-2 Mode B
NOTE2:
An AN can be in secure location as well as in less secure location, depends on deployment.
Editor’s note:
Terminology of vSF need to be defined. For model B, new requirement maybe needed to let the vSFs to report its location status, so the network can use policy to control the security mechanism for the vSFs.
5.1.3.14.2
Security threats
There’s no special security threat can be identified for mode A.
For mode B, if subscription sensitive information (e.g. IMSI) is delivered to the vSF that is in a less secure location, then exposure of the subscription sensitive information to hacker may occur. As the vSF may be accessed, storage of the vSF maybe hacked, so, UE related information is not secure, if the information can be tracked, e.g. by temporary ID, then user related information may be retrieved. If the vSF is able to handle UE-CN security signalling, and the keys for handling UE-CN secure signalling in the vSF can deduce keys for handling UE-CN secure signalling in the other vSF, then the attacker can also eavesdrop information that is transferred between the NG UE and the other vSF.
5.1.3.14.3
Potential security requirements

If the vSF is in a less secure location:
-
Subscription sensitive information should not be delivered to the vSF.
-
Any UE related information should be assigned to pseudonymity in the vSF, and any temporary ID related to the UE shoud be changed frequently.
If the vSF handles UE-CN signalling then:
-
It should be possible that the vSF can handle UE-CN secure signalling (i.e. perform integrity and confidentiality process per UE) if needed.
-
The keys for handling UE-CN secure signalling in the vSF should not be able to deduce keys in any other vSF, which handles UE-CN secure signalling too.
5.1.3.15
Key issue #1.15: Termination point of UP security

5.1.3.15.1
Key issue details

In Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario). Therefore, it also needs to be studied whether the user plane integrity protection and confidentiality  protection mechanism may be located in different places in order to provide appropriate security for all scenarios. 

From security point of view, it is better if the user plane protection terminates deeper in the network rather than closer to the edge of the network. This was the reason why termination point was moved from the base station to the radio network controller when GSM was replaced by 3G. For LTE the termination point was moved back to the base station but this was done because of other reasons than security. In addition, this is an advantage that does not require the NG-UE to continuously negotiates new UP security protection keys whenever moving from one gNB to another.
From TR 23.799, it appears that there will be multiple UP gateways located in different places depending on the service scenarios and requirements. Therefore, UP user plane security protection architecture could be implemented by locating the user plane security termination point in these different locations.

Two concerns on user plane protection from heterogeneous access and IT-Driven network architecture are listed as following:

-
Heterogeneous access. The heterogeneous access networks in NextGen may include 3GPP and non-3GPP accesses, and the number of the access points (e.g. base stations, APs etc) could be quite large. Furthermore, there could be many independent parties that control parts of the heterogeneous access network. All this increases the risk of having a vulnerable and/or compromised node in the network. As a mitigation for this increased risk, user plane protection between UE and User Plane Gateway could reduce the security complexity caused by multiple access technologies and massive number of potentially vulnerable access nodes.

NOTE:
According to TR23.799, the IPsec tunnel for untrusted non-3GPP access terminates at N3WIF.
-
IT-Driven Network Architecture. The next generation system is expected to support deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, UP protection between UE and User Plane Gateway for the user plane would imply minimizing the security impact from the network virtualization to UP data security. If we assume that the UP protection is terminated somewhere in the network then at least one node in the network would be a terminating point. (Possibly there are several termination points if hop-by-hop protection is applied.) It is possible that all nodes in the network are virtualized, including the UP Gateway itself. Then the UP protection termination point is affected by the virtualization but still number of virtualized nodes that have an impact on the UP protection is limited to its minimal value, i.e. to a single node.
Editor’s Note: The LI of UP security termination point in home network is ffs.
5.1.3.15.2
Security threats 

5.1.3.15.3
Potential security requirements

-
Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
Editor's Note: The following requirement needs more explanation, e.g. it is not clear if there will be a UP gateway in RAN and what is its relation to gNB.   
-
UP-traffic protection termination point should be the same point where the UP-traffic itself is terminated. Typically, this point would be the UP gateway, which can be located in CN or AN.

-
Flexible UP-traffic protection shall support the scenario where different network slices can use different UP-traffic protection mechanisms. 

-
Flexible UP-traffic protection shall support the scenario where heterogeneous access technologies can use different UP-traffic protection mechanisms.

5.1.3.16
Key issue #1.16: User plane protection granularity

5.1.3.16.1
Key issue details

This key issue is investigating the aspects of User plane protection granularity. The following analysis is given to compare different security protection granularities for UP security protection.

The definition of slice and session and the concept of flow are referred to SA2 TR23.799.
Table 5.1.3.16.1-1

	Granularity
	Pros.
	Cons.

	Per-Slice
	- Simple and slice specific, guarantee the slice isolation from the security point of view
	- Can’t distinguish UEs, it’s almost impossible that all the UEs use the same security policy referring the same key and algorithms.

- Protections for all eMBB services of UE are the same.

- Packet routing schema should be re-designed. Protection has to be made on the whole packet.

- User plane integrity is good for some services (added security) but bad for others (too many rejected packets)

	Per-Session
	- One IP or non-IP traffic connectivity for one UE, having the explicit end users, UP security protection could be applied reasonable efficiently 

- Distinguish UEs, and distinguish different session of one UE

- For one UE may have only a few sessions, the security cost could be suitable

- Routing is fine. Protection can be made on the payload
	- If there are multiple services simultaneously in same session, then user plane integrity may be good for some and bad for others. 
- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


	Per-Flow
	- More specific security protection for different services

- Routing is fine. Protection can be made on the payload.
	- Relying on the session implement procedures 

- Difficult to implement for there would be numerous flows for one UE

- High complexity on management

- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


In order to provide security protection selections, UP security protection should identify proper granularities (e.g. per-slice, per-session, per-flow).

5.1.3.16.2
Security threats 

5.1.3.16.3
Potential security requirements

-
UP-traffic protection granularity should support the per-session mechanism

Editor Note: The definition of session and flow in this context need to be clarified, e.g. how do they map to SA2 and RAN definitions. 

5.1.3.17
Key issue #1.17: On-demand security policy
5.1.3.17.1
Key issue details

In UP security architecture, there would be a number of types of security requirements required by the service, UE, or network, which should be considered together for deciding on the security policy.

Considering the security policies are various for different service and end user, thus, it would be necessary to negotiate the security policies for the UP regarding each protection. 

The following provides more potential security benefits of security policy negotiation:

-
For eMBB scenario, traditionally, the network side takes the decision for both NAS and AS security mode procedures which cover the cryptographic algorithms will be used for the security context in EPS. After the security mode procedure, all the service data of the UE will be protected by the same security policy in LTE. However, in future eMBB network, the situation would be a little complex for taking the service into account with specific service security requirements which are independent from MNO’s security, to its own service, so a dedicate security requirement may be provided by the service server, and with the traditional UE’s supported security capabilities and other security features from the network elements. Hence, the final security policy should be negotiated based on these provided security requirements from all the possible elements (but with the network having the final decision).

-
To meet the stringent requirements of Critical communications, such as, higher reliability, higher availability, higher accuracy positioning, the specific security requirements should also be taken into account which could cover longer key and stronger security algorithm or shorter key update cycle. However, there would be a tradeoff between the network performance and the security cost. 

-
For IoT, excerpts from 6.1 TR 22.891:  "[PR.6.1-001] The 3GPP system should support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode." show that the UP security should be designed to meet the IoT service requirements. Some of the IoT devices are expected to be simple sensor kind of devices, in addition, the number would be large, thus, the security policy should be specific to support these devices’ capabilities and limited communication requirements (e.g., smart meter), such as, shorter key length, fast authentication mechanism and so on. 

5.1.3.17.2
Security threats 

5.1.3.17.3
Potential security requirements

In order to support UP security protection mechanism between UE and UP Gateway for the user plane in the next generation system, UP-traffic protection mechanism should support the security policy negotiated from security requirements. Upon the security policy negotiation, the network (access network entity and core network entity) (i.e., SM, Policy Control) could have the final decision on which security policy including explicit security features and algorithms will be used. The network could negotiate the security policy through an independent procedure or pigged back in the other service procedures. It should be preferred that the next generation network can enable the network to have the flexibility to choose security mechanism according to different services requirements. 
5.1.3.18
Key issue #1.18: Flexible security policies negotiation in control plane
5.1.3.18.1
Key issue details
It is difficult to update the algorithms, and the update method is practically to replace the network element, which can be cost-prohibitive in many cases. On the other hand, NextGen has a long expected lifetime, and new cryptography algorithm may be needed in the period of NextGen. So, in the NextGen network, the cryptographic algorithms in network element should not be unchangeable.
Furthermore, as noted in key issue #1.17, the UP’s security policies including cryptographic algorithms, key length, etc, are flexible according to the security requirements of UE and service. Thus, the fexibilty of CP’s security policies, not just cryptographic algorithms, should also be under consideration, which also caters for the evolution requirement of 3GPP. 
Editor’s note: Details and structure of security policies in control plane are ffs.
Editor’s Note: UE aspects of crypto algorithms update is FFS.
In LTE, the security process of control plane includes AKA, NAS SMC, key hierarchy, NDS, etc. Though some of them have partial security policy negotiation, e.g. confidentiality and integrity protection cryptographic algorithm negotiation in NAS SMC, while other aspects are fixed. Furthermore, new KDF may also be needed during the lifetime of NextGen. Depending on use cases and services there may be more than one KDFs, so the use of KDF also requires a negotiation between UE and ARPF. So, the supported security policies of network elements should be flexible.
As mentioned above, in the NextGen network, the security policies of control plane can be flexible in a negotiation method. For example, the participants of security process may negotiate security policies respectively before the process starts, or they could send their supported security policies to a controller, and the security policy will be negotiated under control of the controller.
Editor note: whether all the security processes in NextGen should negotiate security policies is ffs.
5.11.3.18.2
Security threats 
KDF used between UE and ARPF’s may be attacked to lose key separation feature. Broken cryptographic algorithms may be difficult to update in the network element, and the only way to maintain security is to replace the network element with broken cryptographic algorithms, which may be cost-prohibitive in many cases. 
5.11.3.18.3
Potential security requirements

The following provides design principals of security policy negotiation in control plane:
-
The cryptographic algorithms implemented in network element should be extensible. The update of algorithm should be supported. 
-
The security policy such as cryptographic algorithm, key length, should be negotiated by participants of control plane. 
-
The selection of the security policy shall be under network control.
5.1.3.y
Key issue #1.y: <key issue name>

5.1.3.y.1
Key issue details

5.1.3.y.2
Security threats 

5.1.3.y.3
Potential security requirements
5.1.4
Solutions
5.1.4.1
Solution #1.1: Radio interface user plane integrity protection

5.1.4.1.1
Introduction

This solution addresses key issue #1.3.

5.1.4.1.2
Solution details  

User plane integrity protection is mandatory to support in the network while optional in the UE, with at least two alternative and substantially different algorithms mandatory to support in network entities and UEs supporting user plane integrity protection. Both 128-bit and 256-bit integrity protection keys should be accommodated.

The NG-UE states, in signalling that is secure from bidding down attacks, which algorithms it supports and optionally, whether or not it desires user plane integrity / confidentiality protection. One way to achieve this is to include this information in the (unprotected) Attach Request message, and then repeating them later in an integrity protected message.
Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.

The serving network decides whether or not user plane integrity protection is possible (for example do both ends support it and have at least one algorithm in common); if it is possible, then the network decides whether or not it should be used, and with which algorithm and which MAC length.  This also is indicated to the UE in an integrity protected signalling message.

A possible variation would be to have the decision made separately for uplink and downlink.  If this variant is adopted, then the UE should be able to indicate separately for uplink and downlink whether it desires user plane integrity protection.

5.1.4.1.3
Evaluation 

This solution allows user plane integrity to be used if and when it is believed to have value.  The network can choose to switch on user plane integrity protection either because the device desires it or because the network itself values it (e.g. as a fraud protection measure).

The network can decide not to apply user plane integrity protection.

The solution addresses key issue #1.3.  It allows strong user plane integrity protection to be applied where it makes sense to do so.5.1.4.2
Solution #1.2: Periodic local authentication and packet count check

5.1.4.2.1
Introduction 
This solution addresses some aspects of key issue #1.3, namely the threat of an attacker inserting significant quantities of rogue data into an established traffic channel.

5.1.4.2.2
Solution details 
The solution is the same as the "Signalling procedure for periodic local authentication" (3GPP TS 33.102, clause 6.4.7, and 3GPP TS 33.401, clause 7.5), adapted as necessary to fit the Next Generation architecture.

Potential adaptations could be to help detect replacement of packets (not just addition or deletion of packets). For example: the signaling procedure could report on number of bits transmitted/received for various traffic types (not just a simple count of packets); or it could report a digest of all data transmitted/received within a window requested by the network; or it could report a digest of packets that were transmitted/received with robust error correction (this would prevent random bit errors causing a failed digest).  A further set of adaptations could be to allow a similar report to run between the UE and the home network.

The appropriate polling/reporting frequency might vary; for instance, a UE sending occasional small readings might be polled (or report) less frequently than another UE that consumes data much faster.

Editor’s note: The detailed solution to fit the Next Generation architecture is ffs.

5.1.4.2.3
Evaluation 

This solution allows the network to detect if there is a significant difference between the number of packets that the UE has sent and received, and the number of packets that the network has received and sent respectively.  In particular it allows the network to detect if more packets have been received than were genuinely sent – which is the most obvious indicator of abuse.

It thus addresses the threat of an attacker inserting quantities of rogue data on an established traffic channel.  It does not, though, provide precise integrity protection of data, but some of the suggested adaptations could make it very difficult for an attacker to modify data transmitted/received while still avoiding detection.This solution can address part of Key Issue #1.13: Security Implications of Low Latency, in particular the risk of attacks on vulnerable network edges. The mechanism can be used to request a UE report on data transmitted/received, which can then be compared with the report from the network edge. Allowing the report to run between the UE and home network would provide assurance to the home network of billing integrity in vulnerable roaming scenarios. 

Types of fraud which involve both a compromised network edge and a compromised UE could still evade detection, but such frauds may be difficult to execute. 

Integrity protection of the user plane is another method to prevent these attacks.

Editor's Note: It is FFS how the HN could use the UE reports to the HN on number of packets sent, as comparing these reports with charging records sent by the VN, possibly some time later, may be complex.
5.1.4.3
Solution #1.3: Radio interface user plane encryption

5.1.4.3.1
Introduction

This solution addresses key issue #1.4.

5.1.4.3.2
Solution details 

User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support.  Both 128-bit and 256-bit encryption keys should be accommodated.

The NG-UE states in signalling that is secure from bidding down which algorithms it supports, and, optionally, whether or not it desires user plane integrity / confidentiality protection. One way to achieve this is to include this information in the (unprotected) Attach Request message, and then repeating them later in an integrity protected message.
The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the UE in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.

5.1.4.3.3
Evaluation 

The solution straightforwardly addresses key issue #1.4.

5.1.4.4
Solution #1.4: Key hierarchy

5.1.4.4.1
Introduction

This solution addresses key issues of “#1 Architectural aspects of NextGen security” and “#8 Network slicing security”.

5.1.4.4.2
Solution details  

Figure 5.1.4.4.2-1 shows the proposed key hierarchy. We assume that (1) there is one common C-plane in the core network, (2) there is no slicing in radio access network thus the radio access technology keys as shown in the figure and (3) separate keys are required for each network slice. 

In this key hierarchy, there is one long term “K” and the key is used only to derive “Kng” used as a master key to provide subsequent keys. 

For security between a UE and core network, keys for C-plane “Kcp” and for U-plane in network slice A “Kns_a_up” are derived using the master key “Kng” and the identity information of the keys and the network slice. Other keys for integrity and confidentiality of C-plane (Kcp_i, Kcp_c) signalling and U-plane (Kns_a_up_i, Kns_a_up_c) messages are derived from Kcp and Kns_a_up, respectively. Although keys for C-plane are derived once and commonly used among multiple network slices, keys for U-plane are derived for each network slice. Security isolation between C-plane and U-plane is realized, because different keys are provided for C-plane and U-plane. Per slice based keys for C-plane can be derived. Per session based keys of U-Plane such as Kns_a_up_i_ses1 and Kn_a_up_c_ses1 can be derived subsequently from Kns_a_up, if security isolation per session is required.
For AS security, a key “Krat” used for the communication between a UE and RAT (Radio Access Technology) or between a UE and the gateway used for non-3GPP RAT accessing scenario is derived using the master key “Kng” and identity information on the RAT. Keys for C-plane “Krat_cp” and for U-plane “Krat _up” are derived using the master key “Kng” and the identity information of the keys. Other keys for integrity and confidentiality of C-plane (Krat_cp_i, Krat_cp_c) signalling and U-plane (Krat_up_i, Krat_up_c) messages are derived from Krat_cp and Krat_up, respectively. This key hierarchy also supports other RAT than 3GPP using “Krat_other” or “Knon-3GPP_other”, and could derive legacy 3GPP-RAT keys such as E-UTRAN using “K3GPP_rat”. Knon-3GPP_rat” is meant for existing non-3GPP radio networks. Legacy 3GPP-RAT keys, such as E-UTRAN, can be derived using “K3GPP_rat
Editor's Note : Definition of each key in detail including how it is derived and where it is stored, is FFS.

Editor’s Note: It is FFS to consider how to realize security isolation among network slices for single C-plane in core network.
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Figure.5.1.4.4.2-1: Key hierarchy

5.1.4.4.3
Evaluation 

FFS

5.1.4.5
Solution #1.5: User plane security policy and key derivation

5.1.4.5.1
Introduction

This solution addresses Key Issue #1.3 and Key Issue#1.4. The terminologies are referred to TR23.799 solution #4.3 and solution #12.1.

5.1.4.5.2
Solution details  

5.1.4.5.2.1
Introduction 

In this document, it is assumed that security policy control function is mainly for executing the security policy determination and that Session Management Function is service specific, mainly for controlling the establishment of the UE’s session, also, the UP-GW is user plane gateway serving the session. The definition of security policy control function (SPCF) is referred to clause 5.2.1.2.
UP-traffic protection granularity should support the per-session mechanism. The solution proposes to put the security termination point at User Plane Gateway. And the user plane is protected on per-session granularity with a security policy determined from security requirements. From the security point of view, there would be many types of security requirement required by the service, UE, or network, which should be considered together for the security policy. For example: 

•
Security Requirement A: UE’s service requirement 

•
Security Requirement B: default security requirements pre-configured for the UE in HSS

•
Security Requirement C: security capabilities from the gateway side

•
Security Requirement D: security capabilities from Application Server

•
Security Requirement E: security capabilities supported by the UE equipment

The UP security policies are determined from the above requirements, the security policy could apply for security protection for granularity of UP session. The security policy could include e.g.:

-
Confidentiality protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Integrity protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Key length etc. 

The security policy could be decided by the security policy control function or other elements. The security policy is applied to UP security protection, i.e. UP confidentiality protection and UP integrity protection between UE and UP GW.

The high level description is that: firstly, UE send the request to the network including the security requirement A. After retrieving the requirements, the security policy control determines the final security policy. Next, based on the security policy, the CN generates and distributes the protection key Ksession1-enc, Ksession1-int for confidentiality protection and integrity protection of the session.

5.1.4.5.2.2
Procedure

The following figure gives one solution to about how to implement the UP security protection. In this solution, the security policy decision is completed based on the session setup procedure which could be either session established with attach procedure or a dedicate session setup procedure after UE already attached to the network. The security policy is determined from security requirement A and requirement C.  
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Figure 5.1.4.5.2.2-1: User Plane security policy and key derivation at per-session granularity
NOTE:
Where is location of SM may have impact.

1.
UE initiates a session setup request. UE provides security requirement A, which would be the service specific that UE wants to use. UE ID may also be included. This step may be combined with the attach procedure in case the session is established with the attach procedure (EPS-like session establishment). It is assumed that this message is carried via an access function.  It is assumed that this message should be protected by control plane security.

2.
Upon receiving UE ID and security requirement A, SM generates the session ID, and sends policy request to security policy control, including security requirement A.

3.
Security policy control function determines the final security policy of the session based on the security requirement A and security requirement C, where the security requirement C could be the security capabilities of the UP-GW. 

4.
Security policy control function sends policy response back to SM with the security policy.

5.
SM function sends the key request message to the CP-AU with the UE ID. 

6.
Firstly CP-AU retrieves the KNG via UE ID, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. Then, CP-AU generates the UP protection key KUP Using KNG. 
Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, after receiving UE ID, CP-AU retrieves the KUP with the UE ID.
7.
CP-AU sends KUP back to the SM. 

8.
After receiving the UP protection key KUP, SM generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy. The security policy can be an explicit input to the Key Derivation Function. 

The key derivation function for Ksession1-enc, Ksession1-int is as follows:

Ksession1-enc=KDF(KUP, session ID, confidentiality protection algorithm identity),

Ksession1-int=KDF(KUP, session ID, integrity protection algorithm identity).

Confidentiality protection algorithm identity and integrity protection algorithm identity are included in the security policy.
The key generation operation should follow the security policy requirements. For instance, if the security policy only requires the confidentiality protection, SM (UE) just generates the confidentiality protection key Ksession1-enc for this session protection. 
9.  Then, SM sends the session ID and security policy to UE.  It is assumed that this message should be protected by control plane security.

10.
After receiving the security policy, UE firstly generates the user plane protection KUP with the same derivation function as CP-AU, then generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. The security policy can be an explicit input to the Key Derivation Function. 
Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, UE retrieves the KUP after receiving the session ID and security policy.
11.
SM sends the session setup message to UP gateway (UP-GW) in order to setup the session, including session ID, Ksession1-enc, Ksession1-int and the security policy.

12.
UP-GW sends ACK back to SM.

Thus, UE and UP-GW share confidentiality protection key Ksession1-enc, integrity protection key Ksession1-int and the security policy for them. Therefore, UP security protection would be deployed for the above session between UE and UP-GW.

5.1.4.5.2
Evaluation

Tba
5.1.4.6
Solution #1.6: Architecture for NextGen that include a security anchor 
5.1.4.6.1
Introduction  

This solution addresses Key Issue #1.2. 

The solution addresses the issue of being able to separate the authentication functions in the CN from the Mobility Management (MM) and Session Management (SM) functions. It provides the ability to refresh the keys used to protect signalling and data between the NG-UE and the network without a fresh full authentication, e.g. keys are refreshed at MME-equivalent change which prevents any attacks leaking over from one MME-equivalent to another. This ensures that it is possible to store the keys resulting from an authentication in a very secure location even if MM and SM functions are placed nearer the edge of the network in not so secure a location. In particular, if fresh keys are used for each change of CN-MM, then this restricts security compromises to leak from one CN-MM to another. 

The solution describes a key hierarchy and how that key hierarchy could be used in possible attach, idle mode mobility and handovers.

The solution makes no assumption on the actual authentication method used to authenticate the UE or on the storage of credentials in the UE as these are subject to their own key issues in different security areas.

5.1.4.6.2
Solution details  

5.1.4.6.2.1
Architecture   

5.1.4.6.2.1.1
General
This solution describes how a security anchor could fit into the NextGen architecture, which allows separation of authentication role of the CN from the MM and SM functionality. The description of the architecture assumes that MM and SM are deployed separately and co-locates the SM with the UP entities. This split follows on from the desire to provide keys separately for the MM and the protection of the UP that terminates above the RAN and also separate the network access authentication from any secondary authentication (see Key Issue #2.10) which relates to one user bearer. Another aim of the proposed architecture is for an authentication run to result in a key being left in the HPLMN. This key may be used for either fast re-authentications or providing a key that could be used for user plane security that terminates in the home network when the UE is roaming (which necessitates the use of HSEAF while roaming).

The entities in the architecture are as follows:

ARPF

AUSF

SEAF

CN-MM: the core network node that terminate the NAS Mobility Management (MM) signalling

CN-SM/UP: the core network node(s) that terminate the SM and perform the signalling for UP and carrying the UP. 

Service provider controls the credentials for the secondary authentication as described in Key Issue #2.10 and any keys resulting from this authentication are only used to protect the UP for the particular bearers. 

Figure 5.1.4.6.2.1-1 shows the authentication architecture for non-roaming case, figure 5.1.4.6.2.1-2 shows the authentication for the roaming case figure 5.1.4.6.2.1-3 shows the authentication architecture for a non-roaming case where there a secondary authentication with a service provider to authenticate the use of a bearer.

NOTE 2: The provided figures are not intended to illustrate all uses cases. In the latter figure, the case of using keys from the secondary authentication to provide keys to protect the bearer from the UE to the core network is described. This is not preclude the use of keys from the secondary authentication to provide keys for UE to RAN protection. It is FSS if the secondary authentication could also use a SEAF. 
The dashed connections show where it is expected that data will be protected between the UE and network, whereas the other connections show where the keys are carried. The following comment/observations apply:

Interfaces: The CN-MM to SEAF, CN-SM/UP to SEAF, SEAF and SEAF interfaces are very similar as they all are used to in effect request keys from the higher layer node and also carry various authentication related information elements (these IEs would depend on the chosen authentication method(s)).

Split between ‘MM’ and ‘SM’ keying: The architecture propose to derive the keys for the CN-SM/UP from the key at the SEAF rather than from the key at the CN-MM, as there are cases where the CN-SM/UP that requires a key is not in the same network as a the CN-MM serving the NG-UE.

Inclusion of an H-SEAF in roaming cases: As can be seen from the roaming use case, there is a possibility that a key will be need from the home network and having the H-SEAF avoids the need for an additional authentication run. 
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Figure 5.1.4.6.2.1-1: Architecture for authentication framework in non-roaming scenario
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Figure 5.1.4.6.2.1-2: Architecture for authentication framework in roaming scenario
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Figure 5.1.4.6.2.1-3: Architecture for authentication framework in non-roaming scenario with secondary authentication with a service provider
Editor’s note: The expectation is that the H-CN-SM/UP to Service provider AAA interface will play a role similar to SGi.
This functional split requires a new key hierarchy and corresponding security and key derivation procedure.

5.1.4.6.2.1.2
Alternative Roaming Architecture
The architecture described in the previous has the feature that in the roaming use case (see figure 5.1.4.6.2.1-2) an authentication run can leave a key in the home network that means that additional keys that are not bound to the visited network can be derived without requiring a fresh authentication. The H-SEAF (a SEAF in the home network) is the network element that is proposed to hold this key. The reason for using the SEAF is that a SEAF needs to be stateful after an authentication run as it will hold the key that results from the authentication run.
The alternative possibility would be to use the AUSF to hold such a key. If there is a need for the key at the H-SEAF, then the H-SEAF needs to request the key from the AUSF. This has the disadvantage that the AUSF has now become stateful between authentication runs, i.e. it needs to store a key, in addition to the SEAF which is already stateful. Figure 5.1.4.6.2.1.2-1 provides the architecture for the roaming case when a key is held in the AUSF. The difference between this figure and figure 5.1.4.6.2.1-2 is that the interface between the V-SEAF and H-SEAF become an interface between the V-SEAF and the AUSF.  
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Figure 5.1.4.6.2.2-1: Alternative architecture for authentication framework in roaming scenario with AUSF holding a key after the authentication run
5.1.4.6.2.1.3
Procedure for home-terminated user plane session establishment for the roaming scenario
Figure 5.1.4.6.2.1.3-1 show a flow for establishing security between the NG-UE and a Home UP-GW when the UE is roaming. If no key is kept in the HPLMN from the authentication that happens in step 5 (either the AUSF or the H-SEAF), then it will be necessary to run an additional authentication at step 17. 

Editor’s note: Feasibility of Home UP-GW termination of the user plane security need to be considered in coordination with SA2 and RAN2.

Editor’s note: Details of how to protect the user plane between the UE and Home UP-GW is FFS.

NOTE 1: Does not support LI in VPLMN in the case of the user plane confidentiality protection terminating in the HPLMN.
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Figure 5.1.4.6.2.1.3-1 authentiation and home terminated user plane session establishment for the roaming scenario
NOTE 2: Figure 5.1.4.6.2.1.3-1 shows MM procedures followed by separate SM procedures. This does not preclude this procedures being trigger simultaneously.

1 – 11. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 5), the AUSF provides the H-SEAF with KH-SEAF and the V-SEAF with KV-SEAF, from which subsequent keys are derived (e.g., NAS keys, AS keys, UP-GW keys). 

NOTE 3: An alternative would to hold a key in the AUSF. With this alternative step 6 would only contain the KV-SEAF and steps 16 and 18 would become mandatory.

12. The NG-UE sends a service session request messge to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the HPLMN. The request includes the UE identity that is associated with KH-SEAF in the H-SEAF and an indication of security termination at H-UP-GW. The identity may include a NAI that can be used by the NextGen network to route the request to the SMF in the HPLMN (i.e., H-SMF).

NOTE 4: The UE security capability is provided in the service session request message.

13. The MMF, upon receipt of the service session request from the NG-UE, determines the V-SMF which interfaces with the H-SMF in the HPLMN and forwards the service session request to the V-SMF.

14. The V-SMF forwards the service session request to the H-SMF.

15. The H-SMF determines whether the NG-UE is allowed to create a home terminated service session based on the NG-UE subscription profile.

16. The H-SMF sends a key request for the home terminated user plane security protection (i.e., KH-UP-GW) to the H-SEAF.

17-1 – 17.3. The H-SEAF, upon the receipt of the key request, checks whether it has a valid security context (KH-SEAF) for the NG-UE. If the H-SEAF does not have a valid KH-SEAF, the H-SEAF sends a key request to the AUSF. If the H-SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the H-SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KH-SEAF to the H-SEAF.

NOTE 5: if the H-SEAF already has a valid KH-SEAF obtained during the prior authentication, the steps 16 to 18are skipped.

Editor’s note: It is expected that the authentication in step 17.2 is carried between the NG-UE and H-SM/UP-GW in NAS SM signalling via the MMF and between the H-SM/UP-GW and AUSF via the H-SEAF. The full details are FFS.

18. The H-SEAF derives a KH-UP-GW from the KH-SEAF and sends the KH-UP-GW to the H-SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

19. The H-SMF sends the service session response message to the V-SMF to grant the service session creation.

20. The V-SMF forwards the service session response message to the NG-UE via the MMF. 

21. The NG-UE derives KH-UP-GW from KH-SEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

22. The NG-UE sends the service session complete message to the V-SMF to acknowledge the receipt of the response message. 23. The V-SMF forwords the service session complete message to H-SMF.

24. The H-SMF install the KH-UP-GW at the H-UP-GW.

25. UL/DL data transfer for the home terminated PDU session is protected using KH-UP-GW.

5.1.4.6.2.2
Key Hierarchy

A key hierarchy for the NextGen system is shown in Figure 5.1.4.6.2.2-1. In general, the key hierarchy is similar to that of LTE with the following differences:

 introduction of an additional layer of key hierarchy that allows a key resulting from the authentication to be held in a secure location (in effect this is splitting the KASME into KSEAF and K CN-MM); 

ability to generate keys for termination of the UP security at a user plane gateway that is in the core network (see Key Issue # 1.4);

The details of performing the second are out of scope for this solution.
The description of each key in the key hierarchy is as follows.

-
K: the subscription credential that is held in the UE and AAA

-
KSEAF: anchor key for the authentication session from which subsequent keys (e.g., CN control plane keys and AN keys) are derived. 

NOTE:
The derivation of KSEAF is authentication method specific.

-
KCN-MM: control plane key bound to a CN-MM. The CN-MM further derives NAS encryption and integrity protection keys from K CN-MM. KCN-MM may also be used to derive the AN level keys as shown in the below hierarchy.
NOTE: 
Regardless of whether KCN-MM is used to derive the AN keys or not, having KCN-MM is useful as it makes the CN-MM future proof in terms of requiring a new key material in a later release. 
Editor’s note: If KCN-MM is not used to derive the AN keys, then justification for the inclusion of KCN-MM in the key hierarchy is FFS.
-
KAN/NH: The key provided to the AN (play the same role as KeNB/NH in LTE). AN further derives RRC encryption and integrity protection keys and UP encryption and integrity protection keys from KAN.

Editor’s Note: whether KAN needs to be derived directly by SEAF is FFS. Even if the SEAF directly derives KAN and provides it to the AN, SEAF may derive an intermediate keys (e.g., KCN-MM) in order to respect the key hierarchy. In this case, the parameter(s) used for KCP-CN derivation should be informed to the UE so that the UE derives the same key. This may be considered as a collocated SEAF with the CN-MM.

Editor’s Note: whether a new NH derivation is necessary is FFS, i.e. whether there is a need for handovers using a vertical key derivation like in LTE.

-
KCN-SM/UP: user plane key for an UP-GW when the user plane security terminates at the UP-GW 

Editor’s Note: whether the user plane security terminates at an AN or an UP-GW is determined by the CN based on subscription information and service type and configured at the UE and the UP-GW.

The details on each key derivation (e.g., key derivation algorithm, input parameters) are FFS.
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Figure 5.1.4.6.2.2-1: Key hierarchy of the NextGen system

Editor’s Note: It is FFS whether the both sets of UP security keys will be needed simultaneously.

The above key hierarchy applies when the UE is in its home network. When the UE is roaming, the key hierarchy applies for the serving network (remembering that the ARPF and AUSF are in the home network in this proposed architecture). In addition (for the roaming case), there is a KSEAF for the home network which can be used to calculate the KCN-SM/UP keys for use in the home network. 
5.1.4.6.2.3
 Possible example procedures using the security anchor

5.1.4.6.2.3.1
General

The following subclause contains some possible procedures involving the security anchor. The procedures are based on LTE procedures and are provided to show how a security anchor may be used. 

Editor’s note: The procedures are only examples and may need to be updated to keep aligned with any SA2 decisions

5.1.4.6.2.3.2
Key derivation during the attach procedure

Figure 5.1.4.6.2.3.2-1 shows the security procedure and corresponding key delivery during the UE attach procedure.
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Figure 5.1.4.6.2.3.2-1: Security procedure during the attach


1. The UE sends an attach request to the network. The attach request is routed to the CN-MM based on a certain network function selection rule (e.g., CN-MM selection at AN).


2. The CN-MM triggers the authentication procedure. A successful authentication information results in an authentication session root key (i.e., KSEAF) being available at the UE and sent to the SEAF. The exact details of the flows here depend on the authentication method being used.


3. The SEAF derives a key for the CN-MM that is managing the UE (i.e., K CN-MM) and sends the key to the CN-MM. Additionally, the CN-MM derives a key for the CN-SM/UP selected for the UE (i.e., KUP-GW) and sends it to the CN-SM/UP. 

Editor’s Note: A CN-SM/UP selection procedure should be defined by SA2. 


4. The CN-MM establishes a NAS security context for the UE by performing a NAS security mode command procedure with the UE. 


5. The CN-MM derives a key for the AN serving the UE (KAN) and sends it to the AN.


6. The AN establishes an AS security context for the UE by performing an AS security mode command procedure with the UE. 

5.1.4.6.2.3.3
Key derivation during the NG2-based handover

The figure 5.1.4.6.2.3.3-1 describes the security procedure during the NG2-based handover, i.e., handover involving CN-MM relocation. The handover procedure is described based on that of LTE (i.e., S1-based HO). The difference from the S1-based HO in LTE is that when the Target CN-MM receives a Forward Relocation Request message from the Source CN-MM, it obtains a fresh key from the SEAF, thereby deriving the AN key for the Target AN. 
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Figure 5.1.4.z.2.3.3-1: Security procedure during NG2-based handover


1. The source AN sends a Handover Required message to the source CN-MM.


2. The source CN-MM sends a Forward Relocation Request to the target CN-MM. 

Editors’ note: It is FFS whether handovers that support a change of SEAF will be needed.


3. The target CN-MM request a key to the SEAF. If the target CN-MM has a cached key for the UE, it removes the cached key.


4. The SEAF derives a fresh key for the target CN-MM and sends it to the target CN-MM.


5. The target CN-MM derives a key for the target AN and sends it to the target AN along with the handover request message. 


6. The target AN sends the handover request acknowledgement message to the target CN-MM. By having the AN key, the target AN is ready to receive a protected RRC message from the UE. In case the target AN rejects the handover request, it shall discard the key received from the target CN-MM in step 5.


7. The target CN-MM sends a key acknowledgement message to the SEAF to indicate that the key derived for the target CN-MM is in use. 

NOTE: 
This key acknowledgement may be optional. Whether the key ack is necessary may be determined based on the parameters used for key derivation.    


8. The target CN-MM sends a forward relocation request to the source CN-MM.


9. The source CN-MM sends a handover command to the source AN. The handover command contains the information on the target CN-MM and target AN with which the UE can derive the corresponding keys. 


10. The UE derives the key for the target CN-MM and based on which, derives the key for the target AN. The UE further derives the subsequent keys (RRCenc, RRCint) to protect RRC messages and user plane traffic. The UE sends a handover confirmation message to the target AN after protecting the message using the derived keys.

5.1.4.6.2.3.4
Key derivation for the idle mode mobility

The figure 5.1.4.6.2.3.4-1 describes the security procedure during the idle mode mobility, i.e., tracking area update procedure. The tracking area update procedure is described based on that of LTE. The difference from the LTE TAU is that the TAU request is verified by the old CN-MM and acknowledged to the new CN-MM because the old CN-MM does not share the security context with the new CN-MM in the presence of SEAF.
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Figure 5.1.4.6.2.3.4-1: Security procedure during tracking area update


1. The UE sends a tracking area update (TAU) request to the network.


2. The new CN-MM identifies the old CN-MM based on the UE identifier (e.g., S-TMSI or GUTI) and requests TAU request message verification to the old CN-MM.


3. The old CN-MM verifies the TAU request and responds to the new CN-MM. 


4. The new CN-MM acknowledges the receipt of the response message to the old CN-MM.


5. The new CN-MM requests a key to SEAF. 


6. The SEAF derives a key for the new CN-MM and send the key to the CN-MM.


7. The new CN-MM and the UE performs NAS security mode command (SMC) procedure and tracking area update procedure as shown in step 7 – 10.

5.1.4.6.3
Evaluation 

TBD
5.1.4.7
Solution #1.7: Serving functions all deployed in secure locatoin
5.1.4.7.1
Introduction

This solution addresses key issue #1.14.

5.1.4.7.2
Solution details  
Deploy all serving functions in secure location, even close to AN, makes the development of NextGen system easier to satisfy security requirement.
5.1.4.7.3
Evaluation 

FFS
5.1.4.8
Solution #1.8: Key hierarchy for NextGen

5.1.4.8.1
Introduction  

This solution proposes a key hierarchy for NextGen network in accordance with TR 23.799 ver 0.8.0 proposed reference architecture for unified authentication framework for non-roaming scenario which introduces a new module Security Context Management (SCMF) as a part of Core Network. The SCM deals with management of the security context for core network and UP of NextGen.
SEAF, the security anchor, is a function in the core network that performs UE authentication process and interacts with ARPF via the AUSF for retrieving authentication data. Security Context Management function (SCM) is a function in the core network that upon successful UE authentication maintains an authentication security context from which the security contexts for the specific functionality as applicable for the CN and the UP will be derived.

The solution describes a key hierarchy that includes SEAF and SCMF keys to handle the issues of security anchoring and security context management respectively. The details of the solution are provided in the following clause.
Editor’s Note: It is FFS to consider how to realize security isolation among network slices for single C-plane in core network.
5.1.4.8.2
Solution details  

5.1.4.8.2.1
Architecture   
Figure 5.1.4.8.2.1-1 describes the reference architecture (copy of Figure 6.12.1.1.1-1 of version 0.8.0 of TR 23.799 [2]) defined in  TR 23.799 v 0.8.0 for non-roaming scenario.
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Figure 5.1.4.8.2.1-1: Reference architecture for non-roaming scenario
The architecture includes a Security Anchor Function (SEAF) that receives the keys from AUSF that authenticate a UE connecting to the NextGen core network (CN) via different access networks. SEAF, the security anchor of the NextGen network, is decoupled from the security context management (SCMF) function and the mobility management (MM) and session management (SM) functions, which are abstracted as a part of the Control Plane-Core Network (CP-CN) functions. The Security Context Management (SCMF) module, maintains an authentication security context which is the basis to derive the security contexts for the specific functionality as applicable for the CN and the UP, upon successful UE authentication. It also maintains the security context of the UE for an authentication session and derives/provides keys for other network functions to enable those functions to establish slice-specific security context for the UE.
Decoupling of the security anchor functionality from the MM and SM functionalities and security context management enables the security anchor to reside in a physically secure location in the NextGen CN independent of the MM, SM and SCMF location (closer to the AN). It also helps to reduce security configuration complexity between network entities/functions. This functional split requires a new key hierarchy and a corresponding security and key derivation procedure. In addition, the generation of keys during slicing in NextGen Systems is also required to be addressed by this key hierarchy.

5.1.4.8.2.2
Key Hierarchy
A key hierarchy for the NextGen system is shown in Figure 5.1.4.8.2.2-1. In general, the key hierarchy is similar to that of SAE/LTE with the differences like  (1) Introduction of two additional layers in key hierarchy that allows the security anchor  key resulting from the authentication to be held in a secure location (in effect this is splitting the KASME into KSEAF, KSCMF and KCP-CN); (2) Ability to generate keys (KUP) for termination of the UP security at a user plane gateway (Key Issue # 1.4); (3) Ability to generate slice-specific keys for NAS and UP encryption and integrity checks, derived from the KSCMF, the slice anchor key.
The description of each key in the key hierarchy is as follows.

	K
	· The subscriber credential that is held in the UE and ARPF.

	KSEAF
	· Security Anchor Key for the authentication from which AN keys and slice-specific SCMF key is derived. 

	KSCMF
	· Key for management of security context from which subsequent CN and UP keys are derived.

	KCP-CN(MM)
	· Control Plane Key that is used to derive NAS integrity and encryption protection keys.

	KAN/NH
	· Key provided to the AN (similar to KeNB/NH in LTE) to derive RRC and UP integrity and encryption protection keys.

	KUP-x
	· User plane key for UP of slice ‘x’ when the user plane security terminates at the UP-GW.


Editor's note: The details on each key derivation (e.g., key derivation algorithm, input parameters) are FFS.
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Figure 5.1.4.8.2.2-1a: Key hierarchy of the NextGen system with slice based keys for UP.
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Figure 5.1.4.8.2.2-1b: Key Hierarchy for NextGen system with slice based keys for UP and CP.
Editor’s Note:  The required levels of key hierarchy will be studied during the evaluation based on other working group progress
5.1.4.8.3 
Evaluation
5.1.4.9 
Solution #1.9: Key hierarchy and the related procedure
5.1.4.9.1 
Introduction
This solution proposes a key hierarchy and proposes solutions for the key hierarchy and its procedure. This key hierarchy addresses key issue #1.3” User plane integrity between UE and network”, Key Issue #1.4 ”User plane confidentiality between UE and network” and their related solution #1.5, and Key Issue #3.4 “Security context sharing” and its solution #3.3.
This solution includes the control plane protection of NAS and AS signalling, and user plane protection of PDU session. Some enhancements may be required to this solution for slicing scenario, e.g., support of separate NAS security for different slices.
The UP plane protection key addresses key issue #1.3, key issue #1.4 and their related solution #1.5. Keys used in different access technologies address the key issue #3.4 and solution #3.3. Also, a control plane key for the NAS signalling protection is proposed. 
5.1.4.9.2 
Solution details
5.1.4.9.2.1 
Architecture

According to the solution 4.15 in SA2 TR 23.799, a common node i.e. NAS entry function, (figure 5.1.4.9.2.1-1) for the NAS connection was introduced, in order to route the NAS signalling to the related NAS handling network functions (i.e. NG-SM or NG-MM). NAS entry function could be co-located within MM, or independently deployed for the NAS routing. With this mechanism, UE only need to maintain one NAS security context for the NAS signalling protection.
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Figure 5.1.4.9.2.1-1: Common interfaces towards UE, AN with MM and SM decoupled
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Figure 5.1.4.9.2.1-2: architecture for authentication framework
According to the figure 5.1.4.9.2.1-1, architecture for authentication framework is proposed in the above figure 5.1.4.9.2.2.-2. For the above architecture, NAS entry function could be located in the MM. Definitions on the ARPF, AUSF, SEAF could be found in the security area #2 “authentication”.
For 5G, the 3rd party service provider connectivity scenario shall be considered from the security point of view. The ARPF residing in the 3rd party system is controlled by the service provider (e.g. IoT service provider) is added in the architecture, which stores and manages the 3rd party service subscriptions. Symmetric key mechanism should be supported by the 3rd party service credential. 
In case asymmetric key mechanism (e.g. Identity-based cryptosystem) is used for authentication, the intermediate key can be generated during the authentication procedure. The intermediate key is used as the shared key between UE and network.
Interface between AUSF- ARPF residing in the 3rd party system is established based on the assumption that mutual trust between the operator and the 3rd party service provider is established. Hence, 3rd party service subscription could be transferred with the interface AUSF- ARPF residing in the 3rd party system. 

In conclusion, the key hierarchy is designed with the following assumptions:
-
An aggregate node NAS entry function (e.g. NAS entry function in section 6.4.15) for all the NAS signalling protection between UE and CN is suggested.
5.1.4.9.2.2 
Key hierarchy
In this section, a key hierarchy is proposed, according to solution #1.5 and #3.3, in order to addressing the security requirements from key issue #1.3, #1.4 (user plane protection), and #3.4 (security context sharing).
Several principles are listed as followed:
-
A common node (i.e. AUSF) should be used for the unified authentication and unified security context for different access technologies.

-
Control plane and user plane should be protected separately.

-
User plane protection mechanism should be based on the sessions between UE and UP-GW.

-
NAS security protection should be applied between the UE and NAS entry function. NAS entry function should maintain prioritized security algorithms list for NAS signalling protection.

According to the above principles, a key hierarchy is given in the following figure 5.1.4.X.2.2-2. Also the descriptions of the keys involved in the key hierarchy are as follows.
-
K: the root key or subscription credential shared by USIM and ARPF.

-
CK/IK: the cipher key and integrity key, derived from the root key, and shared by USIM and ARPF, compatible with the legacy key hierarchy, such as LTE, or UMTS.

-
KNG: The next generation key (similar to the KASME in LTE), derived from CK/IK, and shared by UE, ARPF and authentication unit (AUSF/SEAF).

Keys for CP protection:
-
KNAS: NAS signalling protection key, derived from the KNG, generated individually by UE and SEAF, and could be used to generate the NAS signalling encryption key and NAS signalling integrity protection key.

According to the above SA2 solution, NAS entry function is a different network function element from SEAF. Also, according to the above principle, NAS security protection should be applied between the UE and NAS entry function. Therefore, the NAS entry function should generate the NAS encryption and integrity protection key based on the NAS key KNAS received from SEAF.

-
KNASenc: the NAS encryption key, used for NAS signalling confidentiality protection.

-
KNASint: the NAS integrity protection key, used for the NAS signalling integrity protection.

-
KANCP: AN signalling protection key, derived from the KNG, and generated individually by UE and AN, could be used to generate the AN signalling encryption key KRRCenc and AN signalling integrity protection key KRRCint.

NOTE: AN protection should support heterogeneous access, e.g. next generation access, Wifi access. 

-
KRRCenc: the AN encryption key, used for AS signalling confidentiality protection.

-
KRRCint: the AN integrity protection key, used for the AS signalling integrity protection.

Keys for UP protection:

-
KUP: a user plane protection root key for the user plane protection. 

NOTE: 
KUP could be derived directly from KNG. For the 3rd party service protection, KUP derivation may also relate to the 3rd party service credential (Service authentication).

-
Ksession1-enc: a session confidentiality protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.

-
Ksession1-int: a session integrity protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.

One UE could have multiple PDU sessions according to its services. According to solution #1.5, the session protection is managed by one SM, and the keys for these sessions are derived from the key KUP.

Editor’s Note: details on the key derivation function inputs are FFS.

Editor’s Note: Terminating NAS traffic should be aligned with SA2.

Editor’s Note: It’s ffs whether the following key hierarchy should be needed.
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Figure 5.1.4.9.2.2-1: Key hierarchy architecture
Editor’s Note: It is ffs if this key hierarchy will address the case of terminating UP security in AN, and if yes, how that is solved in this solution.
5.1.4.9.2.3 
Security procedure
In this section, a high level security procedure (Figure 5.1.5.9.2.3-1) is given according to the above key hierarchy.
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Figure 5.1.4.9.2.3-1: Procedure for the Next Generation protection
Next is the high level description of the procedure.
1.
UE initiates the attach request to Network, including its identity (e.g. IMSI).

2.
Next, UE and the Network could execute an authentication and key agreement procedure. After the successful authentication, both UE and AUSF/SEAF share the Next Generation key (i.e. KNG). 

3.
AUSF sends the next generation key KNG to SEAF.
4.
SEAF generates the NAS key (i.e. KNAS) for the NAS entry and distributes the NAS key to the NAS entry, which is located in NG-MM.

5.
UE and NAS entry should make the NAS security mode command (SMC) procedure to generate the NAS signalling encryption and integrity protection key (i.e. KNASenc, KNASint) for the signalling protection between them.

6.
SEAF generates the AN signalling protection key (i.e. KANCP) for the AN, and distributes the AN key to the AN.

7.
UE and AN entry should make the AN security mode command (SMC) procedure to generate the AN signalling encryption and integrity protection key (i.e. KRRCenc, KRRCint) for the signalling protection between them.

8.
SEAF generates the user plane protection key (i.e. KUP) using KNG, and distributes KUP to the SM. For the 3rd party service protection, KUP derivation may also relate to the 3rd party service credential (Service authentication).

9.
SM derives the session key (i.e. Ksession1-enc, Ksession1-int) for this PDU session using KUP according to the security policy, which could be negotiated between UE and SM based on various security requirements, and SM distributes the session key and the security policy to the UP-GW, which is an anchor of the PDU session.

Similarly, UE could generates the user plane protection KUP with the same derivation function as SEAF, then derives the session key (i.e. Ksession1-enc, Ksession1-int) for this PDU session with the same derivation function as SM.
At last, both UE and UP-GW share the same session key and the same security policy, and the UP protection is applied between UE and UP-GW. Detail UP protection setup procedure and security policy negotiation procedure are described in solution 1.5
5.1.4.9.3 
Evaluation
TBA.
5.1.4.10 
Solution #1.10: UP protection for PDU session (re)establishment triggered by handover

5.1.4.10.1 
Introduction 
This solution addresses the Key Issue #1.3 and Key Issue #1.4. For the whole handover procedure, the location management procedure is similar to that of current LTE system. But for session management, there are already many options on how to trigger the update of PDU session during handover in SA2. 
SA2 introduces a solution (section 6.6.1.2) for PDU session establishment and release triggered by handover as following:

 SHAPE  \* MERGEFORMAT 


Figure 5.1.4.10.1-1: Handover triggered PDU session establishment/release for different SSC modes
It’s assumed that "a PDU session to exist between a UE and a user-plane function (called terminating user-plane function (TUPF)). The TUPF terminates the 3GPP user plane and interfaces with the data network." When UE performs handover from source RAN to Target RAN either for X2 or NG2 handover, the PDU session with new user plane path would be established, associating with the new TUPF, and also the new user plane path is from UE to TUPF2. Evenif the TUPF is not changed, the new user plane path is from UE to TUPF1 by TUPF2. In summary, the user plane path would be updated because of the change of user plane termination point based on new PDU session establishment procedure. 

Section 6.6.1.2.3 and Section 6.6.1.2.4 elaborated call flows about the establishment of the new TUPF for different SSC modes always triggered by the CP functions.

In particular, depicted in the following is the message flow illustrating how UE-requested PDU Session (SSC mode3) is established in clause 6.6.1.2.3 TR23.799.
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Figure 5.1.4.10.1-2: CN-provided trigger followed by UE-requested PDU Session

Another option Section 6.6.1.2.4 is applicable to multi-homed PDU session only, which depicted as following:
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Figure 5.1.4.10.1-3: CN prepared PDU Session followed by notification to UE
According to this solution from TR23.799, this security solution gives the general NG user plane security protection method and main security aspects for handover case. No matter what kind of option, the user plane path would be updated during handover case, then the corresponding security protection should be updated as well.

5.1.4.10.2 
Solution details

According to Key Issue #1.4 and Key Issue #1.5, the user plane security protection is session-based, therefore, if the session needs to be changed during the handover procedure, the UP security should also be updated accordingly. This solution addresses the Key Issue #1.4 and Key Issue #1.5. The following figures give the UP security solutions on PDU session (re)establishment triggered by handover.
Based on Key Issue #1.4 and Key Issue #1.5, when session is (re)establishment during handover, the following security aspects should be considered:
-
Session security policy would be re-negotiated;

-
UP protection key would be updated;

The high-level message flow for user plane security of session (re)establishment during handover is given in the figure as following:
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Figure 5.1.4.10.2-1: General UP security procedure for PDU session (re)establishment triggered by handover

1. UE has an established PDU Session (PDU Session 1) protected by using key Ks1. Key Ks1 is shared by UE and TUPF1.
2-3.New PDU Session request is triggered.

4. Before the new PDU Session is established, the new security policy and new key Ks2 for new session should be achieved or negotiated by CP functions and UP functions (other than TUPF). And the Ks2 could be derived based on the new session security policy and the user plane related key.

5. The CP functions configure the user plane path for PDU Session 2, including sending the Key Ks2 to the TUPF2 which would be used to protect the PDU Session 2.

6. UE starts using PDU Session 2 for all new traffic flows protected by key Ks2.
7. PDU Session is released.
In order to map the functional entities related to handover in TR23.799, the detailed security protection procedure of session (re)establishment during handover is given below. In the following solution, the assumptions are：

-
SM function relocation is triggered by handover.
During the handover, if the MM/SM need to be relocated, the UE context including security context for the new session may need to be exchanged or updated to align with the new SMFor the user plane function, it is assumed the entity is UP-GW. If HO happens, MM may trigger the session update through notifying the HO issue to the source SM. The source SM make the SM or UP-GW relocation and update the session for UE based on its policy, therefore, some security context for updated session would be transferred during this procedure. 

-
The UP-GW function maps to the TUPF.

-
The CP functions are elaborated MM, SM. 

-
The Security Policy Function is a logical function to execute the security policy negotiation or determination.

NOTE: 
The Security Policy Function could be co-located with other NextGen nodes or it can be a standalone function entity.
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Figure 5.1.4.10.2-2: Detailed security procedure PDU session (re)establishment triggered by handover
Before the target session is established, there is an assumption that the source session is protected between the UE and the source UP-GW using the protection key Ks1. The next steps before step1 are the handover preparation and part of handover execution work. Until the MM receives the PDU Session Request containing UE ID, the source SM would start the security context update work for the new session.

1-3. UE has an established PDU Session (PDU Session 1) protected by using key Ks1. Key Ks1 is shared by UE and Source UP-GW. During handover, new PDU Session establishment request is triggered. 

4.1 According to the solution #1.5, the security requirement and key K-up for the user plane data were already obtained or negotiated by source SM function. Also, the Source SM decides whether to relocate from source SM to a target SM or relocate to another UP-GW. 

4.2. If the SM does not relocate, source SM and target SM are the same, and step4.2 is not executed. If SM relocation is needed, the source SM sends the security requirement (refers to solution#1.5) and K-up to the target SM via SM relocation message.

4.3. Target SM sends the update security policy request to Security Policy Function in order to achieve the final new security policy based on the security capabilities of target UP-GW.
4.4. Target SM generated Ks2 for the new session based on the final security policy and the K-up.

4.5a-4.5b. Source SM configures the UP security context to source UP-GW. Target SM configures the UP context to target UP-GW. 

4.6. Target SM informs user plane security materials to UE by handover procedures, maybe these materials are transfered by the handover related messages in order to make UE generate the Ks2.

After the above procedures, the new session protection key Ks2 is shared by the UE and target UP-GW based on the new security policy.

5.1.4.10.3 
Evalution

Tba.
5.14.11
Solution #1.11 High level of Security Architecture 

5.1.4.11.1
Introduction 

This part is going to show the basic security call flow for the NextGen core part.

5.1.4.11.2
Solution details  

Figure 5.1.4.11.2-1 shows a basic security call flow for initial attach. This solution makes following assumptions:

-
 According to solution #1.1 TR 23.799[2], the initial attach message may be forwarded to an entity which is not the suitable entity to handle the Mobility Management and the following Session Management. In the Figure 5.1.4.11.2-1, SSF/Default CCNF(Common Control-Plane NF) is used to represent this entity.

-
The MM is the entity to perform Mobility Management. 

-
SM is the Session Management function in a specific slice.

-
The ARPF stores UE’S profile and the security related information of the UE.
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5.1.4.11.2-1: security call flow for initial attach 

1.
UE sends an initial attach request message to the NextGen.

2.
The SSF initiates an authentication request to AUSF for user authentication.

3.
The mutual authentication between UE and AUSF

4.
The AUSF will notify the SSF the result of the authentication.

5.
If the authentication is successful, the entity will forward the attach request to the corresponding entity or the entity in the dedicated network. The entity is the MM according to solution #1.1 of TR 23.799[2]

6.
As the MM is not involved in the authentication procedure of step 3, it shall retrieve the Security context from AUSF.

7.
The MM initiates the MM SMC Procedure to negotiate the algorithms and activate the security. The MM CP Signalling shall be protected after this procedure

8.
The MM completes the rest of attach procedure or MM procedure according the solution in TR 23.799[2].

9.
If the initial attach indicates that the SM procedure needs to be executed, the MM will forward the Session Management Request to the SM. If the initial attach does not contain SM procedure, then UE will send Session Management Request to SM some time later.

10.
The SM obtains security policy.

11.
The SM retrieves the UP security context from the AUSF.
Editor’s Note: It is FFS whether SM needs separate NAS security in cases of slicing. 

12.
After the SM retrieve the UP security context, the SM performs the UP SMC Procedure for activiating UP security.

13.
The SM performs the rest of SM procedure or the rest of the attach procedure.
Editor’s Note: Terminating NAS traffic should be aligned with SA2.
5.1.4.11.3
Evaluation 

5.1.3.12
Solution #1.12: Low latency security technique to protect user plane 

5.1.3.12.1
Introduction 
As mentioned in paragraph 5.1.3.13.1, the requirement of very low latency (~1 ms) for Next Generation 3GPP system makes the encryption of user data challenging.  A trade-off between latency and security can be found for use cases where low value data are exchanged. However, for some other use cases, as industrial factory automation, low latency, integrity and reliability of user data are equally important [7]. It is therefore crucial to find solutions that allow security of communications with ultra-low latency and ultra-high reliability.

The solution presented in this paragraph aims at achieving this goal. It proposed the use of secrecy codes to provide both confidentiality and reliability of user data. The principle is to create radio propagation conditions such that only intended receiver can perfectly decode transmitted information whereas no information will be leaked to any other (potentially malicious) users.

This security scheme might for example combine Forward Error Correction (FEC) codes (for reliability and secrecy) with beamforming and/or artificial noise (to control radio propagation conditions).

5.1.3.12.2
Solution details 
The solution assumes that an authenticated radio link has been established between the UE and the network. 

This security scheme is based on secrecy codes that are FEC codes augmented with security capabilities. They are able to provide high reliability to legitimate users but are also able to confuse any eavesdropper by encoding the exchanged messages in the controlled radio advantage.

Editor’s note: security properties of the solution should be described

Editor’s note: the threat model should be detailed
This radio advantage can be achieved by: 

beamforming of data towards the legitimate receiver, 

combining beamforming with the emission of interfering signals (artificial noise) elsewhere. 

The artificial noise power is controlled and the user signal is steered to both optimize the decoding capability for legitimate receivers while decreasing it for eavesdroppers. 

As a result, a simplified implementation of the proposed scheme consists in:

artificial noise and beamforming from Channel State Information measured on the legitimate link,

FEC codes defined in 3GPP standards to provide high reliability,

nested polar or Reed Muller codes designed to achieve confidentiality without encryption. 

Editor’s note: the solution needs to be described with more details
5.1.3.12.3
Evaluation 

TBA

5.1.4.13 

Solution #1.13: Security of NAS signallings before security activation
5.1.4.13.1

Introduction
The solution addresses the key issue #1.5 Integrity protection for the control plane between UE and network. 
The first attach/TAU request is sent before NAS security activation, and it is easy to be modified by man-in-middle-attack, which may lead to “bidding-down” attack or “DoS” attack. The solution will detect whether there is any modification. 
5.1.4.13.2

Solution details
The solution is similar to the solution in clause 7.2.4.4 of TS 33.401 [31].

The core network calculates a hash value of the attach/TAU request when it receives an unprotected attach/TAU request. The calculated hash value is sent back to the UE in NAS SMC message which is integrity protected (but not ciphered). The UE also calculates a hash value. The UE can check whether the attach/TAU request is modified or not by comparing its calculated hash value with the received hash value. If two hash values are different, the UE will resend the attach/TAU request in NAS Security Mode Complete message which is integrity protected, and the core network will complete the on-going attach/TAU procedure.  
5.1.4.13.3

Evaluation

tba5.1.4.14
Solution #1.14: Single termination point for NAS security
5.1.4.14.1
Introduction  
The present solution addresses key issues 1.5 " Integrity protection for the control plane between UE and network" and 1.6 "Confidentiality protection for the control plane between UE and network". 

The present solution specifically addresses signalling between the UE and the NG core over the NG1 interface. Different types of signalling are carried over NG1, e.g. Mobility Management (MM) signalling and Session Management (SM) signalling. 
Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.14.2
Solution details  

For the present solution, there is one termination point in the NG core (called 'NAS security termination' henceforth) for confidentiality and integrity protection of signalling messages sent over NG1. This means that the same confidentiality and integrity protection mechanisms are applied irrespective of the type of signalling, e.g. MM or SM.  

When a signalling messages is received in the NG core from the UE over NG1 it is first routed to the NAS security termination for integrity-checking and (potential) decryption. It is then routed further to the entity that processes the corresponding type of signalling, e.g. SM or MM entity. 

When a signalling messages is to be sent from the NG core to the UE over NG1 it is routed by the entity that processes the corresponding type of signalling, e.g. SM or MM entity, to the NAS security termination for adding the integrity-check value and (potential) encryption. It is then sent out to the UE over NG1.

The UE-specific security context available in the NAS security termination is (as is always the case with security contexts) tied to a particular user identity, called ID_NAS (only for the purposes of describing the present solution). 
5.1.4.14.3
Evaluation 

Whether this solution should be selected depends, to a large degree, on efficiency and complexity considerations. 

Editor’s note: Efficiency and complexity considerations are to be decided by SA2. 
However, there are several security aspects to be taken into account: 

Secure location: 

The NAS security termination shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access.
Inter-layer address spoofing:

TR 23.799 v080, clause 6.12.1.1.3, contains the following Editor's Note: "Whether a single user identity or multiple user identities are needed for the various functionalities (e.g. MM, SM, etc.) is FFS, depends on the solutions for such functionalities, and requires SA3 input." 

This raises the prospect of having an ID_MM, an ID_SM etc., different from ID_NAS, and the entity that processes the corresponding type of signalling, e.g. SM or MM entity, would act only upon the identity ID_MM or ID_SM etc. If now the NAS security termination checked the NAS message origin authentication based on a different identity, namely ID_NAS, there would be the possibility for a UE to use the correct ID_NAS while spoofing the ID_MM or ID_SM. It is therefore a security requirement for this solution to work that such inter-layer address spoofing is prevented. It is envisaged that this could easily achieved in at least one of the two following ways: 

· using a single identifier for ID_NAS, ID_MM and ID_SM;

· using a master identifier, e.g. IMSI or ID_NAS, to which all the other identifiers are securely tied. In this case, the NAS security termination has to communicate the verified master identifier to the signalling entities that process ID_MM or ID_SM for comparison. 

Privacy: 

If there was no single NAS security termination then the unencrypted part of a signalling message would have to contain parameters that would allow routing to the correct NAS entity, e.g. SM entity in a network slice. This information about the slice may give away information on the services used. However, user identity privacy should prevent that an eavesdropper can associate a particular signalling message with a particular subscriber. 

Editor's Note: The above paragraph has been included for completeness. It is ffs whether leaving parameters unencrypted that are required for NAS-internal routing would endanger privacy. 

Editor's Note: Additional security aspects are ffs: e.g. the case MM and SM are in separate domains and the case of moving UEs. 

Editor's Note: Slice security isolation with this solution is ffs. 

5.1.4.15
Solution #1.15: AES as a fast stream cipher

5.1.4.15.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that "for some services it shall be possible to encrypt the user-plane with a very fast stream cipher".

5.1.4.15.2
Solution details 

Using AES in counter mode may be sufficient, given availability of dedicated hardware to execute AES operations quickly. Key and IV set-up (and initial keystream generation) could also be done pre-emptively in hardware to ensure ciphering can start immediately.

5.1.4.15.3
Evaluation 

This solution meets the requirement provided the hardware implementation is fast enough to meet the aggressive latency targets (< 1ms). However, the costs of such a hardware implementation on low-end UEs must be considered. The choice of AES provides the greatest chance of a commodity hardware implementation. 
5.1.4.16
Solution #1.16: Re-use of “Data efficient re-keying”

5.1.4.16.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that "It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge."

5.1.4.16.2
Solution details 

If low latency is required on the signalling plane, then the solution of "data efficient re-keying" discussed in TR 33.860 (Annex B2) could also allow for low latency re-keying of a security association, based on an intermediate key Kmed held by both the visited network and the UE (e.g. within the UICC or other secure component).

5.1.4.16.3
Evaluation 

This solution allows for reduced control plane latency (< 10ms) provided the intermediate key has already been derived and held by the visited network. There will still be sporadic longer latency in roaming scenarios to establish such a key (e.g. on first connection to the visited network) and there may be longer latency to update the Kmed. 

There may be security risks if the Kmed lifetime is long (weeks or months); addressing these would require the Kmed to be stored as securely by the visited network as the underlying K is stored in the HSS.

Editor's note: It is ffs whether the intermediate key Kmed could be the security anchor key held in the SEAF, cf. solution 1.2
The solution would still require a round-trip to the core of the visited network, so would be incompatible with ultra-low latencies (<1 ms). The visited network could try to replicate its own core security functions around the edge, but this is likely to be very expensive, and would compromise security, as there is much more risk of some of these functions being compromised.
5.1.4.17
Solution #1.17: Delegated Subscriber Server

5.1.4.17.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that "It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge."

5.1.4.17.2
Solution details 

A solution could be to delegate some of the functions of the HSS to the visited network. We might call it a Delegated Subscriber Server (DSS).  There will be only one “real” HSS, but there could be multiple DSSs.  Using the term "K" for the long term subscriber secret key:

· K remains only in the HSS.

· Each DSS needing to authenticate this subscriber receives a key K’, derived from K in a one-way fashion.  No DSS should be able to work out the actual Ki, nor the K’ that’s provided to any other DSS.

· The authentication and key agreement algorithm takes K’ as input.  The USIM (or its NextGen equivalent) also has the necessary information to derive K’.

· K’ could be derived just once for any DSS, or could be refreshed periodically.
Editor's note: It is ffs whether the derived key K' could be the security anchor key held in the SEAF, cf. key issue 1.2, i.e. whether the DSS and SEAF roles could merge
5.1.4.17.3
Evaluation 

This solution allows for reduced control plane latency (< 10ms) provided the derived key K’ has already been derived and held by the visited network. There may be sporadic longer latency in roaming scenarios to establish such a key (e.g. on first connection to the visited network) and there may be longer latency to update the K’. 

There are security disadvantages with this approach since it places authentication and related billing controls in the visited network, creating a risk (e.g. fraud) for the home operator. It is important to note that the home operator cannot control how securely long-term keys are stored in the visited network. There is also a need to standardize the authentication and key agreement algorithms used between the UE and the DSS.

The solution would still require a round-trip to the core of the visited network, so would be incompatible with ultra-low latencies (<1 ms). The visited network could try to replicate its own core security functions around the edge, but this is likely to be very expensive, and would compromise security, as there is much more risk of some of these functions being compromised.

5.1.4.18
Solution #1.18: Combining Low Latency on User Plane with High Latency on Control Plane.
5.1.4.18.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that "To support some critical services, such as remote surgery and industrial control, it shall be possible to provide integrity protection and replay protection for user plane even if very low latency is requested."
5.1.4.18.2
Solution details 

The proposed solution combines low latency on the user plane with high latency on the signalling plane. User plane latency can be minimized by re-using the keys from an existing security association (SA). If that SA has expired, then in parallel to the user plane usage, the network will initiate AKA and acquire a new security association. 
5.1.4.18.3
Evaluation 

The solution provides some key material to be used by the UE immediately. However it would still impose a high latency at initial attachment to a network (before the first SA is established), and would require persistent caching of old SAs by both the UE and visited network, so weakening security to some extent (there is somewhat greater risk of an old key leaking and being abused). Further, if either the UE or visited network node has purged the old SA, the user plane will have to wait while a new SA is established. This may be unacceptable for some use cases. 
5.1.4.19
Solution #1.19: Next Generation USIM

5.1.4.19.1
Introduction 

The solution is to use a secure component which resides within and may not be removable from the UE. It executes both the legacy USIM functions inherited from previous standards (UMTS and LTE), and other functions required for NextGen UE security. It can be abbreviated as the “NextGen USIM”. 
This solution addresses several key issues, especially Key Issue #1.8 UEs with Asymmetric Keys; but also, based on meeting this, Key Issue #2.4: Equipment identifier authentication; Key issue #2.5: Non-AKA-based authentication; Key Issue #2.8: Authentication of the user; Key Issue #12.2: Remote credential provisioning for IoT devices; Key Issue #4.1: AS security during RRC idle mode; Key Issue #7.1: Subscription identifier privacy.

This solution also addresses Key issue 5.1 Secure storage and processing of credentials and identities.
5.1.4.19.2
Solution details 

The solution uses a secure element as defined by ETSI SCP, but does not specify a physical form factor. This could be a UICC or a SSP (Smart Secure Platform). Only the logical interface to the NextGen USIM needs to be defined within 3GPP; the NextGen USIM resides on a platform defined by ETSI SCP within the scope of the ETSI work item on  “Smart Secure Platform” .

The core functionality and physical design of the NextGen USIM component shall permit robust security evaluation e.g. against a Common Criteria protection profile.

To provide support for multiple (and extendable) UE security functions, the NextGen USIM component will have access to secure storage and support a random number generator for generating new key material. 

The interface to the NextGen USIM shall provide a trustworthy indication of which component of the device is communicating with the NextGen USIM to request use of any particular key or application (e.g. baseband, application processor, id/hash of requesting application). Specific solutions for detailed standardization may include reserving logical channels to various device components or by having separate sessions with separate "accounts" which are authenticated. 

Editor's note : The security required to authenticate the components in the UE is FFS.

The NextGen USIM will have the functionality to generate new symmetric keys, using existing key material, and to encrypt and integrity-protect new keys using existing key material. 

The NextGen USIM may have the functionality to generate new asymmetric key-pairs and integrity protect the public keys using existing key material. The NextGen USIM may also be able to install new trusted public keys, integrity protected using existing trusted key material. 

Specific solutions for detailed standardization include:

i) Directly digitally signing a new public key using an existing trusted key 

ii)  
Authenticating a DH key exchange using an existing trusted key, and then deriving new keys from the DH shared secret and existing trusted key, or using these derived keys to protect transmission of a new key. See also Solutions #2.1, #2.2 and #2.6. 

iii) Integrity protection (and encryption) of new keys using an existing SIM OTA key 

iv) Deriving new keys from a subscription key (K), based on GBA or GBA-U, or using these derived keys to protect transmission of a new key. 

To provide for quantum-safety, the NextGen USIM should have a general capability to support lattice-based public key cryptography (which is considered by [54] to be the most-studied of quantum safe solutions) as detailed in Key issue #17.2: Quantum safe cryptography. The exact public key algorithm (or suite of algorithms) is for further standardization, but a general capability to update the lattice-based crypto-algorithms used should be supported by the NextGen USIM. For security reasons, basic lattice operation primitives might need to be implemented at production of the NextGen USIM (suitably-protected against side channel attacks), but the exact combination of operations used in a crypto-algorithm may be provided by a later remote update. 

Editor's note: Details and solutions for initial provisioning of the NextGen USIM are detailed in security area #12.

5.1.4.19.3
Evaluation 

This solution addresses several key issues, especially Key Issue #1.8 UEs with Asymmetric Keys;  but also, based on meeting this, Key Issue #2.4: Equipment identifier authentication; Key issue #2.5: Non-AKA-based authentication; Key Issue #2.8: Authentication of the user; Key Issue #12.2: Remote credential provisioning for IoT devices; Key Issue #4.1: AS security during RRC idle mode; Key Issue #7.1: Subscription identifier privacy. This solution also addresses key issue 5.1 - Secure storage and processing of credentials and identities.
The trust issues identified in 5.2.8.3 are  resolved by, for example, enabling a network operator to receive a new public key from the NextGen USIM integrity protected using an existing key that is already trusted by the operator (for example a subscription key or SIM OTA key). Or the operator will be able to provide the NextGen USIM with a new public key to verify network components, integrity protected using an existing operator key trusted by the NextGen USIM (for example a subscription key or SIM OTA key). 

5.1.4.z
Solution #1.z: <solution name>

5.1.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.z.2
Solution details  

5.1.4.z.3
Evaluation 

5.1.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.2
Security area #2: Authentication 

5.2.1
Introduction 

5.2.1.1
General
This security area covers authentication between UE and 3GPP network. Authentication between 3GPP network elements or - as far as applicable - between 3GPP entities and non-3GPP entities are dealt with in other clauses. 
NOTE: 
Examples of authentication between 3GPP network elements are backhaul link security and network domain security between core network elements. Examples of authentication between 3GPP entities and non-3GPP entities covered in 3GPP specifications are the MB2 interface in MBMS or the Tsp interface in MTC. 

The support of a novel set of  use cases in Next Generation network requires to consider more efficient options for authentication to address all the authentication scenarios. 

Some security requirements related to the authentication aspects have been provided in 3GPP as part of the Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things [3]. Here the support of a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode is required. Also an appropriate and efficient authentication mechanism for groups of IoT devices is requested. 

Authentication aspects related to the support of multiple access network by NextGen have been also considered in [6]. In this context it is required that NextGen system is able to support authentication to access NextGen network through a non-3GPP access using 3GPP credentials. Further, the security architecture of Next Generation System needs to provide means to handle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP. Signalling overhead and latency for authentication needs to be minimised

This security area includes the study of resilience against single points of major failure in authentication. The LTE security model is strong against what might be called traditional attacks.  But a broader set ofattacks can be considered.  One example is if the attacker attempts to learn the long term secret key directly, either via an attack on some part of the provisioning flow, or via an attack on the USIM.  Another example is if an attacker can observe session keys sent between operator core network nodes.  If either of these attacks is successful, they undermine the normal LTE security model.  This section deals with ways in which authentication in NextGen systems could be made more robust, so that the impact of some attacks is removed or reduced.

The UE to network perspective can further be characterized as follows: 

-
Subscription perspective: This is the traditional way of focusing on authenticating the identifier and the related subscription. This study area should clarify how the subscription is authenticated towards to network. Subscription authentication would need to be used over different accesses. TR 23.799 [2] mentions several access types for Next Generation systems which each could be studied from authentication point of view, e.g. authentication over Next Generation RAT(s), eLTE, and non-3GPP access (e.g. WLAN, or fixed access). Furthermore, the efficiency of subscription authentication should be taken into account under this security area (even tough authentication procedure may contribute very little to the total overhead of security signalling). Also, the UE may need to authenticate itself towards several networks as is currently described in TR 23.799 Annex D on Potential solution scenarios for support of multiple slices per UE. Finally, TR 22.891 [7] includes requirements for exchange of frequent and infrequent small bursts of data as well as large amounts of data without a lengthy and signalling intensive bearer establishment and authentication procedure. 

Editor's note: Device perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for unique device identifiers that are stored in a secure and tamper resistant manner on the device. Authentication of the device identifier could be further studied. The network to UE perspective can further be characterized as follows:  

-
Authentication of the network towards the UE: In the LTE authentication model, the freshness of the authentication challenges are verified (cf. SQN), the network side approves that it knows the long term secret (cf. Ki), and the master key (cf. Kasme) created during the process is cryptographically bind to the identity of the access security management entity. The secondary security association between the UE and the RAN (cf. AS security) is bootstrapped from the primary security association. There is no real authentication between the UE and the RAN. The model has approved to be efficient, and secure, however, the number of security end-points in the network side may change in the Next Generation systems (e.g. UEs accessing multiple core network instances possibly via a shared RAN as described in TR 23.799 [2]). This security area should clarify which network(s) is (are) authenticated towards the UE and how. 

-
Equipment perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for an authorized entity to disable/re-enable from normal operation of a device reported as stolen/found. This clearly implies a need for the device to be able to verify that the disable and re-enable commands come from an authorized party.
The UE to UE perspective and the network to network perspective are covered in different security areas. 

This scope of this security area covers the following:

1) Aspects related to the types of credentials, storage, and identifiers 

Editor's Note: The aspects of non-3GPP credentials and non-3GPP identifiers need clarification. 

-
Authentication using 3GPP credentials, storage of those credentials and subscription identifiers: USIM based credentials are currently the only way of authentication in 3GPP systems. There are several reasons for this. Firstly, the USIM provides a secure storage for the permanent identifier and credentials. Secondly, the permanent identities need to be routable to the home network if the UE is roaming in a visited network forming the foundation to the roaming model. Thirdly, the USIM guarantees the international interoperability. 

-
Authentication using non-3GPP credentials, storage of those credentials and identifiers: TR 22.862 [4] describes a use case in which the network access security (including the identity management and authentication) used in an industrial factory deployment is provided and managed by the factory owner. TR 22.862 states explicitly that "The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation." This security area should clarify what those non-3GPP credentials could be, how they should be stored, and if there are any requirements for the use of non-3GPP identifiers in Next Generation systems (e.g. related to roaming). 

-
Credential types related to networks could also be studied. For example, if the subscription is authenticated using non-3GPP credentials, the network would also need alternative credentials towards the UE. 

2) Aspects related to the authentication methods and key agreement: 

Editor's Note: The aspects of alternative to AKA need clarification. 

-
Authentication and Key Agreement (AKA), and its potential enhancements: This security area should clarify if it can be expected that the legacy AKA needs to be supported by the Next Generation systems in order to provide backwards compatibility to eLTE. However, this study could potentially also further study enhancements to the legacy AKA, e.g. enhancements to the actual AKA framework implemented in HSS and UICC or enhancements to the protocol exchange between the UE and access security management entity. 

-
Alternatives to AKA: This security area should study potential alternatives to AKA or its enhancements. This security area could study how the alternative methods could be integrated to 3GPP protocols in an unified way, and clarify what kind of interoperability and roaming requirements are assumed from the alternative authentication methods. For example, it should be clarified if the alternative authentication methods need to have a key generation capability creating a master key (cf. Kasme) to be used to protect the subsequent communication between the parties. Furthermore, if the EUTRA needs to be supported with the alternative authentication methods, the LTE-like interface towards the radio network would need to be supported. These may set requirements to the way alternative authentication methods are integrated to Next Generation system.  

5.2.1.2
Authentication-related functions

In the following, four authentication-related functions in the core network are defined: 

-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 

Authentication Credential Repository and Processing Function (ARPF)

This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

Examples:
-
Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.

-
In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 

Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  

Authentication Server Function (AUSF) 

An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access.

An interface between AUSF and ARPF shall be defined. This will allow a configuration where those entities are not collocated.
Editor’s Note: The need for a standardized interface between AUSF and ARPF depends on SA3 and SA2 decision.

Examples: 

-
In the case of EAP-based authentication, the AUSF performs the function of the EAP server. In the case of EPS AKA, the AUSF is part of the functions that today are performed by the HSS; it could be compared to the function of an HSS frontend in 4G; HSS-internal reference points are not standardized today. 

-
In the case EPS AKA was adopted in NextGen, the comparison of RES and XRES would be done in the SEAF.

-
The AUSF may also assume the role of a AAA proxy that forwards authentication messages.
Security Anchor Function (SEAF)

An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process. The SEAF also interacts with the Mobility Management (MM) function, e.g. during initial Attach, and with the SCMF. The SEAF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, an SEAF resides in the visited network. The intermediate key sent to the SEAF in the visited network shall be specific to the visited network. 

Examples: 
-
In the case of EPS AKA, the SEAF receives the intermediate key KASME from the AUSF. In the case of EAP-based authentication, the SEAF takes the authenticator role from the point of view of the UE and the AUSF (*) and receives the intermediate key MSK from the AUSF. The 4G-equivalent of the SEAF  for non-3GPP access to the EPC resides in the ePDG for untrusted access, while the TWAN provides an example for trusted access.

-
(*) This formulation has been chosen deliberately: It is conceivable that a function between the NG-UE and the SEAF, e.g. a WLAN access point, believes to play the role of EAP authenticator and receive the MSK, while in fact it receives a key from the SEAF or SCMF derived from the MSK. This possibility is ffs.
Editor’s Note: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs. 

NOTE: 
The key KASME in EPS AKA and the key MSK in EAP-AKA' are specific to the network, to which they are delivered.

Security Context Management Function (SCMF)
The SCMF receives a key from the SEAF that it uses to derive further (e.g., access-network specific) keys. The SCMF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, the SCMF resides in the visited network.
Editor’s Note: It is ffs whether the SCMF is needed as a separate function or whether it can always be co-located with the SEAF. 

Editor’s Note: It is ffs whether an additional function needs to be defined that reflects the role of an ERP server in EAP.

NOTE: 
Nothing in the above definitions is meant to limit the deployments of these functions in a virtualised environment. The term "secure environment" does not necessarily imply tamper-resistance. 
Security policy control function (SPCF) 

The SPCF negotiates the security policies applicable to security procedures e.g. UP protection. Security policy negotiation may be based on the following information: security capabilities of UE, security capabilities of network and security requirements of service. SPCF may distribute the security policies to the network entities (e.g. UP GW) and/or to the UE. The SPCF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. The SPCF could be standalone or co-located with other network elements, e.g. SEAF.

Security policy may include as follows:

-
AUSF selection 
-
Confidentiality protection algorithm

-
Integrity protection algorithm

-
Key length

-
Key lifecycle

Examples:
-
In the case of UP protection and NAS Signalling protection negotiation, SPCF acts as security algorithm determination function. 
NOTE: 
From the security point of view, the security requirements from services would be different, for example, the security requirement from the critical communication could be different from video streaming.  

Editor’s note: It is FFS whether the SPCF should be standardized and needed to be centralized position.

Editor’s note: It is FFS where the SPCF is physically located.
5.2.2
Security assumptions
Authentication may involve at least one cryptographic key, for each subscription, that needs to remain secret.  (This may be a shared secret key for use in symmetric cryptography, or a private key used in asymmetric cryptography.)
5.2.3
Key issues
5.2.3.1
 Key Issue #2.1 Authentication framework

5.2.3.1.1
Key issue details

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue would address the following general aspects:

-
establishment of mutual trust and security between 3GPP network operator and a 3rd party service

Editor's note: the inclusion of the word 'trust' is ffs

Editor’s note: It is ffs whether 3d parties are to be involved in the authentication between the UE and the network or services.

-
provide the authentication capability of the network to operator and 3rd party services 

Editor’s note: network uses the authentication capability of the service in order to enable service related or network access authentication

Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 

The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 

The evaluation of solutions for the authentication framework should take into account the following criteria

•
Security: 

•
Possibility of a common transport for a variety of authentication methods: 

•
Efficiency: 

•
Interworking: 

Ease of handovers and idle mode mobility within NextGen and with other RATs

•
Migration 

Backward compatibility to LTE: 

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network

5.2.3.1.2
Security threats 

Weak authentication could cause the resource of operators to be  misused or overloaded.

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.

Editor's Note: The following requirements need more motivation, e.g. from threats. 

Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.

· The authentication framework shall support authentication for network and service access. 

· The authentication framework shall support authentication based on network and service. 

· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

A NextGen authentication framework should take into account the following potential requirements from TR 22.864:

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."

"The NextGen system shall be able to support:

-
Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."

A NextGen authentication framework should take into account the following potential requirements from TR 23.799:

"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
5.2.3.2
Key Issue #2.2: Reducing the impact of secret key leakage

5.2.3.2.1
Key issue details

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here). 

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  

Ki might leak to an attacker for a number of reasons, e.g.:

a.
hacking at the factory (SIM vendor or subscription manager) where Ki is generated

b.
hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c.
hacking into the mobile operators

d.
insider attack at a mobile operator or SIM vendor

e.
local attack (e.g. side channel) on the SIM card in the supply chain

f.
local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

Operators and vendors should of course try to prevent any of (a) – (f) from happening.

5.2.3.2.2
Security threats 

Editor's note: reword into third person language

Suppose I’m an attacker, and I want to listen to your phone calls.  Assume that I know what authentication algorithm your USIM uses; some operators have proprietary algorithms, and some algorithms use additional secret constants, but these are all global secrets, and it would be very rash to assume that they’ll remain secret from a determined attacker.  (They may add extra security, and make my life harder, but you shouldn’t rely on that.)

If I also know your Ki, then intercepting and decrypting your calls is pretty easy, and completely passive – I don’t need to set up a false base station, or man-in-the-middle, or anything like that.  I listen out for the authentication challenge sent to your device from the network; I feed RAND and Ki into the algorithm, and I can compute the same radio interface encryption key (session key) that your device has; I record your calls, and use the session key to decrypt them.  I can also decrypt any sessions that I recorded before learning your Ki.

The Ki is one of several pieces of materials protecting the authentication mechanism.  If the Ki is known by an attacker, then it may be easier for the attacker to pretend to be a UE or network.

5.2.3.2.3
Potential security requirements

Editor's Note: The text below should be re-written as requirements

· It will be very difficult to achieve really robust security against an attacker who knows all of the secret keys and algorithms that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription. That is, anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen

-
Another useful objective is forward secrecy, i.e. an attacker learning Ki at any time should not be able to decrypt earlier encrypted radio interface traffic that that they may have recorded.

5.2.3.3
Key issue #2.3: Authentication identifiers and credentials  

5.2.3.3.1

Key issue details

a) Subscription identifiers and credentials 

In UMTS and LTE, the IMSI uniquely identifies a mobile subscription globally. The IMSI is stored in the USIM application on the UICC issued by the MNO. In other words, the identifier of the subscription belongs to, and is completely under the control of, the MNO. 

TR 22.862 has the following requirement that calls for the network access to equipment owned and managed by a 3rd party such as a factory owner. 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."

This key issue deals with the types of subscription credentials and identifiers that are used to access Next Generation system. Equipment related credentials and identifiers are dealt with in a separate key issue (Key Issue # 2.4). Solutions may describe how the credentials could be stored, as well as how the interoperability and roaming (if supported) related to credentials could be implemented. Figure 5.2.3.3.1-1 demonstrates the types of subscription credentials that are under discussion, and how the identifiers, and long term security keys are related to each other. The intention is to define a flexible system that allows also alternative access authentication methods with different types of credentials other than the legacy methods currently supported in 3GPP for machine type devices.  This is both for locally deployed industry automation systems and large scale MNO networks for non-human IoT deployments (i.e., where the devices are not used by humans, e.g., excludes smart phones and wearables).  

Editor's note: Word "non-3GPP" should be replaced by another word because the "non-3GPP" credentials and "non-3GPP" identifiers are being described in 3GPP specifications. 
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Figure 5.2.3.3.1-1: Different variants of subscription credentials 

Three types of credentials could be relevant for this key issue: 

-
Existing 3GPP subscription credential: This is a credential similar to (or exactly the same as) the legacy credential that has a 3GPP subscription identifier and a long-term shared key. There are no limitatinos in the usage of this type of credentials in the NextGen system.
-
Alternative 3GPP subscription credential: This is a new type of credential that is based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it still has a 3GPP subscription identifier. These credentials can be used for large scale MNO networks deploying alternative credentials for non-human IoT devices.
-
Alternative subscription credential: This is a second type of new credential that is also based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it does not have a 3GPP subscription identifier. These credentials can be used for locally deployed, non-human machine type communication systems, e.g. industrial automation systems.
NOTE:
The use of any alternative credential has many business aspects that are out of the scope of this TR. This key issue will focus on technical side of the problem, and it is motivated by TR 22.862’s [4] service requirement related to the 3GPP system supporting authentication process that can handle alternative authentication methods with different types of credentials. The service requirements in TR 22.862 [4] refer to the use of alternative credentials in factory context e.g. with robots, sensors and actuators over both licensed and unlicensed spectrum. 

The subscription identifiers in 3GPP-based systems are used for several purposes. They globally and uniquely identify the subscription; however, they are also used for identifying the home network and for routing the authentication vector request to the home network when the UE is roaming. Therefore when the use of an alternative subscription credential requires the support for roaming, a 3GPP subscription identifier shall also be associated with the alternative credential, and used for routing the authentication request to the home 3GPP network. It is understood that a non-3GPP subscription identifier is not routable to the home 3GPP network if the UE is roaming.

NOTE:
The use of alternative keys and the non-3GPP subscription identifiers may be subject to regional regulatory requirements. However, it is assumed as a general principle that if the Mobile Operator has not provided the alternative key for security, the Mobile Operator would not be responsible for providing the session key material to Lawful Interception. The regional regulation is assumed to be dependent on different network deployment scenarios and the services provided, e.g. different network slices may have different regulatory requirements. For example, a dedicated network slice for factory where the subscribers are not humans but robots, sensors and actuators or networks operated only over unlicensed spectrum may have different Lawful Interception requirements than the more traditional network deployment scenario. 

The acceptance of any type of alternative credentials (i.e. 3GPP or non-3GPP) is a local decision of the serving access network, and consequently can be limited in terms of global roaming. In other words, alternative credentials are sometimes limited to local usage in one access network, and are not accepted by other access networks. Furthermore, the use of different types of alternative credentials can be limited to certain services or for dedicated network slices that are isolated from other slices within the same PLMN. 

In addition there are other requirements that relate to identifiers and possibly could be covered under the present key issue:

Separation of equipment identifier from subscription (TR 22.864)

 "The 3GPP system shall be able to support identification of subscriptions independently of identification of devices."
Two different types of identifiers are referred to in the above requirement – identifier of the device and identifier of the subscription. The TR is unclear on what these identifiers really mean. In LTE and earlier generations, equipment identifier referred to the IMEI of the device whereas subscription identifier refers to the IMSI stored in the UICC. The aspects related to equipment identifiers and credentials are covered in a separate key issue (Key Issue #2.4). 

The requirement mentions "identifications of subscriptions". Assuming that this refers to the identifier of the subscription, it could mean one of the following in Next Generation system:

a)
MNO provided subscription such as IMSI

b)
User level identifier, used by a 3rd party to identify and authenticate the user.

c)
Service layer identifier, assigned by the application to an authenticated user. For e.g. MCPTT ID used in MCPTT service layer.

A subscription identifier has so far been specific to a subscription, irrespective of the service, and was not dynamically assigned. 

Editor's note: It is ffs what "identifications of subscriptions" really means, whether b) and c) of the above are needed and in which use cases, and what their implications for the security architecture are.

b) Group identifiers and credentials 

Need for group identifier (TR 22.861)

"The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices." 

One implicit requirement coming out of the above statement is the need to uniquely identify and manage identifiers of the group.

It is ffs how group identifiers are assigned and managed in Next Generation system, and which credentials are used for authentication.

5.2.3.3.2

Security threats

a) Subscription identifiers and credentials 

One motivation for allowing the use of alternative credentials in the Next Generation system is to re-use already existing identity management infrastructures (e.g. in a factory), and their credentials for network access security. It is also possible that the MNO provides IoT services based on alternative credentials within it's own identity management infrastructure. However, this must not lead to the fragmentation of the market or to complexity in the UE and network side for supporting tens or hundreds of authentication methods. 

If the authentication end-point is located outside a 3GPP network, the interface between the 3GPP network and the external entity performing the authentication needs to be secured. Otherwise there is a risk for false charging and unauthorized access to network resources.

The alternative credentials could be compromised in the UE side if they are not stored in secure way. Compromised credentials may lead to false charging, impersonation and unauthorized access to network resources, and false identification for the purpose of Lawful Interception. 

If the long-term key is not stored securely, there might be risks for the subscription or the home operator being liable for unauthorized use. For this reason, it could be beneficial if the use of the credentials could be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. For example, if the alternative credentials were used for sponsored subscriptions where the sponsor is providing the credential and is paying the bill, the usage should be limited to sponsored services only. Or if some visited network does not provide dedicated network slice for IoT devices with alternative credentials, such limitations would need to be agreed beforehand in the roaming agreement. 

There could be baseline security requirements for the lengths of the permanent keys and/or the related authentication methods. Otherwise, the use of potentially weaker credentials could potentially impact negatively to the services offered by stronger credentials, e.g. indirectly if all credential types are used within a single network slice, and the slice becomes a victim of denial of service attack because of the weaker credentials. On the one hand, the use of the potentially weaker keys and authentication methods could be isolated in dedicated network slice in order to avoid attacks towards the network slices using stronger keys and authentication methods. 

b) Group identifiers and credentials 

5.2.3.3.3

Potential security requirements

a) Subscription identifiers and credentials 

The following potential security requirements apply to any type of alternative credentials: 

-
The NG shall support alternative credentials that should be able to be used to authenticate the machine-type NG-UE to the 3GPP network access. 

-
The system shall provide means for the MNO to allow or prevent the usage of alternative credentials. 

-
Alternative credentials shall only be used with non-human machine type devices (IoT). 

-
Alternative credentials that are linked to non-3GPP subscription identifiers shall only be used locally in the home network. Roaming to visited networks is not possible. 

-
Alternative credentials that are linked to 3GPP subscription identifiers may be used globally, however, the visited network shall make a policy decision if the alterantive credentials are allowed locally or not.

5.2.3.4
Key issue #2.4: Equipment identifier authentication

5.2.3.4.1
Key issue details

In existing 3GPP systems, the UE has two permanent identifiers, namely, the IMSI for identifying the subscription associated with the UE, and the IMEI for identifying the Mobile Equipment (or the equipment identifier) that is using the subscription associated with the IMSI. The network authenticates the IMSI using AKA (subscription authentication). Therefore, the network can trust the IMSI reported by the UE. However, the IMEI reported by the UE to network is not authenticated. Therefore, the network cannot place any trust on the reported IMEI of the UE.

IMEI is being used as a key identifier for blocking stolen MEs, to identify Emergency Calling originators when IMSI is not present or cannot be authenticated, and as one of the target identities for LI. In all of the above use cases, trust in the equipment identifier is of a great importance.
The NextGen systems will not only need to authenticate the subscription of the device based on the subscription identifier associated with the device but also may need to authenticate the identifier of the device (i.e., equipment identifier) that is using the subscription associated with the subscription identifier. 

In addition, there are other requirements that relate to equipment identifiers and possibly could be covered under the present key issue:

Separation of equipment identifier from subscription (TR 22.864)

 "The 3GPP system shall be able to support identification of subscriptions independently of identification of devices."

Two different types of identifiers are referred to in the above requirement – identifier of the device and identifier of the subscription. The TR is unclear on what these identifiers really mean. In LTE and earlier generations, equipment identifier referred to the IMEI of the device whereas subscription identifier refers to the IMSI stored in the UICC.  

The TR 22.864 section 5.8.1.1 "Device Theft Prevention", is the driving factor behind this requirement. It states the following:

"Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable."

It further goes on to say:

"There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.

Unique equipment identifiers in the Next Generation system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the equipment identifier but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected equipment identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones."

Secure storage of equipment identifiers (TR 22.864)

This suggests a need for having a piece of equipment identifier that is "securely" associated with a device and can be obtained independent of the user of the device. 

It should be noted that in LTE and earlier generations, the equipment identifier, i.e. the IMEI, was not considered an identifier that could be used in authenticating the equipment to the network. However, there is a requirement from GSMA that IMEI be securely implemented in the terminal. Furthermore, the IMEI is used for tracking stolen phones in the Equipment Identity Register (EIR) operated by the GSMA.  

There are currently mechanisms to cryptographically associate an identifier to equipment, for example, based on the 802.1AR DevID manufacturing certificates or TPM generated cryptographic identifiers. 

It is proposed to be ffs to determine the use cases where device identification based on secure equipment identifiers apply and evaluate its implication on the overall security architecture of Next Generation.

5.2.3.4.2
Security threats 

NextGen systems are expected to support a large number of devices that are many orders of magnitude greater than today. These devices may also have varying levels of capabilities, including varying levels of security capabilities. In addition to the authorization based on subscription authentication, the network may additionally need to perform further authorization checks for access to different services based on the reported equipment identifier (e.g., based on the capabilities associated with the equipment identifier). In such cases, it should be possible for the network to authenticate the equipment identifier before authorizing services that are tied to equipment identifier. Otherwise, an attacker may be able to use victim equipment identifier to bypass the network authorization checks.

Furthermore, in case a security vulnerability (e.g., implementation or design vulnerability) is found with a class of devices with a certain set of capabilities (e.g., devices with the same model number), in order to protect the network from potential attacks, it is desirable that these devices are blocked or restricted from accessing certain networks or services, at least temporarily until their security vulnerability is remediated (e.g., through OTA security firmware/software update). Otherwise, an attacker may be able to exploit the vulnerability of these compromised devices in order to launch attack on those networks or services. In order to identify and block or restrict access to such devices, it should be possible for the network to identify these devices in an authenticated manner. If the network is not able to verify the claimed identifier of the device, the attacker may simply modify the equipment identifier reported to the network, thus bypassing any restriction that are enforced by the network. Furthermore, if unauthorised modification or spoofing of a equipment identifier is possible, then the NextGen System will not be able to distinguish spoofed devices from genuine ones. Therefore, it is desirable that NextGen systems are capable of authenticating the reported equipment identifier. Storage and processing of equipment identifier and associated credentials outside of a secure entity on the NG-UE could lead to unauthorised access, modification, and cloning of the equipment identifier and associated credentials.
5.2.3.4.3
Potential security requirements

-
Based on the use case, it should be possible for the network to authenticate the reported identifier of the device (i.e., equipment identifier).

Editor’s Note: It is FFS whether the above requirement needs to be modified or new requirement(s) added in order to take into account the necessity for the operator to not be dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn’t need to make use of any entities outside of operator’s network).

NOTE: 
Secure storage and processing requirements for device credentials and identities is covered in Security area #5: Security within NG-UE.

5.2.3.5
Key issue #2.5: Non-AKA-based authentication

Editor's Note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.2.3.5.1
Key issue details

While AKA-based authentication has been a cornerstone for the success of UMTS and LTE security, there are service requirements that suggest that non-AKA-based methods need to be considered in NextGen as well. They can be found in TR 22.862 " Feasibility Study on New Services and Markets Technology Enablers - Critical Communications ", clause 5.1.3, as follows: 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

However, it is not clear from these requirements what it actually means for NextGen security to support these alternative authentication methods. E.g., it is not clear whether 3GPP AAA servers would support alternative authentication methods, or rather whether 3GPP serving networks would be required to interact with 3rd party AAA servers. 

What seems clear, however, is that it would not be appropriate to mandate the support for alternative authentication methods in all 3GPP AAA servers or in all NG UEs. There are likely to be operators wishing to support only traditional 3GPP credentials, i.e. USIM-based credentials, and there are likely to be NG UEs designed to support only enhanced Mobile Broadband using only traditional 3GPP credentials.

It is obvious that there is a relationship with the key issue "Authentication Framework". Such an authentication framework would be one way to make the use of alternative authentication methods transparent to the 3GPP NextGen serving network.

Possible EAP methods to study are EAP-TLS and EAP-TTLS, cf. e.g. Hotspot 2.0 that mandates their support. As explained above, mandating support of particular EAP methods in 3GPP AAA servers or in NG UEs seems not appropriate, but 3GPP could think about recommending a (quite limited) number of methods. Providing a security review of all available EAP methods by 3GPP seems out of the question. 

A review of non-3GPP access to the EPC, as defined in TS 33.402, with respect to its relevance for NextGen is likely to be needed: 

-
In trusted non-3GPP access to the EPC, the authenticator resides in the trusted access network; would the authenticator in NextGen rather reside in the core network?

-
It is ffs whether the analogy of the case of untrusted non-3GPP access to the EPC, using an ePDG, needs to be supported in NextGen. 

It is further not clear where credentials are stored and processed on the terminal side when alternative authentication methods with different types of credentials are used. It is ffs whether 3GPP would have to define any requirements on credential storage and processing on the terminal side.

5.2.3.5.2
Security threats 

-
Weak alternative authentication methods could lead to security breaches. 

-
Weak credential storage and processing on the terminal side could lead to security breaches.

-
The reliance on third parties for security of the NextGen network could make it difficult or impossible for 3GPP operators to vouch for the security of their networks. 

5.2.3.5.3
Potential security requirements

-
The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.

-
Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

-
If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.
5.2.3.6 
Key Issue #2.6: Efficient in energy consuming and reduced signalling for resource constraint environment

5.2.3.6.1 
Key issue details

The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is a room for improvement in the operational aspects that can be designed into a NexGen system whereas they are not easily retrofitted into an existing system.

Especially for the energy consumption sensitive devices, the objective is to keep operation for years, the authentication scheme should be designed to save computation cost and signalling overhead as efficient as possible.

5.2.3.6.2 
Security threats

Editor’s note: Security threats need to be further clarified.

5.2.3.6.3 
Potential security requirements

Editor’s note: potential security requirements should be derived from security threats.

-
The lightweight but secure enough authentication scheme for energy consuming sensitive devices is required in NexGen network.

5.2.3.7 
Key Issue #2.7: Reduced signalling overload for massive number of UEs activating at the same time 

5.2.3.7.1 
Key issue details

There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 

Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.

5.2.3.7.2 
Security threats

The attacker may control a number of IoT devices by compromising the IoT server (e.g. through intrude attacks). The attacker could invoke the authentication process between IoT UEs and network repeatedly. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.

Furthermore, it is envisioned that a large number of devices (e.g. IoT devices) are expected to be supported and serviced by NextGen networks. Each of these devices may perform a full authentication procedure (e.g., EAP-AKA’) each time they connect or re-connect using different access network (e.g., non-3GPP). Such a volume of authentication requests / responses that may traverse back-and-forth between the UE and the network may cause the resources of the NextGen HSS / AuC to be exhausted thus causing a DoS scenario. 

5.2.3.7.3 
Potential security requirements

The 3GPP system shall support an authentication method which is resilient to DoS attacks caused by massive number of UEs authenticating at the same time.
Editor’s Note: The below requirement assumes that the UE is capable of triggering the authentication procedure. This requirement needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.
The 3GPP system should support an authentication method which is resilient to DoS attack caused by an abnormal UE that repeatedly initiates authentication procedure in a short period.

5.2.3.8 
Key Issue #2.8: Authentication of the user 

5.2.3.8.1 
Key issue details

The following requirement is stated in clause 5.1.3.5 of [3]:

"Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)."

This could mean one or both of the following and it is not clear in [3] which is intended:

-
the operator needs to be able to determine and verify the identifier of a user already associated with that device; or

-
the operator needs to be able to determine and verify the identifier of a user, even if that user is using the device for the first time.

There may be some overlap here with the “identifications of subscriptions” issue discussed in clause 5.2.3.3.1. 

5.2.3.8.2 
Security threats

A device may be used by an attacker other than an intended user, compromising privacy of user data and/or integrity of data reported by the device (e.g. the user’s medical information may be contaminated with data pertaining to the attacker). If the same device has multiple users, then these users may be able to compromise each other’s privacy and/or the integrity of each other’s data.  If actions are billed on a per-user basis, then fraudulent usage may occur (by pretending to be a different user of the device, the fraudulent user transfers the bill to that other user).

An attacker may learn or compromise user authentication information (PINs, biometrics etc.) from a device or from a server. This may lead to loss of user privacy and authentication fraud. Use of a central server may lead to a mass compromise of multiple users’ information at once. 

User privacy may be compromised if the user is authenticated using the same credentials toward multiple services and relying parties. Use of a common credential may allow the user’s actions across services to be linked together, and so create pervasive tracking of the user beyond the user’s awareness and consent. 

Where IoT devices are authenticated as a group, an attacker may get his own IoT device registered as part of another user’s group, or may take control of a device which is part of some other user’s group. The actions of the attacker would then be attributed (e.g. billed) to the victim user. 

5.2.3.8.3 
Potential security requirements

It shall be possible for devices to securely authenticate a single registered user, or any one of a set of registered users. 

For any given device, it shall be possible for a mobile network and/or an IoT service to determine: whether a registered user has been authenticated; which user has been authenticated (if there are several registered users); the means that were used to authenticate the user (e.g. was it PIN, password or biometric); and/or other factors related to the reliability of authentication (e.g. how recently was this done, were there retries?)  

It shall be possible for devices to register new users, in such a way that an operator and/or IoT service can associate the newly-registered user with an already-known party (e.g. the known user of another device). 

Sensitive user authentication data (especially biometric information) shall be stored in a way which makes compromise very difficult. Mass compromise of many users’ data shall be prevented. Tracking of a user across different services without the user’s consent shall be prevented.

Where devices are joined into a group, for purposes of authentication of a user to a network and/or IoT service, each group shall have a designated owner who is recognized by the network and/or IoT service (for purposes of responsibility, billing etc). A device shall not join or leave a group without this action being confirmed by the owner of that group. For any given group-joined device, the owner shall be able to determine if a new user registers to the device, or if the user of the device otherwise changes; the owner shall then be able to decide whether the device remains part of the group. 

A device that asserts that a user is authentic shall be suitably trustable by the operator and/or the IoT service.

5.2.3.9
Key issue #2.9: Security for service provider connection

5.2.3.9.1
Key issue details

NOTE: 
In this key issue, when it is said that service provider or manufacture pays for the network connection, service provider or manufacturer means a 3rd party in general.

Next generation network will be designed to serve not only new functions for mobile handset, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). Since next generation network is aimed at supporting new business models, such as “connection support by service provider” scenario in TR22.861, security needs to be taken in into account to enable the new business model. 

In the traditional mobile system, the authentication model evolves a subscription (UE) and the operator network, so the authentication mechanism is established between the subscription/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. 
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Figure 5.2.3.9.1-1: Legacy two-party authentication model for UMTS/LTE
For next generation network, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, according to the “connection support by service provider” scenario. 

TR 22.861 ve00 has the following requirements:

· [PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.

Based on the scenario and requirement, it’s necessary to consider security and trust issues for these roles in the new business model: 

-
The service and network need to trust each other.

-
The service needs to authorise device/user to get access to the network.

-
It is necessary to prevent fraudulent use of the provided connectivity, which means network access authentication and/or authorization is necessary.

-
When the user buy a device in order to access to the service cennectivity, user should trust the device with it’s service information, and device should serve the user exclusively, so there should be mutual trust between user and device (e.g. passcode). 

For the connection support by service provider, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, as shown in the following figure. 
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Figure 5.2.3.9.1-2: Four-party model for the connection support by service provider

5.2.3.9.2
Security threats 

Next generation systems are expected to support a large number of devices that can be used by different service, as described in the “connection support by service provider” scenario. The following threats to the network and device/user needs to be taken into account

If there is no mutual trust between service provider and the network, there is a risk for manipulating the network connection and tampering the service data, which may cause fake service billing information to the network. 

If the device/user isn’t authorized or authenticated by the service, an attacker may be able to impersonate a legitimate device of the service, thus the service and its network resource could be misused.

If the device/user isn’t authenticated or authorised for the network access, the network resources (e.g., network spectrum) would be misused. 

If the device/user does not authenticate the network, malicious network attack could happen e.g. false base station.

5.2.3.9.3
Potential security requirements

TR 22.861 ve00 has the following requirements:

· [PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.

Based on the above requirement, the security requirements are the following:

-
Mutual trust should be established between the 3GPP network and the service provider.

-
Device/user should be authenticated and authorised to access to the network.

-
The 3GPP network should be able to mitigate malicious access.

-
The device should be able to authenticate the network to mitigate malicious network attacks, such as false base station attacks.

5.2.3.10
Key issue #2.10: Secondary authentication for network slice access by 3rd party service

5.2.3.10.1
Key issue details

In the next generation system, 3rd party services are hosted in a network slice, which is a dedicated logical network operating within the MNO owned infrastructure and configured to provide optimized solution for a particular 3rd party service. 

The Key issue #2.1, discusses the need for a flexible authentication framework for operator and 3rd party services. One of the identified goals of the authentication framework is to provide authentication services for UE access to a 3rd party service in a one or more network slices.

Editor’s Note: This is marked as ffs in clause 2.1 and above text is dependent on the resolution of that EN.

The 3GPP TR 22.862 observes that NextGen networks are supposed to provide authentication capability based on identities, credentials and AAA servers that is provided and managed by a 3rd party. 

Editor’s Note: There is an EN that these requirements from TR 22.862 require further clarification.

The purpose of this key issue is to identify specific issues when access authentication to a network slice is based on authentication by 3rd party AAA servers. This key issue looks at the scenario where the network access to a subscription is granted based on default MNO based authentication of the subscription, followed by a scenario/use-case specific 3rd party authentication of the subscription in a network slice. The case where the access to the network – or a particular network slice – rests entirely on authentication by 3rd party AAA servers without any MNO based authentication of the subscription, is not considered in this key issue.

For the purpose of this key issue, we call MNO based network access authentication as “Primary” authentication, and 3rd party based authentication authentication as “Secondary authentication”.

This key issue would address the following security aspects when secondary authentication is used for access to a network slice:

-
The subscription identifier used for secondary authentication may or may not be the same as the MNO provided identifier. 

- 
Credential provided to the subscription may or may not be provided by the MNO. 

-
Changes, if any, that are required in 3GPP defined Authentication function (CP-AU, as currently defined in TR 23.799) to accommodate 3rd party AAA servers. 


Note: The goal is to specify a unified authentication framework for next generation systems, with the expectation of a common authentication mechanism for both primary and secondary authentication. In a unified framework, Authentication function (CP-AU) would be standardized for both primary and secondary authentication. 

-
Need for a standardized secure interface between the 3GPP defined Authentication function, CP-AU and the 3rd party AAA server


Note: This aspect ties into the aim of coming up with a unified authentication framework, which should define a unified interface between CP-AU and any AAA server. 

-
Is there a need to define a “minimum” level of security requirements for secondary authentication methods? If so, how could 3GPP achieve this? Or should the MNO be content with the primary authentication the MNO performs and leave it to the third party to perform whatever authentication they prefer as it does not affect the security of the MNO network? 

-
Impact on Charging needs to be studied.

  
Note:  Charging is expected to be based on MNO records following a successful MNO authentication of the subscription, and may not depend on secondary authentication. 

-
LI aspects when 3rd party identifier is used in a network slice to identify subscriptions. Existing 3GPP LI mechanism is based on the following target identities - IMSI, MSISDN and IMEI. This aspect will study impact to LI when non-MNO identities are used to identify subscriptions in a network slice.

NOTE:
This aspect also depends on the key management hierarchy for network slice. For example, which keys are used for protecting signaling and user plane – ones from primary authentication or secondary authentication? 

5.2.3.10.2
Security threats

Access of UEs to network slice unauthorized by the third party.  

5.2.3.10.3
Potential security requirements

Editor’s note: It is FFS under what circumstances authorization of access to 3rd party slices that is not based on secondary authentication would be a viable alternative.
5.2.3.11
Key issue #2.11: Increasing home control in roaming situations
5.2.3.11.1
Key issue details
Roaming relations between operators are currently based on trust. However, some home operators may want to reduce the degree of trust they have to place in some operators of networks their subscribers visit as the trust may be abused by some visited network operators, e.g. for claiming false charges. The choice of authentication methods may help here, while Network Domain does probably not help (see next subclause), which is why the key issue is placed in this security area. 
5.2.3.11.2
Security threats 
· A fraudulent visited network that has a valid roaming relationship with the home operator may request authentication vectors from the home network and subsequently send an (Next Generation version of an) Update Location request for subscribers that are not actually present in the visited network. They may hope to be able to obtain additional revenue by claiming charges for the allegedly visiting subscriber. 

NOTE: 
The threat may exist even when the origin of the Update Location request message can be verified by the home network through appropriate security measures in the interconnection network (e.g. Network Domain Security) as the visited network is an authorised participant in the interconnection network that, however, abuses the roaming relationship. 

· Another variant of this type of fraud consists in the visited network authenticating a visiting subscriber correctly, but then claiming charges for traffic allegedly incurred by this subscriber even when the subscriber has already left, or was never attached to, the visited network. E.g. a visited network could properly authenticate the subscriber, but then not even bother sending the Attach Accept message. 
5.2.3.11.3
Potential security requirements
-
The home network shall have a means to ascertain that a subscriber whose location is updated to a new visited NG network has actually been authenticated involving this visited NG network.
The home network shall have a means to ascertain that a subscriber whose location is updated to a new visited NG network has actually been authenticated involving this visited NG network. 

NOTE1: 
This requirement helps against the first threat above, but not the second one. 

-
The home network shall have a means to mitigate the second threat above, e.g by ascertaining a minimum authentication frequency for his roaming subscribers.
NOTE2: 
This requirement, in conjunction with the first requirement, helps mitigating the second threat above, although it cannot completely prevent it. 

5.2.3.y
Key issue #2.y: <key issue name>

5.2.3.y.1
Key issue details

5.2.3.y.2
Security threats 

5.2.3.y.3
Potential security requirements
5.2.4
Solutions
5.2.4.1
Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

5.2.4.1.1
Introduction  

This solution addresses key issue #2.2.

It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription.

5.2.4.1.2
Solution details  

NOTE1:
In this clause the terms "UICC" and the "HSS" are referred to.  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

NOTE2:
In this clause, the GSM term "Ki" to refers to the long-term shared secret key stored in the UICC and the HSS – assuming that NextGen security remains largely based on such a shared secret key.  The UMTS or LTE equivalent would be K.  The terminology for NextGen is not yet decided.

Clause 5.2.3.2.1 lists a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points (points a – e) arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  One might consider running the key exchange protocol with a proxy for the HSS rather than with the HSS directly. However, the benefits of doing this are not entirely clear.  Below, it is recommended that the update protocol take place over 3GPP-standardised signalling, rather than over the internet; and it is also recommend that the HSS, rather than the UICC, be the entity to trigger the update protocol.  With these two points in mind, it is recommend for simplicity that the update protocol be carried out by the HSS directly, rather than by a proxy.
The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Editor’s note: It is ffs whether the risk described in the above paragraph is acceptable.

Editor’s note: The protocol design needs further details. This includes how this protocol fits the NextGen architecture.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret. A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [27], as follows:

new Ki = KDF (key exchange protocol output, initial Ki)

where “key exchange protocol output” refers to the shared secret resulting from the key exchange protocol, and “initial Ki” refers to the Ki value that was shared between the UICC and the HSS before the protocol was run, and that was used to authenticate the key exchange.
There are two alternative ways to carry the key exchange protocol messages:

1.
Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its Next Generation Systems equivalent), across core and (potentially roamed-to) radio network.

2.
Over the user plane and the internet.

The recommended option is to carry the key exchange protocol messages over signalling messages.  This is the safer option

There are two alternative entities that could initiate the key exchange protocol:

1.
The UICC.

2.
The HSS.

To maintain operator control, and mitigate possible DoS risks, the recommended option is to have the HSS trigger the key exchange protocol. Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

5.2.4.1.3
Notes on statefulness at the HSS 

Editor’s note: This clause needs to be revised once the editor’s notes in the previous clause are resolved.

Using something like Elliptic Curve Diffie Hellman for key agreement might suggest that the HSS would need to maintain state during the key agreement session – whereas HSS/AuCs today are generally stateless, not running multi-pass communication sessions.

If this is a concern, then there are a number of ways to mitigate it:

Editor’s note: The way to mitigate the risk is ffs. It also depends on the details on the protocol design that are ffs.

1.
It was already noted that it might be better to run the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  In that case the proxy would be new, and there would be less reason to avoid it being stateful.

2.
The "statefulness" could be managed by using the database that the HLR maintains with information for each subscription.

3.
If the UICC sends the first message in the two-pass ECDH key exchange then it’s the UICC, not the HSS, that needs to remember a secret ECDH parameter.  (The HSS could still initiate the overall protocol by first sending a trigger message to the UICC.)

4.
The HSS need not store its secret ECDH parameter at all, but instead can send it to the UICC – encrypted under an HSS public key, and signed under an HSS private key.  The UICC then simply sends this back to the HSS in the return message.  Neither the UICC nor any eavesdropper can read the secret parameter (because of the encryption), nor can they modify it without the HSS detecting that (because of the signature).

5.
The above mechanism could work in reverse, with the UICC sending its secret ECDH parameter to the HSS encrypted and signed, and the HSS returning it.

5.2.4.1.4
Evaluation

An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).

An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping described in clause 5.2.3.2.2.

Clause 5.2.3.2.1 lists six possible ways (labelled a – f) in which a long term secret key might leak to an attacker.  This solution fully addresses points a, b and e, and reduces the exposure to points c and d.  It does not address point f.
The recommended approach is to carry the key update protocol messages over signalling, rather than over the user plane and the internet.  This requires less exposure of the HSS to possible malicious attack.  Based on this recommended approach, it is also recommended that the key update protocol be carried out with the HSS directly, rather than in a proxy "in front of" the HSS.  While a proxy would in some sense shield the HSS from attacks attempting to exploit the key update mechanism, it also complicates the picture, and the extent to which it would reduce risks in practice is not very clear.  Another recommendation made for this solution, which is to have the HSS rather than the UICC trigger the key update protocol, also reduces the exposure of the HSS.
It’s interesting to note that this mechanism could also address some concerns with embedded SIM.  In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality.  Supplier accreditation schemes can give some reassurance here; and if "profile interoperability" is supported – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer.  But the Ki replacement mechanism described above gives another way to reduce risk: the operator can accept initial Ki’s from vendors they may not entirely trust, but then replace those Ki’s with new ones created directly between the AuC and the UICC, with no involvement from the subscription manager at all.

5.2.4.2
Solution #2.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.2.4.2.1
Introduction  

This solution is identical to solution #3.1. Please see the text there. 

5.2.4.2.2
Solution details  

This solution is identical to solution #3.1. Please see the text there. 
5.2.4.2.3
Evaluation 

With a well-chosen key exchange protocol, a would-be eavesdropper who somehow (Key Issue #2.2) knows a subscriber’s long term secret key will still not learn the keys used for radio interface security, unless they:
-
act as man-in-the-middle during the key exchange, and
-
remain as active man-in-the-middle during the subsequent radio communication on which they want to eavesdrop
… all of which is significantly harder in practice, and more likely to be detected, than a passive eavesdropping attack.

This solution therefore satisfies the first potential security requirement identified in section 5.2.3.2.3.  It also satisfies the second requirement identified there: an attacker learning Ki at some time cannot retrospectively determine any session keys used previously, even if she has recorded all of the key exchange messages used to establish those session keys.

All of the above refers to confidentiality attacks.  In terms of integrity attacks, where a single spoofed message may cause damage, the increase in difficulty and detectability is not quite so pronounced, but still present to some degree.  In any case, confidentiality attacks are probably more of a risk in practice.

The main downside of Solution #2.2 is latency.  A key exchange protocol such as Elliptic Curve Diffie Hellman takes noticeably longer than the type of key derivation used in 4G.  Rather than imposing this solution on all connections, therefore, it may be best only to use it for connections that can "afford" the latency impact.

5.2.4.3 
Solution #2.3: Device reporting on local user authentication

5.2.4.3.1
Introduction  

This solution addresses the first part of key issue 5.2.3.8:

 -
the operator needs to be able to determine and verify the identifier of a user already associated with that device;

The associated security requirements are achieved by avoiding central storage of user authentication information (PINs, biometric data etc.). Rather, such data is stored locally on the device: the device authenticates the user locally, and then securely reports (to the mobile network, service provider etc.) which user has been authenticated and how it was done.

5.2.4.3.2
Solution details  

Several specifications for this solution have been developed by the FIDO Alliance [19]. Some key points are as follows:

-
For each user authentication method (“Authenticator”) supported by the device (“FIDO client”), there is a preloaded attestation key. This enables the service (“FIDO server”) to be sure that the device is compliant to the FIDO specifications.

-
When registering a user of the device towards a service, the device generates a unique cryptographic key-pair for that (user, service) pairing; and then proves the public key belongs to the device using the attestation key

-
The (user, service)-specific key is then used to sign reports to the service, indicating whether the user has been authenticated, how recently this was done etc.

These mechanisms protect user privacy: as well as preventing the central storage of biometric data, keys used with different relying parties will not allow any such party to link all the actions to the same user.

As the FIDO mechanism allows reporting to several different parties, it can address the requirements for a group owner and/or IoT service provide to be able to tell who is using which devices, as well as for the operator to learn this info. 

5.2.4.3.3
Evaluation 

The solution meets the following requirements listed in 5.2.3.8.3:

“It shall be possible for devices to securely authenticate a single registered user, or any one of a set of registered users.” 

“For any given device, it shall be possible for a mobile network and/or an IoT service to determine: whether a registered user has been authenticated; which user has been authenticated (if there are several registered users); the means that were used to authenticate the user (e.g. was it PIN, password or biometric); and/or other factors related to the reliability of authentication (e.g. how recently was this done, were there retries?)”  

“Mass compromise of many users’ data shall be prevented.” 

“Tracking of a user across different services without the user’s consent shall be prevented.”

In addition provided that a secure component not removable from the UE (as suggested in Key Issue #1.13) is used to store biometric data for registered users, then the solution will meet the following requirement: 

“Sensitive user authentication data (especially biometric information) shall be stored in a way which makes compromise very difficult.”

And provided a secure component that is not removable from the UE (as suggested in Key Issue #1.13) is used to generate and register FIDO asymmetric key-pairs, then the solution will also meet the following requirements: 

“A device that asserts that a user is authentic shall be suitably trustable by the operator and/or the IoT service.”

5.2.4.4 
Solution #2.4: Authenticating a new user for a device using a known device

5.2.4.4.1
Introduction  

This solution addresses the second part of key issue 5.2.3.8:

 -
the operator needs to be able to determine and verify the identifier of a user, even if that user is using the device for the first time.

The proposed solution is to verify the new user by messaging a device and subscription that is already associated with that same user (e.g. a personal smartphone that the user already possesses). Provided that the new user has already registered such a “master” device with the operator, then the operator is able to identify the same user when he or she attempts to register to additional devices. 

5.2.4.4.2
Solution details  

Several specifications for this solution have been developed by the GSMA, called “Mobile Connect” [20]. 

In brief, an online service captures the user’s (claimed) MSISDN, and then a challenge message is sent to the “master” device associated with that MSISDN, asking the user to confirm his identifier (and actions) within that service. The specific service here would be the act of registering to a new device i.e. using that device for the first time.  

Several different levels of authentication are available on the master device, ranging from simple SMS and pushed USSD to SIM applets. These can be used for single factor authentication (proof of possession of the master device) or two factor authentication (proof of possession + PIN etc.)  GSMA has defined four Levels of Assurance (LoA) in total.

5.2.4.4.3
Evaluation 

The solution meets the following requirements listed in 5.2.3.8.3:

“It shall be possible for devices to register new users, in such a way that an operator and/or IoT service can associate the newly-registered user with an already-known party (e.g. the known user of another device).” 

If the user who is messaged on the “master” device is designated as an owner of a group of IoT devices, then the Mobile Connect solution can also meet this requirement:

“Where devices are joined into a group, for purposes of authentication of a user to a network and/or IoT service, each group shall have a designated owner who is recognized by the network and/or IoT service (for purposes of responsibility, billing etc). A device shall not join or leave a group without this action being confirmed by the owner of that group. For any given group-joined device, the owner shall be able to determine if a new user registers to the device, or if the user of the device otherwise changes; the owner shall then be able to decide whether the device remains part of the group.” 

5.2.4.5
Solution #2.5: Timed attach for UEs

5.2.4.5.1
Introduction  

This solution addresses key issue 5.2.3.7 of overload of network signalling. In particular, it addresses the issue where a large number of UEs try to access the network at the same time.

5.2.4.5.2
Solution details 

In order for this solution to work, the network should monitor related signalling messages, such as attach messages. In case the number of signalling messages reach beyond a certain threshold (or the network detects otherwise that an overload situation occurs), the network may instruct the UE to 'back off' for a time X. A UE receiving such a message should refrain from sending signalling messages until the time X has passed.

The network may decide to grant the UE a time interval during which the UE is allowed to send signalling messages. In that case the network provides the UE with a time X and a time Y and asks the UE to send signalling messages between time X and time Y. The UE can randomly decide when to send signalling messages within this time interval.

NOTE: 
The back-off timer in the UE should be protected against tampering.

5.2.4.5.3
Evaluation 

To be determined

5.2.4.6 
Solution #2.6: Binding a serving network public key into the derivation of the radio interface session keys

5.2.4.6.1
Introduction  

This solution addresses key issues 2.2 and 3.1. It is an enhancement to Solution #2.2 in that it achieves the same prevention against purely passive attacks, and also makes active attacks harder. 

In particular, the solution ensures that an attacker who:

a) either knows the long term secret key and Authentication and Key Agreement algorithm, including any global constants, that a subscription is using (Key Issue 2.2),

b) or is able to observe or request keys sent between network nodes (Key Issue 3.1),

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

Further, by using a serving network public key NPUB to authenticate the key exchange, we can ensure that an attacker of type b)  is unable to act as a full man-in-the-middle, but is only able to unilaterally impersonate the UE towards the serving network. This will prevent an eavesdropping attack on the genuine UE. And since the genuine UE will fail the connection and attempt to re-authenticate, the attack is very likely to be detected.

5.2.4.6.2
Solution details  

The key exchange proceeds much as described in Solution #2.2 but with some additions to steps 1,2, 4 and 5. These additions are shown below in bold: 
1. UE and CP-AU perform mutual authentication.  The authentication vector received from the AAA is a function of a serving network id, and a serving network public key NPUB. 
a. Each CP-AU may generate a separate key-pair (NPRIV, NPUB). Or a single CP-AU may generate multiple key-pairs (e.g. it may refresh the key-pair regularly).

b. If the AAA does not already have the intended NPUB then the CP-AU must provide this to the AAA. The communication of a new NPUB to the AAA must be integrity-protected. 
c. Using a USIM, the authentication vector might include a key KN = KDF(CK||IK, Network Id, NPUB) binding the authentication vector to the specific serving network, like the KASME  in LTE. 
2. UE and CP-AU derive K1 after mutual authentication. K1 is a function of the serving network id and of NPUB. If the UE does not already have the intended NPUB, then the CP-AU must provide this to the UE. 
a. Using a USIM, K1 may be derived from, the above key KN.

3. CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4. CP-AU sends message 1 to UE, which contains APUB, a  MAC computed using K1 and a signature computed using the serving network private key NPRIV. 

5. UE verifies the MAC, verifies the signature using NPUB, decodes APUB, and further generates a Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from KDH and K1.
6. UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7. CP-AU verifies the MAC, decodes BPUB, and derives the same symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same session key Ksession from KDH and K1.

Both UE and CP-AU now own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.

Editor’s note: The next paragraph should move to the Evaluation section when this is added. It is included here to demonstrate the security advantages of this proposal.  

Observe that the only ways an attacker can become a full man-in-the-middle are: determine NPRIV or APRIV; make the AAA use the attacker’s own NPUB; or make the serving network private key sign the attacker’s own APUB. If the attacker is able to create both a spoof serving network and a spoof AAA (e.g. because the attacker knows the long-term secret K and the AKA algorithm) then this is possible. Otherwise, in the absence of such a powerful capability, even an active attacker will not be able to impersonate the network towards the UE; the attacker can only unilaterally impersonate the UE towards the network. 
5.2.4.6.3
Evaluation 

Editor's Note: This section was updated in TR 33.899 v0.6.0 by two overlapping and conflicting pCRs, S3-162029 and S3-161890. Implementation was done by merging the content when possible. Text that was updated by one but removed by the other was kept in the TR. 
Solution #2.6 is an enhancement to solution #2.2 as stated in clause 5.2.4.6. Solution #2.2 helps against purely passive attacks when the permanent key K has leaked to an attacker, as described in key issue 2.2, while solution #2.6 also helps against active attacks when the permanent key K has leaked to an attacker. In addition, like solution #2.2, solution #2.6 addresses key issue #3.1, but protects against more of the threats listed in 5.3.3.1.2.
It should also be noted that there are solutions for addressing key issue #2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. However, solution 2.1 does not also address key issue #3.1

It is assumed for solution #2.6 that the serving network possesses a private-public key pair, and the home network knows the public key.

Under these assumptions, also solution #2.24 applies. Solution #2.24 has the same effect as solution #2.6 in that it mitigates also active attacks. 

The advantage of solution #2.24 over solution #2.6 is that the UE need not know the public key of the serving network, only the home network would need to know it. This makes distribution of the public key easier. Furthermore, there are fewer public-key operations on the air interface. 

It should also be noted that there are solutions for addressing key issue 2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. 

Solution #2.6 is compared against the combination of solution #2.2 and solution #10.2 as described in 2.24, noting that both solutions assume that the serving network has a public key-pair. In solution #2.6, the UE needs to know the public key of the serving network, whereas in solution #10.2 only the home network needs to know this public key. However, the cost of solution #2.6 here is minor, since a public key can be communicated in a single short message, and may be broadcast to all UEs in a cell at once to save radio resource. Further, there is no real risk of public key spoofing here: if a UE uses a false public key, it will derive an incorrect KN and the authentication of the network will fail. (Also note that a number of other solutions e.g. #7.2 assume that the UE knows a public key for the serving network). 

Solution #2.6 requires two more public key operations on the air interface than solution #2.2 (one signature operation, and one signature verification option), whereas solution #10.2 requires two more public key operations on the inter-operator network (one encryption and one decryption).

An ecosystem issue with Solution #10.2 is that it is only optional for the visited network to have a private/public keypair, which means that in practice many may well neglect to implement it initially (and then home networks will have to live with that, creating a dynamic where there is little or no pressure to ever implement it). Compare the situation here with that of Diameter security in LTE.  Whereas solution #2.6 mandates each visited network to use a public key-pair from the start, otherwise UEs can’t authenticate the network and won’t attach. This mandatory use of an NPRIV/NPUB will tend to raise security of the whole NextGen ecosystem. 

Editors Note: It is ffs whether the possession of a private/public keypair can be mandated for all NextGen serving networks. If so, this would be equally possible for solutions# 2.6 and 10.2. If not, then migration strategies would need to be studied; an example of migration is provided in solution #10.2

5.2.4.7
Solution #2.7: Authentication framework

5.2.4.7.1
Introduction  

This solution addresses key issue #2.1 Authentication framework. It is a framework for subscription authentication (as opposed to equipment authentication or (human) user authentication). It covers access to the NextGen Core via 3GPP-defined access networks, in particular E-UTRAN and NextGen-NewRadio, as well as via trusted non-3GPP access networks. 

Editor's Note: Solution 3.4 shows how access via untrusted non-3GPP access networks can be included in this authentication framework in principle. However, some modification of the text and of figure 5.2.4.7.2.4-1 below are required to reflect the role of the NG-PDG.  

All UEs considered here are NG-UEs, i.e. UEs that are able to communicate with a NextGen Core over the NextGen NG1 interface, cf. TR 23.799. LTE UEs are not considered here. 

Editor's Note: It is ffs whether LTE UEs need to be considered. 
5.2.4.7.2
Solution details  

5.2.4.7.2.1
Candidate authentication methods

The present solution shows how support for 

· EPS AKA
· EPS AKA* (as defined in solution #2.22)
· Any EAP method

can be provided in a uniform way. 

Editor's Note: It is for further study in SA1, SA2, and SA3 whether authentication not based on AKA-credentials should be allowed in NextGen, and, if so, whether it should be allowed over 3GPP-defined access networks.

If authentication methods not based on AKA-credentials are admissible in NextGen then the present solution envisages that only support for such methods that are EAP methods needs to be provided, irrespective of the type of access network. Examples of EAP methods not based on AKA-credentials are EAP-TLS and EAP-TTLS. 

Non-3GPP access networks: 

For non-3GPP access networks attached to a NextGen core network, the present solution envisages that only support for EAP authentication methods needs to be provided, irrespective of the type of credentials used. This applies to both trusted and untrusted access.

When AKA-credentials are available in the UE then the present solution proposes to use EAP-AKA' for access over trusted non-3GPP access networks.

3GPP access networks: 

The present solution describes several alternatives for authentication over 3GPP-defined access networks for the case when AKA-based credentials are used (more details in 5.2.4.7.2.5 below):

1a) EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks or

1b) EPS AKA* is always used for AKA-based authentication over 3GPP-defined access networks or

2) EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks or

3) the choice among EPS AKA, EPS AKA* and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is taken by the AUSF. 

Only one of these alternatives should be standardized. If alternative 3) was selected the choice among EPS AKA, EPS AKA* and EAP-AKA' could be further narrowed down, cf. clause 5.2.4.7.2.5.
Editor's Note: If authentication methods with non-AKA credentials over 3GPP access networks are admissible in NextGen then text further above states that these methods will be EAP methods in the context of the present solution. It is expected that the suppport for any EAP method over 3GPP-defined access networks would be very similar to the support for EAP-AKA' envisaged in alternatives 2 and 3 above and detailed in 5.2.4.7.2.5. 

NOTE1: 
The issue of EAP-AKA vs UMTS AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2, and, as a result, UMTS AKA was selected, which was later enhanced to become EPS AKA. (EAP-AKA' was not available at the time when TR 33.821, clause 7.2.2, was written as EAP-AKA' was motivated by EPS AKA.) This does not imply, of course, that the outcome of this discussion should be the same for NextGen. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

NOTE2: 
The UE needs to support both, EPS AKA and EAP-AKA‘ anyhow: EPS AKA for legacy LTE access to the EPC (backward compatibility); EAP-AKA‘ for legacy non-3GPP access to the EPC. For the UE, there is no difference between EPS AKA and EPS AKA*.
5.2.4.7.2.2
Transport considerations

It is assumed that, for this solution, authentication messages need to be transported over three interfaces: 

· UE to SEAF (Security Anchor Function; for the present solution the SEAF resides in the serving network. The EPS-equivalent of this interface is realized by the NAS protocol.)

· SEAF to AUSF (where AUSF is assumed to be in the home network.)

· AUSF to ARPF (The ARPF is always in the home network, according to clause 5.2.1.2.)

Over all three interfaces, authentication messages can be transported in a uniform fashion, independent of the particular authentication method, in the following way: 

UE to SEAF:

Transport for EAP messages is provided already today over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. Transport for EAP messages is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. E.g. EAP messages and EPS AKA message could be transported over a NextGen-version of the NAS protocol in a uniform way. The messages between UE and SEAF are quite similar for EAP-AKA' and EPS AKA. The messages between UE and SEAF are identical for EPS AKA and EPS AKA*.
SEAF to AUSF: 

It is envisaged that this interface is DIAMETER-based. Authentication messages relating to different authentication methods may be carried in the same or different DIAMETER AVPs.

AUSF to ARPF:

As AUSF is in the home network this interface may be identical to SWx today. 

Editor's Note: The final decision over the format of the transport for authentication messages will be taken by CT1 and CT4 respectively. If EAP is carried over RRC then also RAN is to be included in the decision process.
5.2.4.7.2.3
Efficiency considerations

Identity exchanges

The EAP frameworkin RFC 3748 describes an optional EAP-method-independent identity exchange initiated by the authenticator that may be followed by an EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the NextGen objective of increased efficiency of security procedures. 

The present solution avoids the need for identity exchanges between the UE and the SEAF by including the needed identity in the Attach request sent from the UE to the MM (Mobility Management function in the serving NextGen core network). 

· The subscription identifier included in the Attach request may have the form of an IMSI or a NAI, or a concealed version of an IMSI or NAI (e.g. temporary identifier or pseudonym or encrypted identifier used for enhancing user identity confidentiality). Any concealed version of an IMSI that cannot be mapped to an IMSI by the MMF is assumed to leave the MCC and MNC parts in the clear. Any concealed version of a NAI is assumed to have the information used for routing in the clear. 

· The MMF forwards the identifier to the SEAF.

· If the identifier is a (concealed) IMSI then the SEAF canonically transforms it into a NAI. If the identifier is a NAI then the SEAF does not transform it.

· Then the SEAF sends a message containing the NAI obtained in the previous step to the AUSF. This message starts the authentication procedure. This message may be of the form of an EAP identity response for all authentication methods. 

Editor's Note: The final definition of the Attach procedure is within the remit of SA2. 

Editor's Note: Enhanced forms of subscriber identity confidentiality are still under study. 

Roundtrips between serving network and home network

In general, EAP methods may have many roundtrips between authenticator (SEAF in a NextGen setting) and AUSF. In a NextGen setting, EAP-AKA' would have two roundtrips between SEAF and AUSF, while EPS AKA would have one. EPS AKA* would necessitate one additional Authentication Confirmation message to the AUSF, but the SEAF could proceed with its interaction with the UE as it would not have to wait for a response. The performance impact of the additional roundtrips for EAP methods could be reduced by

· placing a AUSF in the serving network; this would, at least for EAP-AKA', but potentially many other cases, necessitate a roaming interface between AUSF and ARPF, or between AUSF and some other form of authentication centre holding the long-term secrets. The exchange between AUSF and ARPF would consist in only one roundtrip; additional roundtrips would occur inside the serving network, which would reduce delay. This would also negatively impact the uniformity of the authentication framework as the interface between the AUSF and the ARPF will become dependent on the authentication method. 

· using the concept of EAP Re-authentication Protocol (ERP) as in RFC 6696. With ERP, the initial authentication would necessitate the full number of roundtrips between serving and home network, as required by the EAP method; but subsequent authentications could be run between the UE and ERP server in the serving network. 

Statelessness of AUSF
· For EAP methods and EPS AKA*, the AUSF needs to keep state until receiving confirmation of successful UE authentication. If statelessness is considered a performance advantage then EPS AKA may be used. For EPS AKA, strictly speaking no AUSF would be needed. If there is a AUSF for the sake of the uniformity of the authentication framework then the AUSF can simply act as a pass-through function (or rather a front-end to the ARPF), and keeping state in the AUSF would be avoided. In neither case would the ARPF have to keep state. 

Computation effort

· The computation effort for EPS AKA and EPS AKA* is lower than that for EAP-AKA' for both UE and server. It is ffs whether this would be a decision criterion, e.g. for low-power UEs with very limited capabilities. 

Length of messages

Editor's Note: text tba
5.2.4.7.2.4
General information flow

The following figure (5.2.4.7.2.4-1) depicts the general information flow for the present solution. The flow applies to all candidate authentication methods described in 5.2.4.7.2.1, i.e. to any EAP method used over 3GPP- or non-3GPP access networks as well as EPS AKA and EPS AKA* over 3GPP-access networks. 

The information flow for the authentication procedure is described as follows: 

· The flow starts with an Attach request from UE to MMF
· MMF extracts the identifier and forwards it to SEAF
· SEAF transforms identifier into NAI (if needed, cf. clause 5.2.4.7.2.3).

· SEAF and AUSF exchange one round of authentication request / response message.

· Depending on the authentication method, AUSF requests authentication vectors or other authentication material from the ARPF, before sending the response to SEAF
Editor's Note: it is ffs whether 3rd-party authentication centres will be available in NextGen, based on service requirements.

· SEAF and UE exchange one round of authentication request / response message.

· If the authentication method is EPS AKA, the authentication procedure stops here. (In the figure below, n=1 for EPS AKA.)

· If the authentication method is EPS AKA*, the SEAF sends an Authentication Confirmation message to the AUSF, then the authentication procedure stops. (In the figure below, n=1 for EPS AKA*.)

· If the authentication method is an EAP method, SEAF and AUSF exchange further rounds of authentication request / response messages as required by the EAP method. Each such round is followed by either a Success message from SEAF to UE or a further round of authentication request / response messages between SEAF and UE. (In the figure below, n>1 for EAP methods; n=2 for EAP-AKA'.) The authentication procedure stops when the UE receives an EAP Success message. 

After the completion of the authentication procedure SEAF has an intermediate key available. This intermediate key is called MSK in the case of EAP methods and KASME in the cases of EPS AKA and EPS AKA* (but the name does not matter, it is just a key). It will be used by the SCMF for deriving further keys. 

The further steps in the figure are not part of the authentication procedure any more. They show for informational purposes what happens after the end of the authentication procedure (based on the corresponding steps in EPS; these steps are not known for NextGen yet). 

· SCMF derives keys for protection of NAS signalling and forwards them to MMF via the SEAF. 
· MMF runs Security Mode procedure with UE.

· MMF sends Attach Accept protected with NAS keys. 

Note that neither the SEAF nor the MMF need to obtain any knowledge about the type of the access network. The choice of the authentication method is implied in the subscription identifier. So, this information flow realizes an access network-agnostic framework. More on this can be found in the next subclause 5.2.4.7.2.5. 
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Figure 5.2.4.7.2.4-1 

5.2.4.7.2.5
Alternatives for AKA-based authentication over 3GPP-defined access networks 

NOTE: 
Depending on the alternative, the form of NAI should allow the AUSF to distinguish between protocols. An approach similar to the one for root NAIs in TS 23.003, 19.3.2, that allows distinguishing between EPS AKA and EAP-AKA‘, could be taken (use of different leading digits). 

Alternative 1a: EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes IMSI in Attach request, and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AUSF determines, based on type of NAI, that authentication method of choice is EPS AKA. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of CT4). SEAF determines, based on received DIAMETER AVP, that this is the case of EPS AKA, i.e. it runs one authentication request /response roundtrip with the UE, which completes the authentication. 

If the AUSF determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The SEAF recognises from the response from the AUSF that this is the case of an EAP method and SEAF acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1, that the access network is non-3GPP, but the AUSF server need not know this.)

Alternative 1b: EPS AKA* is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes IMSI in Attach request, and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AUSF determines, based on type of NAI, that authentication method of choice is EPS AKA*. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of stage 3). SEAF determines, based on received DIAMETER AVP, that this is the case of EPS AKA*, i.e. it runs one authentication request /response roundtrip with the UE and sends an Authentication Confirmation message back to the AUSF, which completes the authentication. 

If the AUSF determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The SEAF recognises from the response from the AUSF that this is the case of an EAP method and SEAF acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1b, that the access network is non-3GPP, but the AUSF server need not know this.)

Alternative 2: EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes NAI in Attach request, as used in EAP. SEAF forwards NAI unchanged. (Variant: UE includes IMSI and SEAF transforms it canonically into NAI. Note that the latter would have the advantage of making the Attach request shorter as an IMSI is typically shorter than NAI.) AUSF decides, based on NAI, that EAP method of choice is EAP-AKA‘. EPS AKA does not occur at all in this alternative, so SEAF acts according to the EAP framework.

Alternative 3: The choice between EPS AKA, EPS AKA* and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is made by the AUSF
A UE using a 3GPP-defined access network always includes IMSI and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the SEAF directly from the UE. AUSF determines, based on type of NAI, that either some sort of EAP method shall be used or a choice has to be made between EPS AKA, EPS AKA*, and EAP-AKA'. In the latter case, AUSF decides (presumably based on overall policy and not on a per-UE basis) whether to use EPS AKA, EPS AKA*, or EAP-AKA‘. SEAF acts depending on the DIAMETER AVP(s) in the received response. 

Editor's Note: In case alternative 3 is selected, it is ffs whether the AUSF should have the choice among the three protocol variants EPS AKA, EPS AKA*,  and EAP-AKA', or whether the standard should rule out one of EPS AKA and EPS AKA*.

Editor's Note: For all three alternatives in this subclause, compliant UE behaviour is assumed. It is ffs whether network-side policing for non-compliant UEs trying to use a different authentication method (e.g. non-AKA-based EAP method) would be required. 
5.2.4.7.3
Evaluation 
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in NextGen. EPS AKA* is a new proposal, but it is believed that it is at least as strong as EPS AKA; more can be found in the evaluation section of solution #2.22.
o
EAP-AKA' and EPS AKA* offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' and EPS AKA* cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for NextGen is ffs. 

Handovers and idle mode mobility within NextGen and with other RATs: 
o
It should be studied whether there are any advantages associated with the use of EAP-AKA' or EPS AKA or EPS AKA* in this respect. 

Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA and EPS AKA* are under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 
Editor's Note: This solution shall be evaluated against the new key issue #2.11.

5.2.4.8
Solution #2.8: Authentication Framework based on EAP
5.2.4.8.1
Introduction  

This solution addresses key issue # 2.1. 

When considering EAP for NextGen System (based on unified authentication framework under consideration in the TR 23.799 [2]), it is essential to consider the location of the authentication entities (for example, authenticator) and the encapsulation protocol for EAP transportation. 

5.2.4.8.2
Solution details  

5.2.4.8.2.1
Authentication Entities and their location in the Next Generation System  

5.2.4.8.2.1.1
Alternative 1: Authentication using direct interface between the UE and the SEAF 
Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [21], needs to be in the core network (in an operator’s network, which is not exposed to unauthorized physical access) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the SEAF. The EAP server is the AUSF (backend authentication server). The SEAF operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AUSF and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the SEAF and vice versa. The SEAF decides to allow access to the NextGen UE. 
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Figure 5.2.4.8.2.1.1-1: EAP based Authentication Framework for Next Generation System

Figure 5.2.4.8.2.1.1-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AUSF via the SEAF. The SEAF interfaces with the AUSF for carrying out the authentication. The SEAF is configured with the relevant information for routing of the authentication request to the appropriate AUSF. The AUSF interfaces with the ARPF to retrieve the authentication information and subscription details. The authentication signalling may pass through AUSF proxies in the visited network. The NextGen UE interfaces with the SEAF via the NR, for authentication procedures.
Unlike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is separated from mobility management and session management procedures. Performing authentication procedure independently allows decoupling and independent evolution of CN/AN and also supports decoupling of authentication server functionality from MM and SM functionality in the network, so that if required the MM and SM functionality can be moved towards the NR. 

After the successful mutual authentication, the SEAF obtains the keying material from the AUSF and provides the security context to the NR entity(s) and other core network entities for communication protection. The NextGen UE performs the mobility management and session management procedures, after successful authentication and security association establishment procedure.

EAP encapsulation protocol  
FIG. 5.2.4.8.2.1.1-2 shows the authentication encapsulation protocol for NextGen system. RRC and NG2 signalling protocol encapsulates the EAP payloads between the UE and the SEAF. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.8.2.1.1-2: EAP based Authentication Framework for Next Generation System

Editor’s note: The protocol stack needs to be revisited based on the progress in other working groups.

Editor’s note: Currently this solution assumes NGy is similar to S1-AP. Needs to be revisited based on the progress in other working groups. 

Editor’s note: Interface NGx needs to be defined

Message Flow
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 Figure 5.2.4.8.2.1.1-3: Authentication procedure during Initial Attach
 The message flow for the authentication procedure is as follows: 

1.
The NextGen UE performs the RRC connection establishment procedure with the NR.
2.
After RRC connection establishment, the NextGen UE initiates the Attach procedure with the MMF by sending the Attach request message. The NextGen UE includes the identity with the Attach request message.
3.
On receiving the Attach request message from the NextGen UE, the MMF sends the key request message to the SEAF (as there is no security context available with the MMF). 

4-12. The SEAF initiates the EAP authentication procedure by requesting the authentication credentials from the ARPF. The EAP Authentication is performed between the UE and the AUSF. The number of EAP message exchanges between the UE and the AUSF and AUSF and the ARPF, depends upon the EAP Method. At the end of the successful authentication procedure, the SEAF obtains intermediate key (MSK) from the AUSF. 

If the NextGen UE is already authenticated with the SEAF and if the intermediate key is valid, then the SEAF provides the Keys (Step 13), without performing the authentication (Steps 4-12).

13. The SEAF derives further keys [KNAS, KNR, KUP] and provide these derived keys to the MMF in Key response message. SCMF is always co-located with the SEAF.
14-15. The MMF provides the key [KNR] to the NR. The NR further derives the request key to protect the AS messages and also UP packets, based on configuration. 

16-17. If the UP security terminates at the UPF, then the MMF provides the key [KUP] to the UPF via the SMF during session establishment procedure.
Illustrative example on performing EAP-TLS by non-human IoT deployments 

This illustrative example details the alternative authentication methods with certificate as credentials, under operator control, for 3GPP network access for machine type devices used for non-human IoT deployments.


[image: image38.emf]NextGen UE 

(IoT Device)

NR MMF AUSF 

1. RRC Connection 

establishment

4. Auth_Req 

[IMSI]

5. EAP-Type=EAP-TLS (TLS Start)

[MSK]

14. Attach Accept

2.Attach Request [IMSI]

3. Key Request [IMSI]

SEAF

6. EAP: Client Hello

7. EAP: (TLS server_hello, TLS server certificate, [TLS server_key_exchange,] TLS client certificate_request, TLS server_hello_done)

8. EAP: (TLS client certificate, TLS client_key_exchange, TLS certificate_verify, TLS change_cipher_spec, TLS finished)

10. EAP: (TLS change_cipher_spec, TLS finished)

13. Key Response[Keys]

11. EAP Response: Empty

12. EAP-Success

9. Client Certificate Validation 

using the Root certificate of the CA

Selection of 

EAP Method 

based on 

Identity


Figure 5.2.4.8.2.1.1-4: 

Steps 5 to 12 details the EAP-TLS as described in RFC 5216 [23]. The authentication is performed using the subscription certificate in the UE and the server certificate issued by Certificate Authority (may be owned by the operator or trused by the operator). The private key corresponding to the subscription certificate is securely stored in the UE (may be using the solution agreed for Security area #5: Security within NG-UE). At step 9, the AUSF can validate the subscription certificate using the Root Certificate of the CA. The need for ARPF for the EAP-TLS to validate the subscription certificate is implementation specific.
Editor’s note: In this example, at what step authorization is performed by the network is FFS.
5.2.4.8.2.1.2
Alternative 2: Authentication using NG1 interface
Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [21], needs to be in the core network (in an operator’s network, which is not exposed to unauthorized physical access.) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the SEAF. The EAP server is the AUSF (backend authentication server). The SEAF operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AUSF and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the SEAF and vice versa. The SEAF decides to allow access to the NextGen UE. In roaming scenario, the visited SEAF directly interface with the home AUSF.
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Figure 5.2.4.8.2.1.2-1: EAP based Authentication Framework for Next Generation System
Editor’s note: Interface NGx needs to be defined.
Figure 5.2.4.8.2.1.2-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AUSF via the MMF and the SEAF. The SEAF interfaces with the AUSF for carrying out the authentication. The SEAF is configured with the relevant information for routing of the authentication request to the appropriate AUSF. The AUSF interfaces with the ARPF to retrieve the authentication information and subscription details. 

Alike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is performed along with the mobility management procedures during initial attach procedure. After the successful mutual authentication, the SEAF obtains the keying material from the AUSF and provides the security context to the NR entity(s) and other core network entities for communication protection. If the UP security is terminated between the UE and the UPF, then the key KUP for protecting the UP is provided to the UPF by the MMF via the SMF.
EAP encapsulation protocol

FIG. 5.2.4.8.2.1.2-2 shows the authentication encapsulation protocol for NextGen system. NAS signalling protocol (over the NG1) encapsulates the EAP payloads between the UE and the SEA. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.8.2.1.2-2: Protocol stack for EAP based Authentication Framework for Next Generation System
Message Sequence
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 Figure 5.2.4.8.2.1.2-3: Authentication procedure during Initial Attach
The message flow for the authentication procedure is identical to the flow detailed in 5.2.4.8.2.1.1-3, except the EAP Messages (Step 7, 8 and 12) are via MMF in this alternative, whereas in 5.2.4.8.2.1.1-3, EAP Messages (Step 8, 9 and 12) are between the UE and the SEAF directly.
Illustrative example on performing EAP-TLS by non-human IoT deployments
This illustratiove example details the alternative authentication methods with certificate as credentials, under operator control, for 3GPP network access for machine type devices used for non-human IoT deployments.
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Figure 5.2.4.8.2.1.2-4: 
Steps 5 to 12 details the EAP-TLS as described in RFC 5216 [23]. The authentication is performed using the subscription certificate in the UE and the server certificate issued by Certificate Authority (may be owned by the operator or trused by the operator). The private key corresponding to the subscription certificate is securely stored in the UE (may be using the solution agreed for Security area #5: Security within NG-UE). At step 9, the AUSF can validate the subscription certificate using the Root Certificate of the CA. The need for ARPF for the EAP-TLS to validate the subscription certificate is implementation specific.
Editor’s note: In this example, at what step authorization is performed by the network is FFS.

5.2.4.8.3
Evaluation 
5.2.4.9
Solution #2.9: EAP authentication framework 

5.2.4.9.1

Introduction 

This solution addresses key issues #2.1 Authentication framework, #2.3: Authentication identifiers and credentials and #2.5: Non-AKA-based authentication. 

Editor's note: The use of this solution with network slicing is FFS. 

This solution assumes that the NextGen system requires an authentication framework that is capable of delivering more than one authentication mechanism in a uniform way. The purpose is to further explore how the Extensible Authentication Protocol (EAP) [21] could be deployed in NextGen system. 

Some reasons for making the EAP framework appealing for NextGen system are: 

-
EAP would make the integration of non-3GPP and 3GPP accesses easier by introducing a uniform framework for all accesses. 

-
EAP would facilitate new use cases, and business opportunities for Mobile Operators. EAP would make it easier to integrate various authentication methods into the system. Such methods may be needed to support use cases related to new types of actors, such as factories or corporations, using their own identity management, credentials and authentication methods in the authentication process to access the 3GPP network.  

Editor's note: Interworking with and migration from earlier 3GPP network(s) is FFS. 

5.2.4.9.2

Solution details 

5.2.4.9.2.1
Introduction 

NOTE: In order to make the solution more readable to people familiar with earlier 3GPP protocols, this solution refers to NAS protocol and messages in order to demonstrate the principles of the solution. These messages should be taken examples. 

This solution assumes the presence of the following functions involved in the authentication: 
-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)
The EAP authentication framework is presented as a collection of generalized phases that can be referred to and discussed separately in the solution. There are several ways to deploy the EAP framework for authentication, and some deployments and network configurations may be more optimized than others. This solution analyses different options of deploying EAP into the NextGen. 

The generalized phases are: 

1.
Identity exchange 

2.
Optional EAP method specific identity exchange 

3.
Rest of EAP method specific signalling (including the signalling with the potential back-end server)

4.
EAP Success/Failure and exchange of the Authentication Root Security Key (ARSK) over AU-SCKM interface. 

The connection establishment (phase 0 in Figure 5.2.4.9.2-1) or how the ARSK is used between the UE and the CN are out of the scope of the solution. 
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Figure 5.2.4.9.2-1: Generalized EAP framework 

Editor's note: EAP assumes unreliable transport. This means that the authenticator may retransmit Requests that have not yet received Responses. Since EAP defines its own retransmission behavior, it is possible for the retransmission to occur both in the lower layer (e.g. NG "enhanced NAS" or equivalent) and the EAP layer. It is FFS if the potential 3GPP profile for EAP should implement retransmission or not. 

5.2.4.9.2.2
Phase 1: Identity exchange  

EAP framework provides an initial set of EAP Types used in Requests/Responses exchanges. Identity is one of EAP Types, and it is mandatory in all EAP implementations. However, it is optional to use within the EAP conversation. The identity information can be sent by using means outside EAP. 

The purpose of the (initial) EAP identity exchange is mainly to locate the right AAA server that is able to authenticate the UE, and to choose the correct EAP method. In theory, the first identity presented by the UE could be abbreviated or encrypted identity as long as it identifies the AAA Server. The exact content of the identity response may depend on EAP method or deployment. 

Variant p1-1: Front-end identity exchange within EAP conversation 

In this variant, illustrated in Figure 5.2.4.9.2.2-1, the identity exchange is done within the EAP conversation. More precisely, after the connection establishment, the SCMF/SEAF sends the EAP Identity Request to the UE (Figure 5.2.4.9.2.2-1 assumes that an enhanced NAS protocol (eNAS) is used to carry EAP packets). The UE responds with its identity in the EAP response. Afterwards, the SCMF/SEAF initiates the Diameter EAP application with the AUSF. 
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Figure 5.2.4.9.2.2-1: EAP identifier carried within EAP conversation 

Variant p1.2: Identity exchange in eNAS Attach 

In variant p1.2 shown in Figure 5.2.4.9.2.2-2, the identity exchange is done outside EAP conversation. The UE sends an Attach (or an equivalent) with the identity, and the SCMF/SEAF initiates the EAP conversation with the AUSF. 
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Figure 5.2.4.9.2.2-2: EAP identifier carried outside EAP conversation 

5.2.4.9.2.3
Phase 2: Optional EAP method specific identity exchange

The AUSF may send another Identity Request to the UE in case it is not able to choose the appropriate EAP authentication method, or identify the UE if required before proceeding with the authentication. The identifier used in the initial identity response may be different than the one used for authentication within the EAP method (e.g. for privacy reasons). The optional identity exchange is demonstrated in Figure 5.2.4.9.2.3-1. 
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Figure 5.2.4.9.2.3-1: Optional EAP method specific identity exchange

5.2.4.9.2.4
Phase 3: Rest of EAP method specific signalling

The EAP authentication methods have different number of round-trips but they all run end-to-end authentication between the UE and the AUSF. The intermediate nodes are typically just pass-through entities. Nevertheless, it is also possible that the intermediate nodes implement some EAP methods locally, and that the authentication is terminated closer to the serving network. 

NOTE:
It is often assumed that the home control of authentication is an inseparable characteristic of the EAP-architecture i.e. the AAA-server (AUSF) always resides in the Home Network. However, more flexibility on the termination of EAP methods could be possible if EAP methods were implemented in the Visited Network, and the Home Network acted as a back-end server (cf. LTE). Similar deployment model in which EAP was terminated in MME was considered in TR 33.821. 

Variant p3.1: EAP-AKA' 

This solution assumes that it would be beneficial to specify only one AKA variant for Next Generation. The proposal is that this would be EAP-AKA'. There might be backwards compatibility reasons for the UE to support both EAP-AKA' and EPS AKA. However, support of both is not necessary for the Next Generation CN. 

EAP-AKA' is already used in TS 33.402 [22] for non-3GPP accesses. In figure 5.2.4.9.2.4-1, the AUSF is terminating the EAP-AKA' conversation and requesting AKA AVs from the ARPF. EAP-AKA' Request and Response messages are exchanged between AUSF and UE. 
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Figure 5.2.4.9.2.4-1: EAP method specific signalling – EAP-AKA' 

Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the AUSF function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the SCMF/SEAF, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [23] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because modern TLS variants are secure and more optimized than the older variants. The IETF TLS working group is currently working to finalize TLS version 1.3 [aa] with the target to published as RFC during the beginning of 2017. TLS version 1.3 significantly reduces that number of roundtrips.
Figure 5.2.4.9.2.4-2 demonstrates the initial EAP-TLS handshake done between UE and AUSF. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 
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Figure 5.2.4.9.2.4-2: EAP method specific signalling – EAP-TLS 

Variant p3.3: EAP-TTLS 
Another alternative authentication method is EAP-TTLS. EAP-TTLS is an EAP type that utilizes TLS to establish a secure connection between a client and server, through which additional information may be exchanged. There are two versions of EAP-TTLS: EAP-TTLSv0 and EAP-TTLSv1. EAP-TTLSv0 is described in RFC 5281 [58] and EAP-TTLSv1 is described in an Internet draft [59]. Note that the use of TLS 1.3 [57] would also significantly reduce the number of roundtrips.
Figure 5.2.4.9.2.4-3 demonstrates the EAP-TTLS handshake done between UE and AUSF. During the handshake phase the server is authenticated to the client using server certificate, and requires a root of trust (i.e. certificate authority, CA). In version 1, an extension to TLS, called TLS/IA [60], is utilized. TLS/IA provides an extended handshake which guarantees that the TLS handshake endpoint and the authentication endpoint are one and the same. This eliminates attacks against tunnelled protocols for inner authentication that generates session keys. During the data phase, the client is authenticated to the server using an authentication method encapsulated within the secure tunnel. EAP-TTLS allows legacy password-based authentication protocols to be used against existing authentication databases. The encapsulated authentication mechanism may itself be EAP, PAP, CHAP, MS-CHAP or MS-CHAP-v2. 
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Figure 5.2.4.9.2.4-3: EAP method specific signalling – EAP-TTLS
5.2.4.9.2.5
Phase 4: EAP Success/Failure and exchange of the ARSK 

The EAP Success/Failure messages are part of the EAP authentication layer. These messages are not delivered to the EAP method. It is important that these messages are sent over reliable transport because they are not retransmitted by the authenticator. It is also important that the SCMF/SEAF understands the semantics of these messages because the EAP Success message carries the master security key ARSK, and the EAP Failure means unsuccessful authentication, and potentially an unauthorized UE. 
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Figure 5.2.4.9.2.5-1: EAP Success or EAP Failure  

5.2.4.9.2.6
Fast re-authentication with ERP
Editor's note: It is FFS if ERP is needed in addition to security anchor function. A separate evaluation for 3gpp and non-3gpp accesses would be needed. 
TR 33.821 [24] focused on evaluating EAP-AKA only, and considered the method specific fast re-authentication as one option to optimize the procedure. There has been further progress in IETF on a EAP method independent framework for re-authentication that should be further analysed from Next Generation point of view. RFC 6696 [25] specifies the EAP extension for EAP re-authentication protocol (ERP). ERP is common for all EAP based authentication methods and can be used for efficient re-authentication between the peer and EAP re-authentication server. The re-authentication server may locate in the visited network. 

Figure 5.2.4.9.2.6-1 assumes local ERP server in the visited network. In this scenario, the SCMF and SEAF are co-located in CN-CP (cf. MME), and a new node AUSF-VN (cf. AAA proxy) has been added to the VN. As a result of EAP/ERP run, there will be two keys in the visited network, the Domain-Specific Root Key (DSRK) in the AUSF-VN, and the Master Session Key (MSK1) in the SEAF (i.e. EAP authenticator). The domain specific Master Session key is taken into usage by making a EAP-Initiate exchange between the UE and the AUSF-VN (not shown in the figure). The separate ERP run serves the purpose of NG-UE and the ERP server (i.e. typically a AAA proxy) to proof the possession of the DSRK, and the delivery of domain specific master key rMSK1 to EAP/ERP authenticator. 
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Figure 5.2.4.9.2.6-1: Implicit bootstrapping of local ERP server between SEAF and AUSF-HN 
After the bootstrapping phase, ERP could be used in NextGen system to provide faster re-authentication, for example if/when the security end-point (i.e. CP-CN) in the network side is changing. In figure 5.2.4.9.2.6-2, the new CP-CN. is fetching new master key (rMSK2) from AUSF-VN. Note that the old CP-CN may also forward keying material to new CP-CN, and re-authentication may not be needed.
It is assumed that UE is in possession of the domain name of AUSF-VN/Local ERP Server before triggering the ERP exchange with the new CP-CN. The UE learns the presence of a local ER Server and its domain either as specified in RFC 6696 or through some other means outside ERP. 
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Figure 5.2.4.9.2.6-2: Re-authentication using ERP   

5.2.4.9.3

Migration and interworking with LTE/eLTE 

Editor's note: Architectural and service related requirements on migration and interworking with LTE/eLTE are still open in other 3GPP WGs, and needs to be clarified. 

5.2.4.9.4

Optimization considerations: termination of EAP method in the VPLMN 

One of the concerns related to the usage of EAP in the 3GPP network (also documented in TR 33.821 [24]) is related to the termination of authentication in the home network. This could be problem for efficiency by comparison to EPC AKA where authentication is done in the visited network. Essentially, the home network termination of authentication adds delay to the authentication process because some additional messages must be sent between the visited and home networks. On the other hand, this is also a way to make the overall system design more secure because the home network would not give out security related keying material out unless the authentication of the UE is successful. 

In the EAP framework, the authenticator may act as a “pass-through authenticator” allowing the back-end authentication server to perform the actual authentication. However, it is also possible that the “pass-through authenticator” implements locally some of the EAP methods. The same entity may behave differently depending on the EAP method used. Currently, there is no standard mechanism for the EAP entities that would allow them to share the information about the locally implemented EAP methods or negotiate if the authenticator should act as a "pass-through authenticator" or as a "full authenticator". 
One possibility would be to develop a 3GPP extension for the AAA protocol that would allow NG entities to share information about locally implemented EAP methods and negotiate where the authentication end-point is located. Figures 5.2.4.9.4-1 and 5.2.4.9.4-2 demonstate a potential realization of the extension. If the visted network had a local implementation of the EAP method (e.g. EAP-AKA), it could inform the home network about this. Based on this information, and a local policy, the home network would be able to decide, based on trust in VPLMN’s supported security capabilities, wether it would choose the HPLMN terminated authentication (figure 5.2.4.9.4-1) or the VPLMN terminated authentication (figure 5.2.4.9.4-2). An indication (through the content in the response from the HPLMN) of the home network’s choice would be made available to the VPLMN whereas the UE would not need to know where exactly the authentication is terminated.  

NOTE: Placing the EAP server in the visited network has the disadvantage of the HPLMN not knowing the result of authentication. 
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Figure 5.2.4.9.4-1: HPLMN terminated EAP-AKA 
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Figure 5.2.4.9.4-2: VPLMN terminated EAP-AKA 

Editor's note: The information exchanged between EAP server (AUSF in serving network) and ARPF, possibly via an AUSF in the home network acting as a passthrough, would have to be standardised. But currently no such interface exists, except for EAP-AKA' where it is SWx and home network-internal. It would have to be defined by 3GPP for each EAP method separately as the information exchanged would be EAP method specific. It is ffs whether this is desirable or even feasible as 3GPP may not want to provide a full list of allowed EAP methods for NextGen.
Editor's note: Instead of using EAP-AKA' with EAP server in serving network, also EPS AKA or EPS AKA* could be used, cf. solutions 2.7 and 2.22, to achieve the desired efficiency gains.
Editor's note: Placing the EAP server in the visited network has some security disadvantages. Firstly, the home control of authentication is lost. EPS AKA* does not have this disadvantage. Secondly, the home network may not be able to check the authorization of the SN in a freshly manner if the SN stores old AVs. These disadvantages apply also to EPS AKA, cf. solution 2.7. There is a discussion on the impact of the second disadvantage for EPS AKA*, cf. solution 2.22, evaluation section, security item 5).
5.2.4.9.5

Evaluation 

Tba 
5.2.4.10
Solution #2.10: Equipment Identifier Authentication using the Device Certificate

5.2.4.10.1
Introduction  

This solution addresses the Key issue #2.4: Equipment Identifier authentication(or EIAuth for short). In this solution, during the manufacturing of the device, it is securely provisioned with a device certificate and the private key associated with the certificate. The device certificate includes the equipment identifier (e.g., IMEI in EPS) within a field of the certificate. 

The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a 3rd party CA that is trusted by the manufacturer. Irrespective of the CA used to sign the device certificate, the operator (or the entity that is performing authentication of the reported equipment identifier) makes the decision (e.g., as part of operator device certification process) on whether to trust the CA used to sign the device certificate. 
5.2.4.10.2
Solution details  

5.2.4.10.2.1
Introduction
In this solution, the equipment identifier authentication is proposed to be performed using NAS messages after the NG-UE’s subscription is successfully authenticated and the security protection is established using keys derived from subscription authentication (similar to NAS Identity Request and Identity Response in EPS). The method proposed here is very similar to the variant 1 of the solution described in clause 5.4.4.2.2 (Enhanced AKA authentication) in TR 33.868 [26].

Providing equipment identifier authentication requires that the device has been provisioned with the device certificate. A secure part of the device stores the sensitive device keys such as the private key associated with the device certificate and performs all cryptographic operations that make use of these sensitive keys are performed within the secure part.
NOTE: 
Secure storage and processing requirements for device credentials and identifiers within the NG-UE is covered in key issue 5.y.

The high-level message flow for NG-UE attachment with equipment identifier authentication to the NextGen systems using the device certificate is given in the figure below. 

Editor’s Note: The split of functionality within the CP-CN for equipment identifier authentication is FFS. 
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Figure 5.2.4.10.2-1: NG-UE attach with equipment identifier authentication

Editor’s Note: It is FFS whether some of the steps in the message flow in the above figure can be optimized (e.g., by combining some of the steps).

1) NG-UE is pre-provisioned (e.g., during device manufacturing) with the device certificate. The certificate (or the public key) of the CA used to sign the device certificate is provisioned in the AUSF by operator. Alternatively, this information can be provisioned in the ARPF, in which case the AUSF has to retrieve the CA certificate from the ARPF. Note that the AUSF may be configured with the CA certificate(s) for the device(s) that are authorized by the operator.

Editor’s Note: It is FFS exactly where the CA cert (or public key of the CA cert) used to sign the device certificate is stored within the Next-Gen system (e.g., AUSF or ARPF or another network entity).

2) The NG-UE sends attach request to the network. After successful subscription authentication (e.g., EPS AKA) by the network, secure communication is established between the UE and the network.

3) CP-CN decides to perform equipment identifier authentication. This decision may be made based on either the subscription information retrieved from the AUSF/ARPF or the local policy of the CP-CN.

4) CP-CN sends the request for equipment identifier and the certificate associated with the device and receives it using protected NAS messages (e.g., Identity Request / Identify Response).  Use of protected NAS messages ensures that the equipment identifier privacy is maintained. The device certificate is only requested by the CP-CN if it wants to perform equipment identifier authentication and can be skipped if CP-CN wants to only retrieve the equipment identifier of the device or can obtain the device certificate by other means (e.g. from NG-UE subscription profile).

5) CP-CN retrieves from AUSF the information necessary for performing the equipment identifier authentication. This step can be skipped if the CP-CN has all the information necessary for performing the equipment identifier authentication.

6) CP-CN sends the equipment identifier authentication challenge. Optionally, if the network wants to refresh the security context by binding it with the equipment identifier authentication credentials, it may request the UE to generate a key (KDevice) during the equipment identifier authentication process.

7) UE generates the equipment identifier authentication response and sends it to CP-CN.

8) CP-CN verifies the device response and optionally calculates the KDevice.

9) If the network decides to bind the security context using keys derived from equipment identifier authentication (e.g. to provide a binding between IMSI and IMEI), the network initiates a security mode command and completes the attach procedures.

5.2.4.10.2.2 
Service Provider issued device certificate enrollment

In order to avoid the continued dependence of the operator (or service provider) on the manufacturer issued device certificate, operators (or service provider) may want to issue (e.g., using a CA owned or trusted by the operator) their own device certificate using a certificate enrollment procedure and use the service provider issued certificate for equipment identifier authentication. This has the benefit that once the NG-UE is enrolled, the operator no longer needs to trust the CA used by the device manufacturer.

If an NG-UE has an MNO or service provider issued device certificate, it should be used instead of the manufacturer issued device certificate for the equipment identifier authentication. The service provider issued device certificate that is used for equipment identifier authentication shall include the equipment identifier in an attribute within the issued certificate (e.g., subjectAltName field includes the equipment identifier in FQDN format, such as <equipment-identifier>.serviceprovider.com). This will allow the network function performing the equipment identifier authentication to extract the equipment identifier from the service provider issued certificate (e.g., in EIR procedures in clause 5.2.4.10.2.3).
There are two well-known methods that can be used for certificate enrollment, namely, Simple Certificate Enrollment Protocol (SCEP) and Enrollment over Secure Transport (EST), specified in IETF RFC7030.

Although SCEP is widely used, it requires the use of shared secrets between the client and the CA for securing the certificate signing request (CSR). An IETF draft is available for SCEP (e.g., https://www.ietf.org/id/draft-gutmann-scep-03.txt), however, its path to becoming an RFC seems uncertain due to lack of support within IETF.

The EST uses TLS for the secure transport of messages and certificates between the CA/RA (Registration Authority) and the client. Furthermore, the manufacturer issued device certificate can be used to authenticate the NG-UE to establish a mutually authenticated TLS tunnel that can be used as a secure transport for certificate issuance. The EST also support cryptographic agility and automatic certificate re-enrollment. 

NOTE: The authentication of the certificate enrollment procedure relies on the manufacturer issued device certificate.  
Therefore, if a certificate enrollment method needs to be specified in 3GPP, then the use of EST seems preferable compared to SCEP. 

Another option to consider for the certificate enrollment method is the use of CMPv2 (IETF RFC 4210) used for the enrollment of the base stations with operator issued certificates specified in clause 9 of TS 33.310. However, the use of EST compared to CMPv2 has the following benefits for device certificate enrollment:

· Privacy / confidentiality protection: Use of TLS as the transport for EST ensures that all certificate enrollment messages/procedures are confidentiality protected. CMPv2 uses message layer security to provide integrity protection to all its fields but encryption is applied only to the Certificate field and not to the entire messages (cf. requirement 3 in section 3.1.2 of RFC 4210).

· Attributes types to include in the Certificate Signing Request (CSR): EST natively supports the ability for the EST client to request the CA/RA to provide the list of specific attributes that the EST client should include in the CSR. This capability may be beneficial in scenarios where the EST will be used to enrol multiple device certificates with set of different attributes (e.g., based on the application need).

It should be noted that workarounds can be found to provide these benefits for CMPv2. However, these require further specification work and might not be compatible with CMPv2 profile in TS 33.310. Therefore, the use of EST as the method for device certificate enrollment also seems preferable compared to CMPv2.

Editor’s Note: It is ffs whether a certificate enrollment method needs to be specified in NextGen System (e.g., by profiling the use of EST).
5.2.4.10.2.3 
Use of Equipment Identifier Authentication with EIR

The Equipment Identity Register (EIR) is used in the existing 3GPP systems to check whether the device identified by the equipment identifier (e.g., IMEI) is reported stolen. If it is, then the network may deny service to these devices. However, in the existing 3GPP systems, the reported equipment identifier is not authenticated. A malicious user may be able to report an equipment identifier that is not reported stolen, thereby bypassing the EIR check by the network. 

The high-level call flow below shows how the equipment identifier authentication solution can be used with EIR to improve the security of the EIR procedures.
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Figure 5.2.4.10.2-2: EIR check after equipment identifier authentication

1) NG-UE performs attach and equipment identifier authentication as shown in steps 1-8 of Figure 5.2.4.10.2-1.

2) CP-CN decides to perform EIR check and sends Identity Check Request message including the authenticated equipment identifier.

3) CP-CN receives result of the EIR authorization check. If the device is blacklisted, the CP-CN may abort the attach procedures by sending attach reject message. Otherwise, proceed to the next step.

4) CP-CN sends the attach complete message to the NG-UE with optionally taking into account the new security context that is bound with the equipment identifier authentication.

5.2.4.10.3
Evaluation 

FFS
5.2.4.11
Solution #2.11: Blocking the UE which repeats authentication in a short period
5.2.4.11.1
Introduction
This solution addresses key issue 5.2.3.7 of reducing signalling overload. In particular, it addresses the issue where a large number of UEs controlled by the attacker to repeatedly initiate the authentication process in a short period of time. 
5.2.4.11.2
Solution details
Legal UE which is controlled by an attacker and repeatedly initiates the authentication process in a short period will cause network resources to be maliciously exahusted. This proposal allows the network to monitor the authentication frequency of the UE. If the authentication frequency of one UE is higher than a certain  threshold, then the network will consider the UE’s behaviour as abnormal and block the UE’s authentication process for a back-off time. 
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Figure 5.2.4.11.2-1：Procedure for Blocking Illegal UE causing repeated authentication
For the illegal UE, each time the UE authentication  fails, to save the radio network resouce for normal UE, it’s suggessed that the access node monitor the authentication failure frequency of the UE. When the authentication failure frequency of one UE is higher than a certain  threshold, then block the UE’s RRC connnection request for a back-off time. Here, in order to identify a specical UE, RRC connnection request has to carry the UE identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
NOTE: 
If the UE authentication fails, the authentication server should send a message to notify the access node to release the UE context with the cause of authentication failure. E,g. in the LTE 3GPP-AKA authentication, the MME sends the UE context release command with the cause of authentication failure to the eNB.
Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID.
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Figure 5.2.4.11.2-2：Procedure for Blocking legal UE
For the above case of legal UE, only when the authentication frequency is higher than the normal frequency, then network decides the UE is abnormal and block it, so the threshold of the authentication frequency depends on the specific service model. E.g. the normal authentication frequency is A, then set the threshold to 2*A. For the case of illegal UE, if the frequency of authentication failure is higher than a certain vaule, e.g. 3 times per second, then think the UE is abnormal and block it immediately. Therefore,  the threshold of the authentication frequency should be set to different value for the different two case. And the back-off time also can be set to different value. How to set the threshold of the authentication frequency and the back-off time, it depends on the operator’s requirement and the vendor’s implemention.
Editor’s Note: This solution interworking with privacy solutions is ffs.

Editor’s Note: This solution assumes that the UE is capable of triggering the authentication procedure. This solution needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.
Editor’s Note: What kind of ID available to access network for tracking the UE and how it is protected, e.g., Temp ID, RAN specific ID, or IMSI, is ffs.

NOTE: 
To identify a special UE in the access node, the RRC connection request message has to carry an identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
5.2.4.11.3
Evaluation
The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.
Editor’s Note: A complete evaluation is still needed.

5.2.4.12

Solution #2.12: Mutual Authentication and Security Agreement

5.2.4.12.1
Introduction
This solution addresses key issue #2.1, #4.1. #7.2, #7.3, and the following security areas in TR 33.899:

1. Security Area No. 2, Authentication. Provides a mutual authentication mechanism.

2. Security Area No. 3, It leverage the EPS-AKA mechanism for deriving security and keying materials for protecting all signaling and userplane traffic between the NG-UE and the network. It also derives keys for protecting the Initial authentication.

3. Seciurity Area No. 4, It provides a mechanism to allow the network to integrity protect any message at the level of NAS and AS even in the scenarios when the UE and the network goes out of synchronization or the network is not able to validate the authenticity of the NG-UE or any of its signaling messages.

4. Security Area No. 7: It protects the user/device privacy by protecting the subscriber and device identifiers at all times and in all scenarios.

5.2.4.12.2
Solution Details
5.2.4.12.2.1
NG Security Architecture

This solution assumes the following Next Generation security architecture principles:

· There is a security anchor node (SeAN) that resides in the core of the serving network. 

· The SeAN performs the role of the authenticator.

· The security architecture shall consider the case of CP and UP split and have mechanisms to provide the needed security materials to the UP node.

Editor’s Note: How this solution works with LI requirements is ffs.
5.2.4.12.2.2
NG-MASA Main Security Aspects

Initial Authentication: 
· Initial Authentication is executed when the NG-UE does not have any currently valid security association with the access network.

· Initial Authentication utilizes Asymmetric public key of the Home Network in addition to the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC.

· Initial Authentication is completed in 4 messages which includes the security agreement exchange for Non-Access Stratum signaling, e.g., NAS.
· Initial Authentication utilizes the Home Network public key to encrypt the Initial Authentoication Request message and protect the subscriber identity, e.g., IMSI. 

· Initial Authentication utilizes the subscriber symmetric key ‘K’ and other security credentials to secure and protect the Initial Authentication Response (IAS) sent from the SeAN to the NG-UE.

· Mutual security agreement is derived and agreed upon between the NG-UE and Network for all signaling and user plane traffic; NAS, RRC, user plane traffic, etc. 
· The serving network public key is securely communicated to the NG-UE in the Initial Authentication Response. This SN public key is used by the NG-UE to validate network signature in odd and error case scenarios.
· Initial Authentication utilizes Asymmetric public key of the Home Network to  the Initial Authentication Request while using the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC to secure the Initial Authentication Response (IAS) from the SeAN to the NG-UE.
· During Initial Authentication, the HSS generates the normal AV(s) and delivered to the SeAN (e.g. MME). MME follows current procedures to deliver respective AV to the NG-UE in the Initial Authentication Response. The AV is used to develop the security keying material for securing communications between the NG-UE and the serving network beyond the Initial Authentication procedure.
(Re)-Authentication: 
· This is executed when NG-UE and access network has a current valid security association but the network request the NG-UE to re-authenticate.
· It follows the current LTE 3GPP EPS-AKA mechanism when using UE Temporary Identifier only.
Editor's Note: Cross referenceing with security area 7 solutions in regard to IMSI protection is ffs.
5.2.4.12.2.3
NG-UE Functionality

5.2.4.12.2.3.1
Initial Authentication Request (IAR)

· Initial Authentication Request is sent from the NG-UE to the serving network SeAN in resonse to Identify Request message from the SeAN.

· Initial Authentication Request carries two main blocks of information which can be identified as follows:

· IAR Inner Block 

· This block of the IAR includes security information related to NG-UE, e.g., UE security capabilities, IMSI, RAND1, RAND2, COUNTER.

· NG-UE generates RAND1 and RAND2 to be used to protect the respective blocks of the IAR and IAS as described in the following sections.

· NG-UE uses the RAND1 and the ‘K’ key to generate an Initial Authentication Request encryption and integrity protection keys, KIARenc + KIARint

· NG-UE uses KIARenc to encrypt the IAR inner block. The encrypted block is referred to as the IAR inner block.

· IAR Outer Block
· NG-UE will add RAND1 and IMSI.

· NG-UE uses KIARint to integrity protect both the Inner and outer IAR blocks and generate MAC.

· NG-UE encrypts the IAR message (including Inner and the Oter Blocks) using the Home Network public key.

· NG-UE includes the Home Network Identifier (HID) that is associated with the home network public key that was used to encrypt the IAR. This comprises the entire IAR,
5.2.4.12.2.3.2
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SeAN to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing security material the SeAN currently receives from HSS, SeAN also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SeAN includes the security parameters that SeAN agrees with to use with UE based on the UE security capabilities that was received from the HSS. SeAN encrypts the information in the inner block using KIASenc.

· In addition, the SeAN adds the serving network ID (SNID), the serving network public key (SNPK), and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the inner block of the respective outstanding IAR.

· NG-UE uses RAND2 and the subscriber ‘K’ with other keying material to derive KIASenc + KIASint. These keys could be derived ahead of time at the time of IAR initiation.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.
NOTE: 
This solution does not address the case when the serving network lies about its public key.
Editor’s Note: Whether serving networking lying about its public key is a serious security threat is FFS.

5.2.4.12.2.3.3
Changes to S6a User Authentication and Data Request

· SeAN includes in the Authentication and Data Request the entire received Initial Authentication Request as received from the NG-UE.

5.2.4.12.2.4
Changes to HSS Functionality

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When HSS receives the Authentication and Data Request from the SeAN, HSS retrieves the IAR message.

· HSS uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· HSS uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND1.

· HSS access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· HSS uses the RAND1 and ‘K’ to derive KIARenc + KIARint. 

· HSS uses KIARint and the inner and outer block of the IAR to calculate the MAC and compare it to the MAC included to validate the integrity of the IAR. If validation passes, HSS validate the freshness of the message by checkeing the COUNTER received in the Inner Block of the received IAR as listed in next step.

Editor’s Note: It is FFS whether a more sophisticated counter mechanism would provide more efficient replay protection.
· If integrity of IAR passes, HSS uses KIARenc to decrypt the IAR inner block. Then the HSS does the following verifications:

· Check the freshness of the IAR by checking the received COUNTER.

· Recover the UE security capabilities to be included back to the SeAN in the respective Authentication and Data Response.

· Recover RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response.

5.2.4.12.2.4.2
Handling of Authentication and Data Response

· HSS includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
Editor’s Note: Whether to implement these functionalities in HSS or in an additional layer that can sit in front of HSS while keeping HSS unchanged is ffs.
Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.
Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.
5.2.4.12.2.4.3
Changes to SeAN Functionality

In comparison to the current MME functionality and the possibility for SeAN being the NG security Anchor Node, the following are the changes required to handle Initial Authentication.

· Authenticity and validation of the NG-UE through the Initial Authentication procedure is communicated by the HSS to the SeAN.

· SeAN uses the received UE Security Capabilities to decide on security parameters with the UE. SeAN includes these security parameters in the IAS Inner Block.

· SeAN includes the serving network ID, SNID, and the serving network public key, SNPK, and security parameters that are needed outside the Inner block of the IAS.

· SeAN uses the received KIASint + KIASenc keys to integrity protect and encrypt the IAS.

NOTE: 
In order to prevent some potential DoS attacks on the Home Network, the Serving Network should enforce a reasonable rate limit of IAR message per UE. Even if a UE is still un-identified in the SN, the SN is supposed to give the UE some "radio ID" in order to route messages back to the UE. So there should be a rate limit, e.g., 1 IAR message per second per "radio ID". If the UE is malicious, the UE could also claim several times to be another one in order to receive different "radio IDs". Therefore, there should also be an overall IAR rate limit per base statione.
5.2.4.12.2.5
Initial Authentication Call Flow Details
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Figure 5.2.4.12.2.5-1: Call flow of NG-MASA Initial Authentication
The Key steps are as follows:

1. UE is configured with a (e)UICC with ‘K’ key and the Home Network ID and its associated public key.

NOTE:  
Home network ID and Home network public key can reside either in the UICC or in the UE. It is an operator specific configuration option.
2. SeAN send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

a.  Request the (e)UICC application to generate required security material for initial authentication, RAND1, RAND2, KIARenc, KIARInt, KIASenc, KIASint, and COUNTER.

b. NG-UE builds IAR with Inner block being encrypted using KIARenc and Inner and Outer blocks are integrity protected by KIARInt. 

c. NG-UE encrypts the whole Inner & Outer blocks of the IAR including the MAC with the home network public key.

d. NG-UE sends IAR to SeAN.

4. SeAN identifies the Home Network based on HID in the IAR and send Authentication and Data Request to the HSS. SeAN ensures including the IAR in the message.

NOTE: 
Having the HID on the clear may contribute to the possibility of tracking the UE or a group of UEs which belong to the same home network and using the same HID. 
5.  When HSS receives the Authentication and Data Request message, HSS perform the following steps:

a. Decrypt IAR using Home Network Private key that is associated with the HID & Recover IMSI and RAND1.

b. Access the Subscriber record based on IMSI and Generate ‘KIAREnc & KIARInt” based on ‘K’ and RAND1.

c. Generate the IAR message MAC based using KIARInt key and check the integrity of IAR and authenticate the UE.
d. Decrypt IAR Inner block, recover UE Security Capabilities, RAND2, and COUNTER. Use COUNTER to check freshness of the message.
e. If successful, HSS generates AV based on EPS-AKA

f. Generate IAS Encryption and Integrity keys using RAND2 and ‘K’. 

g. Deliver all material to SeAN in Data & Auth. Response including the UE Security Capabilities, RAND2, and KIASenc and KIASint.

6. HSS sends Authentication and Data Response to the MME with the following information:

a. Subscriber Identifier, IMSI

b. UE Security Capabilities.

c. KIASenc, KIASInt, RAND2. and

d. Authentication Vector(s)

7. SeAN recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RAND2, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

8. SeAN builds IAS and send to the NG-UE. 

a. SeAN uses the KIASenc to encrypt the Inner Block 

b. SeAN adds the RAND2 In the outer block of IAS

c. SeAN integrity protect the whole IAS using KIASint before sending the IAS to NG-UE

9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using RAND2.

b. Validate the integrity of the IAS message using KIASInt.

c. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SeAN agrees on, KSI, etc.

d. The UE  uses the current LTE 3GPP-AKA procedure to authenticate the network using RAND and AUTN as received in the IAS

e. NG-UE can generate NAS security keys.

f. After all is successful, the NG-UE sends Security and Authentication complete message with integrity protection and encryption is optional and as needed using the KNASInt and KNASenc.

5.2.4.12.3
MASA support 4G USIM

The following subsections describe how MASA supports the use of existing 4G USIM. This section describes the delta from the overall solution as described in Clause 5.2.4.12.2.

Editor’s Note: A clarification of 4G USIM and whether Release 99 USIM can be used is FFS.
5.2.4.12.3.1
 Initial Authentication Request (IAR)

When a 4G USIM is being used in the UE, and the UE supports 5G access and MASA, the UE will initiate this process only after receiving an Identity Request from the serving network. Since the UE has a 4G USIM, the UE construct the Initial Authentication Request message as follows:

· In this case the IAR message contain only one single block that is being encrypted by the home network public key.

· This single block carries the following information:

· IMSI

· RAND2

· COUNTER

· UE SECURITY CAPABILITIES

· Etc.
· Outside the block that is encrypted using the home network public key, the UE includes the Home Network ID (HID) and a flag to indicate that this IAR message is generated for 4G USIM.
5.2.4.12.3.2 Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing EPS_AKA security material the SEAF currently receives from HSS, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees with to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, the SEAF adds the serving network ID (optional SNID), the serving network public key (SNPK), the RAND & AUTN of the respective AV, and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the respective outstanding IAR.

· NG-UE uses RAND and AUTN to access the USIM and generate RES, KASME & KIASenc + KIASint based on RAND2 and the subscriber ‘K’.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID (if included) and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material and the RES for the access network to authenticate the UE.
5.2.4.12.3.3
AUSF/ARPF Functionality

5.2.4.12.3.3.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message. AUSF/ARPF validates that this IAR is for the support of 4G USIM.

· ASUF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND2, COUNTER

· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF validates freshness of the IAR message using COUNTER. 

· If IAR freshness validation passes, AUSF/ARPF Recovers RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response. AUSF/ARPF recovers UE security capabilities to be included in the respective Authentication and Data Response message.

5.2.4.12.3.3.2
Handling of Authentication and Data Response

· AUSF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 

5.2.4.12.3.4
SEAF Functionality

In comparison to the current LTE MME functionality, the following are the functionalities required to handle Initial Authentication.

· SEAF uses the received UE Security Capabilities to decide on security parameters with the UE. SEAF includes these security parameters in the IAS Inner Block.

· SEAF includes the serving network ID (optionally), SNID, and the serving network public key, SNPK, and security parameters that are needed outside the Inner block of the IAS.

· SEAF includes the respective AV material outside the inner block, i.e., RAND and AUTN.

· SEAF uses the received KIASint + KIASenc keys to integrity protect and encrypt the IAS.

· SEAF authenticates the UE via the received RES in the Security and Authentication Complete message.
5.2.4.12.3.5
4G USIM Initial Authentication Call Flow Details
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Figure 5.2.4.12.3.5-1: Call flow of MASA Initial Authentication using 4G USIM
The Key steps are as follows:

1. UE is configured with a 4G USIM with ‘K’ key and the Home Network ID and its associated public key.

2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

e.  Request the (e)UICC application to generate required security material for initial authentication, RAND1, RAND2, KIARenc, KIARInt, KIASenc, KIASint, and COUNTER.

f. NG-UE builds IAR as one block with UE SEC Capabilities, IMSI, RAND2, and COUNTER. 

g. NG-UE encrypts the entire single block of the IAR with the home network public key. NG-UE includes the HID and the 4GUSIMFlag in the outer part of IAR.

h. NG-UE sends IAR to SEAF.

4. SEAF identifies the IAR for 4G USIM and the Home Network based on HID in the IAR and send Authentication and Data Request to the HSS. SEAF ensures including the IAR, HID, and 4GUSIM in the message.

5. When AUSF/ARPF receives the Authentication and Data Request message, AUSF/ARPF perform the following steps:

h. Decrypt IAR using Home Network Private key that is associated with the HID & Recover IMSI, COUNTER, UE SEC Capabilities and RAND2.

i. Access the subscriber record based on IMSI and validate the freshness of the message based on COUNTER.
j. If successful, AUSF/ARPF generates AV based on EPS-AKA

k. Generate IAS Encryption and Integrity keys using RAND2 and ‘K’. 

l. Deliver all material to SEAF in Data & Auth. Response including the UE Security Capabilities, RAND2, and KIASenc and KIASint.

6. SEAF sends Authentication and Data Response to the SeAN with the following information:

a. Subscriber Identifier, IMSI if needed.

b. UE Security Capabilities.

c. KIASenc, KIASInt, RAND2. and

d. Authentication Vector.

7. SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RAND2, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

8. SEAF builds IAS and send to the NG-UE. 

a. SEAF uses the KIASenc to encrypt the Inner Block 

b. SEAF adds the RAND2, AV material, In the outer block of IAS

c. SEAF integrity protect the whole IAS using KIASint before sending the IAS to NG-UE

9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using RAND2.

b. Recovers the RAND and AUTN and access the 4G USIM to generate RES, Kasme, and IAS keys.

c. Validate the integrity of the IAS message using KIASInt.

d. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SEAF agrees on, KSI, etc.

e. The UE  uses the current LTE 3GPP-AKA procedure to authenticate the network using RAND and AUTN as received in the IAS

f. NG-UE can generate NAS security keys.

g. After all is successful, the NG-UE sends Security and Authentication complete message with RES included while integrity protected and encrypted being optional and as needed using the KNASInt and KNASenc.
5.2.4.12.4 
 MASA NG-UE Security Capabilities Negotiation
The following subsections describe how NG-UE security capabilities are being negotiated for NAS, gNB-CP (RRC), and UP-GW (UP) protection and supported as per MASA Initial Authentication procedure. The following clauses avoid details that are being described in the main section of MASA solution details.
5.2.4.12.4.1
 NG-UE Functionality

· NG-UE builds IAR message according to MASA.

· UE includes inside the encrypted inner block of the IAR message its UE security Capabilities for NAS, gNB-CP, UP-GW and other parameters. UE sends IAR to SeAN.

· When the NG-UE receives the IAS message and after it authenticates the integrity of the message and authenticates the serving network, the NG-UE recovers the security parameters related to the agreed upon security capabilities as received in the inner block of the IAS message. These security capabilities cover NAS, gNB-CP, and UP-GW security capabilities.

· NG-UE generates the respective NAS, gNB-CP, and UP-GW security keys and sends the Authentication and Security Complete message to the SeAN.

5.2.4.12.4.2
gNB-CP Functionality
1. Option 1: A flag is used in RRC or similar protocol to indicate to gNB-CP that this is IAR message.

2. Option 2: SeAN uses the infrastructure DNS server or other means to recover the gNB-CP security capabilities.

3. In the case of option 1 which is described in the call flow in figure 5.2.4.12.3.5.1, gNB-CP adds its gNB-CP security capabilities to the message sent to the SeAN. This is outside the NAS message but within the transport protocol between the gNB-CP and SeAN, e.g., in LTE it is S1AP.

4. In both options 1 & 2, gNB-CP recovers the gNB-CP agreed upon security paramneters with the UE from the message that carries the IAS message to the NG-UE. SeNB includes these parameters outside the NAS message and inside the transport protocol between the SeAN and gNB-CP.
5.2.4.12.4.3
SeAN Functionality
A. SeAN acquires gNB-CP security capabilities

The following are different options for SeAN acquiring gNB-CP security capabilities:

1. gNB-CP includes its security capabilities inside the transport protocol (e.g., S1AP) in the message that carries the Initial Authentication Request. 

2. Whenever the gNB-CP comes up to service, the gNB-CP communicates its security capabilities to the available SeAN(s) and SeAN saves the gNB security capabilities against the gNB-CP ID.

3. SeAN uses the infrastructure DNS server to acquire the gNB-CP security capabilities.

B. SeAN acquires UP-GW security capabilities

The following are different options for SeAN acquiring UP-GW security capabilities:

1. SeAN acquires the UP-GW security capabilities either during provisioning or, 

2. SeAN acquires UP-GW security capabilities using the infrastructure DNS server based on the UP-GW ID.

NOTE: In many LTE implementations, the MME acquires the IP address of the S/P-GW via the infrastructure DNS server. In NG, similarly, it is possible when SeAN acquires the UP-GW IP address to also acquires its security capabilities.

C. SeAN Communicates all protocols security capabilities

1. After the SeAN receives the successful Authentication & Data Response from the HSS, it decides on the security capabilities for the NG-UE for the following protocols, NAS, gNB-CP, UP-GW based on the available NG-UE security capabilities, gNB-CP security capabilities, UP-GW security capabilities.

2. SeAN follows operator policy when deciding the security parameters for all respective protocols.
3. SeAN communicates the all protocols agreed upon security parameters to the NG-UE inside the IAS message.

4. SeAN communicates the gNB-CP protocol agreed upon security parameters to the gNB-CP node inside the S1AP message that carries the IAS message.

5. SeAN communicates the UP-GW protocol agreed upon security parameters to the UP-GW during the bearer establishment for the respective NG-UE.
Editor’s Note: Allowing the SeAN to make a decision on AS security algorithms based on gNB-CP security capabilities is FFS.

5.2.4.12.4.4
HSS Functionality
No changes from the standard MASA functionality.

5.2.4.12.4.5
UP-GW Functionality
The SeAN communicates the security capabilities for UP agreed upon with the UE to the UP-GW during the NG-UE bearer setup.

5.2.4.12.4.5.1
Initial Authentication Call Flow with NG-UE Security Capabilities Negotiation
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Figure 5.2.4.12.3.5-1: MASA Initial Authentication with NG-UE Security Capabilities Negotiation
The Key steps are as follows:

10. UE is configured with 5G (e)UICC with ‘K’ key, the Home Network ID, and its associated public key.

11. SeAN send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

12. NG-UE performs the following:

i.  Request the (e)UICC application to generate required security material for initial authentication, RAND1, RAND2, KIARenc, KIARInt, KIASenc, KIASint, and COUNTER.

j. NG-UE builds IAR as per MASA. In this step NG-UE includes NG-UE Security Capabilities inside the inner block of the IAR message. It also may include its IMEI. 

k. NG-UE encrypts the whole Inner & Outer blocks of the IAR including the MAC with the home network public key.

l. NG-UE sends IAR to SeAN.

13. Optionally, gNB-CP node adds its Security Capabilities to the transposrt message between the gNB-CP and the SeAN (e.g., inside S1AP message as per 4G).

14. gNB-CP sends the respective S1AP message that carries the NG-UE IAR message to the SeAN.

15. SeAN acquirs the gNB-CP security capabilities as per the listed options in clause xxxx and save them as part of the temporary context for the NG-UE.

16.  SeAn follows MASA and forward the Authentication and Data Request message to the HSS.

17. When HSS receives the Authentication and Data Request message, authenticate the NG-UE as per MASA and generates the IAS respective keys. HSS may recover the NG-UE IMSI and validate the NG-UE security capabilities.

18. HSS sends Authentication and Data Response to the SeAN as per MASA with NG-UE Security Capabilities included.

19.  SeAN recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RAND2, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

b. SeAN may acquire the UP-GW security capabilities at this point after receiving the UP-GW identity from HSS or allocate it dynamically through provisioning and load balancing.

20. SeAN builds IAS and send to the NG-UE following MASA. In addition, SeAN include the gNB-CP protocol agreed upon security parameters in the S1AP message being sent to the gNB-CP node.

21. gNB-CP recovers gNB-CP protocol agreed upon security parameters and save it as part of the NG-UE current context.

22. gNB-CP forwards the IAS message to the NG-UE.

23. NG-UE validates the authenticity of the IAS and authenticates the network as per MASA. In addition, the UE saves all protocols agreed upon security parameters as part of its context. NG-UE sends the Security and Authentication cComplete message to the SeAN.

24. SeAN communicates the agreed upon UP-GW security parameters to the UP-GW during the NG-UE bearer setup.

5.2.4.12.5
Solution Evaluation
· Security: 

This solution proposes a mutual authentication and a security agreement mechanism that addresses all the known security vulnerabilities that has been documented against LTE 3GPP EPS-AKA. It addresses the following issues:

1. It protects the subscriber and device long term identifier (e.g., IMSI) at all times and prevents IMSI leakage.

2. It provides a dynamic mechanism to deliver the serving network public key material to the NG-UE in a secure manner which allows the network to always deliver NAS and AS messages with at least integrity protection. This mechanism protects against reported MITM attack on using attach response with error code.

•
Possibility of a common transport for a variety of authentication methods: 

This solution introduces a mechanism for Initial Authentication which is being introduced using 3GPP NAS signaling. However, the same initial authentication mechanism can be used over EAP.

•
Efficiency: 

This solution provides an at least two messages saving over 3GPP EPS-AKA which counts for about 33% signaling saving. This mechanism utilizes the secure exchange of IAR and IAS to exchange the UE security capabilities within the Initial authentication messages.

•
Interworking: 

This solution is based on 3GPP EPS-AKA and after Initial Authentication, the UE and the network can use EPS-AKA mechanism for handover and idle mode mobility. This mechanism can be adopted over EAP and thus can be seamlessly used to support interworking with non-3GPP accesses.

•
Migration 

This solution utilizes all the strength from 3GPP EPS-AKA and symmetric keys as used in (e)UICC. It is 100% backward compatible with 3GPP EPS-AKA.

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network
This solution is completely under the scope of 3GPP. However, if it is used over EAP for interworking with non-3GPP accesses, then the control of EAP lies within IETF.

5.2.4.13
Solution #2.13: AKA-based authentication for service provider connectivity 
5.2.4.13.1
Introduction 
The next generation system would be a flexible system supporting 3rd party services. According to Key Issue #2.9, based on the mutual trust between the operator and 3rd party services, the device/user related to 3rd party services should be authenticated to network access and the device should be able to authenticate the network.  According to the Key Issue #2.1, providing the authentication capability of the network to operator and 3rd party services should be considered.
The goal of this solution is to provide an AKA-based authentication method for UE accessing to network for 3rd party service provider connectivity. The operator could control the authentication process entirely based on this solution.
5.2.4.13.2
Solution details

This solution addressed the Key issue #2.9 for security for service provider connectivity. 

· The ARPF, AUSF, SEAF in the following figure are defined in clause 15.2.1.2:

Subscriber Repository Function: This function contains subscriber profiles for authorization, user identities and corresponding long-term credentials for authentication.

CP-AU authentication Function: A function in the core network that performs UE authentication process and interacts with Subscriber Repository Function for retrieving authentication materials.
· Assumptions of this solution: 

3rd party service credential (Kser): Shared between the operator’s network (e.g., AUSF) and 3rd party service provider after mutual trust between the operator and the 3rd party service provider is established. Also shared between the UE and the operator’s network (e.g., AUSF).

It is assumed that Kser is preconfigured within ME device for the UE side. 
There are several options for how AUSF obtains Kser:
Option1: The Kser is preconfigured in the AUSF

Option2: The Kser is preconfigured only in the ARPF residing in a 3rd party system as described in clause 5.2.1.2. And the AUSF could obtain Kser from this ARPF. 

KNG: The next generation key (like Kasme in LTE), derived from CK/IK and shared by UE and AUSF.
Editor’s Note: How Kser is transferred is FFS.
Editor’s Note: This is an optimized solution only for IoT device for one service; for multiple services it is ffs.
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Figure 5.2.4.13.2-1 AKA-base network access authentication for service provider connectivity
1. 
UE sends request message to network to trigger the next authentication procedure which would be the attach request message. And the UE network identity (e.g., IMSI) and service identity are included in this message.
2. 
Upon receiving the request message from UE, the operator network needs to authenticate the UE, then the SEAF would fetch the authentication vector (RAND, AUTN, XRES, KNG) from AUSF to perform user authentication.  The KNG could be generated in the similar way of Kasme.
3. 
The AUSF sends an authentication data response back to SEAF that contains the requested information (i.e., AV, MAC1, MAC2’). 
The AUSF computes the MAC1 using the Kser, MAC and RAND. e.g., MAC1=f1 (Kser, MAC, RAND), where f1 function is the same as the f1 function used in the AKA procedure to generate MAC. The MAC1 could be used for the UE to authentication the network access for service provider connectivity based on Kser. Similarly, AUSF computes the MAC2’ from RAND, XRES and Kser. 
4. 
The SEAF sends to the UE the random challenge RAND, an authentication token AUTN for network authentication from the selected authentication vector and MAC1 included in a user authentication request message. 

5. 
At receipt of this message, the USIM first computes XMAC and check if it equals MAC, if it’s the same, then sends CK, IK, and RES to ME. Then ME could compute MAC1’ from RAND, Kser and MAC to verify whether MAC1’ equals MAC1. If the verifications are successful, the UE authenticates the operator and the 3rd party service provider.

In order to allow the network to authenticate the UE, the ME computes the MAC2 from RAND, RES and Kser, and includes this parameter in a user authentication response back to the SEAF. e.g., MAC2=f1 (Kser, RES, RAND). The MAC2 could be used for the network to authentication the UE for service provider connectivity based on Kser.

6. 
At receipt of this message, the SEAF first checks if RES equals XRES, then verifies if MAC2’ equals MAC2. If it’s same, the network access authentication for service provider connectivity based on Kser has passed. If not, the SEAF might send an authentication reject message towards the UE. 

5.2.4.13.3
Evalution
Tba.
5.2.4.14
Solution #2.14: Solution for non-AKA Authentication
5.2.4.14.1
Introduction  

This solution addresses key issue #2.5.
In key issue 2.5, it requires the next generation system support non-AKA authentications. The requirement are as follows: 

-
The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.

-
Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

-
If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.

There are a few potential candidates for alternative keys in a separate contribution, including password, PKI-based public key technologies, Identity-based public key technology etc. Considering the feasibility, efficiency (i.e. key size) and the capability of embedded service information into public key, Identity-based public key technology could be one of the suitable alternative keys for next generation system for alternative 3GPP subscriber credentials. 

In this contribution, we propose an authentication framework and an example authentication protocol for the next generation system based on the Identity-based keys. The authentication is based on a revised EAP-TLS protocol as it is an EAP-based authentication protocol using public key for mutual authentication. Figure 5.2.4.14.1-1 depcits the generic authentication procedure based on the EAP-TLS. It can be further improved in the future. 
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Figure 5.2.4.14.1-1:  a generic EAP-TLS authentication procedure
Editor's note: The revocation mechanism and its impact on 3GPP system is ffs.
Editor's note: The support of roaming and whether a global PKG entity is required is ffs.

Editor’s note: The overhead of public/private key need to be understand over radio interface and as well the impact on non-human IOT devices (e.g. low power IOT devices).

5.2.4.14.2
Solution details  

5.2.4.14.2.1
A Framework for Non-AKA Authentication

To enable non-AKA authentication with ID-based credentials, a framework should be defined. A potential authentication framework is shown in Figure 5.4.2.14.2-1. In this framework, the authentication involves UE, AUSF, Revocation Server Fuction (RSF) and ARPF.

ARPF stores the master secret keys and system parameters that are used to generate SIGN-keys, include Public Validation Token (PVT), Secret Signing Keys (SSK), and KMS Secret (KSAK) according to the RFC 6507 [33].   

AUSF stores the Identity-based keys and parameters, including ID_AUSF, PVT, SSK and KPAK. AUSF received keys and parameters from the ARPF. The PVT and SSK can be a short term key and only used for certain period and then the ARPF will provision another set of PVT and SSK to AUSF. 
RSF stores those UE identities that have been revoked by the operator. The RSF is used to determine whether an UE is allowed perform mutual authentication with AUSF or not. After receiving an identiy from UE during the authentication procedure, the AUSF shall send a request to the RSF to check the validity of the UE_ID. RSF will return an indicator in the response to indicate whether the UE_ID is in the revocation list. If an identity is included in the list, AUSF shall terminate the authentication. 
RSF could be co-located with AUSF or accessed through a non-standardized interface from AUSF.
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Figure 5.4.2.14.2.1-1: An Non-AKA based Authentication Framework with ID-based Credentials 
5.2.4.14.2.2
Generic Procedure Description for Non-AKA Authentication 
We assume that ARPF has all those secret keys and parameters that are required to generate Identity-based SING-Key as specified in the RFC 6507 [33]. We also assume UE has been provided with Identity based credential, including ID_UE, PVT, and SSK specific to the UE. ARPF also sends AUSF specific ID, PVT, SSK to AUSF. It is used by AUSF to generate signatures duringmutual authentication with UE. 
To support the AUSF perform mutual authentication with UE, ARPF provisions UE with Identity-based credentials. The credentials can be a short term and used by AUSF for certain period such as one day and after that, a new set of credentials are provioned to the AUSF. The procedures are as follows:
a.1: ARPF provision AUSF with ID_AUSF, PVT and SSK. 
a.2: AUSF stores ID_AUSF, PVT and SSK. It is used for mutual authentication with UE later. 
When UE want to attach to the network, following procedure is perfomed:
1. UE sends its identity to the AUSF.
2. AUSF extract the identiy and send it to the RSF for validation.
3. RSF check whether the received identity is in the revocation list or not and a result is generated based on the validation. 
4. RSF send back the result to the AUSF. 
5. AUSF determine whether it should terminate the authentication procedure or not based on the results from RSF. 
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Figure 5.4.2.14.2.2-1: Generic Procedures for Non-AKA based Authentication with Identity-based Credentials 
5.2.4.14.2.3
Non-AKA Authentication Protocols

In this solution, we give an example authentication method. It can be improved further in the future, e.g. In this example solution, we assume that both network side and UE side are provisioned with Identity-based credentisals, which include an identity, a private key for signature and a KMS Public Authentication Key (KPAK) as defined in RFC 6507 [33] as a computing parameter. 

We modify the EAP-TLS as follows:
Step 1, the same as EAP-TLS
Step 2， After receiving the EAP-Response with UE’s identity, my ID, the AUSF send a request to RSF for identity validation in step 2.a. The RSF validates the UE’s identiy in step 2.b and send back a response to AUSF in 2.c. 

Step 3, the same as EAP-TLS  
Step 4, include IBS as one of the CipherSuite
Step 5, Server and Client mutually authenticate each other based on Identity based signature verification.
Editor Note: Details of Server and Client authentication are FFS. 

Editor Note: Details of the server identity verification by the UE is still to be completed

Step 6 – 8, the same as EAP-TLS. 
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Figure 5.4.2.14.2.3-1: Non-AKA Authentication Methods with Identiy-based Credentials

NOTE: 
Using EAP-TLS for ID-based mutual authentication between UE and network is just one potential candidate. 
Editor Note: it is ffs of the impact of identity revocation to the charging and billing system.
5.2.4.14.3
Evaluation
tba. 
5.2.4.15 
Solution #2.15: Aggregate Authentication for massive IoT
5.2.4.15.1
Introduction 

This solution is designed for the case that many UEs are trying to access the network at the same time.  

This solution addresses the key issue 5.2.3.7:

 -
Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.

The proposed solution is to aggregate the authentication message at an aggregation node (the aggregation node can be a base station, a relay UE, or a gateway), and then the aggregation node sends the aggregated authentication message to the authentication unit of the network for group authentication. In this way, we can greatly reduce the number of authentication messages and the size of the authentication message received by the authentication unit.   
5.2.4.15.2
Solution details  
The architecture of the proposed solution is given in Figure 5.2.4.15.2-1.
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Figure 5.2.4.15.2-1: Proposed Architecture for Aggregation Authentication
In the proposed solution, we assume that both IoT UEs and the network authenticator are pre-provisioned with IBS credentials. 
The solution details are as follows:
1. Each IoT UE generates a random number , and uses the random number to generate its Diffie-Hellman (DH) Public Key.
1a. UE 1generates a random number denoted by RAND 1, and computes its DH public key A1 by A1=gRAND 1 mod p
1b. UE 2generates a random number denoted by RAND 2, and computes its DH public key A2 by A2=gRAND 2 mod p
2. Each IoT UE generates an authentication message including its ID, its DH public key, and signs the message using its IBS private key, and sends the message to the aggregation node.
2a. UE1 generates an authentication message including its ID (ID_UE1), its DH public key (A1), and signs the message using its IBS private key, and sends the message (ID_UE1, A1, Sig1_UE1, …) to the aggregation node.
2b. UE2 generates an authentication message including its ID (ID_UE2), its DH public key (A2), and signs the message using its IBS private key, and sends the message (ID_UE2, A2, Sig1_UE2, …) to the aggregation node.
3. Upon receiving the messages from IoT UEs, the aggregation node does signature aggregation and generates an aggregated signature Sig1_AG, and packages the authentication message from IoT UEs into one aggregated authentication message.
4. The aggregation node sends the aggregated message to authenticator。The aggregated message includes an indicator (Aggre-indicator) that indicates the message is an aggregated authentication message. The aggregated message should include IoT UEs’ ID and their DH public keys. A suggested message format is (Aggre-indicator, ID_Vec, A_Vec, Sig1_AG,…).
5. Upon receiving the message, the authenticator first verifies the aggregated signature (Sig1_AG). If the verification is successful, the authenticator generates a random number (RAND_AU), and computes its DH public key B by B=gRAND_AU mod p.
6. Authenticator sends an authentication response message to the aggregation node. The authentication message should include the authenticator’s ID (ID_AU), the authenticator’s DH public key (B), IoT UE’s public keys (A_Vec). The authenticator should sign the message using its IBS private key.
7. Upon receiving the message, the aggregation node forwards the message to IoT UEs.
7a. The aggregation node forwards the message (ID_AU, B, A_Vec, Sig_AU, …) to IoT UE1
7b. The aggregation node forwards the message (ID_AU, B, A_Vec, Sig_AU, …) to IoT UE2
8. Upon receiving the message, IoT UEs verify the signature of the authenticator (Sig_AU), and generate session keys using the received DH public key (B).
8a. IoT UE1 verifies the signature of the authenticator (Sig_AU), and generates the session key K1=BRAND 1 mod p.
8b. IoT UE2 verifies the signature of the authenticator (Sig_AU), and generates the session key K2=BRAND 2 mod p.
9. Each IoT UE signs the authenticator’s DH public key (B) using its IBS private key, and sends its back to aggregation node. 
9a. IoT UE1sends (B, Sig2_UE1, …) back to the aggregation node, where Sig2_UE1is the signature .
9b. IoT UE2sends (B, Sig2_UE2, …) back to the aggregation node, where Sig2_UE2 is the signature.
10. Upon receiving the messages from IoT UEs, the aggregation node does signature aggregation and generates an aggregated signature Sig2_AG, and packages the authentication message from IoT UEs into one aggregated authentication message.
11. The aggregation node sends the aggregated message to authenticator。The aggregated message should include IoT UEs’ ID and the fed back DH public keys of the authenticator. A suggested message format is (ID_Vec, B_Vec, Sig2_AG,…).
12. Upon receiving the message, the authenticator first verifies the aggregated signature (Sig2_AG). If the verification is successful, the authenticator generates the corresponding session key for each IoT UE, i.e., K1=A1RAND_AU mod p and K2=A2RAND_AU mod p.
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Figure 5.2.4.15.2-2: Aggregation Authentication for IoT Devices
When the aggregate authentication failed, the following procedure will be activated. 
1. The Authenticator sends an message to indicate that the aggregate authentication failed. 
2. Upon receiving the message, the aggregation node decides the re-authentication strategy. Three re-authentication strategies are suggested here: 
a. Redo the aggregate authentication; 
b. Divide users into subgroups and do the aggregate authentication for each subgroup; 
c. Instruct each UE to do mutual authentication with the network authenticator directly.  
3. After the aggregation node decides the re-authentication strategy，it  broadcasts a re-authentication indicator  (ReAu_Sel_Indicator) to each UE, and each UE decides its re-authentication strategy based on the re-authentication indicator  .
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Figure 5.2.4.15.2.3: Procedures when Aggregation Authentication failed
5.2.4.15.3
Evaluation 
5.2.4.16 
Solution #2.16: Mutual Authentication between Remote UE and Network over A Relay based on ID-based Credentials

5.2.4.16.1
Introduction  

This solution addresses the key issue 5.9.3.1:

-
It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).

-
It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 

In this proposal, we design use an IBS-based mutual authentication scheme between the remote UE and the network over a relay. The IBS-based mutual authentication scheme can achieve end-to-end authentication between the remote UE and the network. It can also help the network to identify an UE which is connected to the network via another UE.  
Editor’s note:  it if ffs how network element other than the authenticator uniquely identifies the remote UE. 

5.2.4.16.2
Solution details  
In the proposed solution, we assume that both the remote UE and the network are pre-provisioned with IBS credentials. All the entities, including remote UE, relay UE and authenticator, belong to the same Key Management Server (KMS). 

Editor’s note: The relationship between remote UE and relay UE need to be clarified. 

The solution details are as follows:
1. Remote UE generates a random number , and uses the random number to generate its Diffie-Hellman (DH) Public Key by A=gRAND 1 mod p.
2. Remote UE generates a remote UE authentication request message including its ID (ID_UE), its DH public key (A), an indicator (RUE_Indicator) that indicates the message is remote UE authentication request, and signs the message using its IBS private key, and sends the message (RUE_Indicator , ID_UE, A, Sig1_UE, …)  to the relay UE.
Editor’s note:  the terms “RUE” should be defined.

3. Upon receiving the message from the remote UE, the relay UE first identifies it is a remote UE authentication request message by identifying the indicator (RUE_Indicator).
4. After verifying the indicator, the relay UE forwards the remote UE authentication request message to the authenticator.
5. Upon receiving the message, the authenticator first verifies the signature (Sig1_UE). If the verification is successful, the authenticator generates a random number (RAND_AU), and computes its DH public key B by B=gRAND_AU mod p.
6. Authenticator generates an authentication response message. The authentication message should include the authenticator’s ID (ID_AU), the authenticator’s DH public key (B),  the remote UE’s DH public keys (A). The authenticator should sign the message using its IBS private key. Authenticator sends the authentication response message (ID_AU, B, A, Sig_AU, …)  to the relay UE.
7. The relay UE forwards the authentication response message (ID_AU, B, A, Sig_AU, …)  to the remote UE.
8. Upon receiving the message, the remote UE verifies the signature of the authenticator (Sig_AU), and generates the session key using the received DH public key (B) by K=BRAND 1 mod p.
9. The remote UE signs the authenticator’s DH public key (B) using its IBS private key, and sends its back to the relay UE. The remote UE sends (B, Sig2_UE, …)  back to the relay UE.
10. Upon receiving the messages from the remote UE, the relay UE forwards the remote UE authentication response message (B, Sig2_UE, …)  to the authenticator. 
11. Upon receiving the message, the authenticator first verifies the signature (Sig1_UE). If the verification is successful, the authenticator generates the session key for the remote UE, i.e., K=ARAND_AU mod p.
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Figure 5.2.4.16.2-1: Mutual Authentication between Remote UE and Network over A Relay
Editor’s note: it is ffs whether the relay UE need to authenticate the remote UE and how this is met.
5.2.4.16.3
Evaluation 
5.2.4.17
Solution #2.17: Equipment identifier Authentication using the (IMEI, Device Certificate) binding
5.2.4.17.1
Introduction  

This solution uses the (IMEI, device certification) binding to addresses Key issue #2.4: Equipment identifier authentication. In this solution, the following pre-configurations are needed:
-
When a device is at the manufacture, a device certificate and the private key associated with the certificate are provisioned by the device’s manufacturer or trusted third party. The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a trusted 3rd party CA that is trusted by the manufacturer. 
-
The private key associated with the device certificate shall be securely stored in the device.
-
The device certificate and the equipment identifier (i.e. IMEI) are bound and the (IMEI, Device Certificate) binding is published in the manufacturer’s device repository or third party’s repository. The certificate does not need to include the plain text of the equipment identifier because they have been bound to each other in the repository. So the equipment identifier will not be disclosed even if the device certificate is published.
NOTE: It is ffs what information will be wroten in the subject field. 
-
An operator, if authorized, can inquire the (IMEI, Device Certificate) binding from the manufacturer’s device repository or third party’s repository. 
-
The CA’s certificate or public key needs to be pre-configured in the operator’s AAA/HSS or CP-AU/CP-CN. It can also be stored with the (IMEI, device Certificate) binding in the repository.  
5.2.4.17.2
Solution details  

The following figure describes the message flows of device authentication:
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Figure 5.2.4.17.2-1: device authentication based on (IMEI, device cert) binding
10) The device certificate has been pre-provisioned in the NG-UE and the private key associated with the device certificate has been securely stored in the device. The (IMEI, device certificate) binding has been published and stored in the repository of the manufacturer or trusted 3rd party.
11) The mutual authentication has been performed between the network and the NG-UE.
12) The network entity (e.g. CP-AU or CP-CN) sends the device identity request. This request includes a fresh chanllenge (e.g. nonce). 
13) The NG-UE uses the private key to sign the IMEI and the fresh chanllenge.
14) The NG-UE returns the device identity response to the CP-AU/CP-CN. This message includes the IMEI and the signature of the IMEI and the fresh challenge. This response should be encapsulated in a signalling message which can protect the identity from leaking, like the NAS SMP message in LTE.
15) The CP-AU/CP-CN sends the device certificate inquiry including the received device’s IMEI to the AAA/HSS.
16) The AAA/HSS inquires the device certificate using the IMEI from the (IMEI, device certificate) binding repository. 
Editor’s Note: It is FFS whether the binding between the IEMI and device certificate can be cached in the AAA/HSS or not.

17) The AAA/HSS returns the device certificate to the CP-AU/CP-CN.
18) The CP-AU/CP-CN uses the CA’s public key to verify the device’s certificate. If the verification is successful, the CP-AU/CP-CN uses the public key in the device certificate to check the signature. The equipment identifier is authenticated if the signature check is successful. 
NOTE: 
The CA’s public key can be pre-configureted in CP-AU/CP-CN and can also be acquired from the (IMEI, device certificate) binding repository via AAA/HSS if the CA’s public key is pre-stored in the repository.
5.2.4.17.3
Evaluation 

This solution saves the valueable air resource as it does not transimit the device certificate in the air interface. Since the binding between the IMEI and the device certificate is maintained in the repository and only the authorized entities can inquire the binding, this solution can prevent the leakage of the equipment identifier.
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.

Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)
5.2.4.18
Solution #2.18: Equipment identifier Authentication using the (IMEI, Device public key) binding
5.2.4.18.1
Introduction  

To compare with Solution #2.x in section 5.2.4.x, this solution uses the (IMEI, device public key) binding to addresses Key issue #2.4. In this solution, the following pre-configurations are needed:
-
When a device is at the manufacture, a device public key and the private key associated with the public key are provisioned by the device’s manufacturer. 

-
The private key associated with the device public key shall be securely stored in the device.
-
The device public key and the equipment identifier (i.e. IMEI) are bound and the (IMEI, device public key) binding is published in the manufacturer’s device repository or third party’s repository. 
-
An operator, if authorized, can inquire the (IMEI, device public key) binding from the manufacturer’s device repository or third party’s repository. 
5.2.4.18.2
Solution details  

The following figure describes the message flows of device authentication:
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Figure 5.2.4.18.2-1: device authentication based on (IMEI, device public key) binding
1) The NG-UE has been pre-provisioned the public key and the private key associated with the public key has been securely stored in the device. The (IMEI, device public key) binding has been published and stored in the (IMEI, device public key) bingding repository of the manufacturer or trusted 3rd party.
2) The mutual authentication is performed between the network and the NG-UE.
3) The network entity (e.g. CP-AU or CP-CN) sends the device identity request. This request includes a fresh chanllenge (e.g. nonce). 
4) The NG-UE uses the private key to sign the IMEI and the fresh chanllenge.
5) The NG-UE sends the device identity response to the CP-AU/CP-CN. This message includes the IMEI and the signature of the IMEI and the fresh challenge. This response should be encapsulated in a signalling message which can protect the identity from leaking, like the NAS SMP message in LTE.
6) The CP-AU/CP-CN sends the device public key inquiry which includes the device’s IMEI to the AAA/HSS.
7) The AAA/HSS inquires the device public key using the IMEI from the (IMEI, device public key) binding repository. 
Editor’s Note: It is FFS whether the binding between the IEMI and device public key can be cached in the AAA/HSS or not.

8) The AAA/HSS returns the device public key to the CP-AU/CP-CN.
9) The CP-AU/CP-CN uses the public key to check the signature. The equipment identifier is authenticated if the signature check is successful.
5.2.4.18.3
Evaluation 

This solution is comparatively simple compared to the solution #2.x as it does not need to deploy PKI. This solution can also save the valueable air resource as it does not transimit the device public key in the air interface. Since the equipment identifier is transmitted through a protected signalling message, this solution can prevent the leakage of the equipment identifier.
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.

Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)

5.2.4.19
Solution #2.19: Alternative EAP architecture for 3GPP access
5.2.4.19.1
Introduction  

This solution addresses Key Issue #2.1.
This solution provides serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server. This allows the keys used in the 3GPP access to be bound to their specific role in a similar way to KASME in LTE. 

In this solution, the nodes between the NG-UE and AUSF will just have to transparently pass on the EAP packets. For the description of the solution, we consider the element that terminates the NAS mobility management messages as the CN-MM.
5.2.4.19.2
Solution details  

5.2.4.19.2.1
Protocol Stack   
Figure 5.2.4.19.2.1-1 provides a possible protocol stack for carrying the EAP messages between the NG-UE and the AUSF.


[image: image73.emf]PHY

MAC

RLC

PDCP

RRC

NAS

EAP

PHY

MAC

RLC

PDCP

RRC

NG-UE NR

PHY

MAC

IP

SCTP

NG2

PHY

MAC

IP

SCTP

NG2

NAS

PHY

MAC

IP

SCTP

Diameter

PHY

MAC

IP

SCTP

Diameter

PHY

MAC

IP

SCTP

Diameter

PHY

MAC

IP

SCTP

Diameter

CN-MM SEAF AUSF

EAP


Figure 5.2.4.19.2.1-1: Protocol Stack
5.2.4.19.2.2
Authentication flows
Figure 5.2.4.19.2.2-1 provides the flows for EAP authentication in the NextGen network. A description of the steps follows the figure.

NOTE 1: Identity used in the below flow is the subscription identifier.

Editor’s Note: the choice of authentication method may need to be added to the AUSF.

NOTE 2: For this solution, the AUSF is in the home network.

Editor's Note: It should be clarified whether the present solution would work with trusted and untrusted non-3GPP access. 
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Figure 5.2.4.19.2.2-1: Authentication flow for EAP with AUSF as authenticator

1. The NG-UE sends Attach Request to the CN-MM and include its Identity.

2. The CN-MM requests a KCN-MM for this NG-UE from the SEAF. 

3. The SEAF request a KSEAF for the NG-UE from the AUSF.

4. The AUSF decides to trigger an authentication for the NG-UE. It fetches the needed material to run the appropriate EAP method (identified by the Identity that is passed the AUSF) from the ARPF.

5a – 5g. The AUSF runs the EAP method with the UE. They may be several round trip between the AUSF and NG-UE. 

NOTE 2a:
Use of this propsal with an AKA method over EAP requires the setting and checking of the key separation bit as described in the EAP AKA' RFC 5448 [61]. Hence it is recommended to only use EAP AKA' with this method. 
6. Once the EAP method has successfully completed, the AUSF calculates KSEAF from the EMSK. It sends the KSEAF along with the EAP Success packet to the SEAF.

NOTE 2b:
EMSK (rather then MSK) is used to calculate KSEAF as this means that there is no need to restrict the use of the credentials used to access to 3GPP access only. If such a restriction is not applied, then MSK may be sent to a non-3GPP entity which could then calculate the KSEAF. If the MSK is stolen (e.g., by compromising the non-3GPP entity), then it would be used to impersonate 3GPP network. 

7. Due to the presence of the KSEAF or an indication in the lower layers, the SEAF is aware that the authentication succeeded. It calculates KCN-MM from the KSEAF. The SEAF sends KCN-MM and the EAP Success packet to the CN-MM.

8. Due to the presence of the KCN-MM or an indication in the lower layers, the CN-MM is aware that the authentication succeeded. It calculates the NAS keys from the KCN-MM. The SEAF sends the EAP Success packet to the NG-UE in the NAS SMC.

NOTE 3: 
If for protocol reasons, the EAP Success cannot go with the NAS SMC, it is sent in a separate NAS message before the NAS SMC is sent.

NOTE 4: 
EAP-AKA' already achieves this goal by design. The present solution is therefore not needed for EAP-AKA'. Applying the present solution to EAP-AKA' would lead to a duplication of effort for achieving the same goal and should be avoided. But it is true that not all EAP authentication methods achieve the goal of serving network binding. Such methods could, in principle, benefit from enhancements providing such binding.  

NOTE 5:
The solution relies on calculating a key bound to the visited network in the home network. Hence the solution will not work if the EAP Server is placed in the serving network.
5.2.4.19.3
Evaluation 
The stated protocol goal is to provide "serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server."
5.2.4.20
Solution #2.20: Authentication and Key agreement procedure for NextGen architecture with stand-alone non-3GPP access
5.2.4.20.1
Solution Overview 

Upon successful IP connection of the UE to a non-3GPP access followed by N3ASF Gateway discovery, the UE starts the IKEv2 protocol exchange with N3ASF gateway to encapsulate 3GPP NAS messages used for the Attach procedure with EPS AKA messages between the UE and CP function as shown in Figure 5.2.4.20.1-1.
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Figure 5.2.4.20.1-1: High-level 3GPP EAP-AKA flow for Non-3GPP Access 
As shown in Figure 5.2.4.20.1-2, 3GPP Attach messages from the UE to N3ASF are encapsulated inside IKEv2/EAP.  The N3ASF decapsulates Attach message received from the UE, and forwards it to the CP function over NG2 interface.  And the reversed flow works similarly over NG2 interface from CP function to the N3ASF, and IKEv2/EAP encapsulation over IP interface from the the N3ASF to the UE.
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Figure 5.2.4.20.1-2: IKEv2/EAP Protocol Stack for non-3GPP Access 
Editor’s Note:  UE and non-3GPP connectivity and N3ASF discovery is outside the scope of this solution. 

Upon successful completion of the 3GPP Attach procedure with EPS AKA, the security association between the UE and CP, and the UE and N3ASF are established.  The UE-CP security association used for protecting end-2-end control plane message exchanges between the UE and CP. And UE-N3ASF security association is used for establishing IPsec tunnel between the UE and N3ASF.  

The security mode message exchanges between the UE and CP may stay the same as defined in the Attach procedure with EPS AKA for 3GPP access.  The security mode message exchanges between UE and eNB as defined in the Attach procedure with EPS-AKA for 3GPP access shall be skipped – this will be done as part of IKEv2 protocol. 

Editor’s Note:  New EAP method needs to be defined to carry 3GPP Attach messages inside IKEv2.

Editor’s Note:  The security of NG2 and NG3 interfaces are outside the scope of this solution.

5.2.4.20.2
Attach Procedure with EPS-AKA for non-3GPP Access

This section describes the Attach procedure with EPS-AKA flow between the UE and CP function. Figure 5.2.4.20.2-1 describes the Attach procedure with EPS-AKA via non-3GPP access.  

Editor’s Note:  It is FFS whether a different AKA method from EPS-AKA is to be used for NextGen.
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Figure 5.2.4.20.1-1: Attach with EPS-AKA flow for Non-3GPP Access
The Attach with EPS-AKA flow for Non-3GPP access is as follows:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover a N3ASF. This is achieved by configuring in the UE one or more of the following:

-
An IP address (or set of IP addresses) of N3ASF node(s).

-
An FQDN (or set of FQDNs) that can be resolved into IP address of a N3ASF.

-
using DHCP configuration.
2.
UE sends IKE_AUTH Request

3.  N3ASF triggers Auth request using EAP-REQ 

4.  UE sends Attach request encapsulated inside EAP-RSP.

5.
The N3ASF forwards the request to the CP Functions

6-8. CP Functions Derives key material and retrieves Authentication Vectors for generating key material from Authentication Entity e.g. AAA or HSS. Authentication Entity also generates UE-CP Security association which is installed by CP-Functions.

9-10.
N3ASF responds with an IKE_AUTH Response including the NAS authentication request. Payload contains the Authentication vectors for key derivation.

11.  UE generates UE-CP-SA using Authentication vectors received as part of Authentication Request

12.
 The UE sends the IKE_AUTH Request with response to AKA challenge

13.
 The N3ASF processes the EAP request and Authentication response over NG2 to the CP Functions. 

14.  CP Functions verify response and continue attach procedure.

15, 16. Step 15 provides the access independent security context that is to be used by the N3ASF to derive keying material for the protection of the N3-ASF connection. UE-N3ASF-SA is installed in step 16.
17, 18. 
The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPsec Tunnel. The CP functions forward the security context for the establishment of the IPsec Tunnel over NG2 to the N3ASF

19, 20. Upon successful completion of the Attach procedure with EPS-AKA, the security association between the UE and CP function is established.   
Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3ASF.  As part of IKEv2 phase 2, in addition to an IPsec SA the UE also receives an inner IP address that it will be bounded to this IPsec SA.  The inner IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.

The UE uses the same IPsec tunnel to route control and user plane traffic to the core network.   When the UE performs the detach procedure, the UE and N3ASF shall release the IPsec tunnel.

5.2.4.20.3
Evaluation

Editor’s Note: Evalutaion content is FFS.

Editor’s Note:  Clarification is needed how IKEv2 could be successfully completed and IPsec SAs can be set up using EPS AKA, and not any EAP method for authentication of UE in its role as IKE initiator.

Editor’s Note: It is ffs how an entire Attach request message can be included in an EAP Identity response message. 

Editor’s Note: It is ffs how the definition of a new EAP method could help as the EAP Identity response message is EAP method independent.

Editor’s Note:  It needs to be clarified why NAS Attach/authentication messages needs to be carried over EAP.

5.2.4.21
Solution #2.21: Linking update location with authentication confirmation

5.2.4.21.1
Introduction  

This solution addresses key issue #2.16. 
Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.21.2
Solution details  

The solution consists in using an authentication protocol with UE authentication confirmation, e.g. EAP-AKA' or EPS AKA* (cf. solution #2.22), and link it to a Next Generation Update Location Request (NG-ULR). This can be done e.g. in the following way: 

· The home network records the time of most recent successful authentication of the subscriber together with the identity of the NG visited network that was involved in the authentication. When a new NG-ULR arrives from a visited network the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not the NG-ULR is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new NG Authentication Information Request for fetching new authentication vectors before repeating the NG-ULR. 

NOTE1: 
With this approach, the authentication procedure and the NG-ULR procedure are performed independently. They are coupled only through linking information in the home network. This is similar to the flows in EPS. 

NOTE2: 
It is up to the home network to set a time threshold for defining what 'sufficiently recent' is.
· A variant of the above approach would be based on a more fine-grained policy applied by the home network: the home network could classify roaming partners into different categories, depending on the trust - e.g. derived from previous experience- placed in them, for example as follows: 

· For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the NG-ULR.

· For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks)

· For a visited network in the third category, the home network would perform no checks regarding NG-ULRs and authentication at all. 

Editor's Note: The procedures described in this solution need to be agreed together with CT4. 

Editor's Note: It is ffs whether the use of any such measures taken in the home network are to be mandated, or whether they should be left to the operator as they do not affect interoperability. But the measures should be described.  

NOTE3: 
An authentication protocol in itself does not provide a solution for key issue #2.11, even if it provides UE authentication confirmation to the home network, as e.g. EAP-AKA' or EPS AKA* do. The authentication result needs to be linked to the location update procedure somehow to achieve the desired solution. 
5.2.4.21.3
Evaluation 

tba

5.2.4.22
Solution #2.22: EPS AKA with UE authentication confirmation
5.2.4.22.1
Introduction 

This solution addresses key issue #2.11.

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.22.2
Solution details  

The present solution enhances EPS AKA with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA in 5G, as e.g. described in solution 2.7. In particular, the solution does not affect the authentication behaviour of the UE, compared to EPS AKA. 

The present solution is called EPS AKA*.

NOTE1: 
It was purposely avoided calling the new solution EPS AKA' as this would have suggested a wrong analogy between EAP-AKA and EPS AKA on the one hand and EAP-AKA' and the new EPS AKA' on the other. But the main difference between EAP-AKA and EAP-AKA' is that the latter provides serving network authentication while the former does not. However, EPS AKA already provides serving network authentication, too.

In the following, the agreed terminology for authentication-related functions from clause 5.2.1.2 of the present TR is used. 

EPS AKA* works as follows: 

The SEAF in the visited network requests a new authentication vector by sending a Next Gen Authentication Information Request (NG-AIR) to the AUSF in the home network.

The AUSF translates the NG-AIR into a request to the ARPF. The ARPF generates the authentication vector in the same way as for EPS AKA in TS 33.401 and returns it to the AUSF. Only one authentication vector shall be returned in response to an NG-AIR.

NOTE2: 
Returning only one authentication vector at a time is already recommended in EPS. 

The AUSF splits the parameter XRES into two equal parts XRES1 and XRES2 (e.g. by choosing XRES1 to be the n least significant bits of XRES where 2n is the length of XRES). The assumption is made here that the knowledge of XRES1 does not help in guessing XRES2.

NOTE3: 
This assumption is believed to be fulfilled when the expected authentication response XRES is pseudo-randomly generated, e.g. as in MILENAGE or TUAK. 

The AUSF stores XRES temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then returns an authentication vector AV* in a Next Gen Authentication Information Answer (NG-AIA). The only difference between AV* and an authentication vector AV, as described for EPS AKA in TS 33.401, is that AV* contains only XRES1 while AV contains the full XRES. 

The SEAF understands from the NG-AIA that it includes AV*, not AV. 

The SEAF sends RAND, AUTN to the UE. The UE returns RES, as described for EPS AKA in TS 33.401.

The SEAF splits RES into RES1 and RES2 in the same way as the AUSF did and compares RES1 with XRES1. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the SEAF sends RES, as received from the UE, in a newly defined Next Gen Authentication Confirmation (NG-AC) message (containing identifications of the subscriber and the visited network) to the AUSF. 

When the NG-AC message was received in response to an NG-AIA and was received in time (cf. protocol timer above) the AUSF compares the received RES with the stored XRES. If they coincide the AUSF considers the authentication successful and records the event, together with the time, the identity of the visited network and the subscriber identity, in a database of successful authentications. 

NOTE4: 
Solution #2.21 explains how EPS AKA* can be used to address key issue #2.11.  

Editor's Note: The extent to which the reaction of the AUSF needs to be standardised is ffs.

Editor's Note: It is ffs whether the SEAF should also report failed authentications. The feature "Authentication failure report" was available in 3G, cf. TS 33.102, clause 6.3.6, but was abandoned in 4G as it was not found useful.
5.2.4.22.3
Evaluation 

Security: 

1) Probability of spoofing the response: 
Assume that an SEAF wants to spoof RES in the absence of the subscriber. (This is the first threat described in key issue #2.11.) The SEAF has obtained XRES1 from the AUSF, but needs to guess RES2. In EPS AKA, RES has a minimum length of 32 bits. (For the commonly used authentication algorithm set MILENAGE, the length of RES is 64 bits.) So, RES2 has a minimum length of 16 bits. This means that the SEAF has a chance of at most 1 in 2^16 =65.000 to guess RES2 correctly. 

This success probability for a fraudulent SEAF is considered sufficiently low for the following reasons: 

· A chance of at most 1 in 65.000 (1 in 4 billion for MILENAGE) is considered commercially unattractive. 

· It would be highly suspicious to the home network if the visited network reported a high number of authentications as successful that the home network found incorrect. (The home network could, e.g., compare the corresponding figures among various networks to obtain heuristical values.)

2) RES1 correct, but RES2 incorrect
It can happen that the UE sends an incorrect RES where, however, the RES1 part is correct. The SEAF would then see the authentication as successful, but, when the UE was indeed not the one it claimed to be, the UE would not be able to compute (the NG equivalent of) KASME correctly, and the SEAF would notice the failure when trying to take (the NG equivalent of) KASME into use in the NG Security Mode procedure. The probability for a false UE to guess RES1 correctly is determined by the length of RES1 and is considered sufficiently low, cf. 1), for any practical purposes. If the UE did send the correct RES, but RES2 was corrupted over the air interface, while RES1 was not, the SEAF would indeed go ahead in serving the UE (rightfully so), but the AUSF would not record this as a successful authentication, which may result in an additional authentication requested by the home network. This is not believed to do much harm as corruption of a correct RES over the air should be a rare event. 

3) Impersonating an MME towards the home network
Assume the SEAF presented itself as an MME to the home network. (This case is included for completeness, it is not clear if this was ever possible protocol-wise.) Then the home network would issue authentication vectors AV for EPS AKA, which include the full RES. However, the AUSF would not expect any Next Gen Authentication Confirmation message and would not record any successful authentications. So, this would not help the SEAF when the home network would consequently link an NG Update Location request with recent successful authentications (as described in solution 2.21). 

4) Impersonating an MME towards the UE
Assume that the SEAF correctly presents itself to the AUSF to obtain authentication vectors AV* for EPS AKA*. The SEAF would then present itself to the UE as an MME. Even if this was possible protocol-wise, it would not make any difference from a security point of view as the UE behaviour is the same for EPS AKA and EPS AKA*. In any case, the AUSF gets the guarantee, by receiving the Next Gen Authentication Confirmation message, that the SEAF had a recent successful authentication exchange with the UE (through whatever intermediate entities). 

5) Key issued to SEAF before AUSF knows about UE authentication success
The security guarantees given to the home network by EPS AKA* are still lower than those given by EAP-AKA'. The difference lies in the point of time the intermediate key (which is KASME in EPS AKA* and MSK in EAP-AKA') is given to the SEAF: for EPS AKA*, the intermediate key is issued by the AUSF before authentication success is known, for EAP-AKA' this happens only afterwards. 

The question is in how much this difference in security guarantees matters in practical terms.

At the time the authentication vector is sent, the home network has had the chance to check that the visiting network is authorized to serve the subscriber. So, when the subscriber is actually present at this time, everything is fine. 

When the subscriber is not present in the visited network, the SEAF cannot generate a correct Authentication Confirmation message, but it has already received KASME. What attacks could a fraudulent SEAF mount in this case?

· The SEAF could wait until the subscriber finally arrives in the visited network and could then use the key KASME. This would constitute an attack only if the authorization to serve the subscriber had expired in the meantime. But such authorizations are believed to be quite long-term. Furthermore, sitting and waiting for a subscriber to stumble into the visited network does not seem a very effective attack strategy. 

· So, the SEAF would have to pursue a more active strategy by following the subscriber around with a network-in-a-box piece of equipment and entice the subscriber to attach to this equipment. This would be possible, in principle, but it would probably require some IP connectivity from the network-in-a-box to provide Internet access for the subscriber. The attacker could mount the attack any time after receiving the key KASME, but only as long as the sequence number in the authentication challenge remains fresh from a UE point of view. The more authentications the UE successfully performs in other networks, the sooner the sequence number will become stale. 

· An online variant of the attack in the previous bullet seems also possible with EAP-AKA': if the network-in-a-box had an IP connection to the real visited network, the network-in-a-box could transparently forward EAP authentication messages between the UE and the SEAF in the real visited network via the network-in-a-box, and the SEAF would then communicate with the AUSF in the home network as usual. A difference to the attack scenario in the previous bullet is that the attachment of the UE to the network-in-a-box would have to happen at the time of the EAP authentication exchange with the AUSF in the home network, and not at any time later. This difference does not seem a major obstacle, though, when IP connectivity from the network-in-a-box has been established, as the authentication would be initiated by the network-in-a-box via the SEAF towards the AUSF. 

Furthermore, the second threat described in key issue #2.11 (correct authentication of UE, followed by detach and overbilling) could not be thwarted by the use of EAP-AKA' either. 

Efficiency: 

1) Authentication delay
The efficiency advantage of EPS AKA over EAP-AKA' is inherited by EPS AKA* as far as authentication delay over the air interface is concerned: The SEAF can go ahead with the NG Security Mode procedure etc. without having to wait for a second roundtrip of authentication with the AUSF. This is particularly useful in full authentications that do not entail an Update Location procedure or any further interaction with the home network.

2) Computation overhead
Computation overhead of EPS AKA* is also the same as for EPS AKA and lower than for EAP-AKA'. This may be an advantage for UEs with restricted capabilities. 
3) Statelessness

The AUSF is no longer stateless as in EPS AKA. It becomes stateful as in EAP-AKA'. 

5.2.4.23
Solution #2.23: Equipment Identifier Authentication using Identity-based Authentication 

5.2.4.23.1
Introduction  

This solution addresses Key issue #2.4: Equipment Identifier authentication. Similar to solution #2.10, during the manufacturing process, the device is securely provisioned with a private key; however, the private key is directly associated with the Equipment Identifier under an identity-based cryptosystem. 

There is no need for any device certificates or device manufacturer Certificate Authority (CA) in this solution. 
5.2.4.23.2
Solution details  

The device manufacture provisions UEs with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33].  Each UE requires a Public Validation Token (PVT) and corresponding Secret Signing Key (SSK) associated with its identity (e.g. the IMEI).
For each batch of devices, the device manufacture generates a KMS Secret Authentication Key (KSAK), and the corresponding public root of trust KMS Public Authentication Key (KPAK).  The device manufacturer publishes the KPAK in a secure way so that network operators can easily determine the correct KPAK for any given IMEI (for example, the device manufacturer may publish a list of KPAKs via a secure web-site, or may sign a list of KPAKs using a conventional public key signature solution).  It is up to the device manufacturer how often to change the KSAK/KPAK, but regular changes will limit the damage caused by key compromise. 

The high level authentication flow at first attachment of the equipment to a mobile network is very similar to Figure 5.2.4.10.2-1 – however, it is simplified because there is no need for a device certificate to be presented in step 4. The network operator must instead install a list of known KPAKs into its AUSF (or ARPF).

As described in 5.2.4.10.2.2, the operator (or service provider) can also enrol the UE for a conventional certificate, using a CA owned or trusted by the operator or service provider – this removes a potential long-term dependency on the device manufacturer’s KSAK/KPAK.  Alternatively, the operator or service provider can ask the UE to generate a new public-private keypair, sign the public key using the identity-based private key, and then provide the signed public key to the operator/service provider, to store in an operator directory.  (This could avoid some costs of an operator CA). 

5.2.4.23.3
Evaluation 

This solution addresses Key issue #2.4: Equipment Identifier authentication, but with lower overheads in certificate management (as there is no need for each device manufacturer to operate a CA). Further, a common objection to identity-based cryptography is that the KMS knows each private key in the system. 

Long-term dependency on a manufacturer secret can be avoided by regular changes in the KSAK/KPAK, and by operators enrolling devices into their own PKI (or other directory of signed public keys). 

Editor's note: the overhead of key revocation and key lifetime management need to be taken into account.

5.2.4.24
Solution #2.24: Combining solutions 2.2 and 10.2
5.2.4.24.1
Introduction  

This solution addresses key issues 2.2 and 3.1. It consists in a combination of solutions 2.2 and 10.2. Solution 2.2 helps against purely passive attacks that use a leaked permanent subscriber key. Solution 10.2 helps against the interception of keys sent between operator entities.  
5.2.4.24.2
Solution details  

It is assumed for the present solution, as for solution 10.2, that the serving network possesses a private-public key pair, and the home network knows the public key.

Solution #2.2 adds a Diffie-Hellma key exchange to the key establishment over the radio interface. Solution #10.2 consists in encrypting keys in authentication vectors or security contexts transmitted between core network entities using the public key of the receiving entity. The present solution consists in applying solution #10.2 in addition to solution #2.2. In this way, also active attacks trying to impersonate the serving network can be mitigated. 
5.2.4.24.3
Evaluation 

See also evaluation of solution #2.6.

5.2.4.25
Solution #2.25: Authentication Procedure for un-trusted non-3GPP access

5.2.4.25.1
Introduction 
This solution address KI #2.1 about non-3GPP RAT access.
5.2.4.25.2
Solution details  

The call flow in Figure 5.2.4.25.2-1 describes Attach procedure via WLAN access to a NextGen core with the difference with the flow depicted in Figur 5.2.4.25.2-1: 
-
NAS message is carried directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads). 
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Figure 5.2.4.25.2-1: Example of Attach procedure
The call flow is self-explanatory with the following exception:
Step7.
CP Functions may decide to use EAP authentication method. In this case, the content of Authentication Challenge message could be EAP-REQ.
Step8.
If EAP method is used, N3WIF forwards the EAP payload to the UE within IKEv2 message. Otherwise, e.g. if traditional AKA is used, Authentication Challenge is carried directly as IKEv2 parameters.
Step19.
CREATE_CHILD_SA Request is sent to the N3WIF to create a second Child SA to transport user plane data.
Step20.
N3WIF responds with CREATE_CHILD_SA Response. 
NOTE: 
The diagram flow does not represent the separation and interaction in NFs involved in Authentication. 

Depicted in Figure 5.2.4.z.2-2 is NG1 protocol stack during the Attach procedure when NAS messages is carried directly as IKEv2 parameters. 
Editor’s Note: It is FFS how does UE find the home network and the N3IWF function.
Editor’s Note: It is FFS when the UE initiates the IPSec connectivity to the NG Core through the non-3GPP access.
Editor’s Note: It is FFS how to handle error cases.
Editor’s Note: It is FFS how NAS security is addressed
Editor's Note: It is ffs if changes are required in the call flow to meet RFC 7296 requirements for using Configuration Payload in IKEv2 messages.
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Figure5.2.4.25.2-2: NG1 Protocol stack during Attach procedure
Once the Attach procedure is complete, the NG1 messages for subsequent SM procedures are expected to be the same as for 3GPP access. 
5.2.4.25.3
Evaluation 

5.2.4.z
Solution #2.z: <solution name>

5.2.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.z.2
Solution details  

5.2.4.z.3
Evaluation 

5.2.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.3
Security area #3: Security context and key management 

5.3.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.3.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.3.3
Key issues
5.3.3.1
Key Issue #3.1: Interception of radio interface keys sent between operator entities

5.3.3.1.1
Key issue details

In all of GSM/GPRS, UMTS and LTE, it is the case that the keys from which the for radio interface encryption keys are derived (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited radio network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way. It should therefore be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.
The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly.

In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.3.3.1.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscription can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

The following key theft attacks and re-routing attack are expected to be relevant for a NextGen Interconnection network. Many of these threats are likely to evolve from threats seen in today's SS7 networks; at least it has been explicitly stated in publications, e.g. [28], that many of the threats seen in SS7 networks are likely to carry over to DIAMETER Interconnection networks. These may in turn be used in NextGen Interconnection networks. 
Key theft attacks:

An attacker could obtain keys in several different ways: 

1. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

2. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [28, 29]

3. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [30]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [30]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node.
5.3.3.1.3
Potential security requirements

-
An attacker who is able to observe or request session keys sent between network nodes should not be able carry out a passive eavesdropping attack on the subscriber’s radio interface traffic (assuming that radio interface user plane encryption is in place).  

5.3.3.2
Key Issue #3.2: Refreshing keys

5.3.3.2.1
Key issue details

In GSM/GPRS, UMTS and LTE it is entirely down to the visited network to determine when a reauthentication, and consequent change of radio interface keys, takes place.  There is no way for the UE (or a service running on the UE) to demand – or even request – that keys should be refreshed.  The only route open to the UE is to drop the connection and then reconnect, and hope that this triggers a reauthentication; even then, there is no guarantee.

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update.

After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of AS and NAS security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.

Note1:
The decision to refresh the keys is the responsibility of the network. 

Editors' note: The action of the UE if the network fails to change the security is for ffs. Actions other than the dropping the connection should be investigated.
5.3.3.3
Key issue #3.3: Principles of security negotiation

5.3.3.3.1
Key issue details

In EPS, the security mode procedures for NAS and AS serve to establish, which cryptographic algorithms will be used for the security context about to be established. The network side takes the decision for both NAS and AS security mode procedures. The only security feature to negotiate is encryption, the decision on whether encryption is switched off or on is implicit in the choice of the encryption algorithm (NULL or non-NULL). 

This situation already started to get a little more complex in the GPRS security enhancements defined in the EASE work item in Rel-13. According to EASE, cf. TS 43.020, Annex H, the MS informs the SGSN whether it supports user plane integrity or not. Furthermore, the subscriber profile optionally contains information about whether user plane integrity is required for this subscription or not. Finally, it was decided for EASE that the same set of cryptographic algorithms shall be used for both user plane and control plane.

Like in EASE, not all NG UEs will be required to support user plane integrity. Hence, again like in EASE, the UE will need to indicate to the network whether the UE supports this feature. 

It is expected that, for NextGen, even more flexibility than already provided by EASE will be required. Many UEs will establish end-to-end or end-to-middle security associations with other devices or with application servers, providing confidentiality or integrity or both. In this case, confidentiality and/or integrity will not be needed over the air interface from the UE point of view. However, the network may still require one or both of these features, e.g. for protecting the network from attacks. Hence, the UE should be able to indicate whether it requires confidentiality and/or integrity. But it should still be the network to decide which security feature is provided, based on these indications from the UE and possibly additional information from the subscriber profile. 

Note that there is no room for negotiation of integrity for the control plane as integrity is mandatory to use and little room for negotiation of confidentiality for the control plane as confidentiality is recommended to be used, subject to local regulations, which means that, in practice, the network will decide its use based on these local.

5.3.3.3.2
Security threats 

tbd

5.3.3.3.3
Potential security requirements

-
The UE shall support at least two encryption algorithms and at least two integrity algorithms. All of them shall be usable for both control plane and user plane. 

-
The UE shall support signalling to the network whether the UE supports user plane integrity.

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane confidentiality. 

NOTE1: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e confidentiality it will signal "confidentiality not preferred" to the network. If the UE knows that there is no e2e confidentiality and the data sent by the application is confidential it will signal "confidentiality preferred". If the UE sends no signalling the UE leaves the decision entirely to network policy. 

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane integrity.

NOTE2: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e integrity it will signal to the network "integrity not preferred". If the UE supports integrity and knows that there is no e2e integrity and the data sent by the application requires integrity it will signal "integrity preferred". If the UE sends no such indication the UE leaves the decision entirely to network policy. 

-
The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account what the UE has signalled and potential additional information in the subscriber profile. 
-
The network shall select one ciphering algorithm and one integrity algorithm to be used for both control plane and user plane. 
-
The network shall indicate whether user plane integrity is used. 

-
The UE may decide to refuse a connection that does not meet criteria set in a policy in the UE. A UE that has refused a connection may attempt to set up a connection at a later time again.

-
UEs that use a local policy to refuse connections that do not meet the criteria should have a recovery mechanism to avoid a total lock-out. Such a recovery mechanism could be that the UE should be able to inform the end-user and allow the end-user to overrule the policy or could be that the UE should accept an unsecure connection after a number of failed tries.-
Security negotiation shall not be susceptible to bidding down attacks.
5.3.3.4
 Key Issue #3.4: Security context sharing 

5.3.3.4.1
Key issue details

In the LTE networks, authentication for 3GPP and Non-3GPP access technologies are performed separately. For example, the authentication point for 3GPP connection is at MME and the one for WLAN is at AAA server. For the same UE with two connections using different access technologies, it has to perform two full authentication procedures with the core networks. This not only increases delay for security association establishment between UE and network, but also incurs overhead in signalling transmission. 

For next generation networks, a unified authentication framework for different access technologies is adopted by 3GPP.  Security context for different access technologies may reside on the same entities at both UE and core network side. This makes the security context sharing among different access technologies easier. 

5.3.3.4.2
 Security threats 

In next generation networks, security contexts of one UE, e.g. keys used for data and signalling protection, for different access technologies may be coorelated. If one security context is compromised in one access technology, then this may compromise a security context on another technology in the same UE.
5.3.3.4.3 
Potential security requirements

-
To optimize the security association establishment procedure with authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation

5.3.3.5
Key issue #3.5: Unnecessary dependence of keys between security layers
5.3.3.5.1
Key issue details
In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. For example, if an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys (NAS layer and AS layer keys that were derived from the old KASME). It is preferable to avoid such a feature in NextGen as in particular it may be that MMEs (or the NextGen equivalent of an MME) are deployed in less secure locations. 

Looking at the LTE Key Hierarchy, the reason the above problem exists is that KASME is required to calculate fresh NH values. Hence in effect the KASME is the root key needed for the operation of two different layer of security contexts. As NAS and AS security contexts are not changed simultaneously, this means that even after an MME has run and an AKA and NAS security mode procedure to take a new NAS security context based on a new KASME into use, it cannot effectively delete the old NAS Security context as it must retain the previous KASME. This is contrary to good security practise where it is preferable to remove old security keys as soon as possible. 

In summary, it is preferable in NextGen that the security context at a higher layer (as soon as it is finished with) can be completely deleted without affecting the ability to use lower layer security context (e.g. the same keys should not need to be used in both security contexts). Such a definition of the security contexts should not result in breaking the authorisation model, i.e. it is still possible to know that the two security contexts are associated with the same UE. 

5.3.3.5.2
Security threats 
When security contexts at different layers share a common key, it means that it is impossible to completely replace (for example in LTE replacing the NAS security context in an MME after an AKA) the higher layer security context until the lower layer security context has become obsolete. It may also result in this key being passed to another entity which then be capable of decrypting data that it would otherwise not get access to.
5.3.3.5.3
Potential security requirements

TBD

5.3.3.6

Key issue #3.6: Top-level key for access-network-specific keys

5.3.3.6.1
Key issue details

Authentication between UE and network will establish an authentication session key. This authentication session key may be derived in an access-network-independent manner. Further keys will be derived from this session key. Access-network-specific keys may be derived either directly from the authentication session key or from an AN-specific-top-level key. It matters for the overall security of the system where this top-level key, from which all access-network-specific keys are derived, resides.

The present key issue deals with the following questions: 

•
Whether an AN-independent authentication session key is to be maintained throughout a 'session' or 'registration period';

Editor's Note: The terms 'session', 'registration period' will be clarified as SA2 work progresses. 

•
Whether an AN-specific-top-level key is required, and, if so, whether it is different from the authentication session key;

•
For any of the above keys, whether it shall reside in the NextGen core network and / or in a physically protected location. 

•
The relationship with the entity 'security anchor' in key issue #ARCH.2 needs to be clarified. 

5.3.3.6.2
Security threats 

tba

5.3.3.6.3
Potential security requirements

tba

5.3.3.7
Key issue #3.7:  The storage of security context

5.3.3.7.1
Key issue details

Based on the types and states of EPS security context, different principle is applied for storage, e.g. the USIM shall never store a mapped security context. In NextGen system, the storage of security context may be different both from USIM and EPS system.

Editor’s note: LTE principle should be used as a working assumption for now.

5.3.3.7.2
Security threats 

The main threat is when the security context stores in an unsecure environment both at the UE side and the NextGen system side where the security context can be obtained by attackers. The leakage or disclosure of security context can lead to serious attaks. The attacker can imitate to the user, as well as the network. The most serious thing is that neigher the user nor the NexGen system can not distinguish the attacker from the legitimate user.

5.3.3.7.3
Potential security requirements

The security context shall securely be stored both at the UE side and the NextGen system side.

5.3.3.8
Key issue #3.8:  Security context for small data mode

5.3.3.8.1
Key issue details

One aim of the NextGen system is to support the services for Massive IoT devices. In SMARTER TR 22.891[7], a small data mode has been defined to support short data bursts. For supporting small data mode, a new type of security context may be introduced.

5.3.3.8.2
Security threats 

Tba.
5.3.3.8.3
Potential security requirements
Tba,
5.3.3.9
Key issue #3.9: Untrusted non-3GPP access

5.3.3.9.1
Key issue details

NG systems will support access via non-3GPP access technologies such as WiFi, fixed broadband, eHRPD, and others. Particular access networks may be considered trusted from the point of view of the core network, or untrusted. As a working hypothesis, the distinction between trusted and untrusted is assumed to be the same as for 4G, cf. TSs 23.402 and 33.402. 

When an access network is considered untrusted then an additional layer of security on top of whatever security is provided in the access network is required. This additional layer needs to extend between the UE and an entity considered trusted by the core network. In 4G, this entity is the ePDG, and the additional layer of security is realized by IPsec. 

Untrusted non-3GPP access needs considerations including aspects of architecture, authentication, and security context management. In particular, it needs to be explained how it fits in the unified authentication framework. 
5.3.3.9.2
Security threats 

When an access network is considered untrusted then there is no guarantee that the access network offers sufficient protection against eavesdropping on or unauthorized modification of messages, nor against theft of service or impersonation.

Editor's Note: rewording of threats section is required.

5.3.3.9.3
Potential security requirements

-
When an access network is considered untrusted then an additional layer of security on top of whatever security is provided in the access network is required. 

-
The additional layer of security needs to extend between the UE and an entity considered trusted by the core network.

Editor's Note: it is ffs whether this entity needs to be trusted by the serving network or home network or both. 

-
The additional layer of security needs to provide protection against eavesdropping, unauthorized modification of messages, theft of service and impersonation.
5.3.3.10
Key issue #3.10: Trusted non-3GPP access

5.3.3.10.1
Key issue details

NG systems will support access via non-3GPP access technologies such as WiFi, fixed broadband, eHRPD, and others. Particular access networks may be considered trusted from the point of view of the core network, or untrusted. As a working hypothesis, the distinction between trusted and untrusted is assumed to be the same as for 4G, cf. TSs 23.402 and 33.402. 

When an access network is considered trusted then the NG core deems the security mechanisms provided by the accesss network adequate, and no additional layer of security on top of access network security is required. However, UE authentication would still be the responsiblity of the NG core, and the NG core would also have to provide the related keys to the access network to enable access network security. This may include additional keys for protecting signalling protocols specific to trusted access, like e.g. the WLCP in 4G.  

It is recognized that detailed specifications for trusted access networks in 4G are currently only available for Trusted WLAN (TWAN), cf. TS 23.402, clause 16, and TS 33.402, clause 7.2.3. The key issue should therefore explore the security aspects of the NG equivalent of TWAN as well as the need for similar specifications for other access network types. 

Trusted non-3GPP access needs considerations including aspects of architecture, authentication, and security context management. In particular, it needs to be explained how it fits in the unified authentication framework. 
5.3.3.10.2
Security threats 

Even if the security mechanisms provided by the accesss network are deemed adequate, the access network cannot guarantee in itself protection against the following threats: 

· UE impersonation

· Access network /serving network impersonation 

· Eavesdropping on or modification of 3GPP-specific signalling 
5.3.3.10.3
Potential security requirements

-
Mutual authentication of access network /serving network. 

-
Protection against eavesdropping on and modification of 3GPP-specific signalling.
5.3.3.11
Key issue #3.11: 5G security key and context identification

5.3.3.11.1
Key issue details

The EPC key identifier for KASME  is called key set identifier eKSI which can be of type KSIASME or of type KSISGSN. The eKSI is stored in the UE and the MME together with KASME and the temporary identifier GUTI, if available. 

As further detailed in TS 33.401: 

The key set identifier KSIASME is a parameter which is associated with the KASME derived during EPS AKA authentication. The key set identifier KSIASME is allocated by the MME and sent with the authentication request message to the mobile station where it is stored together with the KASME. The purpose of the KSIASME is to make it possible for the UE and the MME to identify a native KASME without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

The key set identifier KSISGSN is a parameter which is associated with the mapped KASME derived from UMTS keys during inter-RAT mobility, cf. clauses 9 and 10 of the present specification. The key set identifier KSISGSN is generated in both the UE and the MME respectively when deriving the mapped KASME during idle procedures in E-UTRAN and during handover from GERAN/UTRAN to E-UTRAN. The KSISGSN is stored together with the mapped KASME.
The purpose of the KSISGSN is to make it possible for the UE and the MME to indicate the use of the mapped KASME in inter-RAT mobility procedures.

For managing and accessing the security context and the key hierarchy in 5G and to identify the 5G security context a new parameter will be needed. This new parameter need to be associated with the master key derived during the 5G authentication and key agreement protocol and the security context established in the 5G system.
5.3.3.11.2
Security threats 

Manipulation of UE context using mobility management messages during mobility events: During mobility events when UE moves between different access types under one CCNF or moves to a different CCNF/MME with change of technology NG to LTE or vice-versa, security context needs to be identified correctly to avoid re-authentication of the UE. In the case of inter technology handovers, security context needs to be mapped between technologies. Without a unique identifier for the context, mix up of security context between different UEs is a possibility. This needs to be avoided. 

5.3.3.11.3
Potential security requirements

-
The NextGen system shall have a unique key set identifier to manage and access the security context.

-
The NextGen key set identifier should have a structure to indicate the system type as valid for next generation and the assigned value of the index.

-
The NextGen key set identifier should be integrity protected and confidentiality protected when sent between network entities.

5.3.3.y
Key issue #3.y: <key issue name>

5.3.3.y.1
Key issue details

5.3.3.y.2
Security threats 

5.3.3.y.3
Potential security requirements
5.3.4
Solutions
5.3.4.1
Solution #3.1: Including a key exchange protocol into the derivation of the radio interface session keys

5.3.4.1.1
Introduction  

This solution addresses key issues #2.2 and #3.1.

It ensures that an attacker who:

-
either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using,

-
or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.3.4.1.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

As in GSM/GPRS, UMTS or LTE, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm. 

In Figure 5.3.4.1.2-1, "Node X" represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in Next Generation Systems, but if this solution were being retrofitted to LTE then the MME would be a natural choice.  

Editor’s note: The above paragraph needs to be revised to fit the NextGen architecture.
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Figure 5.3.4.1.2-1: Key exchange to derive radio interface security keys 

It is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.  A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [27], as follows:

new radio interface key = KDF (key exchange protocol output, initial shared secret key)

where “key exchange protocol output” refers to the shared secret resulting from the key exchange protocol, and “initial shared secret key” refers to the initial shared secret keys that were in the authentication vector, and were used to authenticate the key exchange.
Editor’s note: The following procedure needs to be revised once the authentication and key agreement mechanism in NextGen is defined.

Solution 12.1 in TR23.799 [2] proposed a unified authentication framework for Next Generation  network. The unified authentication framework is shown in figure 5.3.4.1.2-2. It consists of supplicant, CP-AU and AAA. Therefore, the DH procedure shall be integrated with the proposed authentication framework. 
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Figure 5.3.4.1.2-2: Unified Authentication Framework for Next Generation Networks

Editor’s Note: The figure and the corresponding description should be aligned with SA2.
To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we proposed a possible procedure which is compatible to the Next Generation Systems unified authentication framework. The procedure is as follows:, .

1.
UE sends attach Request to UE in which contains indicators of UE D-H capability groups. A D-H capability group indicator indicates a pair of large primes that are pre-configured.
2.
UE and SEAF perform mutual authentication.  

3.
UE and SEAF derive K1 after mutual authentication. The K1 derived in a similar way to the derivation of KASME in LTE.
4.
SEAF selects a D-H capability indicator based on the D-H capability groups of the UE and the preference list of the SEAF. SEAF generates a private Diffie-Hellman key APRIV and a corresponding public key APUB based on the selected D-H capability.  

5.
SEAF sends message 1 to UE, which contains selected D-H capability indicator, APUB and a MAC computed using K1. 

6.
UE verifies the MAC, decodes APUB, and further generates a  Diffie-Hellman private key BPRIV and corresponding public key BPUB based on the selected D-H capability. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from with KDH and K1.

7.
UE sends message 2 to SEAF, which contains BPUB and a MAC computed using K1. 

8.
SEAF verifies the MAC, decodes BPUB, and derives the same a symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. SEAF derives the same  session key Ksession from KDH and K1.

Both UE and SEAFnow own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure 5.3.4.2.2-3: Integration of Diffie-Hellman procedure with key exchange protocol

5.3.4.1.3
Evaluation 

The solution #3.1 described in clause 5.3.4.1 basically consists in applying a Diffe-Hellman handshake after the intermediate key obtained from the authentication vector (e.g a KASME key) has been successfully established between UE and serving node (e.g. MME). The security context that results from the intermediate key combined with the DH handshake would then be used to derive further keys to protect the radio interface. 

We discuss how well the threats described in clause 5.3.3.1.2 are countered by solution #3.1 in the following.

· The first threat described in clause 5.3.3.1.2 seems to be the only attack that solution #3.1 counters reasonably well: as stated in the requirements in clause 5.3.3.1.3, the attacker would indeed have to give up his passivity and become a long term, active man-in-the-middle.

But solution #3.1 seems ineffective against the following attacks:

· Key theft attack 2 means that the authentication vector is sent to the attacker and, hence, not available at any genuine serving node that would perform an Attach procedure with a user. So, the attacker could not sit back, record the encrypted traffic and decrypt later using the knowledge of the eavesdropped key. 

However, the attacker could proceed to impersonate a genuine serving node towards a UE (using one or more false base stations in the vicinity of the victim that would be attached to the serving node). In this way, the attacker could eavesdrop on the UE's traffic for some significant amount of time. The attacker could repeat this attack many times (as long as the attacker would be able to obtain fresh authentication vectors). 

The underlying assumption in the formulation of the requirement in clause 5.3.3.1.3 seems to be that the involvement of the attacker as " long term, active man-in-the-middle " would make the attack unrealistic. But  attack 2 can be seen as a false base station attack that would be just as practical as its well-known analogue in GSM (with the difference being that the attack does not exploit a weakness in the air interface security - as in GSM - but in the Interconnection network security).  

· Key theft attack 3 is an attack not on SS7 or DIAMETER, but on GTP. It would use e.g. false messages on the NextGen-equivalent of the interface between SGSNs or MMEs. The attacker would record the encrypted communication over the air. The attack on the serving node would only start after the security context, from which the radio encryption and integrity keys were derived, had been established. In particular, it would start only start after the DH handshake proposed in solution #3.1 would have been applied. Hence, solution #3.1 cannot help in mitigating this attack. 

· The re-routing attack is an attack exploiting a weakness of the Interconnection network. But it could not be countered by solution #3.1 as the attack does not exploit the knowledge of keys. 

Clause 5.3.3.1.1 "Key issue details" states: " The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls."  This is most certainly true. Solutions approaches can be found in security area#10. 

The text in clause Clause 5.3.3.1.1 continues: " But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly." According to the above evaluation, at least solution #3.1 is unlikely to mitigate some common threats seen in today's SS7 networks and could be easily circumvented. It appears that these common threats need to be mitigated by security enhancements to the Interconnection network. But then it is likely that also the only threat, against which solution #3.1 really helps, namely passive eavesdropping on authentication vectors, could be mitigated by similar security enhancements to the Interconnection network. 

Conclusion:

Solution #3.1 is costly in terms of performance, especially delay, and it does not help against key theft attacks 2 and 3 nor against the re-routing attack. 

5.3.4.2
Solution #3.2: UE can request a radio interface key refresh

5.3.4.2.1
Introduction  

This solution addresses key issue #3.2.

5.3.4.2.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to carry out a radio interface key refresh.  (This may equate to a reauthentication, but we don’t know that yet for Next Generation.)  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  If this were being retrofitted to LTE, however, then a natural approach would be to introduce a new set of parameter values and new cause code in the Tracking Area Update and/or Routing Area Update messages.

Such request messages are defined for every type of session key used to protect communication or signalling between the UE and any serving network node.  

While the architecture of NextGen is being developed, it is difficult to draw final conclusion on the best approach. A UE sends a key refresh message to the parent node of the node that the UE wants to reauthenticate (this request may possibly travel via other nodes if the UE does not have a direct signalling connection with). In case of the UE re-authenticating a NextGen access node (AN), e.g., gNB, the UE sends the key refresh request to the control-plane entity in the core network which derives the AS key (e.g., KAN which is equivalent to KeNB in LTE) for the access node. The key refresh request is sent using a NAS message. It would also be expected NAS messages would reach entities that can also refresh the NAS security and trigger re-authentication of the whole key hierarchy. Therefore it seems likely that a NAS message would be the appropriate place to carry a key refresh request and such a request would be able to request different levels of key refresh. 
Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to reauthenticate / update keys whenever its policy requires.

5.3.4.2.3
Evaluation 

This solution clearly addresses Key Issue #3.2.  The solution is, necessarily, described only at a rather high level, because the detail depends on other choices concerning the session key management architecture and protocols.  Nevertheless, it seems very likely that this solution will be achievable and applicable, no matter what key management architecture and protocols are chosen.
5.3.4.3
Solution #3.3: Security Context Management for UE with Multiple Access Technologies 

Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier". 
5.3.4.3.1 
Introduction

The next generation network system will support multiple access technologies, including previous generation radios, next generation radio, Wi-Fi access technologies, etc. Many of the UE support multiple access technology and UE may establish multiple connections simultaneously to the network with the same 3GPP credentials after the initial authentication based on unified authentication framework. In TR 23.799 [1]， a solution (6.12.1) in key issue 12 for authentication framework has been included. It includes a uniformed authentication framework and a security context structure at the network side.  But a security context structure has not been defined for UE yet. Therefore, we proposed a security context structure at UE side with the uniform authentication framework and network side security context structure taken into consideration. 

5.3.4.3.2 
Solution details

With the Next Gen system, a UE may have several simultaneous connections to the network. Different connections may utilize different access technologies. However, different access technology may authenticate with network using the same 3GPP credentials. This solution outlines how the UE authenticates with network and derives security context for each access technology. 

In this solution, different access technology shares the same supplicant at UE side. The supplicant is responsible for the authentication for different access technologies. 

-
When the supplicant performs mutual authentication with authentication unit at the network side (CP-AU), if an authentication security context has not been established at the supplicant, then the UE establish a security context within the supplicant. 

Editor notes: UE, device and supplicant need further clarification with SA1 and SA2 respectively

-
If the supplicant already has an established authentication security context, then the UE can use the existing authentication security context for mutual authentication with the network authentication entity. If the authentication succeeds, then both the Supplicant and CP-AU update the authentication security context.

-
Supplicant transmits the derived security context to the relevant access technology module for the protection of communications. 

Editor notes: Use of term security context in various places need ffs.

Figure 5.3.4.3.2-1 shows an example structure of the security context.
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Figure 5.3.4.3.2-1: Security Context Structure for UE with Simultaneous Connections

Figure 5.3.4.3.2-2 shows the detailed procedure for UE with two different access technologies to establish security context with the uniform authentication framework and the security context derivation method proposed above:

1.
Supplicant authentication with AUSF within the core network, during which supplicant communicates with Secure Storage and Processing at UE side and CP-AU communicats with ARPF at network side for authentication vectors respectively（2a and 2b）. 

2.
Supplicant and AUSF establish Authentication Security Context with both CP-AU and Supplicant (3a and 3b)

3.
Supplicant and AUSF transmit security context to the relevant device at the UE side and Access Newtork at network side. 

4.
Both devices and AN installs the security context and use them for data/signalling protection.

5.
Supplicant authentication with AUSF within the core network. The authentication procedure reuses the security context established through the authentication for the first access technology. 

6.
Supplicant and AUSF update Authentication Security Context.

7.
Supplicant and AUSF transmit security context to the relative device (device with access technology 2) at the UE side and Access Newtork at network side.

8.
Both devices and AN installs the security context and use them for data/signalling protection.
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Figure 5.3.4.3.2-2: Authentication and Security Derivation with Simultaneous Connections. 

Authentication Security context:

•
Kauth:  key derived after authentication procedure

•
Counter: maintained at both supplicant and CP-AU per authentication security context. It is increased by one after each authentication.

•
Fast Reauthentication ID: an ID used by supplicant to perform fast reauthentication. 

•
Timer: a value specifies the validity of the keys

Editor Notes: Counter and fast authentication ID need for further clarification

After the authentication is finished successfully, the supplicant needs to derive security context for an individual access technology. To isolate the authentication security context from access technologies, the authentication security context is protected and is inaccessible to the individual acces technology. A key derived from Kauth is transmitted to an access technology for data and signalling protection. An example key derivation can be as follows:

•
KAT = KDF(Kauth, counter )

The Kauth is always kept within the supplicant and only the KAT is passed to the access technology. Therefore, the session key for an individual access technology is securely isolated from each other.

5.3.4.3.3
Evaluation 

Tba
5.3.4.4
Solution #3.4: Untrusted non-3GPP access
5.3.4.4.1
Introduction  

This solution addresses key issue #3.9 on "Untrusted non-3GPP access". It also relates to key issue #2.1 "Authentication framework".
5.3.4.4.2
Solution details  

Architectural aspects: 

The key issue states. "... an additional layer of security on top of whatever security is provided in the access network is required. This additional layer needs to extend between the UE and an entity considered trusted by the core network. "

We name this entity Next Generation Packet Data Gateway (NG-PDG). 

The NG-PDG has the following interfaces: 

· The NG-PDG exchanges IP packets with the UE across the untrusted access network.

· The NG-PDG exchanges signalling messages over IP with one or more control plane functions in the NG core. For simplicity, for the purposes of the present solution we subsume these control plane functions under the name Core Control Function (CCF). The CCF, in general, includes Mobility Management Function (MMF), Session Management Function (SMF), Security Anchor Function (SEAF), and Security Context Management Function (SCMF). 

Editor's Note: This solution does not take a stance on whether reference points should be defined between the various functions subsumed under CCF. This is for SA2 to decide.

· The NG-PDG exchanges user data over IP with user plane function UPF in the NG core.

Editor's Note: it is ffs whether NG-PDG is located in serving network or home network or both. 

Protocol aspects: 

· The additional layer of security between UE and NG-PDG is provided by IPsec. 

· IKEv2 is used to establish IPsec security associations between UE (IKEv2 initiator) and NG-PDG (IKEv2 responder).

· UE authentication is achieved using IKEv2 procedures using either a valid anchor key available at the SEAF or EAP methods. An anchor key is the intermediate key received by the SEAF from AUSF as a result of the NG-UE authentication process.
NOTE: The use of an anchor key for IKEv2 authentication detailed below is an enchancement that avoids the need for full EAP authentication is an optimization Therefore, these enhancements can be considered as a solution variant.
Editor's Note: IKEv2 requires the use of certificates on the responder side to mitigate the so-called lying NAS (Network Access Server) problem. (This problem is better known in 3GPP as serving/access network impersonation). It is ffs whether an appropriate use of EAP-AKA' , together with IKEv2, could obviate the need for responder certificates as EAP-AKA' already provides access network authentication.


[image: image85.emf]UE

Untrusted 

Access

NG-PDG

UPF

IPsec

C-Plane

U Plane

CCF


Figure 5.3.4.4.2-1: 

Procedural aspects: 

· The UE establishes IP connectivity with the access network. How this is done is not within 3GPP remit. 

· The UE determines that the access network is untrusted.

NOTE: Rules for such a determination can be found in TSs 33.402 and 23.402. 

· The UE initiates IKEv2 with the NG-PDG.

Editor's Note: It is ffs which parameters the UE should include in various IKEv2 messages (e.g. configuration payload to obtain IP addresses). This will also be determined by needs expressed by SA2 and CT1.

· UE sends the IKE_AUTH request to the NG-PDG by including Identity of the UE in the IDi payload. The Identity, formatted as an NAI, includes either a UE temporary identifier that points to a valid anchor key at the SEAF (in which case the AUTH payload is included and is generated using a key derived that is bound to the NG-PDG from the anchor key) or an UE identifier that resolves to the permanent subscription identifier at the AUSF (in which case the AUTH payload is not included). The realm part of the Identity is used by the NG-PDG for routing to the SEAF in the CCF. Furthermore, it is also assumed that the Identity includes information to identify the authentication method (e.g., similar to the way NAIs are formatted for non-3GPP access in clause 19.3 of TS 23.003).  

· The NG-PDG sends Key Request (Identity, Indication of whether AUTH payload included) message to the SEAF part of the CCF. 

Editor's Note: The above bullet expresses the security needs. In the interest of an access-agnostic mobility management framework, this initial message sent from the NG-PDG to the CCF could take the form of a generic Attach request. This is, however, for SA2 to decide. 
· If a valid anchor key is available at the SEAF and can be used, the SEAF derives a key that is bound to the NG-PDG and sends it in a Key Response message to the NG-PDG and the NG-PDG uses it as a preshared key for the verification of the AUTH payload and establishment of IPsec security association between the UE and NG-PDG. If AUTH verification fails, the IKE_AUTH procedure is rejected and the UE may retry IKEv2 authentication without including the AUTH payload in the IKE_AUTH message. Otherwise (i.e., SEAF has determined that a new EAP authentication is required), the SEAF sends the EAP Identity Response message to the AUSF. 
NOTE: In IKEv2, the omission of AUTH payload by the initiator is used as an indication to the responder to start the EAP authentication. In this solution, the decision of whether to start EAP authentication is left to the SEAF rather than the IKEv2 responder.
· Based on the received UE identity, the AUSF determines the EAP method to be used and initiates EAP method specific message exchanges (including, if required, EAP-method specific Identity request/response exchange) with the UE with the SEAF performing the functions of a 3GPP AAA proxy, as defined in TS 23.402, as far as proxying EAP messages between NG-PDG and AUSF (which takes the role of EAP server) is concerned. 

· At the end of the EAP authentication process, the SEAF sends (possibly via another function in the CCF) the EAP Success message and a key to the NG-PDG. 

· The NG-PDG uses this key to complete the authentication of the UE within IKEv2. 

· The UE and the NG-PDG complete the establishment of an IPsec security association. 

· IP packets protected between the UE and the NG-PDG can now be exchanged between the UE and the NG core. These include user plane packets as well as NAS messages sent over IP.

Editor's Note: It is ffs by SA2 whether any further NAS messages need to be sent.

Editor's Note: It is ffs whether there are security implications of IP address assignment. IP address assignment as such is within the remit of SA2 and CT1.

Security context management aspects: 

· The SEAF, by its definition, receives key from the AUSF. This s the anchor key, from which further keys are derived. 
· The SEAF takes an active role in key delivery: when the SEAF receives the anchor key from the AUSF, the SEAF requests the SCMF to derive a key from the anchor key and return it to the SEAF. The derived key is bound to the identity of the NG-PDG. The derived key is delivered to the NG-PDG, together with the EAP Success message if EAP authentication was performed. 

NOTE: 
For the purposes of IKEv2 between UE and NG-PDG, the derived key takes the role of either preshared key for IKEv2 UE authentication or of  that MSK takes in 33.402, clause 8. 
Editor's Note: Re-use of anchor key over multiple instances of untrusted access is ffs. One solution to consider is EAP-Re-authentication (ERP). 

Editor's Note: it is ffs whether EMSK should be used to derive the anchor key instead of using MSK as the anchor key in case an EAP method other than EAP-AKA' is used (to achieve serving network binding).
· The UE performs a corresponding key derivation of derived key from the anchor key. 

· In case, NAS messages are sent after the establishment of an IPsec security association then they can be protected as follows: 
· Use of NAS layer security: The SCMF derives NAS keys from the anchor key MSK and delivers the NAS keys to the MMF and SMF, as appropriate. This would be in line with an access-agnostic handling of NAS security. It would have the downside, though, of double protection, by IPsec and by NAS security. This may be acceptable, though, as signalling messages are rare.
Editor's Note: The possibility of protecting NAS messages by some form of IP address binding is ffs.
5.3.4.4.3
Evaluation 

5.3.4.5
Solution #3.5: Trusted non-3GPP access
5.3.4.5.1
Introduction  

This solution addresses key issue #3.10 on "Trusted non-3GPP access". It also relates to key issue #2.1 "Authentication framework".

The key issue states: " It is recognized that detailed specifications for trusted access networks in 4G are currently only available for Trusted WLAN (TWAN)... The key issue should therefore explore the security aspects of the NG equivalent of TWAN as well as the need for similar specifications for other access network types. "

The present version of the solution focuses on the NG equivalent of TWAN, i.e. it focuses on trusted WLAN access to the NG core.

Editor’s note: The need for specifications similar to the NG equivalent of TWAN for other access network types is ffs. 
5.3.4.5.2
Solution details  

Architectural aspects: 

· We name the NG equivalent of TWAN "NG-Trusted WLAN Access Network" (NG-TWAN). The NG-TWAN forwards IP packets between the UE and the NG core. 

The NG-TWAN has the following interfaces: 

· The NG-TWAN forwards signalling messages between the UE and one or more control plane functions in the NG core. For simplicity, for the purposes of the present solution we subsume these control plane functions under the name Core Control Function (CCF). The CCF, in general, includes Mobility Management Function (MMF), Session Management Function (SMF), Security Anchor Function (SEAF), and Security Context Management Function (SCMF). 

Editor's Note: This solution does not take a stance on whether reference points should be defined between the various functions subsumed under CCF. This is for SA2 to decide.

Editor's Note: It is for SA2 and CT1 to decide how the signalling messages are carried over the TWAN.

· The NG-TWAN forwards user data over IP between the UE and the user plane function NG-UPF in the NG core.

Editor's Note: It is up to SA2 to choose a different name for the user plane function NG-UPF.

Protocol aspects: 

· UE authentication is achieved using EAP methods. 

· In particular, authentication-related signalling messages in the form of EAP messages need to be forwarded between UE and NG core before IP connectivity over the TWAN is established. 

· It is expected that NAS message are sent between UE and CCF after the establishment of an WLAN security association, in particular session management messages (in analogy to WLCP in 4G).

Editor's Note: In 4G, WLCP terminates in the TWAG, which is part of the TWAN. However, in the interest of an access-agnostic session management framework, it is assumed for the present solution that the NG equivalent of WLCP terminates in the CCF (SMF). This needs to be decided by SA2, though. 
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Figure 5.3.4.5.2-1: 

Procedural aspects: 

· The UE determines that the access network is trusted.

NOTE: Rules for such a determination can be found in TSs 33.402 and 23.402. 

· The UE initiates communication with the NG-TWAN.

· The NG-TWAN triggers the UE to send an EAP Identity Response message to the NG-TWAN, which the NG-TWAN forwards to the CCF. 

Editor's Note: The above bullet expresses the security needs. In the interest of an access-agnostic mobility management framework, this initial message sent from the NG-TWAN to the CCF could take the form of a generic Attach request. This is, however, for SA2 to decide. In this context, it must be taken into account that a WLAN complying with IEEE 802.1X will let only EAP messages pass until authentication has been completed, so that the information that can be sent before completing authentication is very limited. 
· The CCF forwards the EAP Identity Response message to the SEAF. 
· The SEAF performs the functions of a 3GPP AAA proxy, as defined in TS 23.402, as far as proxying EAP messages between NG-TWAN and AUSF (which takes the role of EAP server) is concerned. 

· At the end of the EAP authentication process, the SEAF sends (possibly via another function in the CCF) the EAP Success message and a key to the NG-TWAN. 

· The NG-TWAN uses this key to establish WLAN security according to IEEE 802.11i with the UE. 

· IP packets protected between the UE and the NG-TWAN can now be exchanged between the UE and the NG core. These include user plane packets as well as NAS messages sent over IP.

Security context management aspects: 

· The SEAF, by its definition, receives the MSK key from the AUSF. This MSK is the anchor key, from which further keys are derived. 
· The SEAF takes an active role in key delivery: when the SEAF receives the MSK from the AUSF, the SEAF requests the SCMF to derive a key MSK' from MSK and return it to the SEAF. MSK' is bound to the identity of the NG-TWAN. The key delivered to the NG-TWAN, together with the EAP Success message, is MSK', and not MSK. 

NOTE: For the purposes of WLAN security between UE and NG-TWAN, MSK' takes the role that MSK takes in TS 33.402, clause 6.2. 
Editor's Note: Re-use of MSK over multiple instances of trusted access is ffs. One solution to consider is EAP-Re-authentication (ERP). 
· The UE performs a corresponding key derivation of MSK' from MSK. 

· Protection of NAS message that are sent between UE and CCF after the establishment of an WLAN security association, in particular session management messages (in analogy to WLCP in 4G): 
· Use of NAS layer security: The SCMF derives NAS keys from the anchor key MSK and delivers the NAS keys to the MMF and SMF, as appropriate. This would be in line with an access-agnostic handling of NAS security.
Editor's Note: The possiblity of protecting NAS messages by some form of IP address binding is ffs. 

Editor's Note: In case SA2 decides to have an NG equivalent of WLCP terminating in the NG-TWAN further key derivations and a security protocol for the NG equivalent of WLCP need to be studied. 

5.3.4.5.3
Evaluation 

5.3.4.6
Solution #3.6: Next Generation Key Set Identifier

5.3.4.6.1
Introduction  

This solution addresses the key issue on “5G security key and context identification” in security area #3: Security context and key management.

Editor’s note: Terminology needs to be fixed if security architecture is finalized. Currently a mix of potential 5G terms and LTE terms (e.g. NAS SMC) is used.
5.3.4.6.2
Solution details  

Since the NextGen system is being designed to have unified authentication framework to support multiple access technologies such as NextGen (NR), LTE, trusted non-3GPP access, trusted 3GPP access etc., keys need to be derived to support access from any of these access technologies. 
For managing and accessing the security context and the key hierarchy in 5G and to identify the 5G security context a new parameter will be needed, which is called Next Generation Key Set Identifier (NG-KSI) in the following. The NG-KSI is a parameter which is associated with a master key derived during an authentication and key agreement protocol. 
NOTE 1: Similar to LTE, from the master key, a set of keys will be derived for securing NextGen NAS control plane signaling as well as user plane data terminated directly on the user plane Gateway (UPGW). Subsequent to the successful authentication of the UE and the master key (e.g. similar to K_ASME) keys to protect the access stratum (NextGen AS) will be derived. 
NOTE 2: NG-KSI in the clear does not present a significant privacy threat if reasonable short (e.g. three or four bits).
The NG-KSI consists of a value and a type of security context parameter indicating whether an NextGen security context is a native NextGen security context derived out of NextGen authentication of the UE or a mapped NextGen security context derived out of LTE authentication of the UE. NG-KSI will be stored in the Security Anchor Function (SEAF), which may be part of the CCNF (common control function). At the end of successful authentication and verification of the UE, the NG-KSI will be assigned and sent to the UE instructing it to begin a NAS context with index NG-KSI as shown in Figure 5.3.4.6.2-1.
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Figure 5.3.4.6.2-1 UE Authentication and Security context instantiation with NG-KSI assignment.

Editor’s note: Figure needs to be fixed.
Step 1: The next generation UE, NG UE, does Attach Request to the NextGen system. Attach Request can be made through any of the radio access technologies supported in the NextGen system.

Step2: The Common Control Network Function (CCNF) or the Security Anchor Function (SEAF) of the visited network performs UE authentication in conjunction with the AUSF and the ARPF, and, if authentication is successful, the authentication parameters/vectors are received at the CCNF/SEAF.

Step3: The CCNF/SEAF and UE run NextGen AKA and the authentication request is verified.
Step4: The CCNF/SEAF instantiates a security context for the UE. It assigns a key set identifier NG-KSI for the NextGen system security context. NG-KSI helps the UE and the NextGen system to identify correctly the security context during mobility events.

Step 5: The CCNF/SEAF sends NextGen NAS Security mode command to instruct the UE to instantiate the NextGen NAS security context and the NG-KSI. The message contains additional parameters to secure the NAS communication between the UE and CCNF, to which the SEAF is belonging, such as selected algorithms, NAS counters etc.

Step 6: The UE receiving the NextGen NAS security mode command, instantiates NextGen NAS security context with NG-KSI as the index.

Step 7: UE sends NAS Security mode command to convey the CCNF/SEAF that it has instantiated the NAS security context. 

Editor’s Note: Depending on SA2 architecture decision, the 5G architecture terminology and functional element names are FFS. 

Editor’s Note: Impact of the split of MM and SM functions into different nodes is FFS. 
Editor’s Note: Exact definition and structure of NG-KSI is FFS in CT WGs.
Editor’s Note: How the NG-KSI is integrated in the new security messages between 5G system and NG UE, e.g. equivalent to NAS in 4G, is FFS in CT WGs.

5.3.4.6.3
Evaluation 

NG-KSI allows the NG-UE and the CCNF/MMF to identify the security context and the correct master key. If such parameter is used, NG-UE and the dedicated network entity storing the NG-KSI do not need to invoke the authentication procedure during a subsequent set-up of the connection during mobility events from LTE to NextGen system or when a connection is changed from one access technology to another within the NextGen system.
5.3.4.7
Solution #3.7:  Algorithms Negotiation Procedure

5.3.4.7.1
Introduction  

This solution address the key issue 3.3.

The key issue states: “The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account what the UE has signalled and potential additional information in the subscriber profile.”

This solution provides an algorithm negotiation mechanism for the NextGen network.
5.3.4.7.2
Solution details 

In LTE, MME is the security anchor to perform algorithms selection and negotiation, while in NextGen the SEAF is the function directly connecting with the NG UE and MM, may also indirectly connect with SM. 

In this solution, SEAF is the anchor to perform algorithm negotiation.

Figure 5.3.4.7.2-1 shows the basic call flow for algorithm negotiation.
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Figure 5.3.4.7.2-1 algorithm negotiation

0. UE stores supported algorithms that is part of the UE security capability, the MM stores an algorithm priority list and the ARPF stores permitted algorithms based on the subscription profile information.

1. UE sends an Attach Request to SSF
2. SSF sends an Authentication Request to SEAF.
3. SEAF sends an authentication data request to ARPF, which shall at least include the IMSI.
4. The ARPF response with authentication data response message. The permitted algorithms may be included in this message. The permitted algorithm is selected by ARPF based on the current UE’s profile, e.g. the type of UE.
Editor’s Note:  It is ffs what information should be used for ARPF determining the permitted algorithms.

5. The SEAF sends User Authentication Request message to UE to perform mutual authentication.
6. After the UE authenticates the network, it will send User Authentication Response message to SEAF.This message also contains the algorithms UE supported.
7.  The SEAF selects algorithms based on the UE supported algorithms and the permitted algorithms received from ARPF.
8. SEAF informs SSF the result of authentication.
9. The SSF forwards the attach request message to MM.
10. MM sends Security Context Request message to SEAF. The message at least includes the algorithms priority list belonging to MM and the UE identity.
11. SEAF compares the preferences of the MM and the selected algorithms from step7 to get the determined algorithms for MM which include one ciphering algorithms and one integrity algorithms.
12. SEAF responds to MM with Security Context Request message which includes determined algorithms and the UE security capability.
13.  MM perform MM SMC Procedure with the NG UE. The messages shall be protected by keys and the determined algorithms.
14.  UE and MM perform the rest of Attach MM procedure.
15. If the initial attach indicates that the SM procedure needs to be executed, the MM will forward the Session Management Request to the SM. If the initial attach does not contain SM procedure, then UE will send Session Management Request to SM some time later.

16. The SM gets the algorithm priority list of CN-UP.
NOTE: The current call flow assumes that the UP security terminates at CN-UP.

17. The SM sends Security Context Request message to SEAF including algorithms priority list of CN-UP.

18. SEAF compares the preferences of the CN-UP and the selected algorithms from step7 to get the determined algorithms for CN-UP which includes one ciphering algorithm and one integrity algorithm.
19. SEAF responds to SM with Security Context Request message which includes determined algorithms for CN-UP and the UE security capability.

20. SM performs SM SMC to enable UP security protection. At this point, all messages are integrity and confidentiality protected by keys just derived using the agreed upon algorithms.
21. The SM performs the rest of SM procedure or the rest of the attach procedure.
Editor’s Note: Where NAS traffic terminates in the network should be aligned with SA2 architecture.
Editor’s Note:  It is FFS why put the UE security capability in UE authentication response message.
Editor’s Note: It is FFS whether SEAF needs to keep status of UE supported algorithm list to server MM-SMC and later SM-SMC.
5.3.4.7.3
Evaluation 

5.3.4.8
Solution #3.8: Key negotiation of dual connectivity to deal with the leakage of secret key

5.3.4.8.1
Introduction
This solution addresses the key issue #4.3 “Security aspests of dual connectivity” and key issue #2.2 “Reducing the impact of secret key leakage”.

It refers in the key issue #4.3 that “an attacker may eavesdrop on traffic involved in dual connectivity”, and requires in the key issue #2.2 that “anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen”. Therefore, this proposal provides a new solution to key negotiation in dual connectivity. 

5.3.4.8.2
Solution details
This solution proposes a D-H based key negotiation between UE and gNB. Figure 5.3.4.8.2-2 shows the procedure of key negotiation.
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Figure 5.3.4.8.2-2: the procedure of the key negotiation
1. eNB sends a gNB addition request to gNB containing the D-H capability groups of UE.
2. gNB selects the D-H capability according to its pre-determined priority D-H capability list and UE supported D-H capability groups, and then generates KEi the interim session key generated by gNB based on selected D-H capability.
3. gNB sends a gNB addition response to eNB containg the selected D-H capability and KEi.
4. eNB sends the RRC connection reconfiguration containing the selected D-H capability and KEi.
5. UE generates KEr, the interim session key generated by UE, based on the selected D-H capability, and then sends a RRC connection reconfiguration complete containing KEr to eNB. Meanwhile, UE can derive D-H key using KEi and KEr.
6. eNB sends the gNB reconfiguration complete containing KEr to gNB with which gNB can derive the same D-H key.
Editor’s Note: It is ffs how to use D-H key.
Editor’s Note: How random numbers are transferred is FFS. 
5.3.4.8.3
Evaluation

Editor’s Note: Computational overhead aspect needs to be considered in the evaluation.
tba
5.3.4.9

Solution #3.9: Security Key Refresh Triggered by UE

5.3.4.9.1

Introduction
This solution addresses Key Issue #3.2.

5.3.4.9.2 
Solution details

UE is equipped with a key refreshing policy. The policy indicate the risk level of the visited network, different risk level will trigger the refresh of different keys. Four risk levels are considered in the policy: High, Middle, Low, None. Three key refresh scenarios are introduced. These include reauthentication, main key refresh and CP/UP key refresh. When the risk is High, the UE will trigger reauthentication, and then refresh all the interface keys. When the risk is Middle, the UE will trigger main key refresh. CP/UP key will be refreshed if the risk is Low, and no key will be refreshed if the risk is None. 

More specifically, detailed scenarios of different risk levels are discussed here. 

 -
Once UE moves to a visited network with lax security policy. With high probability, the main key will be compromised if the key is used for a long time. In this situation, the risk is High, UE will trigger reauthentication periodically, to keep the main key fresh.

-
In a visited network, if the key is used for a long time, the attackers recover the air interface key from the UE or AN. In such situation, the UE will trigger the main key refresh key procedure to refresh all the air interface keys. 

-
In a visited network, the attackers monitor the air interface of the UE and try to figure out the air interface key from the data transimitted. In this case, the risk is Low, and UE needs to refresh the air interface keys periodically.

The policy is defined by the home network and dynamically configured to UE during IAR/IAS in the MASA framework in solution #2.12. Different levels are defined according to the geographical location of the serving network, the regularity, the home network policy, etc.  The policy configure procedure is as follows.
1-2

These are the original MASA flows that UE sends IAR request to the serving network and forwords it to the home network.

1. HSS define a refreshing policy based on the UE subscribe information, the geographical location of the serving network, the regularity, the home network policy etc.

2. HSS sends back the refreshing policy to the serving network possibly in an encrypted form..
3. The serving network forward the refreshing policy to UE in the IAS
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Figure 5.3.4.9.2-1

Editor’s Note: Clarification and more details is needed on how the policy is delivered from home network to the NG-UE.

Editor’s Note: This solution needs to be evaluated against current OMA DM and USIM OTA provisioning solutions.
The refreshing procedures are as follows:

· Reauthentication
If the UE roams to a visited network with High risk as defined per the home network policy. UE will trigger the reauthencation procedure and refresh all the interface key.
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Figure 5.3.4.9.2-2

NOTE 1: The policy also defines a refresh period time X, which means if UE stay in the same visited network all the time, the key refresh procedure will be automatically triggered every time X.

NOTE 2: In case the time of reauthentication arrives and the UE is engaged in some important activities, it is a UE local policy to use a backoff timer to delay the reauthentication until a later time. 

NOTE 3: the difference of the reauthentication here between 2/3/4G is that the authentication is initiated by UE and do not need to drop the connection.
· Main Key Refresh
If the UE roams to a visited network with Middle risk, UE will trigger the main key refresh procedure and refresh all the derived keys from it. The main key here means Kng in the NextGen key hierarchy or Kasme in 4G. There are two ways to refresh the main key. One is based on DH key agreement and the other is based on key chain.
a) The DH based key refresh procedure is according to solution #3.1 and described as follows.
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Figure 5.3.4.9.2-3

1. UE sends a KeyRefresh Request to CP-AU and contains indication RefreshMainKey and Flag=0 to use DH agreement protocol.
2. CP-AU generates a DH tuple APUB and APRIV.
3. CP-AU computes the MAC of APUB using the previous main key K_main, and sends APUB together with the MAC to UE.
4. UE first generates a DH tuple BPUB and BPRIV, then checks the MAC of APUB and computes the DH key KDH. Finally, it refreshes the main key as K’_main = KDF(K_main, KDH).
5. UE computes the MAC of BPUB using the previous main key K_main, and sends BPUB together with the MAC to CP-AU.

6. CP-AU first checks the MAC of APUB, and then computes the DH key KDH. Finally it refreshes the key as K’_main=KDF(K_main, KDH).

b) In the chain based procedure, UE and CP-AU maintain a counter MainKeyChainCounter, and the procedure is as follows.
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Figure 5.3.4.9.2-4

1. UE sends a KeyRefresh Request to CP-AU and contains indication RefreshMainKey and Flag=1 to use chain based method.
2. UE and CP-AU both refresh the main key as K’_main = KDF(K_main, MainKeyChainCounter), and the counter will add 1 index.
3. CP-AU returns a KeyRefresh Response message to UE.

· CP/UP key refresh

If the UE roams to a visited network with Low risk, UE will trigger the CP/UP key refresh procedure and refresh all the derived keys from it. There are two ways to refresh the CP/UP key. One is based on DH key agreement and the other is based on key chain.
a) The DH based key agreement protocol is according to solution #3 and is similar to the main key refresh procedure except using the K_CP/K_UP, as follows.
1. The CP case:
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Figure 5.3.4.9.2-5

2. The UP case:
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Figure 5.3.4.9.2-6

b) The chain based protocol is similar to the main key refresh procedure except using K_CP, CPKeyChainCounter and K_UP, UPKeyChainCounter, as follow.

1. The CP case:
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Figure 5.3.4.9.2-7

2. The UP case:
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Figure 5.3.4.9.2-8
5.3.4.9.3
Evaluation

tba
5.3.4.10
Solution #3.10: Authentication and Key Agreement procedure for untrusted non-3GPP Access

5.3.4.10.0
General

The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture are specified in the TR 23.799. 
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Figure 5.4.3.10-1

A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently, only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be discussed at a later phase of this work.

In this release, it is assumed that UEs that access the NextGen CN over non-3GPP access utilizes the 3GPP NAS signaling.
Over untrusted non-3GPP access: 

a. The UE discovers and selects the N3IWF with the same procedure as the ePDG selection in TS 23.402.
b. The UE uses IKEv2 to establish an IPsec tunnel with the selected N3IWF. During this IPsec tunnel establishment, the UE is authenticated to the NextGen CN via NG2.

c. After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and NG2. The N3IWF transparently forwards the NAS messages via NG2.
d. IKE and IPsec are used on the interface between the UE and the N3IWF, but additional protocols may be used if needed. 

e. Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
5.3.4.10.1
Solution Overview 

As shown in Figure 5.3.4.10.1-1, upon successful IP connection of a UE to a non-3GPP access followed by N3IWF discovery, the UE starts the IKEv2/EAP-AKA’ protocol exchange to establish an IPsec Tunnel with N3IWF.  During the establishment of the IPsec tunnel, N3IWF start a 3GPP attached procedure over NG2 on behalf of the UE and attached the UE to NextGen core. The UE sends 3GPP attach parameters to N3IWF, embedded in IKEv2/EAP-AKA’ messages during the IPsec tunnel establishment.
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Figure 5.3.4.10.1-1: High-level Control Plane Procedure for Untrusted non-3GPP Access

Figure 5.3.4.10.1-2 depicts the protocol stack for Untrusted non-3GPP access.
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Figure 5.3.4.10.1-2: Control Plane Protocol Stack for untrusted non-3GPP Access

Editor’s Note:  UE and non-3GPP connectivity and N3WIF discovery are outside the scope of this solution. 

After successful attach / NAS authentication and establishment of IPsec tunnel between the UE and N3IWF, the UE sends NAS messages to N3IWF via the IPsec tunnel which is relayed to the NAS layer CP function over NG1 – as shown in the figure 5.3.4.10.1-3
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Figure 5.3.4.10.1-3: NAS Encapsulation within IPsec Tunnel for non-3GPP Access

5.3.4.10.2
Attach Procedure via Untrusted non-3GPP Access

Editor’s Note: It is FFS whether there is any impact on IETF EAP RCSs or EAP-AKA’ RFC
Editor’s Note: It is FFS whether this solution can support authentication methods other than EAP-AKA’

This section describes the Attach procedure with flow between the UE and CP function for Untrusted non-3GPP access, as depicted in Figure 5.3.4.10.2-1.
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Figure 5.3.4.10.2-1: Attach Procedure via Untrusted WLAN using NG2 interface with EAP-AKA’ 

1.
The UE discovers and associates with the WLAN. Any non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with a pre-shared key, username/password, etc. When the UE decides to connect to NextGen core, the UE discovers the IP address of N3IWF by executing the existing procedure for ePDG discovery and proceeds with the establishment of an IPsec tunnel as discussed below.
2.
The normal IKEv2 signaling initiates as per RFC7296 (IKEv2) and RFC5998 (EAP-only authentication in IKEv2). The N3IWF behaves as EAP authenticator and retrieves the identity of the UE (step 2d). 

3.  N3IWF constructs an Attach Request (identity, type) message on behalf of the UE and sends this message to the CP functions over NG2 interface. The identity IE includes the identity received in step 2d and the type IE indicates that this is an attach request over untrusted non-3GPP access, and it may also indicate which EAP method is to be used. The UE sends to N3IWF the information required to create the Attach Request by including the appropriate attributes in message 2d (EAP-RES/AKA-Identity).   Upon processing the Attach-Request messages, CP function forwards the Identity payload to AUSF over AAA interface.

4.  The AUSF (implementing EAP server) sends Authentication Request (AKA-Challenge) to CP Function which in turn relays the payload in  AuthRequest to N3IWF over NG2 interface.  This will trigger N3IWF to start IKV2/EAP-AKA Challenge Request / Response message with UE.  Upon receipt of IKv2/EAP-AKA Challenge response from UE, N3IWF creates NAS AuthResponse (AKA-Challenge) message to CP function. Upon processing the  Auth-Response messages, CP function forwards the AKA-Challenge response  to AUSF over AAA interface.

5.
Upon verification of AuthResponse (AKA-challenge), AUSF sends Success message to CP function over AAA interface.  CP function sends Attach-Accept (Security-Context[MSK]) message to N3IWF.  Then this triggers N3IWF to send an IKEv2 Authentication-Response & Request exchange with UE.   Upon receipt of IKEv2 Authentication Request / EAP-AKA Notification, N3IWF sends Attach Complete to CP function, and IKEv2 / EAP-Success to UE.

6.  Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3IWF.  As part of IKEv2 phase 2, in addition to an IPsec SA, the UE also receives an internal IP address that it will be bounded to this IPsec SA.  The internal IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.
5.3.4.10.3
Evaluation

Editor’s Note: Evaluation for this solution is FFS.
5.3.4.11
Solution #3.11: Binding of keys to an authentication session with a serving network in NextGen systems
5.3.4.11.1
Introduction  

This solution addresses Key Issue #3.1 (Theft of keys). Keys can be stolen not only by passive eavesdropping of communication links between the home and serving network nodes but also via triggering a genuine serving network requesting the keys from the home network on behalf of the UE when the UE is not present at the serving network. Such stolen keys can be used by an attacker to impersonate the legitimate serving network and intercept UE’s communication traffic.

Editor's Note: The threat needs to be clarified: Who triggers? Who is the attacker? If the attacker is not the genuine network how does the attacker get hold of the keys if not by eavesdropping on communication links? If the attacker is the genuine network what exactly is the associated risk? The present solution needs further justification based on a thorough risk analysis.
This solution describes an enhanced authentication protocol that binds an authentication session root key (KASRK) to the authentication session. 

Editor's Note: The notion of authentication session is not defined in TR 33.899 nor in TS 33.401. Who is involved in this authentication session, UE and serving network, or UE, serving network and home network?
Such binding ensures the UE that the current authentication session and corresponding communication with the serving network is authorized by the home network. This binding to the authentication session also has the affect of binding the authentication to a serving network
Editor's Note: It seems that two protocol properties are mixed here: it is easily possible that an MSK is bound to the authentication session (if the meaning is that the MSK was generated after the UE sent a certain freshness parameter), but there is no serving network authentication, cf. example of EAP-AKA. It is the other way around for EPS AKA: the visited network can request an authentication vector independent of any request from the UE, but serving network authentication is guaranteed.
NOTE: The solution ensures the UE that the current authentication session and corresponding communication with the serving network is authorized by the home network when used with EPS AKA. Similarly, it implicitly ensure that the home network that any authentication vector sent can only be used for the present session. 
Editor's Note: It needs further clarification whether the home network has any notion of authentication session.

Editor's Note: It is FFS which other authentication methods require the additional mechanisms to bind the key to the authentication session and/or serving network.
5.3.4.11.2
Solution details  

Binding an authentication session root key (KASRK) to a serving network is achived based on an attach request with an information element (IE) that is encrypted by the UE and can only be decrypted by the AUSF in the home network. The encrypted IE contains the serving network identifier (SNID) and a session specific key encryption key (KEK) generated by the UE. The SNID provided by the UE (i.e., not by the serving network) is used by the AUSF to bind a KASRK to the serving network. The KEK is used to bind KASRK to the authentication session in such a way that the NG-UE who initially generated the KEK can be confirmed with the knowledge of the KEK by the serving network during the authentication procedure.

Binding KASRK to the serving network prevents an attacker who acquired the messages exchanged between the AUSF and the serving network from masquerading the serving network identified by the SNID. 

Editor's Note: This statement suffers from a lack of clarity in the threat analysis, cf. first Editor’s note in 5.3.4.11.1. If the attacker obtains any secret information by eavesdropping then confidentiality protection in the interconnection network would seem sufficient. If the genuine serving network acts as an attacker then there is no issue of masquerading as the serving network cannot masquerade as itself.  
And, binding KASRK to the KEK prevents an attacker who obtains the authentication session root key (or other information used by the serving network to authenticate the NG-UE, e.g., an authentication vector in LTE) from masquerading the serving network after the authentication procedure associated with the KEK has been completed.

Editor's Note: This seems impossible to accomplish as anybody knowing the KASRK will also know the derived keys and can, hence, e.g. eavesdrop on the radio link long after the authentication procedure has been completed, until the KASRK is refreshed.
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Figure 5.3.4.11.2-1: Attach procedure with intrinsic serving network and session binding when using EPS AKA

1. The NG-UE sends an attach request to the serving network with UE identity and an encrypted information element (IE) that contains the serving network identity (SNID) to which the NG-UE is attaching and a key encryption key (KEK) that is generated by the NG-UE. 

NOTE 1: either the AUSF’s public key or a shared key between the NG-UE and the AUSF can be used as an encryption key. In case that the AUSF’s.public key is used for encryption, the NG-UE shall be provisioned with the AUSF’s public key or certificate.
Editor’s Note: SEAF and CP-CN are shown in the same box since the interface between them has not been defined. 

2. The SEAF/CP-CN adds its certificate (or public key) to the information received from the NG-UE and sends an authentication request to the AUSF. The AUSF obtains the SNID and the KEK by decrypting the authentication request message.

NOTE 2: If the certificate or public key associated with SNID is stored in the AUSF, it need not be included in the authenetication request. 

3. The AUSF sends the authentication response that includes an encrypted authentication session root key (KASRK) and an encrypted KEK. The KASRK is encrypted using the KEK and the KEK is encrypted using the public key of the serving network. 

NOTE 3: Only the serving network (node) that owns the private key associated with the public key used for the KEK encryption can decrypt the KEK and subsequently decrypt the KASRK using the KEK. 
NOTE 4: In EPS AKA, the AUSF includes an authentication vector (AV) in the authentication response so that the serving network can perform authentication with the NG-UE. In this case, the AV is encrypted using the KEK.

The SEAF/CP-CN obtains the KEK using its private key and subsequently AV or KASRK using the KEK.

4. The SEAF/CP-CN authenticates with the NG-UE based on the AV.

5.  The SEAF/CP-CN integrity-protects the attach accept message using the KEK and sends the integrity-protected message to the NG-UE. If the NG-UE successfully verifies the attach accept message, then the NG-UE can be confirmed with the binding of KASRK to the current authentication session and the binding of the KASRK to the serving network, based on the SEAF/CP-CN’s knowledge of KEK.

NOTE 5: Integrity protection of this message using KEK assures to the UE that the AVs used for the authentication in step 4 is freshly provided by the home network to this serving network for the Attach Request in step 1. The step 5 can be performed as part of the step 4.

5.3.4.11.3
Evaluation

The risk of a genuine serving network obtaining authentication vectors ahead of an Attach request by the UE seems quite limited, as shown by the evaluation section of solution 2.22 Furthermore, even the solution presented in this clause cannot completely mitigate the risk of a genuine serving network abusing authentication vectors or root keys, cf. online variant of the attack in the evaluation section of solution 2.22
The present solution is not needed for AKA-based authentication methods: 

It appears that EPS AKA* in solution 2.22 suffices to mitigate the risk of a serving network obtaining authentication vectors when the UE is not present in the serving network. 

Even if it is decided that a stronger mitigation of this risk is needed the method of choice would rather be EAP-AKA', a well-proven method, than a totally new protocol that seems to have no stronger security properties than EAP-AKA', but is considerably more complex. 

It is also pointed out that, for enhancing EPS AKA according to the intention of the present solution, a much simpler solution would work: the UE includes an unencrypted random value in the Attach request, which the serving network forwards to the home network. The home network then includes this random value in the computation of KASME from CK, IK, together with the serving network identity. This works as CK, IK never leave the home network in EPS AKA. 

The present solution is not needed for EAP-based authentication methods: 

· For EAP-based authentication methods, the simpler solution 2.19 where the AUSF calculates KSEAF from the EMSK in a way that KSEAF is bound to the serving network identity seems preferable to the present solution for reasons of complexity. 

The present solution is therefore potentially useful only for non-AKA, non-EAP authentication methods. However, it is not clear whether 5G authentication will support such methods.  

5.3.4.12
Solution #3.12: "Binding a serving network public key into the derivation of the radio interface session keys"
5.3.4.12.1
Introduction  

This solution addresses Key Issue #3.1: Interception of radio interface keys sent between operator entities.
5.3.4.12.2
Solution details  

The solution is identical to solution 2.6.
5.3.4.12.3
Evaluation 

Solution #10.2 "Public-key encryption of keys in authentication vectors" also addresses key issue 3.1. It has the advantage over solution 3.12 that it works under the same prerequisites as, but does not affect the radio interface, which is a scarce resource. 
5.3.4.z
Solution #3.z: <solution name>

5.3.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.3.4.z.2
Solution details  

5.3.4.z.3
Evaluation 

5.3.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.4
Security area #4: RAN security 

5.4.1
Introduction 

The security area "RAN security" focuses on the key issues related to the signalling protocols such as the disclosure of unnecessary or unprotected transmission of sensitive data in the signalling messages or the lack of authentication and integrity mechanisms in the core. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users. Besides, in this security area the protection of signaling over the radio air interface is also studied.   

In particular this security area deals with concerns such as:

-
The insecure/unprotected transmission of sensitive data in the signalling messages  

-
The unnecessary disclosure of sensitive data in the signalling messages.

-
The possibility for an attacker  to link temporary identities with real user identities at any time during the network operation

-
The use of predictable radio identities.

-
The lack of integrity protection of all unicast Radio signalling messages when a security context is established, including messages between RAN nodes and between RAN nodes and Core Network.

-
The persistence of radio identities (not refreshed) when a radio procedure or a state transition occurs .

-
The overload of signalling messages.

5.4.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.4.3
Key issues
5.4.3.1 
Key Issue #4.1: 
AS security during RRC idle mode

5.4.3.1.1 
Key issue details

In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).

So far the mobile communication system has been focused on providing AS secure communication in the RRC connected state and security aspects in RRC idle state are not considered. As some services are offered to the UE in the RRC idle mode through System Information Blocks, it is necessary to consider and ensure the security of the messages carrying the service/service information, even when the UE is in RRC idle mode for the next generation systems. 

5.4.3.1.1 
Security threats

If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE for the following services obtained when the UE is in RRC Idle state:

a) Detection of mobile terminated services (for example, incoming calls, connection request from application servers, etc.), system information change; 

b) UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

c) UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service, the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 

5.4.3.1.3 
Potential security requirement

-
Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.

Editor’s Note: It should be studied to have a possible solution for the above requirement with minimal impact to the system.

5.4.3.2

Key issue #4.2: Security requirements on gNB

5.4.3.2.1
Key issue details

The gNB may, in contrast to other nodes, in many cases be located in a vulnerable location. Hence security requirements on the gNB may be in scope of 3GPP, even if security requirements on other nodes are up to implementation.

In the LTE system, there are a number of security requirements on the eNB, covered in clause 5.3 of [a]. There are security requirements for eNB setup and configuration, for key management inside eNB, for handling User plane data and Control plane data, and for the secure environment of the eNB. 

Possible security requirements on the gNB depend on the NG architecture. The security requirements on gNB may be similar to the security requirements on eNB, but differences between the EPS and the NG architecture may also result in different requirements for gNB compared to eNBs. Possible co-deployments of gNB and eNB may also influence the security requirements on gNB.

Editor’s note: More explanation is needed for co-deployment of gNB and eNB.

Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments.

Editor’s note: Security requirements on gNB should be studied further when the NG architecture is defined. 

5.4.3.2.2
Security threats 

An attacker may modify the gNB’s setting or software configurations via local or remote access.

An attacker may obtain keys, user data or user identifiers from the gNB.

5.4.3.2.3
Potential security requirements

Editor’s Note: The potential security requirements are ffs.

Editor’s Note: The requirements in the present clause needs to take in consideration requirements in clause 5.3 of TS 33.401 as the architecture for NextGen system becomes more complete.
-
gNB configuration management, whether local or remote, shall be authorized.
-
gNB shall ensure boot and run-time integrity of its platform.

-
gNB software updates shall be applied only after successful integrity and origin verification.
-
Secure storage and processing of sensitive data in gNB shall be assured.
5.4.3.3

Key issue #4.3: Security aspects of dual connectivity

5.4.3.3.1

Key issue details

The next generation system is expected to cover different cases of dual connectivity. The purpose of this key issue is to study security aspects of dual connectivity in the next generation system.

Dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. The options that may be relevant to study are listed in Table a.

Table 5.4.3.3.1-1: Architecture options for dual connectivity

	Main node
	Secondary node
	Core network

	Gnb
	gNB
	NextGen core

	Enb
	gNB
	EPC

	Gnb
	eNB
	NextGen core

	Enb
	eNB
	NextGen core

	Enb
	gNB
	NextGen core


Most of the scenarios involve both the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. For example, the following aspects may have an influence:

-
Similarities and differences in the PDCP layer of LTE and corresponding layer(s) in the next generation system;

-
The endpoint of user plane data encryption in the next generation system; and

-
Possible user plane integrity protection in the next generation system.

The study of the security aspects of dual connectivity will of course also depend on the technical work on dual connectivity.

Editor’s Note: The security aspects of dual connectivity should be studied further when similarities and differences between LTE and NR and the technical work on dual connectivity have progressed.

5.4.3.3.2

Security threats 

An attacker may eavesdrop on traffic involved in dual connectivity at the secondary eNB or gNB.

An attacker may impersonate an eNB, gNB or UE involved in dual connectivity at the secondary eNB or gNB.

An attacker may attack a dual connectivity traffic flow by injecting wrong packets in to a  traffic flow.

Editor’s Note: The security threats should be updated when the security aspects of dual connectivity are studied further.

5.4.3.3.3

Potential security requirements

-
The offloaded link on the secondary eNB or gNB should have the same or better level of protection compared to the main link of the UE. For this reason, it shall be possible for the master eNB or gNB to control the security keys and security parameters for the dual connectivity link.

-
It shall be possible for the master eNB or gNB to indicate the type of protection  ie integrity or encryption to be applied on a DRB basis to the  secondary eNB whenever new DRBs are added .

-
The security keys (integrity and encryption keys) on the same secondary eNB or gNB should not be predictable between different instances of dual connectivity while the UE remains connected to the same main eNB or gNB.

-
It shall be possible to update the security keys on the secondary eNB or gNB when the main eNB or gNB meets the trigger conditions or when secondary eNB or gNB meets the trigger conditions.

Editor’s Note: The potential security requirements are ffs.

5.4.3.4

Key issue #4.4: Security aspects of intra-NR mobility

5.4.3.4.1
Key issue details

The Next Generation system is expected to include UE mobility. The scope of this Key issue is the security aspects of these mobility procedures.

It is assumed that the Next Generation system involves at least handovers and idle mode mobility similar to LTE. 

Editor’s Note: In LTE, the two cases for mobility (handover and idle mode mobility) correspond to the state (ECM/RRC-CONNECTED or ECM/RRC-IDLE) that the UE has when it moves Similarly, for the NextGen system, the UE states will determine the different cases that need to be considered for mobility. However, the discussion in RAN2 on UE states is not stable yet. It is expected that there will be states corresponding to ECM/RRC-CONNECTED and ECM-IDLE in LTE. It is ffs in RAN2 whether there will be an ECM-CONNECTED/RRC_INACTIVE state. Hence, it is ffs whether security aspects of inactive mode mobility need to be studied as well.

Editor’s Note: It is ffs whether idle mode mobility is in the scope of the security area RAN security.

5.4.3.4.2
Security threats 

5.4.3.4.3
Potential security requirements

5.4.3.5
Key issue #4.5: Security aspects of RAN-WLAN aggregation/integration 
5.4.3.5.1
Key issue details

The Next Generation system is expected to include WLAN aggregation. See clause 4.1.3 in TR 38.804 [x] and especially Figure 4.1.3-1 in the same clause for possible deployment scenarios. The scope of this key issue is the security aspects of WLAN aggregation.

Editor’s Note: In RAN working groups, interworking/aggregation with WLAN is down-prioritized until March 2017.
5.4.3.5.2
Security threats 

5.4.3.5.3
Potential security requirements

5.4.3.6
Key issue #4.6: User plane DoS attacks 
5.4.3.6.1
Key issue details

NextGen systems are expected to host diverse services and to provide connectivity/services to a massive amount of devices simultaneously. Such devices include IoT devices that send small amount of data infrequently. The key issue in subclause 5.4 of TR 23.799 [2] is on session management for those IoT devices. 

NOTE: 
This attack was not dealt with in LTE, but the introduction of user plane integrity in NextGen allows the possibility to protect against this attack.

Some solutions in TR 23.799 are proposing the absence of user plane AS security. However, in the absence of user plane AS security, the network may be exposed to denial of service (DoS) attacks. It is desired for the NextGen systems to have a way to deter or filter bogus user plane packets injected by unauthorized devices or applications (e.g., malware). At the same time, in the normal operations (i.e., in case of no identified ongoing attacks), the NextGen network should support efficient transmission of small data by IoT devices as intended. 

5.4.3.6.2
Security threats 

In the absence of integrity protection being provided by AS security, attackers can launch DoS attacks on the user plane against the NextGen network by sending bogus packets to the network. Though the bogus packets may be identified and filtered at the network node that can verify packets based on the security context of a device, the path towards the network node can still be flooded by bogus packets. This would lead to denial of service or at least throughput degradation caused by congestion to devices whose traffic shares the same network links as that of the bogus packets.
5.4.3.6.3
Potential security requirements

The NextGen system should support an efficient method to filter bogus user plane packets at an access node to prevent DoS attacks for uses cases where there is no per UE AS layer user plane security context.
5.4.3.7
Key Issue #4.7  Key handling in RRC inactive state to RRC active state transition 
5.4.3.7.1
Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed.
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
5.4.3.7.3
Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.
5.4.3.8
Key issue #4.8: Security aspects for deployment scenario of option 3  

Editior’s Note: This key issue needs to be merged with key issue # 4.3 

5.4.3.8.1
Key issue details

This key issue is introduced to study security aspect for deployment scenario of option 3 shown in Figure 5.13.3.3.x.1-1. This option is being discussed in key issue and solution 18 “Interworking and Migration”, Annex J “Deployment Scenarios” of TR 23.799 and section 7.1 “Tight interworking between new RAT and LTE” of TR 38.801. In option 3, a UE, which has dual connectivity to eNB in LTE and gNB in NR (NextGen Radio), accesses EPC network.
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Figure 5.4.3.8.1-1: Deployment Option 3 (TR 23.799 [2]) 
5.4.3.8.2
Security threats 

· Unauthorized UEs can access NR.
· U-plane traffic sent through NR could be compromised.

Editor’s note: It’s FFS whether U-plane security termination point is in NR or SGW.
· Communications between EPC and NextGen network can be compromised.
5.4.3.8.3
Potential security requirements

· Authorization mechanism for UE to access NR network shall be provided.
· Integrity, confidentiality and replay protection shall be provided for communications between NR and EPS nodes.
5.4.3.y
Key issue #4.y: <key issue name>

5.4.3.y.1
Key issue details

5.4.3.y.2
Security threats 

5.4.3.y.3
Potential security requirements
5.4.4
Solutions
5.4.4.1
Solution #4.1: Network signs selected signalling messages

5.4.4.1.1
Introduction  

This solution addresses key issue #4.1.

Editor's note: The impact of global certificates is for ffs.

Editor's note: the operational impacts of these solutions (e.g. managing PKI ) are ffs.

5.4.4.1.2
Solution details  

5.4.4.1.2.1
Background 

In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The network then uses the private key to append a digital signature to sensitive (broadcast or UE-specific) downlink signalling messages, and the UE can verify the authenticity of those messages.  This prevents a false network from spoofing those messages successfully.

Editor’s note: It is ffs which messages should be signed.  It is also ffs how exactly message formats should be adapted to accommodate an appended signature.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can ignore the appended signatures and treat all network messages as genuine.

5.4.4.1.2.2
Provisioning and management of keys  

This solution requires one or more global Certification Authorities (CAs).  Each network needs to have a root key pair, with the public key certified by one of the CAs.

NOTE:
An alternative approach, avoiding centralised CAs, would be to have every home network sign visited network certificates to be used by the home network’s own subscriptions.  The list of visited network certificates available to a subscription could be maintained by an OTA mechanism.  This alternative seems harder to maintain, however.

All CA root public keys should be programmed into each UE that supports the present solution.  These root keys could in principle be either in the USIM (or its NextGen equivalent) or in the ME.  The solution proposed is as follows:

-
The UE first looks for three lists on the USIM:

o
A list of Permitted CA Certificates.  Each entry on this list is a full root certificate.

o
A list of Forbidden CA Certificates.  Each entry on this list is an unambiguous certificate identifier.  

o
A list of Forbidden Network Certificates.  Each entry on this list is an unambiguous certificate identifier.  

-
Dependent on what lists are present on the USIM, then UE may also look for lists on the ME, as follows:

o
If there are no Permitted CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Permitted CA Certificates on the ME.

o
If there are no Forbidden CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden CA Certificates on the ME.

o
If there are no Forbidden Network Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden Network Certificates on the ME.

By initially including a dummy Forbidden CA Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden CA Certificate list.  Similarly, by initially including a dummy Forbidden Network Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden Network Certificate list.  (An alternative would be to have a flag on the USIM indicate this intention to the UE.)  Otherwise, the two forbidden certificate lists can be managed in ME software updates.

Each NextGen network generates one or more (Network Private Key, Network Public Key) pairs, and obtains corresponding Network Certificates signed by one of the global CAs.  The Network Private Key is not used directly for signing signalling messages.  Instead, individual network nodes generate or are provided with (Network Node Private Key, Network Node Public Key) pairs, with the Network Node Public Key signed by a Network Private Key in a Network Node Certificate.

Network Node Certificates have a relatively short duration, e.g. one day.  The UE should cache at least the most recently seen Network Node Certificate, and may cache more.

The Network Node Private Key is then used to sign messages.  The network node broadcasts its Network Node Certificate, which the UE will be able to verify.  Having verified the Network Node Certificate, the UE will also be able to verify signatures on signalling messages.

5.4.4.1.2.3
Revocation  

There are three levels of certificate: Global CA Certificates, Network Certificates, and Network Node Certificates.

Revocation of Global CA Certificates is managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden CA Certificates, or the list of Permitted CA Certificates, or both.  Device vendors may also update the ME-based list of Forbidden CA Certificates and/or the ME-based list of Permitted CA Certificates in software updates.  Trusted online revocation servers may also be used, in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden CA Certificates.

Revocation of Network Certificates is also managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden Network Certificates.  Device vendors may also update the ME-based list of Forbidden Network Certificates.  Trusted online revocation servers may also be used (in particular, managed by the CAs that issued the Network Certificates), in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden Network Certificates.

Network Node Certificates are not revoked – just allowed to expire, and not renewed.

5.4.4.1.2.4
Signature algorithms and algorithm selection  

UEs supporting this solution must support the ECDSA signature algorithm [32].

NOTE:
An alternative signature algorithm would be RSASSA-PSS (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  Options include 

(a) New algorithms are supported by new UEs, and where possible in current UEs via patching; new algorithms are mandatory to support in networks, and network appends multiple signatures computed using all available algorithms.  The UE pays attention only to the "best" algorithm that it supports.  The biggest downside of this approach are that all networks must be upgraded before a new algorithm can be introduced on the UE side.

(b) Networks broadcast which algorithms they support, and the UE chooses the "best" algorithm that it has in common with the network.  The network appends multiple signatures computed using all available algorithms.  The biggest downside of this approach is that a false network can say that it only supports the weakest algorithm.

(c) A list on the UE, updated by the home network, tells the UE which visited networks support the new algorithm(s).  An attacker who can’t break the new algorithms then can’t pose as one of those networks, but can pretend to be another network instead.

5.4.4.1.2.5
UE actions

A UE supporting this solution will reject a signalling message that it expects to be signed, unless the following conditions are all true:

-
the message has a signature that the UE can verify using a Network Node Public Key;

-
the Network Node Public Key has a certificate that the UE can verify a Network Public Key;

-
the Network Public Key has a certificate that the UE can verify using a root CA certificate in its Permitted  CA Certificates list;

-
the root CA Certificate is not in the UE’s Forbidden CA Certificates list;

-
the Network Certificate is not in the UE’s Forbidden Network Certificates list.

If the UE rejects a message then it does so silently, with no error message being returned.

5.4.4.1.3
Evaluation 

1. Description of attack on Broadcast messages with Digital Signature: If an attacker obtains a log of the broadcasted MIB and SIBs with time stamp, digital signature, SFN etc for 24 hrs from a valid network node, with all the parameters, he is in possession of the system information matching time stamp and digital signature. The attacker can masquerade as the original cell, its cell Id, frequency parameter etc and broadcast the same MIB/SIB information. All he needs to do is to synchronize his broadcast with the time stamp in his log file to match the original cell. If this is an attack on idle mode UEs, the attacker need to operate the fake cell in the same tracking area (TA), to match the TAC.

If the idle mode UE, entered idle mode in the same tracking area as the attacker is broadcasting with tracking area code (TAC) in the MIB, the idle mode UE will pass the digital signature check. The idle mode UE has the public key (K-SIGPublic ) for the tracking area, if the UTC time matches the signature verification will be successful. Whether the content of the system information, whether it is MIB or any of the SIBs, is it actual or replayed, the UE will not be able to make out because the signature matches. The end result is that the idle mode UE camps on a fake eNB. The UE would loose all the valid paging messages, broadcast messages by camping on it. 

If the UE is trying to do a fresh Attach to a fake network, it will be fooled by the replayed signed system broadcast messages since the signed broadcast messages will pass verification. UE will send the subscription identity (e.g such as IMSI or P-IMSI) to the network. The attacker succeeds in extracting the identifier (IMSI/PMSI/GUTI etc) from the UE, the signature verification will fail only in the subsequent messages.

If the UE gets attached to a genuine network, then security mechanisms specified at the NAS and AS protocol layers makes it difficult to spoof the UE specific messages in the DL and UL.

Draw back of the current solution: In the current solution, “Each NextGen network generates one or more (Network Private Key, Network Public Key) pairs, and obtains corresponding Network Certificates signed by one of the global CAs. The Network Private Key is not used directly for signing signalling messages. Instead, individual network nodes generate or are provided with (Network Node Private Key, Network Node Public Key) pairs, with the Network Node Public Key signed by a Network Private Key in a Network Node Certificate.

Network Node Certificates have a relatively short duration, e.g. one day. The UE should cache at least the most

recently seen Network Node Certificate, and may cache more.

The Network Node Private Key is then used to sign messages. The network node broadcasts its Network Node

Certificate, which the UE will be able to verify. Having verified the Network Node Certificate, the UE will also be able

to verify signatures on signalling messages. “
If the Network Node Certificates have a relatively short duration, e.g. one day, the signature of all system broadcast messages may repeat for the duration of the day. That means an attacker can copy and replay these messages. The UE  is expected cache the most recently seen Network Node Certificate, and may cache more. The Network Node Private Key is then used to sign messages. The network node broadcasts its Network Node Certificate, which the UE will be able to verify. Having verified the Network Node Certificate, the UE will also be able to verify signatures on signalling messages. 

Observation1: It is possible to mount a successful attack on UEs within a tracking area even with the solution described in 5.4.4.1 against system broad cast messages from a valid cell/network node.
Observation 2: Based on the validity of certicate, signature will remain steady or repeats. Replay attacks are possible based on signature steady and repeat cycle.

Observation 3: To avoid the replay attacks completely calendar+UTC time stamp (as specified in RFC3339) is needed as parameters in signature calculation.

Observation 4: Even with Calendar+UTC time stamp, (near) realtime replay attacks are possible, to avoid this GPS coordinates of the cell are also needed and the UE need to verify its GPS coordinates with that of the cell.

Observation5: If the UE was power cycled totally it would be difficult for UE to know the local time or UE without learning from the SIB.

Observation6: With Digital Signature and Timestamp, GPS parameters, the size of protected System Info can get significantly larger.
2. Attack on Unicast messages to a UE with Digital Signature: An attacker can replay signed system broadcast messages from a real gNB and fool the UE to since send the Attach Request with subscription identity (e.g such as IMSI or P-IMSI) to the network. The attacker succeeds in extracting the identifier (IMSI/PMSI/GUTI etc) from the UE. The attacker can also replay valid reject/fail messages signed by a valid network, which he may have extracted previously. Most of the reported hackings on the LTE networks has been on the unprotected initial messages like Attach Request/ Attach Reject (EMM error codes), Tracking Area Update Reject etc. In the replayed system response scenario, since the message is signed by the system the UE will pass the message correctly and will behave according to the instruction. The attack succeeds.
Observtaion 7: UE may need to include a freshness parameter NONCE in addition to the UE ID to the network in case of Attach Request/ Re-attach etc. The network should send back the integrity protected NONCE in the response message to avoid replay attacks. This should be the case for all messages until umutual authentication between UE and network takesplace.
3. Protection of Unicast messages after mutual authentication:  Unicast messages to a UE after successful mutual authentication between the UE and the gNB are integrity protected using the key derived from the AS and NAS  context keys, hence they do not need additional protection using certificate/private keys. Such protection only adds to additional overheads to signaling messages. 

Observation 8: Messages that need protection are unicast messages to the UE before the UE is authenticated and not being protected with AS and NAS security context.

5.4.4.2
Solution #4.2: Verification of authenticity of the cell during RRC idle mode
5.4.4.2.1
Introduction  

This solution addresses key issue # 4.1. 

A cell periodically broadcasts synchronization signals and system information (SI). UE detects a cell based on the synchronization signals. If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful.
5.4.4.2.2
Solution details  

5.4.4.2.2.1
System Information verification using Digital Signatures  

This solution is applicable only for verification of authenticity of the cell during Idle mode cell reselection.

In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information as shown in Figure 5.4.4.2.2.1-1. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the NR by the MNO. The public K-SIGPublic key is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 5.4.4.2.2.1-2. Time Counter is maintained based on UTC time and can be units of seconds or minutes. The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted. The usage of Time Counter ensures that received system information cannot be replayed. There can be differences in the Time Counter maintained in the UE and the AN because of different UTC source or implementation errors. To take care of these errors least significant bits of Time Counter are also transmitted along with system information.
On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

The size of the digital signature leads to increase in the signalling overhead. In order to reduce the overhead, digital signature can be generated for multiple system information together instead of generating the digital signature for each system information. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period.

Editor’s note: The solution to be revised to update the Tracking Area equivalent for NextGen System based on the progress in other working groups.

Editor’s Note: It is FFS to determine if provisioning multiple K-SIG-Pubs in UE is feasible.

Editor’s Note: Provisioning of K-SIG-Priv needs to be clarified. And it is FFS to determine if provisioning K-SIG-Private in multiple NRs during each TAU is feasible.

Editor’s Note: It is FFS whether the K-SIG-Priv of all eNBs within a TA are same or different. The possible key leakage if the same K-SIG-Priv is shared by all eNBs needs to be considered.
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Figure 5.4.4.2.2.1-1: System Information verification using Digital Signatures
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Figure 5.4.4.2.2.1-2: Provisioning of Public Keys to the UE
5.4.4.2.2.2
System Information verification using Identity Based Cryptography

The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  In order to verify the authenticity of the cell, the NR act as “signer” and the UE act as the “verifier” (according to the definitions in RFC 6507).  The NR uses SSK associated to the cell to sign the system information, and the UE uses the public key of the CN and the cell ID specific PVT to verify the signature.  

As mentioned in the clause 5.4.4.2.2.1, the time counter is used as the input for signature generation and also to reduce the overhead; digital signature can be generated for multiple system information together and protection can be applied once every ‘N’ period instead of every period.

Editor’s Note: It is FFS to determine if signing all the SIBs by an NR is feasible, considering the resource and processing overhead in the eNB and the UE.
Editor’s Note: It is FFS to determine if signing only some of the SIBs by an NR is sufficient.
Editor’s Note: It is FFS to determine if radio bandwidth can be optimized by not transmitting extra information, such as timestamp as done now. Some examples are - to use timeslot, subframe number etc. in signing, which are known both to the UE and the network and therefore need not be transferred in radio.
5.4.4.2.3
Evaluation 
Description of attack on system with Digital Signature: The input to the digital signature is system information, the K-SIG and the time counter. For the system information including the MIB or any of the SIBs (SIB1, .. SIB12), the procedure to calculate the signature is the same. In the system information (SIBs) there may be some varying values from frame to frame, but the most varying parameter is the time counter, which is UTC time. UTC time is a 24hr time.

If an attacker obtains a log of the broadcasted MIB and SIBs with time stamp, digital signature, SFN etc for 24 hrs from a valid cell, with all the parameters, he is in possession of the system information matching time stamp and digital signature. The attacker can masquerade as the original cell, its cell Id, frequency parameter etc and broadcast the same MIB/SIB information. All he need to do is to synchronize his broadcast with the time stamp in his log file to match the original cell. If this is an idle mode attack as mentioned in the key isse, the attacker need to operate the fake cell in the same tracking area (TA), to match the TAC.

If the idle mode UE, eneterd idle mode in the same tracking area as the attacker is broadcasting with tracking area code (TAC) in the MIB, the idle mode UE will pass the digital signature check. The idle mode UE has the public key (K-SIGPublic ) for the tracking area, if the UTC time matches the signature verification will be successful. Whether the content of the system information, whether it is MIB or any of the SIBs, is it actual or replayed, the UE will not be able to make out because the signature matches. The end result is that the idle mode UE camps on a fake eNB. The UE would loose all the valid paging messages, broadcast messages by camping on it. 

UE will detect that the cell is fake only when it wants to become active and does Attach Request. At that instance, the Attach Request will fail and UE may select another cell for service. Till that time it will listen to the wrong cell and may miss all the DL communication meant for it.

If the fake cell is at the edge of the tracking area, UEs moving in to the tracking area will attempt tracking area update (TAU), which will fail. Tose UEs would select another cell for the TAU procedure.

Observation1: It is possible to mount a successful attack on idle mode UEs within a tracking area even with the solution described in 5.4.4.2
Observation 2: Based on the granularity of time stamp, signature will remain steady or repeats. Replay attacks are possible based on signature steady and repeat cycles.
Observation 3: To avoid the replay attacks completely calendar+UTC time stamp (as specified in RFC3339) is needed as parameters in signature calculation.

Observation 4: Even with Calendar+UTC time stamp, (near) realtime replay attacks are possible, to avoid this GPS coordinates of the cell are also needed and the UE need to verify its GPS coordinates with that of the cell.

Observation 5: If the UE was power cycled totally it would be difficult for UE to know the local time or UE without learning from the SIB.

Observation 6: With Digital Signature, GPS coordinates and Timestamp parameters, the size of protected System Info can get significantly larger.

Editor's Note: This evaluation needs to be revisited once the use of the UTC timer in solution 5.4.4.2 has been clarified.
5.4.4.3
Solution #4.3: Dual Connectivity Solution based on Offload counter

5.4.4.3.1
Introduction 

5.4.4.3.2
Solution details  

Editor’s Note: In this solution gNB is expected to have the same protocol stack as eNB. In case the protocol stacks are different, the impact of that in this solution is FFS.

When executing the SeNB Addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SeNB Modification  procedure requiring an update of S-KeNB, the MeNB shall derive an S- KeNB using a Offload counter  which results in a fresh S-KeNB. The MeNB shall forward the generated S-KeNB to the SeNB during the SeNB Addition procedure or SeNB Modification procedure requiring key update. 

The SeNB shall derive a key KUPenc and KUPint from the received S-KeNB and use it for either integrity protection or encryption of radio bearer as indicated  by the MeNB. 
The general scheme for key derivation is given below.
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Figure 5.4.4.3.2-1: 
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Figure 5.4.4.3.2-2: Key derivation of Kupenc and Kupint for dual connectivity 
Editor’s Note: Key names need to be adapted for KeNB and gNB.

5.4.4.3.3
Evaluation 

5.4.4.4 
Solution #4.4: Fake gNB detection using UL traffic monitoring and System Query

5.4.4.4.1
Introduction

For the verification of authenticity of the cell during RRC idle mode, two solutions are given, which when combined can always verify the gNB.

5.4.4.4.2 Solution details
1) Fake gNB detection using UL traffic monitoring: In this method , the UE in Idle mode, when other conditions for Cell reselection and camping are met UE scans and  monitor whether the cell has live UL link traffic. For this purpose, UL receiver is implemented in all NextGen UEs. If the UE can monitor and detect that there is UL traffic, that is reliable indication that the gNB is serving multiple UEs. For this the UE need to monitor the Uplink control channel PUCCH, where the UEs transmitting on the uplink put the indication so that gNB can decode it accordingly. 

Editor’s Note: This method will work only if the UE has capability to receive the UL traffic and able to receive UL from other UEs in any geographical location within the cell. If other UEs are close to BS than the monitoring UE and monitoring the UE’s UL receiver is limited to certain range, then this solution may not be feasible. It is FFS to study this aspect.

As defined in TS 36.300 PUCCH contains information on ,

“Physical uplink control channel (PUCCH)

-
Carries Hybrid ARQ ACK/NAKs in response to downlink transmission;

-
Carries Scheduling Request (SR);

-
Carries CSI reports.”
Any fields present on the PUCCH channel is a good indication that the cell is serving UEs, but may not be serving genuine UEs.

Editor’s Note: It is FFS which uplink channels are reliable for monitoring and conclude the authenticity of a cell without attack from fake UEs..

NOTE: 
Other UL channels like PUSCH or PDCCH also can be candidates for monitoring to determine the cell is serving active and genuine. Assuming UL receiver is implemented in all NextGen UEs and a mechanism is available for the monitoring UE to verify that the UL is from genuine UEs. 

Editor’s Note: It is FFS how complex is this UL monitoring for the UE in TDD and FDD systems.
2) UE verifies gNB with ‘System Query’ message:

In this procedure, the UE in Idle mode, when other conditions for Cell reselection and camping are met, will send a short System Query message to the gNB (or the Common Control Function (CCNF) where the NAS context of the UE is held). The UE includes a freshness parameter NONCE in the System Query message. 

The Response to the System Query is generated by the Serving System network element (gNB or CCNF). The Response is digitally signed by using the Private Key of the Serving System. When digital signature is computed, the NONCE received from the UE is also used as a part of  signed contents. To prevent any replay attacks of the message from the serving network, the GPS coordinates of the cell/gNB is also included as part of the signed contents. The presence of GPS cordinates of the gNB helps the UE to compare its own coordinates to make sure that it is within the expected coverage of the gNB or any of its cell sectors. The associated Public Key of the Serving System is signed in advance by the Trusted CA – an entity which is known and trusted by the HPLMN of the UE, and whose Trust Root (Public Key of Trusted CA) is provisioned into the UE when subscription is set up. This signed Public Key of the Serving System is also included in the Response message.
Effectively, the System Query Response would contain at a minimum the following information:

· Cell-id or CCNF-id 

· GPS coordinates of the Cell
· NONCE initially received from the UE

· Serving System Public Key and its Digital Signature computed in advance and provided by the Trusted CA: [PuK_SS][SIG1(PuK_SS)PrK_CA]

· Digital signature of all above elements computed using the Private Key of the Serving System:

{SIG2[Cell_id/CCNF_id],[NONCE],[Cell GPS coordinates], [PuK_SS][SIG1(PuK_SS)PrK_CA]}PrK_SS

When the UE receives the Query Response message, it does the following:

1. UE uses the pre-provisioned Public Key of Trusted CA to validate the SIG1, and once it is validated, the UE accepts the Public Key of the Serving System as trusted. 

2. Then, the UE verifies that the received NONCE is the one associated with the query that it sent.

3. Then the UE uses the received and validated Public key of the Serving System to validate the signature SIG2. Once this signature is validated, the UE gets assured of the legitimacy of the system that sent the Query Response.
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Figure 5.4.4.3-1  Idle mode UE doing a System Query to gNB/CCNF to verify the gNB.

Real time attacks with system query method: Real time attacks are possible even with the System Query method. If GPS coordinates are given to the UE, the UE can use its own GPS data and calculate the distance to the center of the Cell pointed by the GPS data. The UE can independently calculate distance to the Cell using radio link parameters, roundtrip time/ time of arrival and verify that this distance it finds in the communication matches with the distance based on GPS coordinates. But UE cannot figure out the actual GPS cordinates of the cell. Hence if the real time attacker happens to be in the same radial distance as the Cell center, the UE would not make out the difference and the attack would succeed. However matching the distance is very difficult to achieve and in any case the attack is limited only this same radial distance. 

Editor’s Note: It is FFS how to address the real time replay attacks in the system query method or it need not to be addressed since it is a very difficult attack to mount. 

 Editor’s Note: It is FFS whether the neighbour list in the SIB can be used to enhance this method or neighbour list need to be added in the System Query message to help the UE evaluate the neighbour gNBs it should be seeing. 

5.4.4.4.3
Evaluation

Draw back of UL traffic monitoring method: This method though reliable when the PUCCH indication is available, has a drawback. The limitation is that a genuine cell may not be always serving UEs on the Uplink and the serving UEs are not always under the proximity of the monitoring UE. There may not UEs transmitting all the time in every frame or sending ACK/NACK or CSI in every radio frame. Hence every radio frame may not carry PUCCH indications from UEs, particularly at late night or early morning hours. Hence this method could be used during day time or when available but needs an alternate way of verification if this step is inconclusive. Further UL traffic monitoring is power consuming for UE in idle. Also UE may not have RF/baseband receiver to monitor UL. Currently, UL receiver is implemented only in the BS (NBs, eNBs), hence additional HW needed in the UE. Even if the UE receives the UL signaling, it is required to have a mechanism to check the validity of the UL signaling whether it is from genuine UE or from the fake BaseStation/UE. 
Advantage of UL traffic monitoring  method:UE in Idle mode can decide on the validity of the cell without anything transmitted. No DL replay attacks are possible in this method, since this channel carries indications from multiple UEs in the ULThere are no privacy issues since this is a physical layer channel.
Advantage of System Query method: System is verified using a query, hence doesn’t overload the SIB/MIB. In fact the scheme could be extended to cover SIB information in general rather than always broadcast over the air. UE uses the pre-provisioned Public Key of Trusted CA to validate the signature, and once it is validated, the UE accepts the Public Key of the Serving System as trusted. 
Drawback of system query method: An Idle mode UE is made to transmit a query message to verify the gNB thus losing power.

Editor’s Note: It is FFS how the UE can determine the correct coverage area of the gNB. 
Editor’s Note: It is FFS whether it can be required that the UE has a GPS receiver. 

Editor’s Note: It is FFS whether solution 1 can be defeated by using fake UEs in addition to a fake gNB or whether the fake gNB could generate UL traffic posing as a UE.  

5.4.4.5
 Solution #4.5: Prevent  User Plane DoS Attack over Air Interface for Small Data
5.4.4.5.1
Introduction 
This solution addresses key issue #4.6

In key issue 5.4.3.6 of TR 33.899, it discussed about the user plane DOS attack that might be caused by the small data from UE. It mentioned that, in TR 23.799, some solutions for infrequent small data transmission are proposing the absence of user plane AS security. However, in the absence of user plane AS security, the network may be exposed to denial of service (DoS) attacks. Therefore, for the NextGen systems, the AS layer should have a way to deter or filter bogus user plane packets injected by unauthorized devices or applications (e.g., malware). At the same time, in the normal operations (i.e., in case of no identified ongoing attacks), the NextGen network should support efficient transmission of small data by UE as intended.
In this solution, we proposed to use Identity-based public technology to solve the DOS attacks that may appear in the AS layer and also allow the normal UE to transmit small data. To use the Identity-based technology for signature generating and verifing according to RFC 6507 [33], the sender need to be provisioned with a SIGN-Key, (PVT, SSK), which are generated according to its ID and KMS parameters, and are also provisioned with the KMS Public Authentication Key (KPAK). The sender can sign the message with the SSK, and KPAK. A verifier need to be provisioned with the KPAK. The sender needs include its ID, PVT together with the data and a signature generated. A receiver can verify the message with its KPAK and the received ID, PVT, data and signature. 
5.4.4.5.2
Solution details 
In this solution, we propose to use the Identity-based public technology to filter out bogus data packets injected by unauthroized users. We assume that the Credential Repository play the role for KMS and generate Identity-based SING-Keys for UE. KMS of different operator may use different KMS public authentication keys. At the same time, it allows normal users to transmit there data to the network. The proceduers are as follows:

1. RAN is provisioned with Identity-based KMS public key for signature verification

1.1 RAN is provisioned with Identity-based KMS Public Authentication Key (KPAK). 

1.2 RAN stores the KPAK. KPAK is used by RAN to verify the signature contained in the small data packet from the UE. 

2. UE is proviseioned with Identity-based Keys

2.1 UE perform a mutual authentication with AUSF/SEAF and sets up a secure connection with the core network. 

2.2 AUSF/SEAF notify the KMS of the authentication results

2.3 KMS provision UE with Identiy based keys, including UE’s temporary ID (ID_UE), PVTID_UE, SSKID_UE, and KPAK. 

2.4 UE stores the ID_UE, SSKID_UE, PVTID_UE, and KPAK. 

2.5 UE shall release the connection with the network. 

NOTE: 
ID-based keys can be used for certain period, e.g. one week, after the connection is released. A new key can be provisioned after the current key expires. 

3 UE using the Idenity-based SING-Keys to sign the small data

3.1 When UE receives data from upper layer, it finds KPAK, PVTID_UE, and SSKID_UE and computes signature for the data with above parameters.

3.2 UE transmits data message that contains ID_UE, PVTID_UE, timestamp, data and the generated signature to the RAN. The timestamp is used to prevent replay attack. 
3.3 After receiving the data from UE, the RAN Verify the signature of data with UE_ID, PVTID_UE, and KPAK. If the data passes the verification, then RAN forward the data message to the core network, else, it drops the data.

3.4 UE transmit the data to the core network handling function for further processing. 
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Figure 5.4.4.5.2-1: UP plane data verification using Identity-based Digital Signatures
Editor’s note: The roaming case needs to be described more. E.g. how can a home operator know which network the user will roam to.
5.4.4.5.3
Evaluation 
DOS attack at air interface: with the proposed solution, the RAN needs to verify the signature of the small data. However, considering that the small data is transmitted with low frequency, and each RAN only allocate part of its radio resource for small data transmission, therefore, the verification of signature for small data is unlikely cause DOS attack. On the other hand, with the signagure verification, the RAN can prevent UE from perfoming DDOS attack to core network nodes. 

Editor’s Note: It is ffs performance impact of ID based signature verification on UE and RAN

Editor’s Note: It is ffs security aspects of storing Identity based private key (SST). This is closely tied to decisions taken in security area 8.6.5
5.4.4.6
Solution #4.6: Security mechanism for deployment scenario of option 3

Editor’s Note: The SA3 study of security aspects of dual connectivity should be aligned with progress in the on-going study of dual connectivity in RAN2 and RAN3
5.4.4.6.1
Introduction  

This solution addresses key issue #4.8 “Security aspects for deployment scenario of option 3”.
5.4.4.6.2
Solution details  

Security mechanism is provided for deployment scenario of option 3 with the following points.
· UE’s authorization to access NR (New Radio) is checked
· UE’s capability to access NR is checked before starting security procedure to select appropriate security algorithm

· Information on UE’s capability and authorization to access NR is stored in initial attach phase in eNB to make security procedure efficient
Procedures of initial attach and gNB addition for option 3 with security mechanism are shown in Figures 5.4.4.6.2-1 and 5.4.4.6.2-2, respectively.

Initial attach procedure is carried out with the following steps:

1. Attach request with UE NR capability is sent from UE to eNB.
2. eNB sends the attach request from UE to MME.
3. MME checks UE’s capability and subscription to access NR.

4. MME sends attach response to eNB with the check results of the information.
5. eNB sends the attach response from MME to UE.
6. eNB stores the information on the UE capability.

gNB addition procedure is carried out with the following steps:

1. RRC connection is established during which IDs of security algorithm and KDF (Key Derivation Function) for U-Plane protection between UE and gNB requested by UE and UE capability are sent to eNB.

2. eNB checks that the UE is authorized to access gNR based on the stored information whether the UE is authorized to access gNB.

3. eNB derives a key (KAN) for U-plane protection between UE and gNB.

4. eNB sends gNB addition request with KAN, IDs of security algo./KDF and UE capability to gNB.

5.  gNB decides security algo./KDF based on the received information.
6. gNB sends the IDs of decided algo./KDF to eNB. If the decided algo./KDF is different from the ones requested by UE, eNB derives KAN using the decided ones and send KAN to gNB again.

7. eNB sends RRC connection reconfig request to UE with IDs of the decided algo./KDF.

8. UE sends RRC connection reconfig response to eNB.

9. eNB sends gNB Reconfiguration complete message to gNB.

10. Activation of encryption/decryption is carried out in UE.

11. Activation of encryption/decryption is carried out in gNB.


Figure 5.4.4.6.2-1: Initial attach procedure for option 3






Figure 5.4.4.6.2-1: gNB addition procedure for option 3
5.4.4.6.3
Evaluation 

FFS

5.4.4.7
Solution #4.7: Handover procedure for Intra NG (R)AN
5.4.4.7.1
Introduction 

This solution proposes the Handover procedure for Intra NG (R)AN scenario where UE moves from one cell to another cell within same NG (R)AN.

5.4.4.7.2
Solution details 

Figure 5.4.4.7.2-1 shows the handover procedure for Intra NG (R)AN of non-roaming scenario.  This solution assumes that the similar service capability is available across all the cells serviced by the given NG (R)AN.

Figure 5.4.4.7.2-1 Call flow for Handover procedure of Intra NG (R)AN
1. When handover within the NG (R)AN is required, the NG (R)AN makes the handover decision.

2. It refreshes the AN keys (derives KAN* and the subsequent RRC and UP integrity and encryption keys).

3. NG (R)AN sends the handover command to the UE
4. Using the parameter sent in the Handover Command, the UE derives the KAN* and the subsequent RRC and UP integrity and encryption keys.

5. UE sends the handover complete to NG (R)AN

Editor’s Notes: Mandatory key changes at handover is FFS.

Editor’s Notes: Terminology needs to be aligned with RAN2 and RAN3

5.4.4.7.3
Evaluation 

FFS

5.4.4.z
Solution #4.z: <solution name>

5.4.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.4.4.z.2
Solution details  

5.4.4.z.3
Evaluation 

5.4.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.5
Security area #5: Security within NG-UE 

5.5.1
Introduction 

This clause deals with the security of sensitive data handled within the User Equipment. 
5.5.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 

5.5.3
Key issues
5.5.3.1
Key issue #5.1: Secure storage and processing of credentials and identities

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of credentials and identities (human and machine) in the User Equipment. 

Subscription (human and machine) credentials and identities allow the network operator to authenticate its subscribers. Subscription authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfill contractual, legal and regulatory obligations. 

5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscription credentials and identities would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscription credentials and identities with his/her Mobile Equipment to impersonate the subscription. For example, the subscription would be billed for communications he/it is not the originator of. 

The extraction of subscription credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscription credentials and identities with Mobile Equipment and impersonate the subscription and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscription credentials and identities with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscription credentials and identities to other users such that an unlimited data plan could be shared between several users across many User Equipment.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfill contractual, legal and regulatory obligations. 

5.5.3.1.3
Potential security requirements

Editor’s Note: the following requirements are ffs.

Within 3GPP Next Generation System: 

-
The subscription (human and machine) credentials and identities shall be stored within the User Equipment in a secured and tamper resistant hardware entity. 

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the entity storing and processing the subscription credentials and identities.

Editor's Note: The security assurance scheme to be used for evaluation is ffs.

5.5.3.2
Key issue #5.2: Secure storage and processing of equipment identifier and credentials

5.5.3.2.1
Key issue details

The Next Generation System requires the secure storage of equipment identifier and credentials within the NG- UE. The equipment identifiers and credentials allow the network operator to authenticate the reported equipment identifier. This equipment identifier authentication is needed in order to verify that the equipment identifier reported by the device to the network is authentic. 
5.5.3.2.2
Security threats 

If an attacker is able to modify the equipment identifier, then the attacker may use the device to report a false equipment identifier to the network, thus leading to unnecessary signalling with the network (e.g., report a false equipment identifier that leads to failure of the equipment identifier authentication) or report a false equipment identifier to the network when the authentication of the reported equipment identifier is not performed. 
5.5.3.2.3
Potential security requirements

Within 3GPP Next Generation System: 

· the equipment identifier and credentials shall be integrity protected within the NG-UE. 
5.5.3.3
Key issue #5.3: NG UE supporting different use cases

5.5.3.3.1
Key issue details

The Next Generation System requires NG UEs to support different/variety of vertical use cases. 

5.5.3.3.2
Security threats 

A NG UE not supporting full set of user plane encryption algorithms that is allowed to access NG service the NG UE is not designed to support could pose as a security risk to user plane traffic by potentially forcing the network to use less security (e.g. lighter and therefore potentially weaker algorithm, lighter and potentially weaker protocols, etc.).

5.5.3.3.3
Potential security requirements

Editor’s Note: Security requirements need to align with SA1 requirements.

5.5.3.y
Key issue #5.y: <key issue name>

5.5.3.y.1
Key issue details

5.5.3.y.2
Security threats 

5.5.3.y.3
Potential security requirements
5.5.4
Solutions
5.5.4.z
Solution #5.z: <solution name>

5.5.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.5.4.z.2
Solution details  

5.5.4.z.3
Evaluation 

5.5.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.6
Security area #6: Authorization 

5.6.1
Introduction 

This security area covers both, authorization of the UE to access the network and authorization of the network to serve the UE. 

5.6.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.6.3
Key issues
5.6.3.1
Key issue #6.1: UE authorization

Editor’s note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.6.3.1.1
Key issue details

Traditionally, UE authorization has been achieved through the use of subscriber profiles. This concept is expected to continue for operator-controlled authentication and authorization procedures. 

However, TR 22.862 contains the following requirements (cf. also key issue AA.3):

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

Although authorization is not explicitly mentioned in these requirements, it may need further study whether subscriber profiles are still feasible for providing UE authorization to the NextGen serving network.

When 3rd party AAA servers are used to authenticate the user, there may be a need to propagate authorization information through a secure connection between the 3rd party AAA server and NextGen core network. This mechanism needs further study.

5.6.3.1.2
Security threats 

-
Unauthorized access by UEs to NextGen networks and services. 

5.6.3.1.3
Potential security requirements

5.6.3.2
Key issue #6.2: Network authorization

5.6.3.2.1
Key issue details

Background on the situation in LTE:

EPS AKA, which is used in LTE access to the EPC, provides serving network authentication, i.e. the UE can securely identify the PLMN ID of the network that serves the UE. The UE can then compare the received PLMN ID with lists of preferred PLMNs and forbidden PLMNs stored in the UE. This can be used as a means to authorize the network. Furthermore, the UE can display the network name to the user, and the user can decide whether they want to connect to the network. In this way, the user could e.g. detect an unfamiliar operator name in a familiar area. This sort of network authorization by preference lists or user decision may become more important in NextGen than today if the number of serving networks a UE can connect to will multiply. 

EAP-AKA', which is used in non-3GPP access to the EPC, provides access network authentication, i.e. the UE can securely identify the Access Network Identity (ANID) of the network that serves the UE. The ANID has a rich structure and is composed of a prefix and none, one, or more additional character strings up to a maximum length of 253 octets. However, this rich structure of the ANID is currently hardly used at all: The ANID is used only to identify the type of the access network, i.e. its value is one of the four constants 'HRPD', 'WIMAX', 'WLAN', 'ETHERNET'. Furthermore, no lists of preferred and forbidden access networks are defined for the UE in non-3GPP access to the EPC.

The present key issue is about further studying the possibility to allow more fine-grained network authorization decisions by the UE or by the user than available in LTE. Informing the UE or user that the home network authorized an access network of a particular type to serve the user may just not be good enough in the future if the number of serving networks a UE can connect to will multiply. 

5.6.3.2.2
Security threats 

-
Unauthorized networks serving the UE that may eavesdrop on the UE or impersonate the UE or overcharge the UE. 

5.6.3.2.3
Potential security requirements

Both the HPLMN and the NG UE should be able to authenticate a SN so that authorisation information can be validated by the NG UE.

The NG UE and/or the user should be able to decide if an available SN should be used or not. This is a measure where the NG UE and/or the user authorize the SN to serve the NG UE.

There should be the possibility for the HPLMN to predefine allowed and disallowed SNs in the NG UE.

Editor’s Note: It is FFS to what extent the user and/or the NG UE should be involved in more fine-grained network authorization decisions. 

Editor’s Note: It is FFS how non-3GPP access technologies should be tackled in terms of authentication and authorisation of these networks by the NG UE/user.

5.6.3.3
Key issue #6.3: Authorization decoupled from authentication

5.6.3.3.1
Key issue details

Present 3GPP systems including EPS do not have high service granularity expected from NextGen networks. 

The diversity of services in NextGen networks, provisioned by various stakeholders, warrants separate authorization for a particular service, group of services, or a Network Slice based on service requirements, i.e., dynamic authorization. Given the diversity of services in NextGen networks, it is not feasible to provide static authorization for all services upon initial authentication.

Services in NextGen networks may be dynamically provisioned and may be provided by more than one stakeholder/service provider. Such services will require dynamic authorizations and may need to avoid redundant authentications (i.e., in cases when the identity is authenticated, trustworthy, and sufficient for authorization). Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

TR 23.799 describes solution warranting authorization based on 3rd party application service provider (and, therefore requiring such authorization to be de-coupled from authentication) in Sections 6.1.2 and 6.1.2.2.3.4. In addition, Section 6.4 of TR 23.799 describes authentication (e.g., NAS authentication) happening prior to and independent from the authorization for UE request for connectivity to a specific Data Network.
5.6.3.3.2
Security threats 

Authorization tightly coupled with authentication may cause unnecessary (re-)authentications and thus lead to waste of security resources and potentially result in decreased availability of the system.

Editor’s Note: It is for further study to identify and/or verify SA2 use cases for such decoupling in TR 23.799.

Editor’s Note: It is for further study whether such authorization decoupled from authentication transpires on Service or Network Layer. 
5.6.3.3.3
Potential security requirements

-
It shall be possible to provide dynamic authorization, decoupled from authentication and triggered by service logic and/or operator policies.

· It shall be possible for a network to verify the dynamic authorization.

· It shall be possible for a network to establish audit trails of authorized accesses granted to authenticated identities.

5.6.3.y
Key issue #6.y: <key issue name>

5.6.3.y.1
Key issue details

5.6.3.y.2
Security threats 

5.6.3.y.3
Potential security requirements
5.6.4
Solutions
5.6.4.1
Solution #6.1:  Network authorization by UE
5.6.4.1.1
Introduction  

This is a solution for key issue #6.2: Network Authorization. It also includes cross-references to Security Areas #10 "Network domain security" and #11 "Security visibility and configurability".
5.6.4.1.2
Solution details  

A UE may proceed as follows to authorize a network:

The UE extracts the identity of the network serving the UE, e.g. SN-id = Serving Network Identity (in case EPS AKA is used) or ANID = access network identity (in case EAP-AKA’ is used) from a received authentication message. If a list of authorized serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE proceeds. If a list of forbidden serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE aborts the procedure by sending a reject message. If an identity was broadcast in a user-friendly (human-readable) form over the radio then the UE compares this broadcast identity with the received serving/access network identity. If they do not match then the UE aborts the procedure by sending a reject message. In all other cases, the UE displays the received serving/access network identity to the user. The user can then identify serving network identities that do not belong in the geographical area he is located in. In addition, the UE may block certain services, depending on risk model.

NOTE: 
The authentication of the serving/access network identity in EPS AKA or EAP-AKA’ by the UE is no end in itself, but is used as a basis for a decision either by the UE (based on lists) or by the human user whether to proceed with connecting to this network. Merely comparing the serving/access network identity received with a broadcast identity (cf. next paragraph) is not enough as both may match, but may point to a network name not acceptable to the user. Therefore, unless there are lists of trusted or forbidden access networks in the UE, the serving/access network name needs to be displayed to the user for making a decision.

There are variants of this: Security area#10 on Network Domain Security contains a solution that proposes the use of Circles of Trust. The list of authorized serving network identities available in the UE could reflect membership of the network in one of these Circles of Trust. Due to the guarantees provided by the Circles of Trust, the UE can be assured that the received serving network identity has not been spoofed by means of impersonation in the Interconnection network. For the steps above, where something is displayed to the user, or where lists can be configured in the UE, there is an obvious dependency on Security area#11 on" Security visibility and configurability".
5.6.4.1.3
Evaluation 
5.6.4.2
Solution #6.2: Dynamic Authorization by Operator/MNO

5.6.4.2.1
Introduction  
Services in NextGen networks may be provided dynamically and possibly by more than one stakeholder/service provider. Such services will require dynamic authorizations. Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication.

This solution addresses Key Issues 6.1: UE authorization and #6.y: Authorization decoupled from Authentication in cases where the Authorization is being handled by the Operator/MNO.

5.6.4.2.2
Solution details 
The proposed architecture is illustrated in Figure 5.6.4.2.2-1. 
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Figure 5.6.4.2.2-1. Dynamic Authorization by Operator/MNO
The architectural components are described as follows:
· Access Control Policy Function (ACPF): The ACPF is responsible for generating the policies required for performing subscriber / user authorizations to slices / services. The policies are updated on a regular basis based on operator policies and uploaded to Authorization Function(s).

· Authorization Function (AuthF): This function performs the authorization based upon a request from a subscriber and then makes a decision using the access control policies provisioned by the ACPF. The AuthF is located within an Operator / MNO domain.

· Service / Slice Information DB (SIDB): The SIDB contains details about the services / slices such as (e.g. slice-id, expected security level of a slice)

· Authentication Repository and Processing Function (ARPF): This is a store for subscriber / NG-UE profile and security related information. 

· Enforcement Function (EF): These functions perform enforcements for policies relating to access control to services / slices based upon “Proof-of-Authorization”. 

Editor’s Note: It is FFS how the architecture components described above can be mapped into approved SA2 components.

Details of the flow of messages for Figure 5.6.4.x.2-1 are provided below:

1. The NG-UE requests access to a service. The EF checks to see if the NG-UE has been authorized to access the service.

2. If the EF does not have authorization information about a NG-UE’s, the EF then requests the AuthF to perform an authorization so that the NG-UE would be able to access a service. A corresponding response is generated by the AuthF after completion of steps 3 and 4. The response is generated based upon one or more authorization checks.

3. The AuthF obtains authorization policies from an ACPF, based upon which the AuthF performs authorization.

4. The ACPF obtains subscriber profile information from an ARPF / HSS and also obtains slice / service specific information from a SIDB and then generates detailed authorization rules. An example authorization rule would indicate that an equipment authentication may have to be carried out in order to be granted access to a service / slice. The ACPF is provided with general operator policies, relevant subscriber information, information on services / slices offered to subscribers. The general operator policies would determine the type of slices that would be accessible, type of authorization mechanisms (e.g. PoA). Relevant subscriber information such as IMSI, subscription information, preferences, default services may be either pre-provisioned or on a request basis. In addition, detailed slice / services information is provided to the ACPF. 

Editor’s Note: Alignment of the Authorization message flow in Figure 5.6.4.x.2-1 and message flows for Attach Request and Service Request is FFS.

5.6.4.2.3
Evaluation
FFS

5.6.4.3
Solution #6.3: Dynamic Authorization by Trusted 3-rd Party
5.6.4.3.1
Introduction  
Services in NextGen networks may be provided dynamically and possibly by more than one stakeholder/service provider. SA2 TR 23.799 describes requirements for authorization to be performed by a trusted third party in Sections 6.1.2 and 6.1.2.2.3.4.

Such services will require dynamic authorizations. Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

This solution addresses Key Issues 6.1: UE authorization and #6.y: Authorization decoupled from Authentication in cases with industrial factory deployment and where the Authorization is being handled by a Trusted 3rd-party, e.g., the industrial factory.

5.6.4.3.2
Solution details 
The proposed architecture is illustrated in Figure 5.6.4.3.2-1. 
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Figure 5.6.4.3.2-1. Dynamic Authorization by Trusted Third-party

The architectural components are described as follows:
· Access Control Policy Function (ACPF): The ACPF is responsible for generating the policies required for performing subscriber / user authorizations to slices / services. The policies are updated on a regular basis based on operator policies and uploaded to Authorization Function(s).

· Authorization Function (AuthF): This function performs the authorization based upon a request from a subscriber and then makes a decision using the access control policies provisioned by the ACPF. The AuthF issues a “Proof-of-Authorization” to a subscriber based upon possible additional authorization checks (e.g., equipment authentication). The AuthF is located within a trusted third party domain.

· Service / Slice Information DB (SIDB): The SIDB contains details about the services / slices such as (e.g. slice-id, expected security level of a slice)

· Authentication Repository and Processing Function (ARPF): This is a store for subscriber / NG-UE profile and security related information. 

· Enforcement Function (EF): These functions perform enforcements for policies relating to access control to services / slices based upon “Proof-of-Authorization”.

· Proof-of-Authorization (PoA): This is a proof by which an NG-UE can gain access to a service / slice. A PoA may be issued by an AuthF. The PoA may be in the form of signed messages or by means of tokens (e.g. OAuth token).

Editor’s Note: It is FFS how the architecture components described above can be mapped into approved SA2 components.

Description of the functional components:
· Policy Information Point (PIP): The PIP contains information about the various attributes that may be used for determining authorization. Examples of the attributes may include: subscriber profile information, slice / service information, device information etc. Examples of PIP, may include: ARPF, HSS 

· Policy Retrieval Point (PRP): The PRP is used as an entity that hosts general operator policies, slice / service policies, subscriber and device policies, general security policies (e.g. authorization / authentication ) etc. An example of a PRP is a Policy and Charging Rules Function (e.g. NG-PCRF). In addition to a traditional PRP, the PRF can aggregate the various policies for slice / service access in order to create a policy rule which may then be used by a PDP.

· Policy Decision Point (PDP): The PDP makes a decision based upon a NG-UE’s request and taking into considerations the different policy rules that may have been generated by the PRP. In the above scenario, the PDP function is performed by an AuthF. An example of an AuthF is a Prose Function. The PDP / AF generates a PoA based upon the authorization checks. The PDP is located within the domain of a Trusted Third party network. 

· Policy Enforcement Point (PEP): This is a function that enforces policies. The PEP is the function that provides access to a service based upon verification of a PoA.  This functional entity may reside at e.g., the eNB or the MME.

A high-level message flow diagram is illustrated in Figure 5.6.4.3.2-2. 
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Figure 5.6.4.3.2-2. Message flow diagram
Description of the steps for Figure 5.6.4.y.2-2:

1. The NG-UE requests authorization for access to a service (e.g. Prose Direct Discovery or Direct Communication or both) from AuthF.

2. The PDP creates a specific request to the PRP (PCRF) based upon the request from NG-UE.

3. The PRP obtains policies, subscriber information, equipment information, slice / service information, etc. from PIP which may involve various data sources (e.g. ARPF / HSS). The PRP aggregates the various policies and generates authorization rules. 

4. Based upon the rules that have been obtained by the AuthF, the AuthF may perform one or more additional authorization checks. Examples of such authorization checks may involve, an equipment authentication 

5. Based on the results of the authorization checks, the AuthF provides a PoA to the UE. The PoA may be in the form of one or more Access Token(s). It is assumed that the PoA is provided to the UE using a secure communications channel. 

6. The NG-UE securely stores the PoA, depending upon the type and validity of the PoA. In the case, of the access token, its scope and usage may be described in similar terms as the OAuth token.  

7. The NG-UE presents the PoA to the PEP / EF (e.g. eNB, MME). It is assumed that the UE presents the PoA to the EF using a secure communications channel. 

8. The EF verifies the PoA and determines the type of service access that has to be provided to the NG-UE. It is assumed that EF and AuthF share a trust relationship. 

9. After the EF verifies the PoA the NG-UE is granted access to the service. 

Editor’s Note: Alignment of the Authorization message flow in Figure 5.6.4.y.2-2 and message flows for Attach Request and Service Request is FFS

 5.6.4.3.3
Evaluation
FFS

5.6.4.4
Solution #6.4: EAP-based solution for secondary authentication and authorization

5.6.4.4.1
Introduction
This solution addresses KI #2.10 and KI #6.1.

5.6.4.4.2
Solution details

It is assumed that there will be a User Plane Function (UPF) in the Next Generation Systems playing a similar role as the PDN-GW in LTE. It is proposed to delay the secondary (PCO-based) authentication until IP connectivity established between the UE and the UPF. It is then proposed to use EAP for authentication between the UE and the potentially external AAA server where the UPF endorses the role of the EAP authenticator. This AAA and related credentials have nothing to do with the NextGen SDM/SEAF/AUSF/ARPF functions and credentials used for access/primary authentication. EAP is widely used and provide support for many authentication methods such as EAP-TLS, EAP-AKA, EAP-TTLS and EAP-PEAP. EAP payloads would be carried by the PANA protocol (rfc5191) which is IP-based.

Figure 5.6.4.4.2.3-1 shows a possible flow where this UP-based secondary authentication is run with an external AAA server. The requirements on this UPF entity include the support of PANA and EAP possibly in addition to the support of all the relevant features of PDN-GW such as the support of the SGi interface. In general, we will prefix LTE concepts with NG- whenever, it is meant the corresponding concept in Next Generation Systems.

The description of the different steps is given below.
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Figure 5.6.4.z.2.3-1: EAP-based secondary authentication

1. The NG-UE sends an attach request initiating the attach procedure.

2. The NG-UE runs the primary authentication with the AUSF through the SEAF The secondary authentication does not depend neither on how the SEAF and MM are deployed (collocated or split) nor on the location of the SEAF (home or visited PLMN). 

3. Control plane security is established between the NG-UE and the end point of the NG NAS

4. A limited UP session is then established for the transport of user plane data between the NG-UE and the UPF. This is the only decisive step on which the secondary authentication depends assuming that this when IP connectivity is established between the NG-UE and the UPF.

5. The secondary EAP-based authentication is run between the NG-UE and an AAA server, within the Data Network being accesses, acting as an EAP server via the UPF acting as an EAP authenticator. The NG-UE is then granted access based on the outcome of this authentication procedure. It is possible that the UPF endorses also the role of the EAP server.

Conceptually, steps 1 to 3 are not necessarily needed. The only requirement for step 5 is that an IP connectivity is established between the NG-UE and the NG-PDN-GW which is hypothetically achieved in step 4. The secondary authentication is optional and the decision of whether execute it or not could be based on subscription information retrieved during the previous steps or on an operator policy. In case RAN security is established before step 5, then the EAP exchange would be protected on the air interface.

Figure 5.6.4.4.2.3-2 shows the protocol architecture for the EAP-based secondary authentication between the NG-PDN-GW and the NG-UE. The architecture draws similarity with how it is in LTE for the transport of the UP traffic between the UE and the PDN-GW. The greyed boxes highlight the new protocols.

Editor's note: The solution might need to be revised depending on the progress of SA2.
Editor’s note: The use of non-IP to carry EAP is ffs.
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Figure 5.6.4.4.2.3-2: Protocol architecture for EAP-based secondary authentication
5.6.4.4.3

Evaluation

· TBD
5.6.4.z
Solution #6.z: <solution name>

5.6.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.6.4.z.2
Solution details  

5.6.4.z.3
Evaluation 

5.6.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.7
Security area #7: Subscription privacy 

5.7.1
Introduction 

The subscription privacy is very important area for Next Generation system as can be seen by the growing attention towards it, both inside and outside the 3GPP world. 
Outside the 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [9] has identified security and privacy as an enabler and essential value proposition of NextGen system and has presented that built-in privacy should be included as a design principle [10]. Similarly, a 5G PPP project called 5G-Ensure [11] has also identified privacy as one of the topmost priorities for the NextGen system stating that the privacy has an important social impact [12]. 

In the 3GPP, privacy is a topic that is addressed in several specifications. For example, the TR 33.849 [5] is a study on subscription privacy impacts in 3GPP that presents privacy key issues and risk mitigation approaches. The study identifies that the privacy needs to be addressed as a separate topic in its own. The TR 22.864 [6] also identifies subscription privacy as very important. It is mentioned that the privacy of personally identifiable information needs to be protected, for example from a less trusted access or a rouge network element. The study contains several potential security requirements related to subscription privacy, e.g. protecting the user identifying information from active and passive attacks, protecting user location information from active and passive attacks, and not allowing UE location or application usage information to be related to an individual user identity. Similarly, the TR 22.891 [7] contains privacy requirements such as possibility for the UE to hide its long-term identifier by using temporary identifier even for initial attach and protecting the subscription privacy during system information collection. The TS 22.185 [8] has also identified privacy requirements in V2X context that need to be further elaborated in the Next Generation system context as well, e.g. ensuring that a UE cannot be tracked or identified beyond a short time-period. 

Subscription privacy itself is a wide area that spans many key issues e.g. identifiers, mobility pattern, location or presence information, data usage pattern, etc. Relevant key issues and solutions are discussed in clause 5.7.3.

5.7.2
Security assumptions
The subscription privacy can potentially be compromised in various ways such as attack on 3GPP protocol interfaces, malware infection on 3GPP nodes, and illegitimate use of resources by an insider (i.e. inside attack). Figure 5.7.2-1 (TR 33.849 [5]) shows various sub-processes (e.g. collect, transmit, use, share, etc.) during a communication process that may impact subscription privacy. All these sub-processes need to be considered while defining privacy related key-issues and potential solutions.
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Figure 5.7.2-1: Conceptual view of privacy in 3GPP system 

For the Next Generation system, along with the requirements on privacy, there are also requirements on minimizing signaling overhead (e.g. in the TR 22.864 [6]). Therefore, it is important for the solutions, which will be designed to fulfill the subscription privacy requirements, to be simple and to minimize signaling overhead. 
5.7.3
Key issues
5.7.3.1
Key Issue #7.1: Refreshing of temporary subscription identifier

5.7.3.1.1
Key issue details

The GSM/GPRS, UMTS and LTE systems already use temporary subscription identifiers. For example, in a current LTE system, a Mobility Management Entity (MME) assigns an M-Temporary Mobile Subscriber Identity (M-TMSI) to a subscriber. The M-TMSI, which is local to a MME, and a MME Code (MMEC) form another identifier called an S-TMSI. The S-TMSI, which identifies a particular subscriber in a particular MME, is itself a part of an identifier called Globally Unique Temporary Identifier (GUTI). A GUTI uniquely and globally identifies a particular subscriber. The MME can allocate or reallocate a GUTI to a UE in the following messages:
· ATTACH ACCEPT: The MME either allocates the GUTI for the first time or optionally reallocates the GUTI depending upon if the UE sent an ATTACH REQUEST using an IMSI or an existing GUTI respectively. 
· TRACKING AREA UPDATE ACCEPT: The MME optionally reallocates the GUTI.

· GUTI REALLOCATION COMMAND:  The MME explicitly reallocates the GUTI.

Temporary subscriber identifiers are used  as a privacy measure to mitigate subscription identification and tracking by eavesdroppers on the radio link, making it harder to track the location or activity of a particular subscriber. For example, in a current LTE system, a GUTI or an S-TMSI is visible in plain-text over the air in the following messages. 

· RRC CONNECTION REQUEST: The S-TMSI may be used as an "InitialUE-Identity";

· RRC CONNECTION SETUP COMPLETE: The GUTI may be used as an "EPS mobile identity" in the tunnelled ATTACH ACCEPT message.

· Paging: The S-TMSI may be used as a "PagingUE-Identity".
In the past, acquiring or tracking the temporary subscription identifiers has been one of the most important attack strategies in compromising the subscription privacy. However, if the M-TMSI part of the GUTI or S-TMSI is randomly generated and is updated frequently, it is not feasible, or at least much more complex, for an eavesdropper to correlate the GUTI to any particular subscriber. The longer time a temporary identifier remains unchanged, the easier it is for an attacker to identify or track the corresponding subscriber, thereby compromising the privacy of the subscription.

Researchers in [64] presented the location leakage of a UE (in three PLMNs) because the observed PLMNs did not change the GUTI for the UE up to three days even when the UE was moving within a city, even though the LTE standards makes it possible to change the S-TMSI more frequently than that.
The major problem with a mechanism of GUTI allocation in a current LTE system is that it is up to the MME implementation and/or policy configuration when and if at all to reallocate the GUTI. It is also possible for the MME to keep (re)allocating the same old GUTI to the UE. The UE neither takes part in the generation of the GUTI nor verifies that new allocated GUTI is not the same as the old one. This opens up possibilities for either poor implementations or poor configuration that keeps the GUTI same for a long time. 
Therefore, developing mechanisms to regularly refresh temporary subscription identifiers, that are used in a Next Generation system and that could compromise privacy, is one of the most important key issues towards achieving the subscription privacy.
5.7.3.1.2
Security threats 

If the subscription identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscription identifier; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscription identifier might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identifier by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identifier by an unauthorized party.

-
The subscription identifiers across different services might be correlated by an unauthorized party.

-
The subscription identifiers might be spoofed by an attacker.

5.7.3.1.3
Potential security requirements

-
Temporary subscription identifiers shall be refreshed regularly with a frequency that avoids their persistent use. 

-
Common parameters should be specified that can be used to define the required refresh period.

Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscription identifiers.

5.7.3.2
Key issue #7.2: Concealing permanent or long-term subscription identifier

5.7.3.2.1
Key issue details

In a 3GPP system, permanent or long-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: IMSI and MSISDN).

In the past, actively or passively acquiring such permanent subscription identifiers (especially the IMSI) has been one of the most important attack strategies in compromising the subscription privacy (especially the subscription location). Therefore, concealing permanent identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscription privacy.

In order to determine the scope of this key issue, it is important to first identify the network functions and interfaces where it is important and allowed to conceal the permanent identifier. Whether it is technically possible to conceal the permanent identifier is in the scope of solutions clause. 

The following analysis is in reference to a current LTE system, based on a likely assumption that the Next Generation system will also have similar functions and interfaces, i.e. UE (device), eNB (serving RAN), MME (serving CN), and HSS (home CN). The Figure X illustrates various points where permanent identifiers (IMSI and MSISDN) are available in the current LTE system. The Figure X also shows a passive and an active IMSI catcher. The UE, the MME, and the HSS, all have the IMSI of a subscription. The eNB may have the IMSI, if the UE attaches using the IMSI. The passive IMSI catcher can eavesdrop on the Uu interface and collect the IMSI when the UE attaches using the IMSI. The active IMSI catcher, however, can ask the UE to provide its IMSI. The MME and the HSS have the MSISDN of the subscription. Note that the MSISDN might be available to the UE as well, e.g. optionally stored in USIM or requested via MSISDN notification procedure. However, the UE does not use the MSISDN for operational purposes.

Editor’s Note: This analysis may be moved to the annex as LTE reference and replaced by Next Generation architecture analysis, once SA2 has settled on architecture.
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Figure 5.7.3.2.1-1: Various points where IMSI and MSISDN are exposed in a current LTE system
Interfaces and functions that do not need to be considered further in this key issue

The UE has the IMSI. Protecting the leakage of IMSI due to hardware or software vulnerability in the UE is out of scope of this key issue. Similarly, the HSS has both the IMSI and the MSISDN. Protecting the information leakage in the HSS is out of scope this key issue. The use of IPsec in S1-MME and S6a is not mandatory. However, when IPsec is adopted, the interfaces S1-MME and S6a are protected and are safe from eavesdrop. These interfaces can therefore be left out from further discussion.
NOTE: 
Storage of long-term identifier in the UE is covered in security area #5.
Interfaces and functions that are susceptible to IMSI exposure

The Uu interface is clearly susceptible to IMSI exposure due to passive and active attacks. If sending unprotected IMSI in the Uu interface can be avoided, then the existing IMSI catcher attacks will not be effective anymore. 
The IMSI concealment can either terminate in the eNB or in the core (MME or HSS). In the latter case, the consequence is that the eNB will not know the IMSI either, which is fine because not knowing the IMSI does not hinder the functionality of the eNB. This is different than the use of S-TMSI. The eNB uses S-TMSI to choose which MME it should route the message to, but IMSI is not used for any such purpose. If the eNB does not get the IMSI, then internal attacks on the eNB also become ineffective in leaking the IMSI. There is also no LI requirement on the eNB for using IMSI to intercept the communication. Therefore, concealing IMSI at Uu and eNB is important and allowed.
For knowing the correct home network, the MME needs to know at least the MCC and MNC part of the IMSI. So, if MCC and MNC are indicated in some way, it is fine if MME does not know the full IMSI. This means the IMSI concealment terminates at HSS. Doing so would help relax the trust between the home network and the serving network. However, there are two concerns in doing so: 
a)
The first concern is that in the current LTE system, the MME knows or can know the MSISDN of the subscription from the HSS. So just concealing the IMSI does not solve the privacy issue. A solution for this could be to not give the MSISDN to the MME.

b)
The second concern is about the LI requirements. Referring to the 3GPP TS 33.106 and 3GPP TS 33.107, following LI requirements do not allow IMSI concealment from the MME:

-
a target shall be identifiable through its IMSI;

-
a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and

-
a visited network shall be able to support the interception of all services without home network assistance or visibility.

It means that concealing IMSI at MME, although important, is not allowed. Therefore, the scope of concealing the permanent identifier can be summarized as follows:

· left out of scope



: at UE, S1-MME, S6a, and HSS (home CN);

· important and allowed

: at Uu and eNB (serving RAN); and

· important but not allowed
: at MME (serving CN).

The IMSI is used here just as a representation of an identifier that can be used for LI. For example, even if one permanent or long-term identifier (e.g. IMSI) is concealed from serving CN in the Next Generation system, it is likely that LI will require some other permanent or long-term identifier (e.g. MSISDN). The consequence is that concealing one identifier (e.g. IMSI) does not solve the privacy issue. If all the permanent or long-term identifiers are concealed from the serving CN and a mechanism is developed so that the home CN needs to be involved for identifying the LI targets, then the third LI requirement listed above will be violated. 

Therefore, concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal unless the LI requirements are revised or relaxed.

Fallback to earlier generations of 3GPP networks is another aspect that affects considerations about enhancements to concealing permanent or long-term subscriber identities. If a solution is introduced that makes the protection better in NextGen network than what we currently have for earlier generations of 3GPP networks, then it would be highly desirable that a circumvention of this solution by fallback to legacy 3GPP networks could be mitigated. As an example, let us consider an active attack with an “IMSI catcher”. If NextGen UE is protected against IMSI catchers that pretend to be parts of genuine NextGen networks then the attacker could instead try whether the NextGen UE would reveal its IMSI to an IMSI catcher that pretends to be a genuine LTE eNodeB. This alternative attack would work against such NextGen UEs that also support LTE unless a suitable mitigation can be found.
5.7.3.2.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.2.3
Potential security requirements

-
The subscription identifier protection shall be at least as strong as provided by existing LTE system.

-
Permanent subscription identifiers shall be concealed in communication, whenever feasible. 
Editor’s Note: It is FFS to determine if the permanent subscription identifiers could be concealed even during the first communication, e.g. initial ATTACH REQUEST. 
-
Temporary subscription identifiers shall be used instead of permanent subscription identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscription identifiers could be used in all communications.

5.7.3.3
Key issue #7.3: Concealing permanent or long-term equipment identifier

5.7.3.3.1
Key issue details

In a 3GPP system, permanent or long-term equipment identifiers are used during a communication process (e.g. in case of current LTE system: IMEI and MAC address).

Editor’s Note: MAC address usage within this security area is FFS. 

In a current LTE system, IMEI of the device is included in two types of NAS messages, i.e. IDENTITY REQUEST and SECURITY MODE COMPLETE. Both of these messages are protected when IMEI is transferred. However, during emergency bearer service request, when there is no valid subscription, a device includes its IMEI in an unprotected ATTACH REQUEST message. 

The Next Generation system should also maintain the protection of permanent equipment identifier. It could also be studied if transferring permanent equipment identifier unprotected can be avoided completely, even for emergency services.

5.7.3.3.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.3.3
Potential security requirements

-
Permanent equipment identifiers shall be concealed in communication, whenever feasible.

Editor’s Note: It is FFS to determine if permanent equipment identifiers could be concealed in all communication, e.g. also during an emergency bearer service request.

5.7.3.4
Key issue #7.4: Using effective temporary or short-term subscription identifiers

5.7.3.4.1
Key issue details

In a 3GPP system, many types of temporary or short-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). The use of temporary identifiers, instead of permanent identifiers, makes it more difficult for an attacker to identify or track the subscriber, thereby enhancing subscription privacy. 

However, if the temporary identifiers are poorly generated, it becomes easier for an attacker to identify the subscription. Let’s take some unrealistically naive example, just for making the point clear. If a TMSI is generated by appending a counter to an IMSI, then an attacker can easily figure out the IMSI. If a TMSI or a CRNTI is generated using a sequential counter, an attacker can know how many subscribers are attached to a network or if any new subscriber entered an area.

Therefore, in order to preserve the subscription privacy, it is important in the Next Generation system to mitigate the chance of poor implementations for generating temporary subscription identifiers. 

5.7.3.4.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.4.3
Potential security requirements

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription).
5.7.3.5
Key issue #7.5: Transmitting permanent identifiers in secure interface

5.7.3.5.1
Key issue details

It is important to mitigate the risk of accidental or intentional exposure (e.g. due to sniffing of some interface by an insider) of permanent identifiers (subscription and equipment identifiers) in the radio access network (RAN) or the core network (CN, including interconnects). In a current LTE system, the RAN interface (Uu) is protected except for some initial RRC and NAS messages. The Next Generation system should at least maintain or improve the RAN interface security. In a current LTE system, the CN interfaces (e.g. S1-MME and S6a) are protected when IPsec is deployed, but the adoption of IPsec is not mandatory, only recommended. The Next Generation system should at least maintain or improve the CN interface security.
5.7.3.5.2
Security threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.5.3
Potential security requirements

-
Core Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.

-
Radio Access Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.

Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber and equipment identifiers in the radio interface in all scenarios, e.g. in a current LTE system - initial ATTACH REQUEST and emergency bearer service request.
5.7.3.6
Key issue #7.6: Transmitting permanent subscription identifiers only when needed 

5.7.3.6.1
Key issue details

In a current LTE system, permanent or long-term subscription identifiers are available to multiple network functions (e.g. eNB, MME, and S-GW). In the Next Generation system, it can be fairly assumed that there will be not only different network functions, but also different network slices, services, and deployment scenarios. Therefore, the risk of exposing subscription's permanent identifier will increase. Hence it is important to design the protocols or interfaces so that permanent subscription identifiers are not transmitted to the entities where the permanent subscription identifier is not necessary for services and network operations. Moreover, when identification of a subscription is not necessary or when required by regulations, it should be possible to anonymize the permanent subscription identifiers before transmitting them.
5.7.3.6.2
Security threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.
5.7.3.6.3
Potential security requirements

-
It shall be possible to anonymize or conceal permanent subscription identifiers when appropriate. For example anonymization might be required by regulations, or the receiving node might not need to identify the subscription.

Editor’s Note: It is FFS if the following two requirements should be handled as guidelines rather than requirements.

-
Permanent subscription identifier should not be available to the network entities where the permanent subscription identifier is not necessary for services and network operations.

-
Permanent subscriber identifiers shall not be transmitted in clear-text, whenever feasible.

5.7.3.7
Key issue #7.7: Using effective temporary or short-term equipment identifiers
5.7.3.1.7
Key issue details

Not only the subscription, but also the equipment could benefit from the usage of short-term identifiers when fulfilling privacy requirements. This key issue studies possibilities of using short-term identifiers for equipment and its effectiveness for equipment in a way that do not compromise the subscription privacy. 

The usage of effective short-term equipment identifiers during a communication process may help to avoid the correlation between equipment identifier and subscription identifier for unauthorized entities. 

5.7.3.7.2
Security and privacy threats 

If equipment identifiers and subscription identifiers can be easily correlated, it may allow an attacker to compromise the subscriber’s privacy. Further, correlation of equipment or subscription actions and data may allow an attacker to create interest or location profiles.

NOTE: 
Similar threats as in clause 5.7.3.2.2

5.7.3.7.3
Potential privacy requirements

-
Temporary equipment identifiers should be used instead of permanent equipment identifiers in communication, whenever feasible.

-
From one or more temporary equipment identifiers, it shall not be feasible for an unauthorized party to predict the next temporary identifier.
5.7.3.8
Key issue #7.8: Privacy protection of network slice identifier

5.7.3.8.1
Key issue details

NextGen architecture introduces the concept of network slices. 

In order for the user to choose and to attach to a slice, an identification will be needed. The UE or the provider of the slice may use such slice identifier to select the relevant functions within a certain network slice. 
Based on such network slice identification and on other information (e.g. subscription) available in the network, the UE can use different network slices depending on the type of application and service it requires.

5.7.3.8.2
Security and privacy threats 

If an attacker can correlate the slice identifier with the subscription identifier, it is possible to identify a group of users that use the same slice, i.e. they belong to the same interest group, e.g. a group of police men or firefighters in MCPTT. If an attacker wants to deny service for a particular user group, the connection between subscription identifier and network slice identification may lead to such attack.

NOTE: 
Similar threats as in clause 5.7.3.2.2 also apply.

5.7.3.8.3
Potential security requirements

Ed.note: It is ffs whether for privacy purposes the identifier of a network slice may be temporary.

The identifier of a network slice may be confidentially protected.

It shall be not feasible by an unauthorized party to correlate a network slice identifier with long-term subscription identifiers.

5.7.3.9
Key issue #7.9: Need to protect entire Permanent Identifier.
5.7.3.9.1
Key issue details

Structured permanent identifiers, when not confidentiality protected in their entirety are capable of leaking Personally Identifiable Information (PII). For example, per TS 23.003, IMSI is composed as shown in figure 5.7.3.9.1-1. 
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Figure 5.7.3.9.1-1: Structure of IMSI

IMSI is composed of three parts:

Mobile Country Code (MCC) consisting of three digits. The MCC identifies uniquely the country of domicile of the mobile subscriber;

Mobile Network Code (MNC) consisting of two or three digits for GSM/UMTS applications. The MNC identifies the home PLMN of the mobile subscriber. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification.

Mobile Subscriber Identification Number (MSIN) identifying the mobile subscriber within a PLMN.

The National Mobile Subscriber Identity (NMSI) consists of the Mobile Network Code and the Mobile Subscriber Identification Number.

If only MSIN component of IMSI is being protected, the other components of IMSI (i.e., MCC and MNC) when captured by either passive or active attacker, are capable of conveying PII of the subscriber.

5.7.3.9.2
Security threats 

Leaving a part of a Permanent Identifier unprotected can provide a passive attacker with enough foothold to weaken the entire Permanent Identifier protection. 

In the case of a Sructured Permanent Identifier (e.g., an identifier holding multiple information components such as an IMSI), a passive or active attacker may glean PII of the subscriber based on the exposed components.
5.7.3.9.3
Potential security requirements

FFS

Editors Note: The tradeoff between having a requirement addressing threats above and complexity of associated solutions is FFS.

5.7.3.y
Key issue #7.y: <key issue name>

5.7.3.y.1
Key issue details

5.7.3.y.2
Security threats 

5.7.3.y.3
Potential security requirements
5.7.4
Solutions
5.7.4.1
Solution #7.1: UE can request an update of temporary identifier

5.7.4.1.1
Introduction  

This solution addresses key issue #7.1.

5.7.4.1.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to update its temporary identifier (or identities).  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  

Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to refresh temporary identities whenever its policy requires.

5.7.4.1.3
Evaluation 

This solution partially addresses Key Issue #7.1.  The network should, in any case, update temporary identifiers "often enough".  But if that frequency is left to the individual network operator, as it has been in the past, then some operators may configure temporary identifiers to be updated very rarely.  This solution allows the UE to take at least some action to improve matters in such circumstances. 

If, in fact, a NextGen solution is adopted that ensures a suitably high frequency of refresh, then Solution #7.1 will add little value.

The solution is, necessarily, described only at a rather high level, because the detail depends on other choices about what sort of temporary identifiers are used and which network nodes are involved in assigning them.  Nevertheless, it seems very likely that this solution will be achievable and applicable, no matter what choices are made.
5.7.4.2
Solution #7.2: UE encrypts permanent identifier sent to network

5.7.4.2.1
Introduction  

This solution addresses key issue #7.1.

5.7.4.2.2
Solution details  

5.7.4.2.2.1
Background  

In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The UE never sends its permanent identifiers (e.g. IMSI, IMEI) in clear, but only ever encrypted using the (verified) public key of the network.

Editor’s note: It is ffs which messages should include encrypted identifiers.  It is also ffs how exactly message formats should be adapted to accommodate the encrypted identifiers.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs, but support and use is recommended.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can send identifiers unencrypted, and networks should still accept these.

5.7.4.2.2.2
Provisioning and management of keys  

The provisioning and management of public keys and certificates is the same as in solution #4.1.  The UE uses the Network Node Public to encrypt permanent identifiers.

Editor’s note: It is ffs whether to use the same Network Node key pair for both signature (in solution #4.1) and encryption (in solution #7.2), or to use a different key pair for each.

5.7.4.2.2.3
Revocation  

Revocation is the same as in solution #4.1.
5.7.4.2.2.4
Signature algorithms and algorithm selection  

UEs supporting this solution must support the ECIES signature algorithm.

Editor’s note: It is ffs what reference to use for ECIES.

NOTE1:
An alternative signature algorithm would be RSAES-OAEP (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  See the corresponding editor’s note in clause 5.4.4.1.2.4.

NOTE2:
It is important that any encryption algorithm used for this solution is probabilistic, so that the same identifier encrypted twice gives two different, unlinkable results.

5.7.4.2.3
Evaluation 

TBD

5.7.4.3
Solution #7.3: Concealing permanent or long-term subscriber identifier by using pseudonyms and public key encryption
5.7.4.3.1
Introduction  

This solution discusses one potential way to address the key issue #7.3 "Concealing permanent or long-term subscription identifier" by using the combination of pseudonyms and public key encryption of the permanent or long-term subscription identifier for rare cases. 

NOTE: 
The "permanent or long-term subscription identifier" is referred as IMSI throughout the following text for conciseness.

In a current LTE system, there is already a mechanism of using short-term identifier in protocol procedures that involve a UE and a serving PLMN (e.g. C-RNTI by a radio access network and S-TMSI by a core network). However, when a short-term identifier for the UE does not exist or is lost in the core network, the UE is forced to identify itself using a long-term identifier (i.e. IMSI). The IMSI is used in an authentication procedure in which the serving PLMN uses the IMSI given by the UE to ask for relevant authentication information from a home PLMN. 

. 
5.7.4.3.2
Solution details  

5.7.4.3.2.1
General

The UE and the home PLMN share a long-term identifier (IMSI) and a long-term key (K). The public key (PKH) of the home PLMN is also available in the UE.

There is no need for a global PKI. Instead, the home PLMN may pre-provision the PKH in the UE or use OTA to distribute the PKH.

NOTE 1:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) stores the public (PKH) and private (SKH) key pair of the home PLMN.

NOTE 2:
It is in the scope of the security areas #5 'Security within NG-UE' and the security area #12 'Credential provisioning' to decide which function (e.g. ME or USIM) stores the PKH at the UE.
5.7.4.3.2.2
Attach using encrypted IMSI (IMSIEnc)
During an initial attach, the UE encrypts its long-term identifier (IMSI) with the public key (PKH) of the home PLMN and sends the encrypted  IMSI (IMSIEnc) to a serving PLMN. 
Editor’s Note:
It is FFS to determine if it is feasible to provision a first pseudonym even before an initial attach in order to avoid the use of public-key encrypted identifiers.

NOTE 1:
It is in the scope of the security areas #5 'Security within NG-UE' to decide which function (e.g. ME or USIM) encrypts the IMSI at the UE.

When the UE initiates an attach, it is necessary that the serving PLMN is able to identify the home PLMN of the UE. Therefore, the UE encrypts only the MSIN part of the IMSI while leaving in plain-text the MCC and the MNC part. The encryption needs to have randomization property, since otherwise every encryption would look the same and an attacker could tell that two encrypted identifiers conceal the same long-term identifier.

NOTE 2:
The size of the IMSIEnc depends upon which public key encryption scheme is used. For example, using the Elliptic Curve Integrated Encryption Scheme (ECIES) based on a 256-bit elliptic curve with point compression, without a tag, and a format preserving encryption, the size of the IMSIEnc is in the order of 320 bits. It is in the scope of the security area #17 'Cryptographic algorithms' to decide if and which public key encryption schemes to standardize.
The home PLMN decrypts the MSINEnc part of the IMSIEnc using the SKH, and identifies the IMSI. The home PLMN is therefore able to fetch the corresponding security credentials to be used in the authentication procedure. Either the home PLMN or the serving PLMN may authenticate the UE.

NOTE 3:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) decrypts the IMSIEnc at the home PLMN.
The message size for transferring the IMSIEnc is larger than for the plain-text IMSI because of public key encryption. Therefore, after the UE is authenticated, the home PLMN assigns a pseudo IMSI (IMSIPseudo) to the UE, the IMSIPseudo having the same length and format as the IMSI. In order to save the radio resources in attach procedures, the UE uses the IMSIEnc only when the valid IMSIPseudo is not available. The IMSIPseudo may be transferred encrypted (e.g. using a shared key resulting from public-key encryption, or using a key derived from K) between the home PLMN and the UE. However, if solution #7.X is used to reveal the IMSI to the serving PLMN, then IMSIPseudo could be revealed as well in the similar fashion so that the serving PLMN sends the IMSIPseudo in a protected message to the UE. There is no privacy breach in doing so because the serving PLMN already knows the IMSI. 
The serving PLMN sends the IMSIPseudo to the UE in in a separate protected message or piggy-backed to an existing protected message (e.g. in an NAS Attach Accept message in the current LTE system sent by a MME to a UE). During the IMSIPseudo assignment, the IMSIPseudo need not contain the MCC and the MNC, because they are already known from the IMSI. 
It is possible that a poor implementation and/or policy configuration of the home PLMN could assign the same IMSIPseudo repeatedly to the UE or the home PLMN could toggle between two fixed IMSIPseudo for the UE. Therefore, the UE verifies that the newly assigned IMSIPseudo is a fresh one, for example by at least comparing to the last one or the last two. The effect of such verification is that toggling a fixed set of IMSIPseudo (which is not good) will require even more considerations (e.g. more memory and processing to maintain the set and its state for each UE) and therefore will be discouraged. If the verification fails, the UE may take some soft-actions such as trying to reconnect to the network or perform other self-crippling features such as disconnecting from the network or refusing to establish a user plane connection. 

NOTE 4:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) generates and stores the IMSIPseudo at the home PLMN.
NOTE 5:
It is in the scope of the security areas #5 'Security within NG-UE' and the security area #12 'Credential provisioning' to decide which function (e.g. ME or USIM) verifies and stores the IMSIPseudo at the UE.
Figure 5.7.4.3.2.2-1 shows a simplified IMSIEnc attach procedure with respect to the variant of the solution #7.7 in 5.7.4.7.2.2, i.e. when the serving PLMN authenticates the UE and when the home PLMN reveals the IMSI to the serving PLMN to comply with LI requirements.
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Figure 5.7.4.3.2.2-1: Simplified IMSIEnc attach procedure (w.r.t variant 5.7.4.7.2.2)

. 
5.7.4.3.2.3
Attach using pseudo IMSI (IMSIPseudo)
Re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN assigns its own short-term identifiers to the UE. For example, the use of such short-term identifiers (i.e. GUTI or S-TMSI) already exists in a current LTE system. 

However, when a short-term identifier used in the serving PLMN is lost or becomes invalid, the UE is required to reveal its identifier again. If the UE loses the short-term identifier, the UE sends the IMSIPseudo in an Attach Request. If the serving PLMN loses the short-term identifier, the serving PLMN requests the UE to identify itself using the IMSIPseudo. The UE sends its IMSIPseudo including the MCC and the MNC of the home PLMN. The rest of the process continues similarly as described in clause 5.7.4.3.2.2 except that UE uses IMSIPseudo instead of IMSIEnc. The home PLMN assigns a new IMSIPseudo to the UE. As such, the UE does not use the same IMSIPseudo multiple times

Figure 5.7.4.3.2-2 shows a simplified IMSIPseudo attach procedure with respect to the variant of the solution #7.7 in 5.7.4.7.2.2, i.e. when the serving PLMN authenticates the UE and when the home PLMN reveals the IMSI to the serving PLMN to comply with LI requirements.
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Figure 5.7.4.3.2-2: Simplified IMSIPseudo attach procedure (w.r.t variant 5.7.4.7.2.2)

Editor’s Note:
It is FFS to determine how a potential DoS attack on the HSS, caused by computational overload due to public key decryption, can be minimized. 

NOTE: Details on how to deal with LI with VPLMN is given in clause 5.7.4.7.

5.7.4.3.2.4
Handling abnormal cases

A recovery mechanism is necessary to handle an unlikely, but possible, event of the IMSIPseudo getting out-of-sync between the UE and the home PLMN. Following abnormal cases are identified for the sake of completeness and to show that the UE is not locked out of the system:

5.7.4.3.2.4.1
Invalid IMSIPseudo 

This is a case when the UE sends an IMSIPseudo, but the home PLMN does not recognize the IMSIPseudo. This case may occur, for example, when the UE had incorrectly stored the IMSIPseudo due to hardware or software glitch or the home PLMN had lost the IMSIPseudo due to hardware or software failure. The recovery mechanism for this case is similar to what exists today for the LTE system and is shown in the Figure 5.7.4.3.4.1-1 followed by the description of the steps:
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Figure 5.7.4.3.4.1-1: Handling IMSIPseudo that is invalid
1)
The UE sends an IMSIPseudo to the network.

2)
The network sends an indication of “invalid IMSIPseudo” to the UE.

3)
The UE sends an IMSIEnc to the network. The rest of the procedure proceeds as described in earlier subclauses.

NOTE:
Since the public key encryption used is probablisitc, i.e. having a randomization property, the same IMSI when encrypted multiple times produces different IMSIEnc values. Therefore, it is not feasible for an OTA sniffer to link multiple IMSIEnc values to the same IMSI.

5.7.4.3.2.4.2
Already assigned IMSIPseudo 

This is a case when the UE_1 sends an IMSIPseudo, but the IMSIPseudo is currently assigned to the UE_2 in the home PLMN. This case may occur, for example, when the UE_1 had incorrectly stored the IMSIPseudo due to hardware or software glitch and the stored IMSIPseudo happened to be the one currently assigned to the UE_2. The recovery mechanism for this case is similar to what exists today for the LTE system and is shown in the Figure 5.7.4.3.2.4.1-1, followed by the description of the steps. 
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Figure 5.7.4.3.2.4.1-1: Handling IMSIPseudo that is assigned to another UE

1)
The UE_1 sends an IMSIPseudo to the network.

2)
The network identifies that the IMSIPseudo belongs to the UE_2 and therefore sends authentication challenge (corresponding to the UE_2) to the UE_1.

3)
The UE_1 sends authentication response to the network.
4)
The network detects the authentication failure and sends failure message to the UE_1, optionally indicating the UE_1 to use IMSIEnc.
5)
The UE_1 sends the IMSIEnc to the network. The rest of the procedure for the UE_1 proceeds as described in earlier subclauses. The network knows that the IMSIPseudo was sent by the UE_1 and not by the UE_2. Therefore, the network keeps the IMSIPseudo still assigned to the UE_2. The UE_1 is assigned a new IMSIPseudo.
5.7.4.3.3
Evaluation 

The solution has the following properties:

-
The UE only needs to store one public key associated with the home PLMN. This is significantly different than requiring the UE to store the public key of all potential serving PLMNs it may roam into, or having to distribute those keys when needed. There is no need for a global PKI. Instead the home PLMN operator can configure or revoke its public key in the UE, e.g., using OTA. 

-
The encryption needs to be randomized, but that does not constitute a serious problem, since most or all existing public key encryption schemes are randomized.
-
Because of public key encryption, the IMSIEncincreases the size of the attach message. However, the solution rarely uses the IMSIEnc, i.e. only when IMSIPseudo does not exist or is out-of-sync.

-
The UE verifies that the same IMSIPseudo is not assigned to it all the time. 
-
The solution is compatible both when the authentication of the UE is done at the home PLMN or at the serving PLMN.

The solution addresses all the three requirements of the key issue #7.3 and is effective in concealing the long-term identifier from any passive or active attacker anywhere on the path between the UE and the serving PLMN’s core network, including IMSI-catchers, untrusted or compromised network entities. 
5.7.4.4
Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)

5.7.4.4.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 

This solution presents a way to provide identifier privacy during the attach procedure in the NextGen system. For the attach to the network, a UE presents a short-lived identifier to the network instead of IMSI used in LTE or UMTS systems. The short-lived identifier, named “Privacy enhanced Mobile Subscription identifier”, is used during an attach, and if the attach procedure includes an authentication and is successfully completed, the UE and network (i.e., HSS or equivalent function in the NextGen system) update the PMSI with a new one that would be used for the next attach in a secure way.
5.7.4.4.2
Solution details  

A NextGen UE is provisioned with an IMSI and an initial PMSI associated with its subscription by the operator. The PMSI has the same format as IMSI so that a serving network is able to determine the home PLMN based on the first 5 or 6 digits of the PMSI. 

The solution is described assuming that the CP-CN and SEAF are co-located to make the flows easier to understand as they look like LTE. It was also assumed that KASME is the name of the key provided in the authentication vector (AV). 

When the UE attaches to the network, the UE provides its PMSI in the attach request. When a CP-CN/SEAF receives the attach request from the UE, it sends an authentication information request including PMSI to the AUSF. Upon receiving the authentication information request, the AUSF retrieves the PMSI from the request and identifies the corresponding IMSI associated with the PMSI. Based on the identified IMSI, the AUSF prepares an authentication vector as in LTE. In addition to the authentication vector, the AUSF selects (or derives) a next PMSI that would be used for the next attach by the UE. The next PMSI is encrypted using a shared key with the UE and included in the authentication information response message for the CP-CN/SEAF. The CP-CN/SEAF forwards the encrypted PMSI to the UE in the NAS authentication request message. 

Editor’s note: It is FFS to find out whether the PMSI update procedure could be piggy-backed into the AKA procedure. This would enable the possibility for PMSI update also when the UE is connected to a legacy serving network.  

If the authentication with the CP-CN/SEAF is completed successfully, the UE acknowledges the receipt of the next PMSI to the AUSF. The CP-CN/SEAF in the serving network can request the IMSI associated with the PMSI when it is required.

Editor’s note: LI aspects in VPLMN are FFS.
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Figure 5.7.4.4.2-1. Attach procedure using PMSI

The initial PMSI and PMSI derivation key (i.e., KPMSI) are installed at the UE and AUSF. The PMSI derivation key is used to confirm that the UE and AUSF have been synchronized with the next PMSI that would be used for the next attach.

Editor’s Note: how to provision the initial PMSI and PMSI derivation key is FFS.

1. The UE sends an attach request using the PMSI to the network. When the CP-CN/SEAF receives the attach request message from the UE, it sends an authentication information request message to the AUSF where the authentication information request message includes PMSI and the serving network identifier. The AUSF identifies the IMSI that is associated with the PMSI and prepares an authentication vector, i.e., AV. Then, the AUSF selects the next PMSI that would be used by the UE for the next attach. The next PMSI (i.e., PMSI_next) is derived from the PMSI received from the CP-CN/SEAF as follows:

PMSI_next = MCC | MNC | Truncate-x(F1(KPMSI, PMSI))

where F1 is a PMSI derivation function, e.g., HMAC-SHA-256, KPMSI is a PMSI generation key, MCC is the mobile country code and MNC is the mode network code, and Truncate-x is a function that truncates the input to x bits (e.g., by taking the first x bits of the input).

PMSI is associated with an index for at least two reasons. First, the PMSI_next derived for the UE may be currently used by another UE. In such case, the AUSF derives a new PMSI_next by running the PMSI derivation again using the PMSI_next as input to F1. This derivation continues until a new PMSI is not currently being used by other UEs. Whenever a PMSI next is derived, the associated index is increased by a certain number (e.g., 1). This index is provided to the UE so that the UE can derive the correct PMSI_next using the index. Second, the use of index to calculate PMSI ensure that PMSI is fresh for that user. 

2. The AUSF sends an authentication information response to the CP-CN/SEAF including the authentication vector and the PMSI_next and index pair. The PMSI_next and index pair is encrypted using a key (AK2) that is only known to the UE and AUSF. This key is derived based on KPMSI as:

AK2 = KDF(KPMSI, RAND) 

where KDF is a key derivation function and RAND is a random number. The same RAND used for deriving AUTN in AV may be used for the key derivation.

At this point, the AUSF sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach; and sets the pending PMSI acknowledgement flag.

a. PMSI_prev = PMSI

b. PMSI = PMSI_next

c. Pending ack = 1.

NOTE 1: 
If the ongoing authentication procedure fails for some reason, there would be a case that the UE may not have received the PMSI_next after sending an attach request to the network. In such case, the UE needs to attach to the network again using the same PMSI that was used for the previous failed attach. If the AUSF was not acknowledged the receipt of the PMSI_next from the UE, the PMSI_prev may be used by the AUSF to identify the IMSI. 

The CP-CN/SEAF sends an authentication request message to the UE based on the received AV. Also, the CP-CN/SEAF includes the encrypted PMSI_next and index pair in the authentication request message.

Editor’s note: It is FFS whether PMSI encryption method could be such that encrypted PMSI_next and index pair could be embedded into parameters of the legacy authentication request message.  

3. The UE performs authentication with the CP-CN/SEAF and if the authentication is successful, the UE derives the AK2 in the same way as in the AUSF. Using the AK2, the UE decrypts the PMSI_next and index pair and verifies the PMSI_next by deriving it in the same way as in the AUSF. If the PMSI_next and index pair is verified, the UE sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach.

d. PMSI_prev = PMSI

e. PMSI = PMSI_next

Until the next attach occurs, the UE uses the PMSI_prev as its identifier and provides it to the network when requested.

The UE sends the PMSI acknowledgement (i.e., PMSI ACK) message that includes the acknowledgement token (ACKTN) to the AUSF, where the ACKTN is constructed as:

ACKTN = MAC-A 

where MAC-A = F2(AK3, PMSI_next | index) 
where F2 is a message authentication function and AK3 = KDF(KPMSI, “ACK authentication key”)
NOTE3: 
ACKTN is used to acknowledge the receipt of PMSI_next and index.

The CP-CN/SEAF forwards the PMSI acknowledgement received from the UE and the associated PMSI to the AUSF. 

Editor’s note: Including the associated PMSI (that was sent in message 1) in the PMSI acknowledgement message enables the AUSF to identify the PMSI_next that shall be acknowledged. Whether the CP-CN/SEAF or the UE includes the PMSI in the acknowledgement message is FFS.
Editor’s note: whether the acknowledgements could be embedded into legacy signalling messages is FFS. This would enable PMSI update also when UE is connected to a legacy serving network.
When the AUSF receives the PMSI acknowledgement message, the AUSF verifies the ACKTN by deriving it in the same way as in the UE. If the verification is successful, the AUSF clears the pending PMSI acknowledgement flag (i.e., Pending ack) set in step 2. 

Editor’s note: It is FFS in which message, the serving network may obtain the IMSI associated with the PMSI.

Editor’s note: Dealing with the failure cases, e.g the HSS losing PMSIs, without revealing IMSI is FFS.

If the PMSI acknowledgement is lost, the corresponding PMSI at the AUSF is in the pending acknowledgement state. When the UE uses the PMSI for the next attach, the AUSF shall locate the PMSI from the acknowledged PMSIs or unacknowledged PMSIs. The unacknowledged PMSIs shall not be allocated to other UEs.

Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.

5.7.4.4.3
PMSI initialization

When a UE attaches to a network, if it does not have a PMSI, the UE triggers the PMSI initialization procedure as follows.
1. The UE performs a PMSI initialization procedure by sending PMSI initialization indication to the network during the attach (using an IMSI).

NOTE 1: 
PMSI initialization is solely determined by the UE, which prevent a rogue base station from requesting an IMSI by triggering PMSI initialization.

NOTE 2: 
If a USIM supports the PMSI, PMSI initialization happens only once. Therefore, the IMSI is sent to the network only once.

NOTE 3: 
If a USIM does not support the PMSI, PMSI initialization shall be done by the ME. In such case, PMSI initialization happens when the USIM is installed in a new device. 

Editor’s note: It is FFS whether PMSI initialization by the ME causes a substantial privacy risk and needs to be mitigated by other means.

2. Upon receipt of authentication information request by the serving network with the PMSI initialization indication, the AUSF prepares authentication vector (AV) as normal, but derives two keys from the KASME in the AV. 

KPMSI’ = KDF(KASME, “PMSI generation key derivation”)

KASME’ = KDF(KASME, “KASME derivation during PMSI initialization”)
where KDF is a key derivation functions, e.g., HMAC-SHA-256 

Then, KASME in the authentication vector is set to KASME’. KPMSI’ is used to encrypt the KPMSI, PMSI and PMSI index that are initialized to the UE. 
NOTE 4: 
the original KASME derived by AUSF does not leave the AUSF. The original KASME is only used to generate KASME’ and KPMSI’ by the AUSF.  

3. The AUSF includes the encrypted KPMSI, PMSI, and PMSI index in the PMSI initialization information element and sends the PMSI initialization information element to the UE as a part of the authentication information response.

NOTE 5: 
The PMSI initialization information element shall be defined.
4. Upon receipt of NAS authentication request from the network, the UE performs the following.

The UE derives KPMSI’ and KASME’ form KASME as done by the AUSF.

The UE uses KASME’ for KASME.

The UE obtains KPMSI, PMSI and PMSI index by decrypting the received message from AUSF using KPMSI’.   
Editor’s note: The UE behavior in case of authentication failure is FFS.

At the completion of step 4, the AUSF and the UE are synchronized with the KPMSI, PMSI, and PMSI index.
5.7.4.4.4
Evaluation 

If the authentication procedure fails for some reason, the solution proposes that the UE attachs to the network using the same PMSI that was used for the previous failed attach. However, by using the same PMSI, an attacker may be able to correlate pseudonyms and thus, compromise privacy.It is always a trade-off whether to have new signalling messages or whether to add new functionality in UE and AU. This solution proposes that CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. Thus, there is a need to specify a new NAS messages.

5.7.4.5
Solution #7.5: Effective generation of temporary or short-term identifiers using channel estimation

5.7.4.5.1
Introduction  

This solution addresses key issues #7.4 and #7.7.

It proposes a way to efficiently generate temporary or short-term identifiers in next generation system by using the randomness properties of channel estimation. 

The channel estimation is an important part of Channel State Information (CSI) that indicates how a signal propagates from the transmitter to the receiver. The CSI makes it possible to adapt transmissions to current channel conditions and to achieve reliable communication. Besides, channel estimation is unpredictable and presents random properties due to propagation effects such as scattering, diffraction, fading, and power decay with distance.

The principle of this solution is to take advantage of this randomness to feed the generation of temporary or short-term identifier.

5.7.4.5.2
Solution details  

The solution assumes that CSI reporting is available in next generation system. Moreover, the solution assumes that a secure link has been established between the UE and the CN. 

In the following, the term depositary refers to the entity in the CN that manages the temporary/short-term ID that needs to be changed. From an LTE point of view, the depositary could be the MME (for GUTI), the eNB (for C-RNTI) or the PGW (for IP-address). 

The general process is illustrated in figure x and is described below.

1. The UE and the gNB are communicating over the Uu interface. For the purpose of the communication, channel estimation can be performed in order to adapt the link to the propagation conditions.

2. A change request is emitted in order to change a temporary/short term ID. This change request can come from the depositary, the gNB or the UE.

3. If no channel estimation was performed during 1, this is done by the UE and/or the gNB. Depending on the temporary/short-term identifier that needs to be changed, the channel estimation measured by the UE (option A) or the gNB (option B) is sent through CSI reporting to the depositary. The CSI report can contain the complete response or a selected part depending on the application case. 
In order to ensure the randomness of the CSI report, some processing can be applied on the channel estimation to improve its randomness quality. This operation can be done either by the UE or the gNB, either by the depositary in 4. 
4. The depositary uses the CSI report as a random source for the generation of the new temporary/short-term identifier. Depending of the application case, the depositary can :

· use only the channel estimation report as a source to generate a new identifier, 

· combine the channel estimation report with a own process that could exhibit deterministic properties (if based on counter for instance). The random channel estimation could efficiently hide these flaws.

Editor's note: How collisions are handled in the core network is ffs
5. The depositary transmits the new temporary/short-term identifier to the appropriate entity, UE (option A), or gNB (option B), depending on the application case.
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Figure 5.7.4.5.2-1: Generalized data-flow for generating temporary/short-term identifiers 
5.7.4.5.3
Evaluation 

The solution presented here has the following properties:

· The method reuses the computation of channel estimation that is done for other purposes (equalization, link adaptation, etc.) and thus does not require the implementation of new particular techniques.

· The channel estimation is unpredictable for an attacker. Indeed, with spatial decorrelation, an eavesdropper cannot observe the same channel and thus cannot compute the temporary identifier itself.

Editor's note: The unpredictability of the channel estimation is ffs 
· From one or more temporary identifiers, it is not possible for an unauthorized party to identify the corresponding permanent identifier as specified in 5.7.3.4.3. Indeed, the process does not rely on the permanent identifier. 

· From one or more temporary identifiers, it is not possible for an unauthorized party to predict the next temporary identifier as specified in 5.7.3.4.3 and 5.7.3.7.3. The computation of the next temporary identifier is based only on the channel estimation that is unpredictable and changes after only few seconds due to spatial and time decorrelation. 

· The method can be combined with other techniques that need to be randomized. It enables to use a simple generation process by the depositary completed by a random source from the channel.

· The method can be used both for any kind of temporary or short-term identifier (for subscriber, device, etc).

Editor's note: This method shall be evaluated in comparison with current techniques.

Editor's note: It is ffs to show how this method improves the refreshment of the temporary identifiers.

Editor's note: How to deal with mobility issue at the NAS level is ffs

5.7.4.6
Solution #7.6: Parameters for Refreshing of temporary subscription identifier

5.7.4.6.1
Introduction  

This solution defines a non-exhaustive list of parameters that could be used to define the maximum period for temporary identifiers.  This solution addresses key issue# 7.1.

By defining these parameters, recommendations can be given for different subscription / service refresh parties in a consistent way and products can be developed in a consistent way from many suppliers.
5.7.4.6.2
Solution details  
The refresh period should be defined as one or more of the following where the first to occur triggers a Temporary subscriber identifier refresh:

-
a number of request for a specific service (e.g. the number of outgoing calls)

-
a time period

-
a number of radio resource changes
5.7.4.6.3
Evaluation
TBA

5.7.4.7
Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN

Editor’s Note:
 The requirements on LI in NextGen are FFS or at least need to be confirmed by SA1 or SA3-LI.

NOTE: 
FFS whether this solution meats VPLMN non-assistance requirements.
5.7.4.7.1
Introduction  

The solution #7.3 proposes a mechanism that conceals the long-term subscriber identifier from all network entities on the path between the UE and the home PLMN (HPLMN), including the serving PLMN (SPLMN). However, doing so has implications on lawful interception (LI) as discussed in the clause 5.7.3.3.1. This solution addresses LI aspects for solutions addressing the key issue #7.3.

In order to address the LI requirements, the solution provides variants that reveal the long-term identifier to the SPLMN, which can be summarized as follows: 

· the long-term identifier is always concealed from all the network entities in the path between the UE and the serving PLMN’s core network, including the serving PLMN’s radio access network; and

· the long-term identifier is known to the SPLMN’s core network only after the UE has successfully completed the authentication.

5.7.4.7.2
Solution variants

5.7.4.7.2.1
Solution 7.7-A: Home PLMN authenticates UE 

A UE is authenticated at a home PLMN and not at a serving PLMN. In other words, the serving PLMN proxies the authentication procedure between the UE and the home PLMN. The home PLMN itself authenticates the UE instead of sending authentication information (e.g. authentication vector in the current LTE system) to the serving PLMN. Since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

If the home PLMN determines that the UE is successfully authenticated, the home PLMN sends the long-term identifier and necessary keying material for the UE to the serving PLMN in a separate message or piggy-backed to an existing message. Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility. 

NOTE: 
A successful UE authentication at the home PLMN, proxied by a serving PLMN, implicitly indicates that the UE is present at the serving PLMN.
5.7.4.7.2.2
Solution 7.7-B: Serving PLMN authenticates UE 
A UE is authenticated at a serving PLMN and not at a home PLMN. This is similar to what is done in the current LTE system where the home PLMN sends authentication vector to the serving PLMN so that the serving PLMN can itself authenticate the UE. However, since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

When the home PLMN gets informed by the serving PLMN that the UE is successfully authenticated and is registered in the serving PLMN (e.g. via an Update-Location-Request message in the current LTE system sent by a MME to a HSS), the home PLMN sends the long-term identifier to the serving PLMN in a separate message or piggy-backed to an existing message (e.g. in an Update-Location-Answer message in the current LTE system sent by a HSS to a MME). Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility.

 NOTE: 
A confirmation from a serving PLMN to a home PLMN about successful UE authentication makes the serving PLMN accountable for claiming that UE is actually present at the serving PLMN.
5.7.4.7.3
Evaluation 

-
The authentication of the UE can be done either at the home PLMN or at the serving PLMN.-

-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
-
The long-term identifier is known to the serving PLMN’s core network only after the UE has successfully completed the authentication.
5.7.4.8
Solution #7.8: Opportunistic encryption for IMSI exchange

5.7.4.8.1
Introduction  

This solution addresses key issues #7.2.

Editor's note: This solution may also address the key issue planned in the EN of 5.7.4.3 “The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI”.
5.7.4.8.2
Solution details  

In this solution the UE and the gNB use opportunistic encryption in order to exchange the IMSI when it is strictly necessary. It is thus assumed that a previous attempt with a temporary identifier has failed as indicated in Figure x (step 1 and 2). 

To avoid a clear text transmission of the IMSI, the UE can build a secure link over the radio air interface with the gNB. It is for further study which opportunistic algorithms can be used by the UE and the gNB. Examples of algorithms are:

· cryptographic algorithms based on elliptic curves such as Diffie-Hellman. This algorithm has the advantage to be well developed but requires high computing capabilities.

· secret key generation that takes advantage of channel randomness to design a key that is shared only by the gNB and the UE. This algorithm requires less computing capabilities (as it re-uses the channel estimation resource). However, this algorithm mainly applies in Time Division Duplex (TDD).

The information necessary for the setting of such scheme can be exchanged:

· during the prior exchanges of the identification procedure (during the attempt with temporary identifier step 1 of figure x). This solution increases signalling but enables a faster computation of the algorithm in case of IMSI transfer.

· in a specific procedure after the failure of the temporary identifier corresponding to step 3 of figure x. In this case, the classical procedure with the temporary identifier is more efficient, but the later computation of the key between the UE and the gNB requires extra exchanges, what can cause latencies. 

The computed key protects both the HPLMN’s routing information part (MNC and MCC in LTE) and the subscriber’s identifier part (such as the MSIN in LTE) what provides an enhanced protection against eavesdropping (step 4 of figure x).

Moreover, this key can be computed and held into memory once the authentication is performed, for a further usage to protect a new attach procedure, or to protect the exchange of other sensitive information regarding privacy. In addition, it can be used in another integrity control mechanism.
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Figure 5.7.4.8.2-1: Generalized data-flow for opportunistic encryption 
NOTE: 
Opportunistic encryption could also be extended and applied for the exchange of GUTI/TMSI to resist against tracking based on these identifiers. 

Editor's note: It is FFS to show how opportunistic encryption can be resilient against active attack

5.7.4.8.3
Evaluation 

This method provides a protection of the radio air interface and prevents passive eavesdropper from catching IMSI. Besides, it protects from advanced eavesdropping that has network access as it protects the HPLMN’s routing information (eg. MCC and MNC part of the IMSI).

The method does not rely on a prior distribution of keys since they are computed on the fly by the UE and the gNB. Several variants can be implemented depending on UE capabilities.

Moreover, this computed key could be further used in other security mechanisms (new attach procedure or integrity control). 

Besides, the proposed solution could also be extended to protect GUTI/TMSI exchanges in order to prevent tracking based on these identifiers.

Another advantage is that since this protection is being solely achieved in the serving network, it allows being fully compliant with serving/home network regulatory policies.

However, this method can be sensitive to some man-in-the-middle attack as soon as transmission is unauthenticated during the key negotiation procedure. Nevertheless, an integrity control of the messages for the computation of the key could contribute to detect and mitigate such attacks.

5.7.4.9
Solution #7.9 Adding the Diffie-Hellman key exchange process to the attach procedure 

5.7.4.9.1
Introduction

NOTE: This solution addresses passive attacks only.

The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities
The Diffie-Hellman (DH) key exchange protocol is the mostly used key agreement scheme to establish the shared secret keys between two parties over public channel.  We propose to add the Diffie-Hellman key exchange process to the attach procedure in order to eliminate three security threats if attacks are passive:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that the DH key exchange protocol is integrated into the identity acquisition stage of the attach procedure. The agreed secret key KDH between a UE and the network is used to generate the ciphering key KE to encrypt the real identity of a UE such that a passive attacker is unable to catch it. At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.

5.7.4.9.2
Solution details 

Three authentication-related functions are involved in the attach procedure, which are:  

· Authentication Credential Repository and Processing Function (ARPF)

· Authentication Server Function (AUSF) 

· Security Anchor Function (SEAF)

The proposed attach procedure is depicted in Figure 5.7.4.9.2-1, where the term “UE” instead of “NG-UE” is still used for simplicity.   
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Figure 5.7.4.9.2-1. The proposed attach procedure
The proposed attach procedure is illustrated as follows: 

1.
UE initiates the attach procedure, and sends an Attach request to the SEAF, including the temporary identity like GUTI used in LTE if available. 

2.
After receiving the Attach request, if the temporary identity is in the Attach request message, SEAF checks whether there exists a real identity corresponding to the temporary identity and whether SEAF has established a shared DH key KDH with the UE, SEAF will go into step 6 in the case that both conditions are met. Otherwise, SEAF sends Identity request message back to the UE, which optionally includes the hash challenge to thwart DoS attacks.  The Identity request message is also dispatched by SEAF if no temporary identity GUTI is contained. 

If the SEAF has justified that it is under DoS attacks, it will embed the hash challenge into the Identity request message.  It is constructed as follows. The SEAF randomly generates a positive integer x with n bit length in binary, a 128-bit long random number rand, and computes the hash value of x , rand, and attach request, i.e. hash(x, rand, attach request), where n is determined by the resource usage degree in SEAF, the higher degree the resource is used, the larger the value of n is. Hash(x, rand, attach request), rand, and n are denoted as hash challenge.   

2a.Upon receipt of  Identity request  message, if hash challenge is present,  UE will first attempt to find the correct  integer  x` by using  exhaustive search within the length of n.  If hash (x` ,rand, attach request)  is equivalent to  hash(x, rand, attach request)  then the correct integer x` is obtained , and set x` as the hash response. UE generates the Diffie-Hellman (DH) private key KUpri, and computes the corresponding DH public key KUpub.  

3.
UE responds SEAF with its DH public key KUpub and optionally with hash response. 

3a.
After receiving the response from the UE, if the hash response is included in the message, SEAF compares it with x.  SEAF will abort the attach procedure if the hash response is not equal to x. Otherwise, SEAF generates the DH private key KCpri, and calculates the associated DH public key KCpub. Furthermore, SEAF derives the shared key KDH between itself and UE by using its private key KCpriv and UE’s public key KUpub.  

4.
Like a usual DH key exchange, SEAF sends its public key KCpub to UE.

4a.
After receiving KCpub, UE derives the shared key KDH between itself and SEAF by using its private key KUpriv and SEAF`s public key KCpub.  To encrypt its identity, UE generates a nonce, and derives the encryption key KE and integrity key KM as follows:

KE=KDF( nonce, KDH,  1);

KM=KDF(nonce, KDH,  2);

where KDF is the key derivation function.

5.
UE delivers the nonce, the identity encrypted with KE , and message authentication code MAC0 which is computed over the message by using KM, to SEAF.

In the same way as UE, SEAF derives the encryption key KE and integrity key KM. It first verifies MAC0, if the verification is successful, then it decrypts the encrypted part of the message with KE to get the real identity of UE.  Otherwise, it terminates the attach procedure.

6.
SEAF forwards the UE`s identity to AUSF/ARPF in the Authentication data request message. 

7.
ARPF looks up the UE`s root key according to UE`s identity, and AUSF calculates the Authentication vector based on the root key K. Then AUSF sends the Authentication vector to SEAF. 

8.
 Like in LTE, UE and SEAF perform mutual authentication, and acquire the intermediate key Kmid which is similar to the key Kasme in LTE.  Both compute the session key Ks as follows:

Ks=KDF(KDH, Kmid)

9.
SEAF sends the Security mode command message to UE, whose message authentication code MAC1 is computed by using the session key Ks. 

10.
UE verifies the received MAC1 by using the session key Ks. If the verification fails, UE terminates the attach procedure. Otherwise, UE responds to SEAF with the Security mode complete message, whose message authentication code MAC2 is computed by using the session key Ks. After receiving the Security mode complete message, SEAF checks the correctness of MAC2. If the check fails, SEAF aborts the attach procedure.  Otherwise, UE and SEAF complete the attach procedure. 

UE and SEAF can assure that they possess the same session key Ks after successfully verifying MAC1 and MAC2, respectively. This further implies that they have agreed upon the same key KDH. Finally the key KDH is stored in UE and SEAF, respectively, in order to be used for generating the new session key in the next attach procedure.

The session key Ks is viewed as the key anchor, which is used to derive other keys for confidentiality and integrity protection.  For efficiency, the Diffie-Hellman (DH) key exchange protocol used in the procedure can be replaced with Elliptic Curve Diffie-Hellman key exchange protocol. 

5.7.4.9.3
Evaluation  

The proposed scheme is evaluated from the following perspectives:

5.7.4.9.3.1
Security

 (1)  DoS attacks

The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than SEAF if the network is under DoS attacks.  As a result, SEAF will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is not comparable to the proposed scheme.   A malicious attacker most likely does not comply with the back-off timer rule, and overwhelms the SEAF using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by the SEAF. Consequently the SEAF has to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on the SEAF as long as attackers do not stop sending attach request messages.

(2)  Privacy of subscriber identifiers   

The proposed scheme can prevent passive attackers from acquiring subscriber identifiers as they are encrypted with the encryption key KE. However, it cannot defend against active attacker who acts as a base station to induce UE to disclose its identifier, because at the identity acquisition stage UE has not known whether the base station is authentic.  

(3) Long-time secret leakage

The proposed scheme prevents passive attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The passive attacker cannot derive the session key without knowing KDH. 

(4) Insecurity of links between MNOs

A passive attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs.  Analog to the long-time leakage, the passive attacker is unable to get the session key Ks due to the lack of knowledge of KDH. 

In a nutshell, the proposed scheme can defend against passive attacks but not active ones. 

5.7.4.9.3.2
Complexity 

The proposed scheme is comparatively simple as its operation does not need a PKI. On the other hand, its simplicity makes it subject to active attacks. 

5.7.4.9.3.3
Compatibility 

The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 

5.7.4.9.3.4
Efficiency 

The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 

5.7.4.10 
Solution #7.10: Applying DHIES to the attach procedure

5.7.4.10.1
Introduction

The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities.
DHIES ( Diffie-Hellman Integrated Encryption Scheme) is an enhanced ElGmal encryption scheme[4]. It integrates different functions into one scheme for message encryption, including public key operation, encryption algorithm, message authentication algorithm, and KDF (Key Derivation Function). It works as follows. To send an encrypted message to a recipient, the sender first generates its DH private key and computes its ephemeral DH public key. Then it fetches the authentic DH public key of the recipient, and derives the shared key between itself and the recipient using its private key and receipt’s public key. Appling the shared key to KDF, the sender obtains the encryption key and integrity key used for assuring the confidentiality and integrity of the message, respectively. The resulting ciphertext comprises the ephemeral DH public key of the sender, the symmetrically encrypted message, and message authentication code (MAC).  The ECC variant of DHIES is called ECIES(Elliptic Curve Integrated Encryption Scheme), which has been specified in several  standards, such as ANSI X9.63 standard [5], IEEE 1363a [6], and ISO/IEC 18033-2 standard [7]. 

We propose to apply DHIES to the attach procedure in order to eliminate three security threats:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that DHIES is integrated into the identity acquisition stage of the attach procedure. The authenticity of DH public key of the network is assured in a way that it is contained in a certificate. UE validates the certificate with the help of a PKI before computing the shared key KDH using the DH public key of the network. The management of the PKI refers to 5.4.4.1 of TR 33.899. The real identity of a UE is encrypted by using DHIES so that an attacker (even active) is unable to catch it.  At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.

5.7.4.10.2
Solution details 

Three authentication-related functions are involved in the attach procedure, which are:  

· Authentication Credential Repository and Processing Function (ARPF)

· Authentication Server Function (AUSF) 

· Security Anchor Function (SEAF)

The proposed attach procedure is depicted in Figure 5.7.4.10.2-1, where the term “UE” instead of “NG-UE” is still used for simplicity.   
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Figure 5.7.4.10.2-1: The proposed attach procedure
Editor’s note: It is ffs whether the SEAF sends only its certificate or its certificate along with the network’s certificate to UE. 
The proposed attach procedure is illustrated as follows: 

1.
UE initiates the attach procedure, and sends an Attach request to the SEAF, including the temporary identity like GUTI used in LTE if available. 

2.
After receiving the Attach request, if the temporary identity is in the Attach request message, SEAF checks whether there exists a real identity corresponding to the temporary identity and whether SEAF has established a shared DH key KDH with the UE, SEAF will go into step 4 in the case that both conditions are met. Otherwise, SEAF sends Identity request message back to the UE, which contains the certificate of SEAF, and optionally includes the hash challenge to thwart DoS attacks.  The DH public key of SEAF is encapsulated in the certificate.  The Identity request message is also returned to UE by SEAF if no temporary identity GUTI is contained in Attach request message. 

If the SEAF has justified that it is under DoS attacks, it will embed the hash challenge into the Identity request message.  It is constructed as follows. The SEAF randomly generates a positive integer x that is n bit length in binary, a 128-bit long random number rand, and computes the hash value of x,rand, and attach request, i.e. hash(x, rand, attach request), where n is determined by the resource usage degree in SEAF, the higher degree the resource is used, the larger the value of n is. Hash(x, rand, attach request), rand, and n are denoted as hash challenge.   

2a. 
Upon receipt of Identity request message, if hash challenge is present, UE will first attempt to find the correct integer x` by using exhaustive search within the length of n.  If hash (x` ,rand, attach request)  is equivalent to  hash(x, rand, attach request)  then the correct integer x` is obtained ,  and set x` as the hash response.   UE validates the received certificate with the help of a PKI, and retrieves the DH public key KCpub of SEAF from the certificate. UE generates the Diffie-Hellman (DH) private key KUpri, and computes the corresponding DH public key KUpub. UE derives the shared key KDH between it and SEAF by using its private key KUpriv and the public key KCpub of SEAF.

3.
To encrypt its identity, UE generates a nonce, and derives the encryption key KE and integrity key KM. Then UE sends the Identity response message to SEAF, which consists of nonce, the DH public key KUpub of UE, the identity encrypted with KE, message authentication code MAC0 which is computed over the aforementioned message parts by using KM, and optionally hash response to SEAF. KE and KM are calculated as follows:

KE=KDF( nonce, KDH,  1);

KM=KDF(nonce, KDH,  2);

where KDF is the key derivation function.

3a. 
After receiving the Identity response from the UE, if the hash response is included in the message, SEAF compares it with x.  SEAF will abort the attach procedure if the hash response is not equal to x. Otherwise, SEAF derives the shared key KDH between itself and UE by using its private key KCpriv and UE’s public key KUpub, and computes the encryption key KE and integrity key KM in the same way as UE . After that SEAF verifies MAC0, if the verification is successful, it decrypts the encrypted part of the message with KE to get the real identity of UE.  Otherwise, it terminates the attach procedure.

4.
 SEAF forwards the UE`s identity to AUSF/ ARPF in the Authentication data request message. 

5.
ARPF looks up the UE`s root key according to UE`s identity, and AUSF calculates the Authentication vector based on the root key K. Then AUSF sends the Authentication vector to SEAF. 

6.
Like in LTE, UE and SEAF perform mutual authentication, and acquire intermediate key Kmid which is similar to the key Kasme in LTE. Both compute the session key Ks as follows:

Ks=KDF(KDH, Kmid)

7.
SEAF sends the Security mode command message to UE, whose message authentication code MAC1 is computed by using the session key Ks. 

8.
UE verifies the received MAC1 by using the session key Ks. If the verification fails, UE terminates the attach procedure. Otherwise, UE responds to SEAF with the Security mode complete message, whose message authentication code MAC2 is computed by using the session key Ks. After receiving the Security mode complete message, SEAF checks the correctness of MAC2. If the check fails, SEAF aborts the attach procedure.  Otherwise, UE and SEAF complete the attach procedure. 

UE and SEAF can assure that they possess the same session key Ks after successfully verifying MAC1 and MAC2, respectively. This further implies that they have agreed upon the same key KDH. Finally the key KDH is stored in UE and SEAF, respectively, in order to be used for generating the new session key in the next attach procedure.

The session key Ks is viewed as the key anchor, which is used to derive other keys for confidentiality and integrity protection.  For efficiency, DHIES used in the procedure can be replaced with ECIES. 

5.7.4.10.3
Evaluation

The proposed scheme is evaluated from the following perspectives:

5.7.4.10.3.1
Security

(1) Man-in-the-middle attacks

The proposed scheme prevents man-in-the-middle attacks by introducing the double authentication mechanism:  one is DHIES in the identity manage stage, the other one is AKA process in the AKA stage. DHIES is actually one way authentication scheme in the sense that only the dedicated SEAF with the associated private key can decrypt the messages. This implies the SEAF authenticates itself to UE by using its private key. The authenticity of DH public key of SEAF is assured by a PKI. As a result, before performing man-in-the-middle attacks to acquire the session key Ks, an adversary has to carry out the following attacks: cracking SEAF to acquire the private key of SEAF, cracking PKI to forge the certificate of SEAF, and stealing  the  root key  used in the AKA protocol. Even though the root key is leaked, it is still impossible for an attacker to get the session key Ks because of the high security level of PKI and SEAF.  

(2)  DoS attacks

The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than SEAF if the network is under DoS attacks.  As a result, SEAF will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is not comparable to the proposed scheme.  A malicious attacker most likely does not comply with the back-off timer rule, and overwhelms SEAF using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by SEAF. Consequently SEAF has to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on SEAF as long as attackers do not stop sending attach request messages.

(3)  Privacy of subscriber identifiers   

The proposed scheme can prevent attackers from acquiring subscriber identifiers  no matter the attack is active or passive, because subscriber identifiers are encrypted with the encryption key KE.  There is no way for an adversary to get the encryption key KE because this requires it to break either PKI or SEAF.  

(4) Long-time secret leakage

The proposed scheme prevents passive attacker and active attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The attacker cannot derive the session key Ks because it is unable to deduce the key KDH unless it can crack the PKI or SEAF. 

(5) Insecurity of links between MNOs

An attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs or injected a forged authentication vector into the SEAF.  Analog to the long-time leakage, the attacker is unable to get the session key Ks due to the lack of knowledge of KDH.  

5.7.4.10.3.2
Complexity 

The proposed scheme itself is comparatively simple. Its complexity mainly comes from the operation because a PKI is required when it is deployed.

5.7.4.10.3.3
Compatibility 

The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 

5.7.4.10.3.4
Efficiency 

The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 

Editor’s note: Whether DH is needed for generate the session key in case PKI is already introduced is FFS.

5.7.4.11
Solution #7.11: Protect the Permanent or Long Term User Identity with Public Key Technologies
5.7.4.11.1
Introduction  

This solution addresses key issue #7.2 and #7.3.

As described in the above key issues, both permanent subscriber ideneitifiers such as IMSI and the device identifiers such as IMEI shall be protected. In key issue #7.2, it mentioned that MME must know the IMSI as required by the LI. However, it also mentioned that the protection of permanent or long term subscriber shall at least be as strong as provided in the legacy system such as UMTS and LTE.  Therefore, in this contribution, we provie two solutions with public key technologies as follows:

· Solution A: protect the permanent or long term identifiers with a termination point at AN

· Solution B: protect the permanent or long term identifiers with a termination point at core network function, e.g.AUSF/SEAF. 

5.7.4.11.2
Solution details  

As we know, in the UMTS or LTE system, the permanent or long term identity are transmitted in signalling such as attachment request or identity response. These signallings are transmitted without protection because no session keys are generated at this stage. Therefore, it is impractical to use symmetric key to proect these signallings. Public key is one of the most suitable chocies. 

There are two types of public technologies, PKI based public key and Idenity based public key. In solution #7.2, PKI based public key is proposed for identifier protection. Therefore, in this solution, we focus on the solution with Identity-based public key. For the Identity-based encryption technology, we propose to use the method specified in RFC 6508 [1].
To use the Identity-based technology for data encryption according to RFC 6508 [63], the receiver need to be provisioned with a Receiver Secret Key(RSK), denoted as K_(ID, T),  which is generated by the Key Management Service (KMS), where ID is the identity of receiver, and T is used to denote the KMS server KSM_T. The entity perfoming encryption need to be provisioned with a KMS public key for encryption, denoted as Z_T. A node can encrypt message with receiver’s ID and Z_T. The receiver can decrypt the encrypted message with its RSK, K_(ID, T). 
In the follow, we assume that the funcation of KMS is included in the credential repository. 

5.7.4.11.2.1
Protect the Permanent or Long Term Identifiers with a termination point at AN

In this solution, we aussme that protection of the identifier is terminated at the Access Network. The procedures are separated into three stages. In the first stage, RAN is provisioned with Identity-based credentials and parameters. In the second stage, UE is provisioned with ID-based parameters. In the third stage, UE use the Identity-based encryption method to encrypt the NAS signalling and RAN uses follows:

1.
Credential Repository provision credentials to RAN

1.1
RAN receives Identity based public/private key pairs from credential repository, including BS_ID, which is the Identity-based public key for encryption, K_(BS_ID, T), which is private key for decryption, and also a global parameters, Z_T, for encryption. 

1.2
RAN stores the BS_ID, K_(BS_ID, T), and Z_T in its storage.    

2.
Credential repository provisioning KMS parameters to UE. Note, the KMS here belongs to an operator and different operators may have different KMS and thus may have different key generation parameters. 

2.1
UE is provisioned with Z_T from KMS

2.2
UE stores the Z_T in its storage. 

3.
UE using the BS_ID to protect the NAS signalling
3.1
RAN broadcast BS-ID over the air interface
3.2
UE store the BS-ID in its storage

3.3
When UE receive NAS signalling from upper layer, it finds the Z_T and BS_ID first, and then encrypt the message with BS_ID and Z_T. 

3.4 UE transmitted the encrypted message to the RAN. 

3.5
RAN find the Z_T and Receiver Secret Key, K_(BS_ID, T), according to BS_ID, and then decrpt the NAS signalling with Z_T and, K_(BS_ID, T).

3.6
RAN forwards the NAS signalling to the core network. 
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Figure 5.7.4.11.2.1-1: Protect the Permanent or Long Term Identifiers with a termination point at AN
For roaming cases, the credential repository of home operator may provision a UE with the roaming operator’s KMS public key and other parameters before roaming to the visited networks. 

Editor’s note: The roaming case needs to be described more. E.g. how can a home operator know which network the user will roam to.
5.7.4.11.2.2
Protect the Permanent or Long Term Identifiers with a termination point at Core Network

In this solution, we aussme that protection of the identifier is terminated at the core network, e.g. AUSF/SEAF. The differences are that the Credential Repository provisions the Identity-based ID, eNAS_ID, KMS public key, Z_T, and Receiver Secret Key, K_(eNAS_ID, T).  For different AUSF/SEAF, the eNAS_ID can be different, and one AUSF/SEAF can be provisioned with multiple eNAS_ID. 

The procedures are as follows:

1.
Credential Repository provision credentials to AUSF

1.1
AUSF/SEAF receives Identity based public/private key pairs from KMS, including eNAS_ID, which is the Identity-based public key for encryption, K_(eNAS_ID, T), which is private key for decryption, and also a KMS public key, Z_T. 

1.2
AUSF/SEAF stores the eNAS_ID, Z_T, and K_(eNAS_ID, T), in its storage.    

2.
Credential repository provisioning KMS parameters to UE. Note, the KMS here belongs to an operator and different operators may have different KMS and thus may have different key generation parameters. 

The procedures are the same as step 2.1 – 2.2 in solution 1. 

3.
AUSF/SEAF sends eNAS_ID to RAN

3.1
AUSF/SEAF selects an eNAS_ID and sends it to RAN.

3.2
RAN stores eNAS_ID.

4.
UE encrypt NAS signalling with eNAS_ID.

4.1
RAN broadcast the eNAS_ID over the air interface.

4.2
UE receives the  eNAS_ID and stores in it in its storage. 

4.3
When UE receive NAS signalling from upper layer, it finds the Z_T and eNAS_ID first, and then encrypt the message with eNAS_ID and Z_T. 

4.4
UE transmitted the encrypted message to the RAN. 

4.5
RAN forwards the encrypted NAS signalling to the core network

4.6
AUSF/SEAF decrpts the NAS signalling with Z_T and K_( eNAS_ID, T).
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Figure 5.7.4.11.2.2-1: Protect the Permanent or Long Term Identifiers with a termination point at Core Network

5.7.4.11.3
Evaluation
Tba. 
5.7.4.12
Solution #7.12: Mechanisms of Pseudo-IMSI for hiding long-term identifier
5.7.4.12.1
Introduction  

Solutions 7.3 and 7.4 describe the usage of pseudonyms to conceal the subscriber’s long-term identifier. Pseudonyms are calculated by UE and HSS. The solution described in this clause provides an alternative to parts of these solutions. Thus, this solution addresses also key issue #7.2 on concealing permanent subscriber identifiers.

5.7.4.12.2
Solution details  

Editor’s note:  Solution terminology alignment with the common NextGen terminology is FFS.

5.7.4.12.2.1
Introduction of Pseudo-IMSI (P-IMSI) by replacing MSIN-part by Mobile Station PseudoNym (MSPN)
The home PLMN and UE generate a new pseudonym that follows a standard IMSI format, in which the MCC and MNC are defined as usual, and the MSIN is replaced by the value specially generated by using a common function. 

This value, called the Mobile Station PseudoNym (MSPN), is used in place of MSIN outside the USIM and HSS domain. That is, both USIM and HSS derive the MSPN, and when the session is being established, the Pseudo-IMSI for the session is constructed using MCC, MNC, and MSPN. 
NOTE: At manufacturer time, an initial P-IMSI is provisioned to the UE and stored at the HSS. It is used for first contact to the system and will not be used anymore after UE has received its first authentication challenge. Further an association constant MSPNASSOC is provided to UE and HSS, such that HSS can link pseudonyms. See below for details. 

The Pseudo-IMSI (P-IMSI) is informative enough for the MME to discover the HSS, as it contains real MCC and MNC of the IMSI. It is sufficient to locate the subscription record in the HSS as HSS knows how to map the MSPN to the MSIN, and therefore identify the real IMSI, assemble authentication vector, for authentication, and provide session specific policies to the EPC. It can also be mapped to the Chargeable User Identity at the trusted interface between the EPC and Billing Domain.
The MSPN in P-IMSI is not semantically different from the MSIN in IMSI. Once the MSPN is computed, it is retained by the USIM and the HSS, in association with the MCC and MNC, as the P-IMSI – the semi-permanent identity associated with the IMSI. In the USIM, it is overwritten with a new computed value with every authentication procedure. If the network queries the mobile for its permanent identifier (IMSI), the current cached P-IMSI is reported by the USIM instead of IMSI. Only HSS would be able to map the P-IMSI to the real IMSI of the subscription.

The following computation of MSPN is proposed:

MSPN = Truncate{ConvertBinary-to-Decimal[fp(MSPNASSOC, RAND, K)]}

Where: 

· K is the long-term secret key shared between the USIM and the AuC; 

· MSPNASSOC is the fixed MSPN value associated with the MSIN in the subscription database. In computation it is used as the association constant. 
· RAND is the random challenge selected for the Authentication Vector, 

· fp is the KDF defined for this process, 

· ConvertBinary-to-Decimal is the process of converting the result of computation to the Decimal representation, and 

· Truncate is a process that truncates the converted decimal result to the required 9 or 10 digits of expected MSPN number.  

5.7.4.12.2.2
NextGen signalling support for P-IMSI
The HSS has to clearly recognize that the P-IMSI is sent to it by the Serving System, and not the IMSI reported by a legacy USIM. This has to be recognized before the subscription record is accessed, because the HSS cannot know in advance of the P-IMSI capabilities of the USIM in the mobile that accessed the serving system.

This can be, for example, achieved by allocating a specific combination of MCC and MNC to all subscriptions that are capable of, and are expected to operate using MSPN, e.g. specific MNCs per country. This is possible because allocation of a particular MNC for the Operational deployment purpose is a decision of the Operator. From the operational point of view, the combination of the MCC and MNC represents a specific HSS instance that is recognized by the Serving System.

Alternatively, a special signalling indication may be defined in NextGen that allows the HSS to recognize that MSPN has been reported by the USIM instead of the MSIN. This proposal does not recommend such solution, as it may require signalling support at multiple involved network entities instead of affecting only USIM and HSS.

5.7.4.12.2.3
Collision prevention

While computing the MSPN, the HSS has to ensure that the computed number does not collide with any other currently valid MSPN computed for another IMSI by the same HSS with the same MCC|MNC combination. Note that collision with any real IMSI is already avoided by default, if a specially allocated MCC|MNC combination is used for the HSS handling this MSPN. Otherwise care shall be taken to avoid collision with any other real IMSI. I.e. if collision is discovered, the HSS has to select another RAND and re-compute the authentication vector and the MSPN until the collision is avoided.

5.7.4.12.2.4
Retention of computed MSPN values

Even though in LTE the HSS is recommended to return only one AV to the MME at the time to reduce the possibility of AV mis-synchronizations, the HSS is never informed whether or not the AV is used by the MME, and therefore, the HSS does not know which RAND of the delivered AV was used by the USIM in computing the MSPN when the UE was requested to report its permanent identifier. Therefore, some computed MSPNs may never be used, while others could be used out of expected order by the MME to identify the request for authentication vector.

NOTE: One MSPN may also be used multiple times, because UE may access the network with GUTI which will be resolved by the MME to the same P-IMSI value without asking the USIM for its permanent identifier. I.e. Meanwhile, a newly received AKA Challenge will cause creation of a new MSPN in the USIM which will replace the previous value. Therefore, even though the USIM should retain only one MSPN value computed for the next request for P-IMSI, the HSS may need to retain several.
5.7.4.12.2.5
Description of the HSS process steps
Figure 5.7.4.12.2.5-1 shows process steps executed at the HSS when the authentication vector is requested by the serving system:

1.
HSS received the Authentication Information Request from the MME containing the P-IMSI as the identity of the UE. HSS obtains the MSPNN from the received P-IMSI.

2.
HSS checks the local MSPN cache for matching MSPNN value. If match is not found, proceed to step 8. Otherwise, proceed to step 3.

3.
HSS locates the IMSI associated with the MSPNN and accesses the subscription record for this IMSI. 

a.
Provided that subscription policy allows to return the Authentication Vector, the HSS selects the RAND and computes the next value of the MSPNN+1.

4.
The HSS checks if the computed value of MSPNNEXT collides with any currently stored values in MSPN cache. If collision is discovered, return to step 3.a to select another value of RAND.  If there is no collision with any currently stored MSPN values in a cache, proceed to step 5, 6, and 7.

5.
Use selected RAND to create and return the Authentication Vector.

6.
HSS marks the received MSPNN as Current MSPNCURR, and deletes from the cache the value of MSPN that was previously marked as Current for this subscription record (associated with IMSI). There can be one and only one MSPNCURR per associated IMSI. Note, that there could be multiple unrelated requests to the HSS using the same MSPNCURR, until another MSPNN is received that is resolved to the same IMSI. At that point HSS gets the indication that the MSPNCURR is no longer used, and can be replaced with the received MSPNN.

7.
The newly computed MSPNN+1 is added to the pending cache in association with related IMSI.

8.
This step is executed when HSS cannot find in its cache the MSPN associated with any IMSI. Conventionally, the 3GPP 29.272 describes the Diameter Error #8 “DIAMETER_ERROR_USER_UNKNOWN”. Handling of this Error by the UE and the USIM configured to support the P-IMSI is described in the section below.
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Figure 5.7.4.12.2.5-1 HSS process steps

5.7.4.12.2.6
Description of the USIM Process Steps

Figure 5.4.7.12.2.6-1 outlines the process at the USIM when authentication challenge is received.
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Figure 5.4.7.12.2.6-1: USIM process steps

1.
USIM received the AKA Challenge to be authenticated. 

2.
This is an indication that that identity (P-IMSI with MSPNN) reported by the USIM was recognized by the HSS, and it becomes the MSPNCURR, in other words, known and used by the serving system for mapping GUTI and locating the HSS, and also known by the HSS to locate the permanent subscription record.

3.
The RAND received in the AKA Challenge is used to compute and store the MSPNNEXT for the future access when ME requests the permanent identity from the USIM. In this step the previously stored MSPNNEXT gets overwritten with the newly computed value based on the received RAND. This value may be overwritten with yet another value when next RAND is received, and may never be reported to the UE, unless the request for permanent identity is received. At that time it is sent to the UE, and if, in response, the valid authentication challenge is received, the USIM will mark it as MSPNCURR as in step 2. 

When request for permanent identity is received from the ME, the following USIM processing of request of permanent identity is needed, as shown on Figure 5.4.7.12.2.6-2.
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Figure 5.4.7.12.2.6-2: USIM process steps when Permanent Identity is requested

1.
USIM receives the Request for permanent identity. This typically happens when Attach with GUTI cannot be resolved by the MME to an identity known to the HSS, or HSS does not recognize the reported identity.

2.
If USIM has received an AKA Challenge in the past, which is an indication that HSS has successfully associated its MSPNCURR access with the subscription record (IMSI), then the MSPNNEXT was computed at that time and is available. Proceed to step 3. Otherwise, if there is no MSPNNEXT in the USIM, which means that the last identity (MSPNCURR) used in accessing the network was not authenticated for any reason, and therefore was not changed, proceed to step 4.

3.
USIM sets the returned identity MSPNN to the MSPNNEXT. This value was computed during last access when HSS could successfully associate the reported identity with the IMSI, and therefore compute and return the AKA Authentication Vector.

4.
USIM approaches this step only when the HSS cannot resolve the reported MSPNN = MSPNNEXT. In this case the HSS returns the Diameter Error which is propagated to the USIM and renders the MSPNNEXT invalid. This is a fall-back recovery procedure that uses the last known MSPN that was properly resolved by the HSS, because the AKA Challenge was received for it. Proceed to step 5.

5.
USIM sets the returned identity MSPNN to the MSPNCURR. This value was used during last access when HSS could successfully associate the reported identity with the IMSI. Proceed to step 7.

6.
In case when neither access with MSPNNEXT not with MSPNCURR is successful and the HSS still returns an Error indicating that subscription cannot be found, a recovery may be initiated by UE. Proceed to step 7.

Editor’s Note: Recovery procedure is ffs.

7.
The MSPNN is returned to the ME as a part of the P-IMSI.

5.7.4.12.3
Evaluation
This solution does not rely on public key crypto, thus computational effort and message size can be kept low. 

P-IMSI is computed from a root key (K), a randomizer RAND, and a constant MSINASSOC. Semantically the procedure is different to solution #7.3 and #7.4, but the result has same math properties. 

MSPNNEXT is computed from the K and MSPNASSOC which are not known to the serving system. The RAND, of course, is known, but cannot allow the serving system to precompute the next MSPN. Therefore, concealment of next expected value from SN is given and correlation of pseudonym is not possible.

Implementation effort can be kept low. NAS message can be used without major changes. The solution uses a traditional size of the identity element, which is 15 decimal digits for the P-IMSI.

Confirmation of usage of the correct values in UE and HSS derived from RAND can be achieved implicitly, when next P-IMSI is received by HSS. UE and HSS do not need to synchronize explicitly. 

5.7.4.13
Solution #7.13: Refreshing CN short-term subscriber identifiers

5.7.4.13.1
Introduction  

This solution addresses the key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers". The solution proposes potential ways to refresh the core network short-term subscriber identifiers (c.f. GUTI, S-TMSI in LTE) by building into the protocol design, the refreshment of core network short-term subscriber identifier. By doing so, the proposed solution aims at closing the doors for poor implementation or poor configuration, regarding the identifier refreshment, in the NextGen Core (NGC) and or the UE.

NOTE:
The short-term subscriber identifiers used in the radio access network (c.f. C-RNTI in LTE) are not in the scope of this solution.

5.7.4.13.2
Solution details  

5.7.4.13.2.1
General

It shall be mandatory to refresh the core network short-term subscriber identifier during or after certain NextGen NAS (NG-NAS) procedure(s) or NG-NAS message(s). In order not to introduce unnecessary signalling or computational overheads, only those NG-NAS procedure(s) or message(s) shall trigger the refreshment where the short-term identifier is actually used. Some examples of such procedure(s) or message(s) in terms of a current LTE system are attach procedure, tracking area updating procedure, service request procedure in response to the paging message, and paging procedure. An explicit procedure such as the one similar to a GUTI reallocation procedure, in a current LTE system, may also still be useful. The acknowledgement or confirmation of the identifier refreshment may be performed as a part of the triggering procedure, e.g. using message(s) such as ATTACH complete, TAU complete, or GUTI reallocation complete in terms of a current LTE system. 

A UE, communicating with the network, might support both the legacy LTE and the NextGen system, i.e. both a LTE MME and a NGC function. Therefore, in order not to break the legacy mechanism, the UE performs the mandatory refreshment mechanism only with the NGC. Two variants of the solution are discussed as follows.
5.7.4.13.2.2
Solution Variant-A
The UE and the NGC each derive the next short-term identifier from common parameters known to the two parties, e.g., KASME in LTE and a parameter that changes for each derivation, such as the previous short-term identifier, or a random value chosen by the NGC. The derivation can be done using, e.g., the KDF.  The generated short-term identifier will be used the next time the UE contacts NGC. In this way, neither implementations nor configurations can avoid the refreshment of short-term identifier, thereby enhancing the subscriber’s privacy. 

Figure 5.7.4.13.2-1 illustrates a high-level generalized data-flow of the variant-A.
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Figure 5.7.4.13.2-1: High-level data-flow of solution (variant-A)

The short-term subscriber identifier used in the NGC may have some defined structure, e.g. for routing purposes, and it may not be possible to generate or randomize all the bits of the identifier value. For example, in a current LTE system, a GUTI is constructed using the following fields (3GPP TS 23.003 [65]):
GUTI =  MCC (12 bits) || MNC (12 bits) || MMEGI (16 bits) || MMEC (8 bits) || M-TMSI (32 bits) 
The first 48 bits, i.e. MCC || MNC || MMEGI || MMEC, uniquely identify the MME that assigned the GUTI. Furthermore, it is also specified in [65] that the M-TMSI shall not have a value with all 32 bits equal to 1, and the 2 MSBs of the M-TMSI have special meaning. Hence, there are 30 bits available for any MME for assigning unique identifiers to the UEs that are served by the MME.

Therefore, only the part of the identifier that is not a part of a standard structure should be generated separately at the UE side and the NGC side, e.g. 30 bits of the M-TMSI in a current LTE system. The NGC may also need to transfer one of more parts of the identifier to the UE, e.g. MCC, MNC, MMEGI, MMEC and 2 bits of M-TMSI in a current LTE system.

The generation of the short-term identifier must be done with care to ensure that the probability of collisions between short-term identifiers allocated to different UEs is sufficiently small. Should there be collisions the NGC will not be able to tell the two UEs apart and would have to resort to a recovery mechanism, e.g., requesting the long-term identifier.

It should be noted that the reliability of this mechanism can be brought to the same level as the currently used mechanism in LTE, GSM/GPRS and UMTS. For example, lost messages can be re-transmitted as is done in the LTE NAS protocol. 

5.7.4.13.2.3
Solution Variant-B

The NGC assigns a new short-term identifier to the UE in NGC-NAS messages like in LTE. Some examples of such message(s) in terms of a current LTE system are ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT, and GUTI REALLOCATION COMMAND. Apart from mandating the NGC to assign a new short-term identifier each time to the UE, it is crucial that the UE verifies the freshness of the newly assigned short-term identifier. Because, a poor implementation and/or policy configuration of the NGC could assign the same identifier repeatedly to the UE or the NGC could toggle between two fixed identifiers for the UE. Therefore, the UE verifies that the newly assigned short-term identifier is a fresh one, for example by at least comparing to the last one or the last two. 

Editor's Note: It is FFS to determine how many of last assigned temporary identifiers are sufficient for the UE to check for enhancing the privacy.
If the verification fails, the UE disconnects from the network, refuses to establish a user plane connection or other self-crippling feature. Figure 5.7.4.13.2-2 illustrates a high-level generalized data-flow of the variant-B.
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Figure 5.7.4.13.2-2: High-level data-flow of solution (variant-B)

5.7.4.13.3
Evaluation 

Editor’s Note:
LTE standard allows changing GUTI, but this is an optional feature and up to the operator policy. One solution is to mandate in NextGen to change GUTI at each TAU accept, attach accept, etc. The advantage of using the proposed variants A and B is FFS.
Variant-A changes the short-term identifier per a variable calculation. Therefore, if the NGC does not perform the same calculation, it will not recognize the UE on the next communication between the two, degrading the performance of the NGC. This provides an incentive to adhere to stricter implementation and privacy configuration policy in the NGC.

In Variant-B, the NGC may chose not to renew the short-term identifier. Doing so would result in degraded service for the UEs, since the UEs check whether they are allocated a new short-term identifier or nor.

One could argue that there may be an incentive for UE manufactures not to implement the self-crippling functions. To provide also them with an incentive to implement the UEs in a privacy conscious fashion, it could be added as a feature that is configurable via the UE's user interface. 
5.7.4.14
Solution #7.14: Privacy protection of permanent or long-term subscription identifier using ABE

5.7.4.14.1
Introduction  

This solution presents an alternative mechanism to address the key issue #7.2 "Concealing permanent or long-term subscription identifier" only in the case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE). In the sequel, “subscription identifier” denotes a permanent or long-term subscription identifier, e.g. IMSI.

In the solution, the subscription identifier is encrypted on the UE by using a global public key and a public attribute bound to a private key according to the Attribute-Based Encryption (ABE) scheme [rif 1]. The scheme provides assurance that only the authorized entity owning the private key bound to the public attribute is able to decrypt the encrypted subscription identifier. 

An authorized entity can be any serving network that is provisioned with a valid decryption key (i.e., the private key corresponding to the attribute used in encryption). The ABE scheme permits the serving network to satisfy LI requirements, i.e., the serving network is able to intercept all the mobile network services of the LI target without the home network's assistance or visibility. 

Therefore, the solution conceals the entire subscription identifier from attackers on the air interface (c.f. Uu interface in LTE), as well as on the interface between the RAN and the core network (c.f. S1-MME interface in LTE) since the  subscription identifier is not transmitted in clear-text.

5.7.4.14.2
Solution details  

5.7.4.14.2.1
General
The solution is based on a single (global) public key used by all the UEs (worldwide) to encrypt the respective subscription identifier in any case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE).

Editor's Note:
It is FFS to determine which entity is responsible for managing the single (global) public key and if it is feasible to do so.

Each UE is provisioned with the global public key and the UE uses the global public key independently from the network  where the UE is attaching (e.g. initial Attach Request in a roaming scenario). Only the attribute used in encryption changes depending on the network that the UE is attaching to.  

An entity is able to decrypt the subscription identifier only if it is an authorized entity, meaning that it has been provisioned with a valid private key having corresponding attribute. For this reason this solution requires only one global public key and “N” private keys, where “N” comprises all authorized entities. In an initial setup phase the global public key is bound to a Universe of authorized attributes which comprises the “N” authorized entities together with some redundancy. N should include at least the current mobile network operators and preferably it should be overestimated to include new operators.
Editor's Note: It is FFS to clarify parameters and the relation between them, in particular:

· the size of the global public key as a function of "N". 

· the estimated value or size of "N" that is safe to use in the NextGen, i.e. shorter "N" might overflow if the number of authorized entities increase drastically

· how much redundancy is needed and what is the corresponding effect in the size of the global public key.

Editor's Note: It is FFS to clarify how new authorized entities are added and what is the corresponding effect in the global public key.

In this context, an authorized entity is every serving network, which the UE can be connected to (e.g., the home network and the visited network(s) in roaming). Each private key is bound to the global public key through an attribute (which can be related to the identity of the serving network), according to the Attribute-Based Encryption scheme. The attribute uniquely identifies the authorized entity that is allowed to decrypt the subscription identifier, i.e., the entity that owns the corresponding private key. Specifically, the attribute (which can be an identifier) identifies the serving network that is currently serving the UE and a specific valid private key of the serving network. 

The serving network attribute can be broadcasted over the air together with the mobile network identifier (e.g., the PLMNID), and it is used by an UE, during the Attach procedure, together with the global public key to encrypt the subscription identifier before sending it over the air. 

The entity receiving the encrypted subscription identifier can decrypt it only if its private key is bound to the attribute that the UE has used in encryption. This implies that if a fake attribute is broadcasted over the air, the UE is not able to properly encrypt, since the fake attribute was not included in the initial Universe of authorized attributes. If a valid attribute (spoofed) different from the attribute owned of the current serving network is broadcasted, the fake entity is not able to decrypt it, unless it has also compromised the corresponding private key. Therefore, a fake entity is not able to perform the permanent or long-term subscriber identifier decryption unless it has compromised one currently valid private key.  

The solution further offers following two options.

5.7.4.14.2.2
Option 1

During an Initial Attach, according to the solution, the UE encrypts its  subscription identifier by using the global public key and the attribute received in broadcast over the air (the attribute identifying the serving network to which the UE is currently connected to). The authorized entity receiving the encrypted subscription identifier decrypts it and then requests from the UE's home network the authentication data (AV) using the decrypted subscription identifier. During or after every authentication procedure a temporary subscription identifier will be assigned to the UE which will be used in future communication instead of the ABE-encrypted subscription identifier.

Editor's Note:
it is intentionally not covered by this contribution how the temporary subscription identifier is generated/assigned/maintained..

According to this solution, upon decryption, the UE's subscription identifier is known only to the authorized entity (the current serving network). This permits the serving network to satisfy the requirements of lawful interception, i.e. allowing the serving network to perform lawful interception without the home network’s assistance or visibility. 

Note that the privacy requirement to have the randomized encryption property is intrinsically ensured by the ABE schemes. 
The solution conceals the UE's subscription identifier from all network entities on the path between the UE and the serving network including attackers on the air interface, IMSI-catchers, and attackers in the serving networks (untrusted/unauthorized network entities).

Protection of subscription identifier between a serving network and the home network is not provided and relies on the deployment of additional mechanisms like IPsec. An alternative option (Option 2) is presented to extend the subscription identifier protection also on the interface between a serving network and the home network.   

5.7.4.14.2.3
Option 2

During an Initial Attach the UE encrypts its subscription identifier by using the global public key and two attributes: (i) the one received in broadcast over the air (identifying the serving network to which the UE is currently connected to) as in option 1, and (ii) the second one being the home network's attribute. 

Differently from the first option, the use of the home network attribute permits the serving network to forward the encrypted long-term subscriber identifier to the UE's home network ensuring the privacy protection also on the interface in between. Before forwarding the encrypted subscription identifier, the serving network needs to decrypt the subscription identifier in order to retrieve the MCC and MNC for determining the corresponding home network from which to get the authentication data. 

A feature of this option is that the subscription identifier shall be decrypted both at the serving network and the home network, but no additional protection mechanism like IPsec is then needed for subscription identifier protection (IPsec may however still be recommended to protect transfer of AV etc).

5.7.4.14.3
Evaluation 

The solution presented here has the following properties:

-
The solution protects the entire long-term identifier (MCC, MNC and MSIN) over the air in both the options. In Option2 it also provides e2e protection to the home network of the IMSI. Therefore the solution can discourage the fake BTS attack scenarios.
-
The solution is lawful-interception-friendly, since the current serving network obtains the entire UE long-term subscriber identifier by decryption in both options. This is subject to the VPLMN being provided with the correct Key.
- 
The solution does not require the deployment of a PKI infrastructure. It is based only on an initial setup when the global public key is generated and bound to a Universe set of attributes. The Universe set also includes some redundancy for each authorized entity, i.e.,  reserve attributes for revocation, which can be identified by different indexes.

Editor's Note:
It is FFS to clarify what kind of other infrastructure, if not PKI, is required to handle revocation and addition of new authorized entities, and if it is feasible to do so.

-
The UE needs to be provisioned with only one public key, called global public key, used by the UE to encrypt its long-term identifier, independently of the serving network to which it is connected to at a given time. This provides protection also in case of roaming scenarios and avoids the need to update the UE in case where the subscription changes.

-
An entity is able to decrypt the UE's  subscription identifier only if it is authorized by having been provisioned with a valid private key and a valid attribute. The solution requires one global public key and “N” private keys where “N” comprises all the authorized entities (e.g., the MNOs). In this context, a serving network to which the UE can be connected is an authorized entity (e.g., as specified by the roaming agreement). Note that both Options 1 and 2 use the same set of “N” private keys.

-
The solution permits to encrypt the subscription identifier by using more than one attributes (combined according to the “or” logic) allowing in this way different authorized entities to decrypt it, as in Option 2. The advantage is that in this combined logic the private keys do not change.
-
Depending upon the encryption scheme, the encrypted identifier could increase the size of the messages, which could impact the bandwidth. The ABE schemes based on elliptic curve pairings are rather efficient if the number of attributes effectively used in encryption is small. Note, however, that the encrypted identifier is rarely used, namely, only when a pseudonym does not exist or the communication/UE is out-of-sync. 

5.7.4.15
Solution #7.15: Encrypting IMSI based on Elliptic Curve Integrated Encryption Scheme (ECIES)
5.7.4.15.1
Introduction  

This solution addresses the key issue #7.3 "Concealing permanent or long-term subscription identifier" by providing a way to conceal the IMSI using public key encryption based on Elliptic Curve Integrated Encryption Scheme (ECIES). 

This solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3. The size of the message to send encrypted IMSI is in the order of 320 bits.
5.7.4.15.2
Solution details  

This solution is based on the Elliptic Curve Integrated Encryption Scheme (ECIES). The ECIES is a public key encryption scheme that uses Elliptic Curve Cryptography (ECC) and constitutes of various functions like key agreement, key derivation, hash, encryption, and MAC. The encryption function in the ECIES is symmetric; however, the key used in the encryption is generated using the ECC public/private key pairs of the communicating parties. 

The ECIES may also be taken as a so-called "hybrid" cryptosystem in the sense that it can be used to encrypting the keying data. In a traditional hybrid cryptosystem, the information data is actually encrypted using a symmetric encryption, but the keying data (used in the symmetric encryption) is encrypted using the asymmetric encryption. The ECIES is flexible in the sense that it can be used either similarly as a traditional hybrid cryptosystem to encrypt the keying data or to encrypt the information data using the keys derived from key agreement and symmetric encryption. The solution does the later, i.e. the information data, which is IMSI, is encrypted.

The SECG SEC1 specification [70] may be referred for the description of the ECIES along with the cryptographic primitives that are used in the ECIES. The authors of [67] have summarized the list of functions in the ECIES as specified in more than one standards including ANSI X9.63, ISO/IEC 18033-2, and SECG SEC1. The SECG SEC1 specification [70] and the report from ECRYPT [68] state that the ECIES is secure to be used with key size ≥ 256.

The encryption and decryption process of this solution are illustrated in Figure 5.7.4.15.2-1 and Figure 5.7.4.15.2-2 respectively. 
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Figure 5.7.4.15.2-1: Encryption at the UE side (based on ECIES) 
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Figure 5.7.4.15.2-2: Decryption at the network side (based on ECIES)

This solution has followings specifics:

1) In the ECIES, the Elliptic Curve Diffie-Hellman (ECDH) primitive shown in the diagram is basically used to generate a shared key from a private key owned by one party (UE or home PLMN) and a public key owned by another party (home PLMN or UE). The ECDH is a variant of the well-known Diffie-Hellman key agreement protocol using ECC. 
2) The public keys used in the ECDH can be either static (but trusted) or ephemeral. The solution is compatible with both. 

3) When the public key of only one of the parties is static (but trusted), there is no need to run the full DH exchange and therefore, the other party is able to send the encrypted information data directly in the first message. For example, when the public key of the home PLMN is already available to the UE (e.g. solution in clause 5.7.4.3), the UE is able to send the encrypted IMSI in the very first attach request. In other words, the public key of the home PLMN is static (but trusted) while the public/private key pair of the UE is ephemeral. 
4) However, the solution is also compatible with a full DH exchange, for example to be used with the solution in clause 5.7.4.2, where the UE has some way to obtain and verify the public key of the network.
5) The symmetric encryption key is ephemeral, because at least the public/private ECC keys of the UE are always ephemeral, which means that different keys are used to encrypt the same IMSI at different times. 

6) The size and format of the encrypted MSIN can be kept the same (which is 40 bits at max with 0-9 digits) for example, by using format preserving encryption (FPE) (e.g. FPE using AES as described in [69]). If format is not an issue, the size of the encrypted MSIN can be kept the same (40 bits) for example, by using block cipher in stream mode (e.g. AES in CTR mode). Since the encryption key is ephemeral and used only once, the XOR function is equally suitable alternative to the AES. The XOR function provides support for size and format preserving as well.
7) The MAC function which is also provided by ECIES is proposed to not be used because the keys of the UEs are ephemeral and therefore an integrity tag does not serve any necessary purpose. The extra benefit is that the size of the message is also decreased. 

As shown in Figure 5.7.4.15.2-1, the size of the output includes the ephemeral public key of the UE in addition to the encrypted IMSI. When a 256 bits elliptic curve with point compression is used, the size of the ephemeral public key that needs to be transferred is 256 bits plus sign indication. The IMSI is 15 digits at max or 60 bits at max in BCD encoding (i.e. MCC/MNC is 24 bits long at max and the MSIN is 40 bits long at max). Therefore, the total size of the encrypted IMSI message is in the order of 320 bits.
Editor's Note:
Only the EC curve, the underlying field, and the ECIES functions that are proven to be secure shall be used. Whether the EC curves, the underlying fields, and the ECIES functions are standardized by 3GPP or not is FFS.
5.7.4.15.3
Evaluation 

a) The solution is well-proven and actually has a formal security proof, see e.g. [68, 71].
b) The solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3.

c) The ECIES uses elliptic curve cryptography (ECC) which is good choice for mobile devices because of faster computation time (meaning longer battery time) and shorter key size (meaning less radio resource). 

d) The solution supports preserving the format and the size of the encrypted MSIN.

e) The size of encrypted IMSI is in the order of 320 bits. At a first sight, sending 320 bits over the air might appear as a problem. But, it is not a problem because:

-
It is a fair assumption that similar to the current LTE system, the NR might as well have size restriction for the messages that are transferred in RACH and SRB0 (c.f. LTE RRC connection request) due to physical layer transport block size. But, note that it is the S-TMSI that is transferred in SRB0 (c.f. LTE RRC connection request). 

-
The IMSI, however, is neither transferred in RACH nor SRB0 (c.f. LTE RRC connection request). The IMSI is transferred after a radio resource is assigned to the UE (c.f. LTE NAS Attach Request tunnelled in LTE RRC connection setup complete message). The LTE RRC connection setup complete message is transferred in SRB1 with RLC AM that supports segmentation. 

-
Therefore, the size of encrypted IMSI is not limited by the physical layer transport block size.  

f) The solution does not use a tag unlike in normal ECIES. There might be concerns that an attacker:

-
guesses valid IMSI and sends it encrypted: The scenario is same as today in case of plain-text IMSI. The network will send authentication challenge to which the attacker cannot provide valid response. 

-
captures an encrypted IMSI over the air and replays it: The scenario is same as today in of plain-text IMSI. However, the network may keep track of the IMSI and its encrypted values or the ephemeral public key that were used in the past. Or, the SQN value may also be used since it is supposed to be changing after each authentication.

g) The solution provides identifier privacy at the cost of additional computational overhead in the core network function that does the IMSI decryption. However, since the encrypted IMSI itself is random every time, no additional complexity is required in the core network function for generation and management of separate temporary identifiers such as pseudonyms. Having said that, the solution is also compatible to be used along with pseudonyms to save radio resources, such as the one in clause 5.7.4.3. 

h) It is also worth noting in general that the number of bogus attach-requests that an attacker can send to the core is limited by the physical radio resource. For example, in case of LTE, the number of RACH requests, necessary to get the UL grant, is limited by the physical radio resource allocated for RACH, i.e. PRACH configuration. 
5.7.4.16
Solution #7.16:  Mechanism for temporary identifier assignment
5.7.4.16.1
Introduction 
This solution addresses the key issue #7.4 "Using effective temporary or short-term subscription identifiers".
In the current LTE system, the serving PLMN (c.f. MME) uses GUTI as a temporary subscription identifier. However, the home PLMN (c.f. HSS) uses only a permanent subscription identifier, i.e. IMSI. The GUTI is primarily used to minimize the exposure of the IMSI over the air. 

In order to completely thwart the IMSI Catcher attacks, it is likely that in the NextGen system, the home PLMN itself will use a temporary subscription identifier during the UE authentication (say IMSIPseudo). When there is an IMSIPseudo in place, the GUTI might look redundant at first. However, re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN may assign a GUTI to the UE. In this solution, the term "temporary identifier" is used to denote both the IMSIPseudo and the GUTI.
The other solutions addressing the different key issue #7.1 generally have a trigger that starts the temporary identifier refreshment. It is not in the scope of this solution to decide when to trigger the refreshment of the temporary identifier (e.g. IMSIPseudo at authentication request, GUTI at Tracking Area Updating request). However, this solution presents a mechanism of how the UE and the network share the common temporary identifier to be used the next time, and is therefore an enabler for the solutions belonging to the key issue #7.1.
5.7.4.16.2
Solution details  

This solution adopts the already existing mechanism in LTE where the network assigns a new temporary identifier to the UE in a confidentiality and integrity protected message, e.g. in ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT, or GUTI REALLOCATION COMMAND. It is left up to the network to decide which method to use for generating the next identifier, e.g. using output from a pseudo random permutation with a constant key and sequence, using new or pre calculated non-conflicting random values, or using new or pre calculated sequences, etc. 

However, since a poor implementation and/or policy configuration of the network could assign the same identifier repeatedly to the UE, the UE could be tracked using the "non-changing" temporary identifier causing a threat to subscriber privacy. Therefore, the solution enhances the existing mechanism in LTE by requiring that the new identifier assigned to the UE is not the same as the last one or two identifier(s) assigned to the same UE. 

In addition to requiring the network to not assign the last assigned identifier, it is crucial to specify the behaviour of the UE as well. Because, in absence of the UE's involvement, the network could, in practice, not follow the specification.  Therefore, in this solution, the UE verifies that next temporary identifier assigned to it is not the same as the last one or two. 
Editor's Note:
It is FFS to determine how many of last assigned temporary identifiers are sufficient for the UE to check to enhance the privacy.

If the UE determines that the verification has failed, it may react, for example by reattaching to the network, or by performing some self-crippling functions like refusing to use network slice, user plane data etc. Doing so will, on one hand, encourage the networks to ensure that the identifier is new. On another hand, implementation for toggling a fixed set of temporary identifiers (which is not good) will require even more considerations (e.g. more memory and processing to maintain the set and its state for each UE) and therefore will be discouraged.
Editor's Note:
It is FFS to determine if the user will be provided with options on what specific actions to take when verification fails (related to visibility and configurability).
5.7.4.16.3
Evaluation 

The temporary identifiers are supposed to be used in clear-text over the air and the whole purpose of using the temporary identifier is so that the subscription behind the temporary identifier is not identifiable. 

It should be carefully noted that predicting a temporary identifier and identifying the subscription behind the predicted temporary identifier are two different things. While identifying the subscription behind the temporary identifier is clearly a privacy issue, just predicting a temporary identifier that cannot be linked to any subscription is not a privacy issue. 

For example, consider that it becomes mandatory to reassign GUTI after every TAU procedure. In order to make minimal changes to the existing implementation, if some networks send the same old GUTI back to the UE, the GUTI can be linked to the same subscription and therefore becomes a privacy issue. However, if the UE makes sure that the newly assigned GUTI is not the same as the old GUTI, then it becomes unfeasible for an attacker to link the two GUTIs together even if as simple as a counter is used to generate next GUTI. The reason is explained next. 

In terms of LTE, the GUTI is unique per subscription in the MME and typically one MME may handle hundreds of eNBs and several millions UEs. The two consequent GUTIs assigned by the MME might end up in eNBs or UEs geographically very far from each other. Therefore, first of all, it is physically unfeasible for an attacker to record all the GUTIs covered by the MME, in order to be able to predict the next GUTI. Second, even if the attacker may predict the next GUTI, it is unfeasible to link it to any particular UE when there are more than one UE in the area. Note that if there is only one UE in the area, then no matter how random the next GUTI is, all the GUTIs point to the same UE anyway. The attack becomes even more unfeasible in case of IMSIPseudo because the IMSIPseudo is unique per subscription in the HSS, and the HSS covers the whole PLMN.

It also seems unnecessary to impose any other complexity, e.g. good random, for the temporary identifier generator. For example, when something like a hash function is used with some UE specific and freshness parameter, it is possible but not practical for the network to know in advance what value is generated next. The network needs to verify that the newly generated value is not already assigned to another UE. If the value is already assigned, the network must generate another value and again perform the verification. This process needs to be repeated until an unused value is generated. Such a process, while being possible, is not practical because as the number of currently assigned values increase, the chance of generating an unassigned value decreases. It means that the time for generating new temporary identifiers increases for every new assignment.
Therefore, it seems necessary and sufficient to assure that a newly assigned temporary is not the same as the old temporary identifier. 

The solution addresses both the requirements in the key issue #7.4.
The solution is also an enabler for the solutions that address the key issue #7.1 "Refreshing of temporary subscriber identifier".
5.7.4.z
Solution #7.z: <solution name>

5.7.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.7.4.z.2
Solution details  

5.7.4.z.3
Evaluation 

5.7.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.8
Security area #8: Network slicing security 

Editor’s Note: In the context of Network slicing, it is FFS to define the terms, ‘default network slice’, ‘network slice controller’, ‘tenant’ and ‘multitenants’.
5.8.1
Introduction 

Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use cases.

Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

Among the features related to network slicing in TR 23.799 [2], several have potential security implications such as the sharing of network functions and the isolation between the different slices. In particular, in relation to isolation, in some of the security requirements of [6] it is mentioned that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from TR 22.864 [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  

5.8.2
Security assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 
In order to better capture the security assumptions for network slicing, the following aspects need to be taken into consideration:

-
Network function sharing; 

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements; 

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.

- 
Initial access by UE to the network by including a network slice selection parameter, if UE has such a parameter provisioned. 

- 
UE authentication by network 

- 
network and/or network slice authentication by the UE

- 
Network selection of network slice and assignment to UE, based on the network selection parameter.
Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

5.8.3
Key issues
5.8.3.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

Editor’s Note: Aspects related to independent and network slice specific security policies should be merged with Key Issue #8.2. 

Editor’s Note: A note is to be added to clarify that security isolation of network slices applies to both physical isolation and logical isolation.
Isolation between slices is a basic requirement of slicing network. TR 22.864 ( [6] , clause.5.1.2.1) and TR 22.891( [7], clause.5.2.3) have given some specific requirements about isolation. 

The network may host different network slices for different tenants. Each network slice may have a slice type to indicate the type of functions it is hosting within it. To take care of high traffic load conditions or administrative purposes, the network may increase the capacity of network slice or instantiate multiple instances of the same network slice type. In all scenarios, isolation between network slices are important. For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. If a slice is compromised, it should not negatively impact the performance and security of any other network slice. If it is possible to access one slice from another slice, then this access may be utilized to launch attack.  

Editor’s Note: It is FFS to define the terms ‘tenants’, ‘slice type’ of network slices.

Network slices need to be isolated from each other in robust way. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. UEs may get assigned to different instances of the network slice according to the defined assignment rules. Security isolation between different tenant slices, between different network slice types and also between multiple instances of the same network slice type belonging to the same tenant are needed.

Editor’s Note: Location of assignment rules and how they are enforced is FFS.

It is expected for a single NG-UE or companion NG-UEs to be able to access more than one slice. In this case, data leakage, data integrity breaches, and data confidentiality breaches might be possible on the network side and on the NG-UE side.

Editor’s Note: It is FFS whether Network Slice extends into NG-UE, and the consequences of such extension on data integrity and data confidentiality breaches. 

5.8.3.1.2
Security threats 

Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 

Attacks on data confidentiality (e.g., data leakage between network slices) and integrity are possible when a single NG-UE or companion NG-UEs are accessing more than one network slice.  In the particular case where one slice is serving a UE over a non-3GPP access (i.e., less trustworthy) and one slice is serving the UE over a 3GPP access, it is important to maintain the isolation between the slices on the UE.

5.8.3.1.3
Potential security requirements.

-
It should be possible to define an identifier for the network slice for the purposes of network slice selection and usage. 

Editor’s Note: Further explanations are needed in order to clarify the concept of network slice identities and motivate the requirement above. It is FFS how network slice selection and authentication happens when the NG UEs are roaming.
-
It should be possible to assign a UE to a network slice.  

-
Security policies per network slice may be defined to support the specific needs different network slice tenants and network slice types which serve dedicated application functions such as MBMS, IoT etc. 
-
It should be possible to authenticate the UE and assign the UE to a chosen network slice, based on the UE identifier, UE’s network selection parameter if it is included by the UE. 

-
It should be possible for the UE to authenticate the network or the network slice.
· Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice. 

Editor’s Note: It is FFS how to define robust platforms.

-
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 

-
It should be possible to define a security policy based on the tenant id, to support tenant requirements.

-
It should be possible to define a security policy based on type of the network slice to support different application specific network slices.

-
It should be possible to isolate slices from one another, to minimize attacks on data confidentiality (e.g., data leakage between network slices) and integrity when a single NG-UE or companion NG-UEs are accessing services over more than one network slice.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

5.8.3.2
Key Issue #8.2: Security mechanism differentiation for network slices

5.8.3.2.1
Key issue details

The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.

-
On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 

-
On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.

-
On CriC services, the quick access and strong authentication protocol, encryption algorithms, or/and credential management etc. should be considered to meet the low latency and high reliability requirement in critical communications.
The NG-UE when it does network attach is supposed to include a network slice selection parameter if it has one. Based on the network selection parameter  a slice selection function will make a choice and assign the NG-UE to a dedicated network tenant or to a application-specific network slice . Each network slice can define its own security policies and security mechanisms.

Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.

5.8.3.2.2
Security threats 

Different network slice tenants may have different access authentication requirements.  In addition, network slices hosting application specific functions may have access security as well as session security demanded by the application. In the absence of a proper level of security for each network slice, both access and sessions can be compromised.5.8.3.2.3
Potential security requirements.

To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. 

The 3GPP system shall support the security mechanism differentiation in authentication methods, types of credentials, subscriber repository, controlling policies and security policies. Security policies may include isolation policies, encryption algorithms, integrity protection algorithms, the lengths of keys, and the policies of key expiration
It should be possible to define different access security mechanisms as well as session security mechanisms (e.g. control plane, user plane, handover etc) for every network slice.

5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).
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Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authentication and authorization mechanism to support such variety in access/device type and also to be future proof.

As observed by 3GPP TR 22.864, services offered by the network slice could either belong to the MNO or a 3rd party service provider. When the slice is allocated to a 3rd party service provider, the ability of the provider to verify and ascertain the identifier of the subscription, trying to gain access to the slice, becomes a critical security component to be addressed. 
For the attach procedure of UEs’ access to network slices, following scenarios should be considered:

[image: image137.emf]UE

Slice#1 Slice#2

Authentication 

Server

UE

Slice#1 Slice#2

Authentication 

Server

Authoriz

ation info

1.Network layer 

Authentication

1.Network layer 

Authentication

2.Slice Authorization

Scenarios#1  Scenarios#2 

Authoriz

ation info

Authoriz

ation info

2. Authorization

UE

Slice#1 Slice#2

Authoriz

ation info

2.Slice Authorization

Scenarios#3 

Authoriz

ation info

Authentication 

Server

Authoriz

ation info

1.network layer 

Authentication & 

Authorization

5G Network

5G Network

5G Network


Figure 5.8.3.3-2
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.

Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.
Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 
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Figure 5.8.3.3-3
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 

Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscription. 

Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
For authentication of UEs’ access to network slices, if methods based on key sharing between UE and network are used, then keys for integrity and confidentiality are derived from intermediate keys (e.g. Kasme and Kenb in LTE), which are also derived from long-term/root keys directly or indirectly. Keys can be grouped as CN keys and AN keys, and further be divided into intermediate keys, CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan). Following scenarios for key sharing between slices should be considered (intermediate keys not shown explicitly):
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Figure 5.8.3.3-4
Scenario#1: No key is shared between slices.

Scenario#2: Long-term keys and root keys are shared between slices.
NOTE1:
Intermediate keys may be partially or fully shared between slices for scenario#2.
Scenario#3: Long-term keys, root keys, and CN-CP keys are shared between slices.

NOTE2:
Intermediate keys for deriving AN keys and CN-UP keys may be partially or fully shared between slices for scenario#3.
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Figure 5.8.3.3-5
Scenario#4: Long-term keys, root keys, and AN-CP keys are shared between slices.
NOTE3:
Intermediate keys for deriving CN keys and AN-UP keys may be partially or fully shared between slices for scenario#4.
Scenario#5: Long-term keys, root keys, CN-CP keys, and AN-CP keys are shared between slices.
NOTE4:
Intermediate keys for deriving CN-UP and AN-UP keys may be partially or fully shared between slices for scenario#5.
5.8.3.3.2
Security threats 

Data used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information used in the network slice selection procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
There shall be means to guarantee that the appropriate network slices are assigned to the appropriate subscriptions. 

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.

-
There shall be means to secure the communication over the access link, that is, between the access network and the network slice over 3GPP and trusted non-3GPP accesses or between the UE and the network slice over untrusted non-3GPP accesses.

5.8.3.4
Key Issue #8.4: Security on sensitive network elements

5.8.3.4.1
Key issue details

There are some sensitive network elements which contain sensitive data or perform security related functions, e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. Solutions for this key issue will study: 

The type and form of sensitive network elements in slicing network; 

The mechanism for protecting a sensitive network element.

5.8.3.4.2
Security threats 

Editor’s Note:  Proposed security threats description is "Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack interfaces".

5.8.3.4.3
Potential security requirements

-
Sensitive network elements should be protected from other entities. 

Editor’s Note: It is FFS how to define other entities.

5.8.3.5
Key Issue #8.5: Security on management of slicing 

Editor’s Note: It should be clarified with SA2 and SA5 which are (if any) the interfaces used for the management of network slices and whether they are in scope of SA3. The same applies to Key Issue #8.6.

5.8.3.5.1
Key issue details

The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. The capabilities should be under control of authorized operators. 

5.8.3.5.2
Security threats 

Attackers may illegally obtain capabilities to manage slices or on-going services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). 

5.8.3.5.3
Potential security requirements

-
The capabilities to manage network slices should be under control of authorized operators.

5.8.3.6

Key Issue #8.6: Security on interacting with third party

5.8.3.6.1
Key issue details

The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 

5.8.3.6.2
Security threats 

Attackers may utilize 3rd party APIs to attack slices.

5.8.3.6.3
Potential security requirements

-
The APIs should be accessed by authorized third parties.

5.8.3.7
Key Issue #8.7: Security of inter slice communications

5.8.3.7.1
Key issue details

There are different network slices, default network slice or dedicated network slices for particular tenants and application specific network slices hosting whole network functions or network slices hosting only dedicated functions. When network slices implement dedicated network functions, inter slice communications are inevitable. Between default network slice and other network slices, there is signalling involved. Between RAN network slices and core network slices there is signalling and traffic plane involved. In all inter network slice communications it is necessary to protect the interface against any attacks. 

Editor’s Note: Further explanations are required about inter slice communication.
5.8.3.7.2
Security threats

The interface between network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. Attacks on the control plane at the inter slice interface can hijack the communication of one or more UEs. It may be possible to make the whole network slice dysfunctional or manipulate it to behave in a different way than it is intended. Thus, it may have serious consequences to the service if the interfaces are not protected. Attacks on the user plane can destroy the user traffic or divert the user traffic served by the network slice affecting one or more or group of UEs.

5.8.3.7.3
Security requirements

-
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 

-
Interfaces between the network slices need to be protected similar to the current Network Domain Security. 

- 
Inter network slice interfaces and communication should be protected based on the sensitivity level of the network slice functions and the requirement of the network tenant. 

Editor’s Note: sensitivity level of network slice functions need to be defined.
5.8.3.8
Key Issue #8.8: Virtualization security 

Editor’s Note: It is FFS whether security in virtualization is in scope of 3GPP.

5.8.3.8.1
Key issue details

The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms, which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 

In particular this security area deals with concerns such as:

-
Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 

-
Lack of authentication between network virtual functions

-
DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 

-
Integrity of hypervisor and hosted VNFs.

5.8.3.8.2
Security threats

TBA

5.8.3.8.3
Security requirements

TBA
5.8.3.y
Key issue #8.y: <key issue name>

5.8.3.y.1
Key issue details

5.8.3.y.2
Security threats 

5.8.3.y.3
Potential security requirements
5.8.4
Solutions
5.8.4.1
Solution #8.1: Security isolation of network slices, Security mechanism differentiation
5.8.4.1.1
Introduction

This solution addresses several key issues of #8.1 Security isolation of network slices and #8.2 Security mechanism differentiation for network slices. 

5.8.4.1.2
Solution details  

As a prerequisite the UE must be preconfigured with the slice IDs to be used and those must match to the ones configured in the network. The Slice Security Server (SSS) is a repository for the different slice security requirements and provides those to the HSS on request for selecting the appropriate security algorithm per slice. The SSS may be collocated with the HSS.


Figure 5.8.4.1.2-1 Attach Procedure with one RRC connection for all slices
Step 1: The UE sends an Attach Request to the RAN including a list of all desired slice IDs. 
Step 2: The RAN selects the CP Function and forwards the Attach Request including the list of slice IDs.

Step 3: The CP Function may request the UE identifier.

Step 4: The presence of the slice ID list is indicating the CP Function the UE capability to handle several slices with different security requirements. The CP Function requests the Authentication Data from the HSS and includes the list of requested slice IDs, if available. The CP Function may further check based on the subscription profile whether the UE is eligible to access to the network slice(s) associated with the list of slice IDs.

Step 5: The HSS sends a Slice Security Request to the SSS including the slice ID list received from the CP Function. If no slice IDs are indicated in the message from the CP Function, then the HSS checks the subscription profile whether the terminal subscribed to any specific services that require special treatment and includes them (i.e. subscribed slice IDs) in the request to the SSS. 

Step 6: The SSS provides the security requirements per slice ID. The security requirements could already indicated the algorithm to be used or indicate a level, e.g. high security, middle security, low security, or they could point to a predefined security profile out of a set of predefined profiles. Those predefined security profiles could be available in all network nodes, i.e. known to all CP Functions and RAN nodes, HSS etc., so that only a pointer to the profile ID is required in the security requirements.

Step 7: According to the received security requirements, the HSS executes the security procedures per slice and selects the corresponding security algorithms per slice. The HSS may take the UE capabilities into account as well as the operator policies. Under the security procedures, the HSS creates individual Authentication Vectors per slice and creates a binding with the corresponding slice IDs. Step 8: The HSS sends the set of Authentication Vectors and slice IDs to the CP Function in the Authentication Data Response. 

Step 9: The CP Function sets up the Control Plane layer security per slice and performs authentication and key agreement (AKA). The messages may not belong to any slice and shall contain the UE security capabilities and per slice ID the selected algorithms for ciphering and integrity, or the security profile ID. The UE verifies the integrity of the message from the CP Function and starts integrity protection and ciphering/deciphering with this security context and sends an acknowledgement message to CP function ciphered and integrity protected.

Step 10: The RAN sets up the radio access layer security for user plane and control plane and sends the selected algorithms for integrity and ciphering per slice. 

Step 11: The UE configures the uplink filters in order to map uplink traffic from the application to the right Data Radio Bearers (DRB) on the corresponding slices.

Step 12: The UE finalizes the bearer setup per slice towards the User Plane Function with individual security.

If a UE would like to attach to a slice not included in the ATTACH request of step 1, then the UE would be required to send another ATTACH request with the slice ID it would like to be attached to. The CP Function detects that the UE is already attached to the network and would not perform authentication with the UE, but still query the SSS for the security requirements of the slice and slice authorization.

Editor’s note: The solution needs to describe the behaviour of the system when a mismatch occurs between the network slice ID requested by the UE and those available in the network.

Editor’s note: Privacy aspects related to the network slice ID are FFS.

Editor’s note: The solution needs to describe how the roaming scenarios are handled.

Editor’s note: Security profile ID role and definition are to be described. Furthermore, it is unclear which entity of the NextGen system this security profile ID is related to.

Editor’s note: It’s FFS to consider the detailed procedures and interface between HSS and SSS, including how the UE is authenticated if the UE doesn't include the list of requested slice IDs in Step4, how to provision all security nodes with security profiles for all network slices, in Step 6 and how to support a RAN network slice in Step 10.
Editor’s note: It’s FFS to consider the case when legacy UEs without any awareness of network slicing would  access the next generation network with network slicing. 
Editor’s note: It’s FFS whether the security procedures are executed by HSS in Step 7.
5.8.4.1.3
Evaluation 

FFS
5.8.4.2
Solution #8.2: UE Authentication only by AUSF 
5.8.4.2.1
Introduction
This solution addresses key issue #8.3. It assumes that AUSF only has interface with ARPF (equivalent to HSS in LTE)
5.8.4.2.2
Solution details
To describe the UE Authentication by AUSF, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 
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Figure 5.8.4.2.2-1: UE Authentication by AUSF
1. UE and AUSF perform mutual authentication. 
2. UE and AUSF derive AUSF Base Key. (AUSF Base Key indicates a key corresponding to the KASME in LTE)
Editor’s note: How the AUSF Base Key is derived is FFS.

3. AUSF provides AUSF Base Key to SEAF. 

4. SEAF generates NSI-specific keys using AUSF Base Key and sends it to each NSI. UE also derives NSI-specific keys in the same way as in SEAF. NSI-specific keys can be derived using the AUSF Base Key and NSI specific information such as Network Slice ID, etc.

Editor’s note: It is assumed that the Network Slice ID is preconfigured in UE as part of the parameters consisting NSSAI (Network Slice Selection Assistance Information). The set of parameters of NSSAI may be defined based on the SA2 discussions on Network Slicing.
5. UE and NSI-1perform the mutual validity check on NSI-1 specific key and then derives AS (Access Stratum) key respectively. The validity check on NSI-1 specific key can be performed during the session establishment toward NSI-1. For the mutual validity check on NSI-1 specific key, UE and NSI-1 can calculate and verify the message authentication code for NSI-1 specific key respectively. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-1. Based on the information, NSI-1 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-1.
6. UE and NSI-2 perform the mutual validity check on NSI-2 specific key and then derives AS (Access Stratum) key respectively. The validity check on NSI-2 specific key can be performed during the session establishment toward NSI-2. For the mutual validity check on NSI-2 specific key, UE and NSI-2 can calculate and verify the message authentication code for NSI-2 specific key respectively. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-2. Based on the information, NSI-2 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-2.
Editor’s note: How the AS Key is derived is FFS.
Editor’s note:  AUSF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2].
5.8.4.3.3
Evaluation 

5.8.4.3
Solution #8.3: UE Authentication by AUSF and NSI
5.8.4.3.1
Introduction
This solution addresses key issue #8.3. It assumes that AUSF and NSI has interface with ARPF (equivalent to HSS in LTE).
Editor’s note: Whether AUSF and NSI has interface with the same ARPF or not is FFS.

5.8.4.3.2
Solution details
To describe the UE Authentication by AUSF and NSI, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 [2].
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Figure 5.8.4.3.2.1: UE Authentication by AUSF and NSI
1. UE and AUSF perform mutual authentication for Network Access. 
2. UE and AUSF derive AUSF Base Key. (AUSF Base Key indicates a key corresponding to the KASME in LTE)
Editor’s note: How the AUSF Base Key is derived is FFS.

3. ARPF generates NSI-specific Master Keys using ARPF Master Key and sends it to each NSI via AUSF. (ARPF Master Key indicates a key corresponding to the Ki in LTE) UE also derives NSI-specific Master Keys in the same way as in ARPF. NSI-specific Master Keys can be derived using the ARPF Master Key and NSI specific information such as Network Slice ID, etc.

Editor’s note: It is assumed that the NSI-specific Master Key is derived and sent to each NSI by ARPF since the Master Key (e.g., Ki in LTE) is stored and used for authentication only in ARPF.

Editor’s note: It is assumed that the Network Slice ID is preconfigured in UE as part of the parameters consisting NSSAI (Network Slice Selection Assistance Information). The set of parameters of NSSAI may be defined based on the SA2 discussions on Network Slicing.
4. UE and NSI-1perform mutual Authentication for Slice Access and then derives AS (Access Stratum) key respectively. The mutual authentication can be performed during the session establishment toward NSI-1. As a result of successful authentication, UE and NSI-1 can derive the intermediate key for AS key derivation. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-1. Based on the information, NSI-1 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-1.
5. UE and NSI-2perform mutual Authentication for Slice Access and then derives AS (Access Stratum) key respectively. The mutual authentication can be performed during the session establishment toward NSI-2. As a result of successful authentication, UE and NSI-2 can derive the intermediate key for AS key derivation. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-2. Based on the information, NSI-2 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-2.
Editor’s note: How the AS key is derived is FFS.
Editor’s note:  AUSF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2].
Editor’s note: It is assumed that the Authentication for Slice Access is tied to the SM (Session Management) Function (e.g., during the session establishment). How the result of authentication, e.g., NSI-specific keys, can be provided to the MM (Mobility Management) Function is FFS.5.8.4.3.3
Evaluation 

5.8.4.4
Solution #8.4: UE Authentication by NSI 
5.8.4.4.1
Introduction
This solution addresses key issue #8.3. It assumes that NSI has interface with User Profile Repository (equivalent to HSS in LTE).
Editor’s note: Whether different NSIs have interface with the same User Profile Repository or not is FFS.

5.8.4.4.2
Solution details
To describe the UE Authentication by NSI, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 [2].
1. UE requests network connection for NSI-1 to AuF.
2. AuF forward the network connection request for authentication toward NSI-1 access toward NSI-1.
3. UE and NSI-1 perform mutual authentication and derives AS (Access Stratum) key respectively. 
Editor’s note: How the AS Key is derived is FFS.

4. UE requests Network Connection for NSI-2 to AuF.
5. AuF forward the UE network connection request for authentication toward NSI-2 access toward NSI-2.
6. UE and NSI-2 perform mutual authentication and derives AS (Access Stratum) Key respectively. 
Editor’s note: How the AS Key is derived is FFS.

Editor’s note:  AuF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2]. 
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Figure 5.8.4.4.2-1: UE Authentication by AuF and NSI
5.8.4.4.3
Evaluation 

5.8.4.5
Solution #8.5: UE access network and slices
5.8.4.5.1
Introduction

This solution addresses key issue #8.3 Security on UEs’ access to slices and #8.2 Security mechanism differentiation for network slices.
SA2 introduces a solution (clause 6.1.2 of TR 23.799) for network slicing architecture as following:
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Figure 5.8.4.5.1-1: Core Part of Network Slicing concept

The Network Slice Architecture in clause 6.1.2 of TR 23.799 assumes that NG-UE can only simultaneously access multiple CN slice instances via a single CCNF, which is indicated by Temporary ID. And in clause 6.1.2.2.3.1 and clause 6.1.2.2.3.2 of TR 23.799, the initial access procedure and subsequent NAS signalling (generic) are depicted as following:
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Figure 5.8.4.5.1-2: Initial Access
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Figure 5.8.4.5.1-3: Subsequent NAS Network Slicing Procedures

The security procedure such as authentication procedure and NAS SMC procedure need to be updated, and the handling of signature needs to be defined.
5.8.4.5.2
Solution details
This solution is compatible to the Network Slice Architecture in clause 6.1.2 of TR 23.799. The following figure 5.8.4.5.2-1 shows the relationship of security contexts per UE:
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Figure 5.8.4.5.2-1 Relationship of security contexts per UE
The security context has CN part and AN part, and each part has intermediate keys (e.g. Kasme or Kenb in LTE), CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan).
5.8.4.5.2.1
Attach procedure
Following figure 5.8.4.5.2.1-1 shows the attach procedure for UE access network and slices:
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Figure 5.8.4.5.2.1-1 Attach procedure
Step 1: The NG-UE sends an Attach Request (IMSI/Temp-ID, requested NSSAI) message to the RAN, carrying IMSI if Temp-ID is not available, or Temp-ID if available. NSSAI is network slice selection association information. RAN forwards the attach request to the Default CCNF.
Step 2: The Default CCNF performs network authentication procedure with the NG-UE. If authentication is successful, then continue, otherwise, stop.
Step 3: The Default CCNF determines whether to forward the attach request to a Serving CCNF or not based on the decision of the network slice selection function (NSSF). If not, Default CCNF becomes Serving CCNF and skip step 4, and proceed to 5b, 6b and 7b.
Step 4: The Default CCNF sends a Forward Attach Request (IMSI, requested NSSAI, MM Context) message to the Serving CCNF. The MM Context includes CN master key (similar as Kasme in LTE), proceed to 5a, 6a and 7a.
Step 5a/b: The Serving CCNF performs network NAS SMC procedure, i.e. Security Mode Command does not include slice information. The NG-UE and the Serving CCNF derive CN keys of the network security context per the NG-UE. The following NG1 messages will be integrity and confidentiality protected with the network security context.
Step 6a/b: Based on the security mechanism policy of the slice(s) selected by the NSSF, the Serving CCNF determines whether slice authentication procedure(s) are needed or not. If not, then continuing to step 8 or 9 based on whether the attach request is forwarded or not
Step 7a/b: The Serving CCNF performs optional slice authentication procedure(s) with the NG-UE (e.g. the selected slice(s) have a dedicated AAA).
Step 8: If the Serving CCNF received  the attach request which is forwarded by the Default CCNF as described in step 4 above, then the serving CCNF sends a Forward Attach Accept (new Temp-ID, accepted NSSAI, slice-sec-policy) message to the Default CCNF of which the  new Temp-ID is assigned by the Serving CCNF.
Step 9: The CCNF sends/relays an Attach Accpet (new Temp-ID, accepted NSSAI, slice-sec-policy) message to the NG-UE. The slice-sec-policy indicates how to derive slice specific keys per the NG-UE, it includes information that whether a slice specific key needs to be derived and corresponding derivation parameter, and it may indicate length of keys per slice, and so on.The slice security context(s) per the NG-UE for the selected slice(s) are not available at this moment, i.e. keys for integrity and confidentiality protection per slice are not generated.
5.8.4.5.2.2
Subsequent NG1 signalling with NAS SMC procedure (generic)
When NG-UE initiates a NG1 signalling, NAS SMC procedure may need to be performed. Following figure 5.8.4.5.2.2-1 shows the subsequent NG1 signalling with NAS SMC procedure flow:
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Figure 5.8.4.5.2.2-1 Subsequent NG1 signalling with NAS SMC procedure

Step 1: The NG-UE sends a NG1 message (Temp-ID, [requested NSSAI,] signature). The requested NSSAI is included if a specific NSI or a set of NSI(s) need to be addressed by the NAS procedure. If the procedure is not slice-specific, the requested NSSAI may not be included. If the requested NSSAI indicates a specific slice, and CN-CP integrity key for the specific slice are derived, then the signature is generated using the slice security context relate to the specific slice, otherwise, the signature is generated using the network security context. The message is routed by RAN to a proper Serving CCNF.
Step 2: The Serving CCNF verifies that the NG1 message is using the rule for handling signature as indicated in step 1, and determines the selected slices based on the requested NSSAI.
A)
If there’re some selected slices, then the slice SMC procedure is performed, i.e. the Security Mode Command additionally includes information of the selected slices (e.g. accepted NSSAI/NSIs, and algorithms per slice);
a).
If there’s only one selected slice, the Security Mode Complete is protected using slice security context related to the selected slice;
b).
Otherwise, the Security Mode Complete is protected using network security context;
B)
Otherwise, the network SMC procedure is performed.
Step 3: The Serving CCNF handling the NG1 message.
Step 4: The Serving CCNF sends a NG1 message (params) to the NG-UE. If there’s only one selected slice, then information of the selected slice (e.g. accepted NSSAI/NSI) is included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the slice security context related to the selected slice, otherwise, information of selected slices (e.g. accepted NSSAI/NSIs) may be included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the network security context.
5.8.4.5.3
Evaluation 

FFS
5.8.4.6
Solution#8.6: UE authentication and initial attach to a network slice using NSSAI

This solution presents UE authentication and initial attach to a network slice using the NSSAI presented by the UE. 

NOTE 1: This security solution described here addresses the SA2 network slice solution 6.1.2 in TR 23.799.
The call flow and steps are described below.
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Figure 5.8.4.6-1 
1. The UE sends an Attach Request message including the IMSI if a Temporary ID for the UE is not available. If  temporary ID is available, the UE includes it, and the  RAN routes  the message to a suitable handler in the core.

The UE requests one or a set of slices by including a requested NSSAI. The NSSAI would be used in the RRC layer to enable the access to a suitable RAN resources.

2.
The RAN forwards the Attach Request to the Core based on the routing criteria. If the IMSI is present, a default CCNF is selected. If the Temporary ID is available for the selected PLMN, the corresponding CCNF is selected by the RAN for routing the Attach Request.

3.
The CCNF/SEAF proceeds with the Authentication of the UE. In the Initial Attach scenario with IMSI, the CCNF requests Authentication of the UE with the Authentication Server (AUS). The default CCNF completes the authentication and verification of the UE.

Editor’s Note: Derivation of NAS specific keys with network slice isolation is FFS.
4.
After successful UE authentication, its subscription data is checked and the CCNF is verified if it is an appropriate handler for the UE. If not, this step is skipped and continues to step 6. The CCNF decides the initial set of Network Slice Instances (NSI(s)) for the UE based on an evaluation of the Requested NSSAI, subscribed NSSAI, UE capabilities, UE's subscription policy, UE's serving RAN type etc. 
- if the UE did not provide a NSSAI, the network assigns the UE to the default NSI (s)
- if the UE did provide the a NSSAI, the network assigns the UE to the NSI(s) that the UE is authorized to use among the requested NSI(s). 

Editor’s Note: It is FFS whether the default CCNF does the NSI selection at this step.
5. 
The default CCNF initiates NAS Security Mode command and instantiates NAS security context. The default CCNF functions as the anchor for the NAS messages even after network slice is selected and assigned. If the UE is forwarded to a serving CCNF, this step does not happen. The procedure continues from step 7.

6.
If the UE is not suitably handled by the (default) CCNF where the Attach Request was routed to, this CCNF may redirect the UE to a new Serving CCNF that is more optimal (or less loaded) for the selected slices. The default CCNF forwards the attach request to the new Serving CCNF with an indication that it is a forwarded attach together with IMSI , the MM context , NSSAI etc in order to indicate that the UE has been authenticated for NSI(s) Assignment as described in step 4. (If the UE is not forwarded to a serving CCNF, this step doesn’t happen.)

Editor’s Note: Any Network Slice specific UE authentication or 3rd party authentication is FFS.

6a. The serving CCNF initiates NAS Security Mode command and instantiates NAS security context. (If the UE is not forwarded to a serving CCNF, this step doesn’t happen.). 

NOTE 2: in this step the new CCNF includes in the transport layer message it received.

6b.
The Selected Serving CCNF performs the NSI selection as described in step 4 above.

6c. The serving CCNF acknowledges the default CCNF that the UE forward request has been accepted and UE has been assigned a network slice. The procedure continues from step 7a.
7.
The default CCNF responds to the UE with Attach Accept message to the RAN node. Assigned Temp ID, assigned NSSAI, any vectors specific to the network slice etc are sent to the UE. The procedure continues from step 8.

7a. If the UE was forwarded to a serving CCNF, the serving CCNF would send the UE with the Attach Accept message to the RAN node.

Editor’s Note: Redirection of NAS from the default CCNF to the serving CCNF and informing it to the UE and RAN nodes are FFS.
8.
The RAN node forwards the Attach Accept received in step 7 or 7a to the UE.
5.8.4.7
Solution #8.7: Security architecture for network slice
5.8.4.7.1
Introduction
This solution addresses Key Issue #8.3: Security on UEs’ access to slices. It assumes that UE is authenticated and authorized by the MNO and the slice may perform secondary authentication and/or authorization in a network slice instance. In this case a corresponding security function shall be designed for this purpose.
Editor’s note: The assumption that every slice contains an instance of the SEAF should be checked against the latest agreements on the SA2 architecture.
5.8.4.7.2
Solution details
5.8.4.7.2.1
Architecture   

This solution describes a high level security architecture that supports network slicing. The relationship between the network functions and the UE functions for the security architecture for network slicing is described in figure 5.8.4.7.2.1-1.
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Figure 5.8.4.7.2.1-1: Security architecture for network slicing
Besides the functions defined in clause 5.2.1.2, the new defined or redefined functions are described as follows:
Security Anchor Function (SEAF)

Besides the functions defined in clause 5.2.1.2, the SEAF also interacts with the Security Anchor Function’ (SEAF’) residing in a slice instance for providing slice security root key. The slice security root key is used to derive the keys for the user plane protection in a network slice instance.
Security Anchor Function’ (SEAF’)

An authentication function resides in a network slice instance in the core network. The SEAF’ is responsible for deriving user plane protection keys based on the slice security root key provided by the SEAF. In case of need, the SEAF’ is also responsible for performing secondary authentication and authorization to the UE in a network slice instance.
A generic security procedure of network slicing is described as follows:
1. UE and SEAF perform mutual authentication. A successful authentication results in an authentication session root key.
2. Based on the authentication session root key, the keys for NAS security, CP-AN signalling protection and network slice security are derived.
3. The NAS security key and CP-AN signalling protection key are passed to the corresponding CCNFs (Common Control Network Functions), and the network slice security root key is passed to the SEAF’ in the network slice instance that is assigned to the UE.
4. The SEAF’ may perform secondary authentication and/or authorization procedure with the UE.
5. The SEAF’ and UE derive user plane protection keys for CN and AN security.
5.8.4.7.2.2
Key Hierarchy

A key hierarchy for the NextGen system is shown in Figure 5.8.4.x.2.2-1. They are described as follows:
-
K: The subscription credential that is held in the UE and ARPF.
-
KSEAF: The anchor key for the authentication session from which subsequent keys, i.e. KNAS, KANCP and KNS, are derived. 

-
KNAS: The control plane key that is used to derive NAS integrity and encryption protection keys, i.e. KNASint and KNASenc.
-
KANCP: The AN signalling protection key that is used to derive AN signalling integrity and encryption protection keys, i.e. KRRCint and KRRCenc.
-
KNS: The slice security root key that is used to derive user plane protection keys for CN and AN in a slice instance, i.e. KCNUP and KANUP.
-
KCNUP: The user plane protection key that is used to derive user plane integrity and encryption protection keys for CN security in a slice instance, i.e. KCN-UPint and KCN-UPenc.
-
KANUP: The user plane protection key that is used to derive user plane integrity and encryption protection keys for AN security in a slice instance, i.e. KRRC-UPint and KRRC-UPenc.
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Figure 5.8.4.7.2.2-1: Key hierarchy of the NextGen system

5.8.4.7.3
Evaluation 

5.8.4.8
Solution #8.8: UE access network and slices
5.8.4.8.1
Introduction

This solution addresses some of the requirements addresses of key issues #8.1 and #8.2, e.g. the ability to isolate slice in terms of the security applied to a slice and to have different security policies per slice. 
5.8.4.8.2
Solution overview

This solution provides a description of using user plane security that terminates in the core network to provide unique security to each slice so that from the user plane perspective the slices are isolated from each other. It also allows a different security policy to be applied to each slice. 

The solution achieves the isolation by using a SEAF (that is separate from other core network nodes) to separate keys to the MMF and for the end points of the user plane security.  Not allowing a separate SEAF means that a new authentication may be required when moving between MMFs that may or may not be allowed to be part of particular slices.

Editor’s note: The underlying trust model for this soluiton require further clarification. 

Editor’s note: The relationships between MMFs and slice need further clarification in light of expected response LS.

5.8.4.8.3
Non-roaming case

Figure 5.8.4.8.3-1 shows the flows for an NG-UE attaching to the network and establishing a service session that terminates with user plane security that terminates at a particular UP-GW. 

If the NG-UE subsequently initiates a steps 10 to 20 again but for a different slice, then the UE ends up with different keys and possible a different security policy. Hence the user planes data in each slice is isolated from that in the other slice.
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Figure 5.8.4.8.3-1 Establishment of a slice that uses core network UP security
1 – 9. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 4), the AUSF provides the SEAF with KH-SEAF, from which other subsequent keys (e.g., NAS keys, AS keys) are derived. 

NOTE: The SEAF may be collocated with the AUSF.

10. The NG-UE sends a service session request message to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the UP-GW. The request includes the UE identity that is associated with KSEAF in the SEAF and an indication of security termination at UP-GW. 

11. The MMF, upon receipt of the service session request from the NG-UE, determines the SMF that can establish a service session for the NG-UE.

12. The SMF determines whether the NG-UE is allowed to create the service session based on the NG-UE subscription profile.
Editor’s note: How the SMF makes this policy decision is FFS.
13. The SMF sends a key request for the user plane security protection (i.e., KH-UP-GW) to the SEAF.

14-1 – 14.3. The SEAF, upon the receipt of the key request, checks whether it has a valid security context (KSEAF) for the NG-UE. If the SEAF does not have a valid KSEAF, the SEAF sends a key request to the AUSF. If the SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KSEAF to the SEAF.

NOTE: if the SEAF already has a valid KSEAF obtained during the prior authentication, the steps 14-1 to 14-3 are skipped.

15. The SEAF derives a KUP-GW from the KSEAF and sends the KUP-GW to the SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

16. The SMF sends a service session response message to the NG-UE via the MMF. The SMF may change the user plane security configuration at UP-GW for this session and inform the NG-UE of the configuration change in the service session response.

17. The NG-UE derives KUP-GW from KSEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

18. The NG-UE sends the service session complete message to the SMF to acknowledge the receipt of the response message. 

19. The SMF applies the user plane security configuration and installs KUP-GW at UP-GW.

20. UL/DL data transfer for the session is protected using KUP-GW.

Figure 5.8.4.8.3-2 shows the key hierarchy for the above flows. In the key hierarchy, it is possible to have multiple copies of KUP_GW (and key derived from this) that represent the different keys used to protect the different UP slices. 
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Figure 5.8.4.8.3-2 Key hierarchy with multiple slices protected using core network UP security 
5.8.4.8.4
Roaming case

The roaming case is very similar to the non-roaming case. The main difference is that there may be user plane bearer that terminate in an UP-GW for the HPLMN. Protecting such bearers to the HPLMN would require a key in the HPLMN. An additional authentication run to create such a key could be avoided by leaving a key in the HPLMN when the NG-UE is authenticated in the roaming network. 

5.8.4.9
Solution #8.9: Security mechanism differentiation for network slices

5.8.4.9.1 Introduction

This solution addresses the key issue #8.2: Security mechanism differentiation for network slices. 5.8.4.9.2 Security mechanism differentiation in authentication
The 3GPP System should be able to support multiple authentication protocols. Different slices may use different authentication protocols. Among all the authentication protocols used in a 3GPP network, a UE may use one or a few authentication protocols. An AU, dedicated for a slice or common to multiple slices may also use one or more authentication protocols and may not support all the authentication protocols used in a 3GPP network. In cases that a UE supports multiple authentication protocols, the UE should report its authentication capabilities (e.g. through reporting the identifiers of supported authentication protocols) to the network, and the network should select AU(s), either dedicated for a slice or common to multiple slices, for UE authentication to slices, taking into consideration the UE’s authentication capabilities. Furthermore, the network should select an authentication protocol from those supported by the slice to use, if the UE supports multiple authentication protocols.

The figure below illustrates AUSF selection and authentication protocol selection in an attach procedure. 
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Figure 5.8.4.9.2-1 AU selection during attach

The description of above procedure is as below:

1. A UE sends an attach request to SEAF. The request contains the UE’s authentication capabilities, i.e., the authentication protocols the UE supports.

2. SEAF sends an AU selection request to SPCF. The request contains the UE’s authentication capabilities.

NOTE: 
SPCF refers to Security Policy Control Function, responsible to AUSF selection, security algorithm selection etc. SPCF is formally defined in this TR. 

Editor’s note: It is FFS whether the SPCF should be standardized and needed to be centralized position.
Editor’s note: It is FFS where the SPCF is physically located.
3. SPCF selects an AU considering the UE’s authentication capabilities. If the UE’s authentication capabilities include multiple authentication protocols, SPCF needs to select a protocol as well.
4. SPCF returns the selected AUSF’s ID to SEAF.

5. With selected AUSF’s ID, SEAF forwards the UE’s attach request to the selected AUSF.

6. UE and AUSF authenticates to each other. If the UE supports multiple authentication protocols, the authentication protocol is the one selected by SPCF in step 3.

5.8.4.9.3
Security mechanism differentiation in confidentiality and integrity protection
Different types of slices are optimized for different services. They may have different requirements on the encryption and integrity protection algorithms of UE-CN signalling, UE-AN signalling and/or user plane traffic. For example, an eMBB slice may prefer a heavy encryption algorithm with a longer key length, while an mIOT slice may prefer a lightweight encryption algorithm and a shorter key length. In addition to the encryption algorithms and key lengths, slices may differ in integrity algorithms and/or key re-keying/refreshing settings as well. Therefore, for UE-CN signalling, UE-AN signalling and user plane traffic, different slices may have different security policies on the selection of encryption algorithms, the selection of integrity algorithms, key lengths and key re-keying/refreshing settings. Further, as a slice may provide several kinds of services, or services with different settings, its security policy should also consider the security differentiation of user plane traffic inside slices as well.

The encryption algorithms and integrity algorithms should be determined by the network. Usually, a key length is closely related to an encryption algorithm. Therefore, the selection of encryption algorithms and key lengths may be performed together by SPCF. 
The selection of encryption algorithms for UE-CN signalling and UE-AN signalling should be performed by the SPCFs of CN and AN respectively after a successful mutual authentication between UE and AUSF. The security algorithm selection for user plane traffic should be performed after the UE is authorized to transmit and receive data. This selection may be implemented inside a slice, and the mechanism could be customized for different slice types.   
If the selection of encryption/integrity algorithms and key lengths is dedicated for one slice, it should comply with the slice’s security policy, of which SPCF must be aware. If the selection is for multiple slices (e.g. in cases selecting algorithms for a secure channel shared by multiple slices), it should comply with the security policies of all these slices and SPCF must be aware of all these slices’ security policies. 

Editor's note: further clarification is needed for the selection for multiple slices.
Besides, the selection of security policies should also consider a UE’s security capabilities and the network’s security capabilities. The figure below illustrates the selection of encryption/integrity algorithms and key lengths.
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Figure 5.8.4.9.3-1 Encryption and integrity algorithm selection for signalling protection

The description of above procedure is as below:

1. SPCF obtains one or more security policies from the slice manager responsible for the security policy control. 
NOTE: 
Slice managing function is an NF maintaining updated security policies for encryption algorithms, integrity algorithms, and key lengths and distribution of the security policies 

2. UE and AUSF authenticate each other.

3. AUSF notifies SPCF that UE has been authenticated.
4. SPCF selects an encryption algorithm, integrity algorithm and key lengths considering the slice security policy, UE’s security capabilities and network’s security capabilities.

5. SPCF notifies UE the selection results (Security Mode Command in LTE could be reused here).

6. UE acknowledges the selection results.
5.8.4.9.4
Evaluation 

5.8.4.10 
Solution #8.10: Network authentication supporting network slices
5.8.4.10.1
Introduction  

This solution addresses the key issue #8.3: Security on UEs’ access to slices. 

As observed by 3GPP TR 22.864, services offered by a network slice could either belong to the MNO or a 3rd party service provider.  This solution addresses the attach procedure of UEs’ access to network slices with following scenarios, defined under key issue #8.3:
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization.
5.8.4.10.2
Solution details  
This solution presents initial attach and UE authentication, together with authorization, to a network slice. 

NOTE 1: 
In this solution, some terms, e.g. SSF or Common CP NF, are in line with the SA2 network slice architecture in 6.1.1 in TR 23.799.

Editor's note: It is ffs whether this solution is aligned with SA2 architecure. Otherwise, amend the solution to make it aligned.  

The call flow figure and steps are described as follows:  
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Figure 5.8.4.10.2-1 Initial attach procedure

Step 1: The NG-UE sends an Attach Request message to the AN, carrying IMSI and other assisting slice authentication information if available. RAN forwards the attach request to the SSF (either with SEAF function or co-located with SEAF)

Step 2: The SSF forwards IMSI, together with other information, to AUSF/ARPF for network authentication

Step 3: AUSF/ARPF returns authentication vectors (AVs) to SSF

Steps 4-5: SSF sends Authentication Request to the UE, which replies with Authentication Response after authenticating the network

Step 6: SSF selects an appropriate slice for the UE based on the UE’s subscription information, UE capabilities, and/or service type etc, if available

Step 7: SSF sends an Attach Request message to MM, forwared to AU/SEAF associated with the selected slice. MM and AU/SEAF belong to Common CP NF

Step 8: AU/SEAF sends to Authentication Data to AUSF/ARPF associated with the selected slice for slice authentication
Step 9: Slice AUSF/ARPF returns the Slice AVs to the AU/SEAF in Slice.

Steps 10-11: Slice AU/SEAF sends Slice Authentication Request to the UE, which replies with Slice Authentication Response after authenticating the network. 

Step 12: MM sends an Attach Response message to SSF, destinated to UE. 

NOTE: 
Steps 7-12 are optional, depending on whether Slice Authentication is required

Step 13: SSF sends Attach Response to UE.
5.8.4.10.3
Evaluation 

FFS
5.8.4.11 
Solution #8.11: Slice Authentication
5.8.4.11.1 
Introduction 

This solution addresses the key issue #8.3: Security on UEs’ access to slices. 

As observed by 3GPP TR 22.864, services offered by a network slice could either belong to the MNO or a 3rd party service provider. This solution addresses the attach procedure of UEs’ access to network slices without primary authentication of the UE by the MNO. The slice manager (either MNO or 3rd party provider) performs authentication and authorization of the subscription.
5.8.4.11.2 
Solution details  
This solution presents initial attach and UE authentication, together with authorization, to a network slice. 

Editor's note: It is ffs whether this solution is aligned with SA2 architecure. Otherwise, amend the solution to make it aligned.  
NOTE: 
The terms SSF and AU, are in line with the definition in SA2 network slice architecture in 6.1.1 in TR 23.799.

The call flow figure and steps are described as follows:  
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Figure 5.8.4.11.2-1 Initial attach procedure

Step 1: The NG-UE sends an Attach Request message with ID(s), e.g. IMSI to the RAN, which forwards the attach request to the SSF (either co-located with MMF or includes MMF function)

Step 2: SSF/MMF acquires ID(s) in Attach Request and sends ID(s) to SEAF, to AUSF/ARPF confirms an appropriate slice for the UE 
Step 3: AUSF/ARPF finds the address information of the SEAF/AU for the slice handling the UE and sends to SSF/MMF

Step 4: SSF sends a message with IDs to the SEAF/AU for the slice. 

Step 5: SEAF sends Authentication Data to AUSF/ARPF associated with the slice for slice authentication
Step 6: AUSF/ARPF returns Authn Data (e.g. AVs) to the SEAF/AU for the slice.

Steps 7-8: SEAF/AU for the slice sends Authentication Request to the UE, which replies with Authentication Response after authenticating the slice. 

5.8.4.11.3
Evaluation 

FFS
5.8.4.12
Solution #8.12: PCO based authentication and authorization for Slice access
5.8.4.12.1
Introduction 

LTE has defined a mechanism where the P-GW may use Diameter based authentication [RFC 7115] to authenticate a user with a non-3GPP AAA Server connected to it over the SGi interface. 

The user provides the PAP/CHAP user credentials in the Protocol Configuration Options (PCO) IE during an initial attach. When the P-GW receives the NAS session management message (for ex., PDN Connectivity Request) with the user provided PAP/CHAP credentials in the PCO IE, the P-GW sends encodes this authentication information in a AA-Request Diameter message (cf. TS 29.061) and forwards it to the APN-specific external AAA server over the SGi interface.

The AAA server checks whether the user can be accepted. When the P-GW receives a positive response from the AAA server, it shall complete the initial access procedure.

The proposed solution uses PCO based mechanism to provide user authentication for slice access. 

PCO is used as a container to carry authentication protocol messages between the UE and the external server. The AAA server is connected to the slice over the NG6 interface. Diameter protocol is used for carrying authentication messages between the slice and the external AAA server.
5.8.4.12.2
Solution details  
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Figure 5.8.4.12.2-1 PCO based user authentication based on CHAP authentication protocol

In the following sequence, CHAP based authentication is used to illustrate PCO based authentication. As a container, PCO could be used to carry other authentication methods applicable directly between the UE and the external server.

1. The UE initiates the PDU Session Request SM message to establish a PDU session via the SMF. UE includes the Temp ID, Accepted NSSAI and a Protocol Configuration Option (PCO) IE with user’s CHAP credentials. 

2. RAN routes and forwards the NAS message to the proper CCNF based on information in step 1.

3. The Serving CCNF forwards the PDU Session Request to the target NSI.

4. The NSI extracts CHAP related information from the PCO IE in the NAS message, and triggers user authentication.

5. The NSI initiates a Diameter based AA-Request message to the AAA Server. This message will contain CHAP-Auth and CHAP-Response (RFC 7115) parameters carrying user provided CHAP details.

6. The AAA server checks whether user’s CHAP credentials and responds with a AA-Response message with Result-Code set to success if verification succeeds.

7. NSI verifies that the user is authenticated and continues with the PDU Session establishment procedure.

The AAA server is connected to the NSI GW over the SGi interface.
5.8.4.12.3
Evaluation 

FFS
5.8.4.z
Solution #8.z: <solution name>

5.8.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.8.4.z.2
Solution details  

5.8.4.z.3
Evaluation 

5.8.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.9
Security area #9: Relay security
5.9.1
Introduction 

In next generation systems connectivity over relays need to be supported to cover varied scenarios. The remote UE which needs the connectivity may have different capabilities in terms of radio, power and communication resources. Such devices could be regular UEs or UEs such as wearable and constraint devices. The device may connect to the relay UE using 3GPP technology or any other technology. Whatever technology is used for the D2D interface, this interface needs to be secured.
5.9.2
Security assumptions
The UE of wearable device, which can be connected to the 3GPP network directly or via another UE, should have a subscription associated to its own subscriber’s identifier (e.g. IMSI) with mobile operator. If there is no separate subscription permanent identifier or a temporary identifier cannot be established, individualized services may not be possible for the device.
5.9.3
Key issues
5.9.3.1
Key Issue #9.1: Mutual authentication of remote UE and network over a relay

5.9.3.1.1
Key issue details

Whether the remote UE is in direct connection or in indirect connection, it should be possible for the UE and the network to mutually authenticate. Since the remote UE may be constrained device, the procedure should be as efficient as possible.

5.9.3.1.2
Security threats 

If network doesn’t authenticate devices accessing over a relay, it may result in unauthorized access of 3GPP network over relays and such UEs may consume precious network resources.

If remote UEs accessing network over the relay doesn’t authenticate the network, these UEs may be connecting to fake networks and may lose their data or may get hacked. 

5.9.3.1.3
Potential security requirements

-
It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).

-
It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 

5.9.3.2
Key Issue #9.2: Integrity and confidentiality protection of remote UEs

5.9.3.2.1
Key issue details

If the network is able to identify the remote UE uniquely and provide a unique connection to it, then this connection should be integrity protected and confidentiality protected from eve droppers.

5.9.3.2.2

Security threats 

Without integrity protection of signaling messages the remote UE session over relays could be manipulated and hijacked. 

Without confidentiality remote UE data to and from it could be manipulated.

5.9.3.2.3
Potential security requirements

- 
It shall be possible to provide integrity and confidentiality protection for the remote UE at the access layer.

 - 
The relay UE shouldn’t be able to intercept any data passing over it, irrespective of any security at the IP layer.

5.9.3.3
Key Issue #9.3: Remote UE session continuity

5.9.3.3.1
Key issue details

The remote UE may move from direct network connection to indirect network connection or change connectivity from one relay UE to another relay UE (ie one indirect connection to another indirect connection), conveniently available nearby. During such connection  changes, it should be possible to continue ongoing communication sessions.  Otherwise the communication session is lost for the remote UE. 

5.9.3.3.2
Security threats 

Without session identification and protection for the remote UE, session continuity cannot be provided.

Ongoing sessions could be hijacked by other UEs.

5.9.3.3.3
Potential security requirements

- 
It shall be possible for the 3GPP network to recognize the remote UE behind a relay at the access layer and should be able to provide seamless mobility and service continuity when the UE moves between direct and indirect network connection. 

- 
The 3GPP Network should be able to authorize the remote UE to provide appropriate service level at QoS as the remote UE is eligible. 

- 
The 3GPP shall support dedicated accounting for the remote UE when it communicates over a relay UE.

- 
The 3GPP shall support LI of the remote UE when it communicates over a relay UE.
5.9.3.y
Key issue #9.y: <key issue name>

5.9.3.y.1
Key issue details

5.9.3.y.2
Security threats 

5.9.3.y.3
Potential security requirements
5.9.4
Solutions
5.9.4.z
Solution #9.z: <solution name>

5.9.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.9.4.z.2
Solution details  

5.9.4.z.3
Evaluation 

5.9.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.10
Security area #10: Network domain security 

5.10.1
Introduction 

The present security area focuses on the key issues related to the signalling protocols such as the lack of authentication and integrity mechanisms in the core network and between networks or service providers. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due to, for example,  DoS attacks towards the network infrastructure or against others devices/users.
In particular this security area deals with concerns such as:

· The overload of control plane messages.

-
The lack of native support of authentication and integrity mechanisms in the core network signalling messages.

- 
Architectural security issues coming from the interconnection network.

5.10.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 

It is assumed that an operator takes the full responsibility of securing his network elements e.g. by usage of IPSec according to TS 33.210 [43]. For the interconnection network, the situation is different. Usually, an operator does not have direct connection with each of his roaming partners, and the usage of IPX roaming providers is a common business approach. Many operators and service providers have not embraced IPSec and a global PKI infrastructure is missing for that purpose. 
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Figure 5.10.2 Simplified Interconnection example with low security links

In LTE networks, the main signalling protocol used on the interconnection network is Diameter. The Diameter base protocol specification RFC 6733 [47] defines security protection between direct (i.e. neighboring) Diameter nodes and these peer connections must be protected by TLS/DTLS or IPsec. These security protocols do not provide end-to-end security in the Diameter context unless the Diameter nodes are neighboring Diameter nodes.  The current Diameter security is realized hop-by-hop and the need to also offer additional security protection between non-neighboring Diameter nodes should be addressed. This need has been recognized by IETF DIME group and the Internet-Draft [48] defines requirements for developing a solution to protect Diameter AVPs end-to-end between non-neighboring Diameter nodes. This document is still a draft to be approved and defines some scenarios and requirements. In an interconnection scenario, this solution may still not solve all problems since not all partners and service providers on the interconnection network are fully trustworthy and adhere to the same security principles e.g. when renting out their interconnection access. 

Therefore, even when end-to-end security is applied, the real practical trustworthiness of messages is often questionable as the trustworthiness of the end point may be questionable.
5.10.3
Key issues
5.10.3.1
 Key Issue #10.1: Network and NE communication security

5.10.3.1.1
Key issue details

The service evolution, network evolution and infrastructure virtualization brings new challenges on current widely deployed network domain protection and IPsec tunnel implementation. 

5.10.3.1.2
Security threats 

In LTE network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. 

Editor's Note: It is ffs whether network functions of the core network could or should be deployed in the unsecure domain and, if so, which the security implications would be. It is noted that a different choice of the security protocol would not help if the endpoint is insecure. 

Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.

For the network secure domain protection model, IPsec are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly large, therefore configuring IPsec tunnel will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.

Editor's Note: It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem. 

Although IPsec could be configured as quintuple, i.e. (source-IP, destination-IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could deduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1 - SecGW1 - SecGW2 - AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.

Editor's Note: It should be noted that already LTE allows protecting X2 connections using IPsec directly between eNBs. The star configuration described above is just one option. In case two adjacent base stations are in different security domains it needs further study from a security point of view whether it is desirable to have a direct IPsec connection between them. 

Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate status validation protocols, like OCSP, could help to solve this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.

Editor's Note: It is ffs whether the use of a PKI incurs higher or lower cost compared to other approaches, e.g. pre-shared secrets. It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem.

5.10.3.1.3
Potential security requirements

As discussed in upper sections, the network and communication security in the next generation system should consider the following requirements:

Editor’s Note: It is ffs whether more security protection methods, e.g. at transport layer or application layer, should be supported and whether more authentication methods, besides certificates (and PKI), should be supported to authenticate the communications between NE.

-
The security mechanism should be applicable for the initial deployment of network elements and network functions, as well as the dynamic network orchestration, for example, if Network Functions Virtualization (NFV) technologies are introduced to build a NextGen network.

5.10.3.2
Key issue #10.2: Interconnection Security

5.10.3.2.1
Key issue details

Security aware operators are deploying security protocols, firewalls, filters, hardening standards and adhere to high level of security for renting out their access, while other interconnection partners will be less diligent. Therefore, the security landscape is very inhomogeneous on the interconnection network. Screening of everything is quite resource intensive, but other “selective” screening approaches have currently the high risk of missing attacks e.g. due to spoofed origin in messages. Some of them may even pull a network down with one message.
5.10.3.2.2
Security threats 

The known interconnection security attacks include:

- DoS against users [44], [28]
- DoS against network nodes [44]
- Eavesdropping [28], [29]
- SMS interception (including password recovery code messages for social network services or e-mail accounts) [29]

- Location tracking [44], [45], [28], [29], [30]
- Fraud (incl subscriber profile modification) [44], [28], [29] 

- Subscriber credential theft or session key theft [44], [30]

- IMEI whitelisting [46]

In most of those attacks, the attacker impersonates a network node e.g. of a partner operator MME in an LTE network. While some of them are today only really well-known for SS7, many of them have already be confirmed to apply also for the successor protocol Diameter. Hence we add:

 - Network node impersonation 

 - Source address spoofing in signalling messages (used to realize impersonation at various protocol layers)

Key theft attacks in the AKA protocol:

An attacker could obtain keys in several different ways: 

4. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

5. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [28, 29]

6. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [30]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [30]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node. 

Editor's Note: Key theft attacks and re-routing attacks are identically described in clause 5.3.3.1.2. Consider replacing them there with a reference to here, once the present contribution has been accepted. 

The security threat is based on the fact that the origin of a message cannot be assured 100 %. There are often several interconnection providers in the communication chain. If security is deployed, it is hop-by-hop and no global infrastructure is supporting it. Some less stringent partners rent out their access without really validating that the tenants behave according to the contractual agreement and do not misuse the rented accounts for illegal activities (note, that some of the mentioned attacks might in some countries not be illegal at all) and, hence, even end-to-end security as defined in [48] does not yet completely address these threats.

Some operators invest heavily in their security infrastructure to provide their customers a reliable and trustworthy service. 
5.10.3.2.3
Potential security requirements

Communication security requirements for interconnection networks: 

· Source address spoofing in signalling messages should be prevented by origin authentication. 

· Signalling messages should be protected from unauthorized modification. 

· Signalling messages should be protected from replay attacks. 

· Transmitted keys should be confidentiality-protected. 

Security assurance requirements on nodes in interconnection networks: 

· Nodes should support security monitoring of signalling protocols.

· Nodes should support security filtering of signalling protocols, cf. e.g. TS 33.117 [36].

· Nodes should be hardened according to pertinent specifications, cf. e.g. TS 33.117 [36].

Examples of signalling protocols that may be used in the NextGen interconnection network include DIAMETER and GTP.

Migration aspects for interconnection networks: 

· A solution should not expect, that all operators and interconnection service providers deploy high level security measures in the NextGen interconnection network in one go. A solution should therefore allow growing of security and trust in a gradual manner. 

Operational aspects for interconnection networks: 
Operators and interconnection service providers should  

· deploy security monitoring of signalling protocols

· deploy security filtering of signalling protocols

· follow good practises on access to the interconnection network, e.g. not give third parties uncontrolled access.

If operators and interconnection providers have to interact with legacy systems, e.g. SS7, corresponding measures need to be taken for the legacy systems, also to avoid bidding down attacks.

Editor's Note: Requirements on operational aspects may be added to a 3GPP guidance document in a 900-series TR or informational Annex of a TS, or they may be communicated to the GSMA, once the NextGen work has been completed. 

Editor's Note: Note that the above categories of requirements are complementary as secure products can be deployed and operated in an insecure manner. 
5.10.3.y
Key issue #10.y: <key issue name>

5.10.3.y.1
Key issue details

5.10.3.y.2
Security threats 

5.10.3.y.3
Potential security requirements
5.10.4
Solutions
5.10.4.1
Solution #10.1: Circles of Trust 

5.10.4.1.1
Introduction  

This solution addresses the problem of weak security on the interconnection link introduced in Key Issue#10.2. More precisely, it addresses the requirement on migration aspects: "A solution should not expect, that all operators and interconnection service providers deploy high level security measures in the NextGen interconnection network in one go. A solution should therefore allow growing of security and trust in a gradual manner."
Editor's Note: It is ffs whether this solution should be added to a 3GPP guidance document in a 900-series TR or informational Annex of a TS, or they may be communicated to the GSMA, once the NextGen work has been completed.
5.10.4.1.2
Solution details  

The underlying fundamental idea is to allow the growing of secure islands of trusted operator groups which adhere to high security principles. Those islands can then slowly be enlarged and grow together over time.
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Figure 5.10.4.1.2-1: Circle of Trust among operators

The general approach is to classify messages or sessions according to the trustworthiness of its assumed origin (we take into account that the attacker will try impersonation). An operators who is security aware, should know the security status of his own core network. This would pose the innermost circle of trust.

Inside one trust circle, trust is assumed to be transitive, i.e. every node trusts every other node.
The home network circle (home circle)

The home network consists of nodes that communicate securely with each other using TS 33.210 and follow the pertinent security assurance standards (e.g. SCAS).  Each message coming from one of the home network nodes can prove its authenticity to another node of the home network. The edge nodes do not accept messages coming over the interconnect link and claim to be from the home network. The edge nodes also deploy proper interface separation and validates that interface in an interface cannot be done e.g. using two DIAMETER application ids.

Large international operators may have centralized some part of their operation in one country for OPEX reasons. This operators sometimes use the interconnect link to exchange messages between their network elements. It is a pre-requisite for the present solution that, for this purpose, no third-party interconnection providers are utilized. The network operator is able to equip all his nodes with the needed credentials to prove the authenticity of another node in the home network group. 
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Figure 5.10.4.1.2-2: Home Network Group

Also, local nodes that are exposed to the interconnection network need to follow the full security requirements of the circle to avoid “backdoors” into the company group circle.

The home network group (company circle)

In addition to the previous home circle, the nodes receiving messages from other parts of the home network group can not only validate that this message is really coming from the other node, but they also have to have their own protection mechanisms since they are now all now edge nodes.

The next circle of trust would consist of very trusted partners, where the operator has a direct linkage with the other operator, i.e. no interconnection provider and hop-by-hop security is used.

Direct trusted partners (direct circle)

This is the case, when one network communicates with another trusted partner directly through a secured link and no interconnection providers are in between. It is important that edge nodes of those two networks know that direct trusted partners should send message ONLY through that secured link and not otherwise (else, some attacker can impersonate a trusted partner easily). The direct trusted partners would adhere to the same security quality level to ensure the resilience of their networks also against hacks and other malicious activities (e.g. renting out to untrustworthy parties).
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Figure 5.10.4.1.2-3: Trust circle with direct linkage
Untrusted partners (outside company circle and direct circle)
The last circle is the “other”. It includes all roaming partners that are not part of the company circle nor direct circle. This does not imply that the security of the networks of untrusted partners is necessarily weak; it just means that the operator cannot be sure about the security status of these other networks, for whatever reason. This implies that the other networks may be such that the origin of messages sent from them and their authenticity cannot be ensured and the risk of being a potential fraud, eavesdropping, location tracking or other type of attack may be quite high.

An operator may also take security circles into account for its

· Risk management

· International revenue share model

· Screening frequency of messages

On a practical deployment level, the following methods can be deployed to support the circle model above:

· HSS takes care that it issues authentication vectors with serving network identities relating to networks inside the Circle of Trust only to entities that the HSS can verify as belonging to the trust circle. Being in the trust circle implies that all entities in it “behave well” (to be specified further) and communication paths inside the trust circle are protected. Behaving well would imply that an MME from the trust circle never impersonates another MME.
· Conversely, an MME can verify in a roaming scenario that an HSS belongs to the trust circle. Being in the trust circle implies that all entities in it “behave well” (to be specified further) and communication paths inside the trust circle are protected. Behaving well would imply that a HSS from the trust circle never impersonates another HSS.

· A UE, or a human user informed by the display of the UE, may also take into account the information whether the current serving network forms part of a circle of trust including the subscriber's home operator, cf. security area #6 "Authorization".
NOTE: 
The above measures are considered to be complementary to protocol security enhancements, e.g. for DIAMETER or GTP. Editor’s note: It’s FFS how to define “good behaviour” of an entity belonging to an trust circle and how its trustworthiness can be ensured.

Editor’s note: Terminology will have to be updated according to agreements on terms for authentication functions and protocols in the interconnection network. 
5.10.4.1.3
Evaluation  

5.10.4.2
Solution #10.2: Public-key encryption of keys in authentication vectors
5.10.4.2.1
Introduction  

This solution contributes to solving key issue 10.2 "Interconnection Security". 

The solution makes the following assumptions: 

The serving network that requests an authentication vector from the home network, or requests a security context from a neighbouring serving network, has a private-public key pair. The private key never leaves the serving network. The public key is known to the responding entity, i.e. the home network or the neighbouring serving network.

NOTE: This assumption has been made in various other parts of the present TR, cf. e.g. key issues #1.8 and 2.6.
5.10.4.2.2
Solution details  

General approach: 

Any key sent between core network entities is encrypted by the sending entity with the public key of the receiving entity. E.g. a field carrying a key in a DIAMETER AVP could be public-key encrypted.
Case 1: The serving network requests an authentication vector from the home network.

Whatever the authentication method, at one point during the authentication procedure, the home network sends an intermediate key to the serving network. Examples are KASME in EPS AKA and MSK in EAP methods. In the present solution, this intermediate key is encrypted by the home network with the public key of the serving network. In other words, the information element in a message that would contain the intermediate key in the clear now contains this key in encrypted form; all other elements in the message may remain the same. 

Case 2: The serving network requests a security context from a neighbouring serving network.

It is expected that security contexts are forwarded between core network nodes also in NextGen. An example from EPS is security context forwarding between MMEs over the S10 reference point. Such security contexts contain keys. In the example of EPS, they include one or two KASME keys. In the present solution, this key is encrypted by the sending serving network with the public key of the receiving serving network.
Migration aspects: 

It may be argued that not all serving networks receiving keys may have a private-public key pair, at least not at the start of NextGen deployment. This issue could be addressed by employing the trust zone concept from solution 10.1 that allows for gradually adding serving networks that do possess a private-public key pair to a home network operator's trust zone. 
5.10.4.2.3
Evaluation 

This solution addresses the following threats in key issue 10.2:

Key theft by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node: this is no longer possible as the key is encrypted. 

Key theft by impersonating a genuine serving node towards the HSS: this is no longer possible as the use of public key encryption implies implicit authentication of the receiver, i.e. only the receiving serving network that holds the corresponding private key can decrypt the received key. 

Key theft by impersonating a genuine serving node towards another serving node: this is no longer possible for the same reason as in the preceding point. 

An advantage over NDS/IP is that the present solution does not require direct IP connectivity. 

Comparison to shared-key based methods: 

Instead of using public-key encryption of transmitted keys, it would, of course be also possible to encrypt the transmitted keys with a key shared between sending and receiving core network entity. However, as the relationship among serving networks and home networks is a many-to-many relationship, the use of public key methods seems advantageous. First, the use of shared keys would require n(n-1)/2 agreements among n operators, while the number of public keys only grows linearly. Secondly, the distribution of public keys seems easier from a security point of view as they could be retrieved from a central repository in an integrity-protected way. 

NOTE: Addressing scenarios where a serving network requests a key for a UE that is not present in the serving network is an issue orthogonal to the present solution. Such scenarios are addressed by authentication methods with authentication confirmation such as EAP methods or EPS AKA* (cf. solutions 2.21 and 2.22).

5.10.4.z
Solution #10.z: <solution name>

5.10.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.10.4.z.2
Solution details  

5.10.4.z.3
Evaluation 

5.10.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.11
Security area #11: Security visibility and configurability 

5.11.1
Introduction 

This security area covers visibility and configurability of security features for Next Generation System, where these features and capabilities depend on 3GPP services and operators. 
The user or the UE may need to be aware of the security available for a specific service so that they can choose whether this is secure enough for the service use.  Without the ability to determine the security level, applications may need to implement their own security features (wasteful in power and space) or there may be opportunities for that service to be hacked.

It should be possible for the user or UE application provider to set minimum security levels for applications.

5.11.2
Security assumptions
Different services or access networks may have different security capabilities, such as confidentiality, integrity, and cryptographic key sizes.
Some of the details might be out of 3GPP scope, such as specific user experience of UE, and implementation details of UEs. However, there could be some minimum requirements for secure network service experience.

Presentation of security to users (of UEs) will be simple and clear enough to understand without prior knowledge, but with possible further options for advanced uses.

It should also be noted that security visibility and configurability can also be used as a means to realize network authorization, cf. security area #6.

5.11.3
Key issues
5.11.3.1
Key Issue #11.1: Service-dependent security requirements

5.11.3.1.1
Key issue details

The level of security that a UE needs, or would prefer, or should expect, may vary depending on what services it is using at the time.  Some possible examples:

-
There may be some services / applications that, because of their sensitivity, should not run at all in the absence of user plane encryption, or in the absence of user plane integrity.

-
There may be some services / applications that, because of their sensitivity, should only run when at least UMTS security is in operation, even though the device supports GSM/GPRS.  Or at least LTE security, even though the device supports UMTS.  Or at least NextGen security (if NextGen introduces some enhanced security features relative to LTE), even though the device supports LTE.

-
There may perhaps be some services / applications that, because of their sensitivity, would benefit from a change of temporary UE identifier happening immediately before the service runs, or immediately after, or both.

5.11.3.1.2
Security threats 

There may be a gap between the level of security that a UE needs, or would prefer, or should expect – depending on what services it is using at the time – and what is actually provided, even though the needed / preferred / expected security level is achievable.

5.11.3.1.3
Potential security requirements

-
There should be a means for the UE to be aware of the mobile security requirements of individual services / applications, and to act on that knowledge.

Editors' note : it is ffs as to whether this requirement only applies to 3GPP applications.

5.11.3.2
Key Issue #11.2: User awareness of security

5.11.3.2.1
Key issue details

Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).

5.11.3.2.2
Security threats 

Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.

Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.

Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.

5.11.3.2.3
Potential security requirements

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

-
UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.

-
UEs should be able to validate security indication related information from network.

5.11.3.3
Key Issue #11.3: User control of security

5.11.3.3.1
Key issue details

Assuming that a user (and/or an NG-UE) becomes aware of some of the security capabilities of access networks or services, whether such information is provided by networks or services, or the NG-UE derives it from other procedures, the user (or the NG-UE) may need to control the security to based on its preferences. For this assumption to work, there has to be a secure mechanism to expose security capabilities of access networks or services. 5.11.3.3.2
Security threats 

Although a user may be aware of security level, if the access network or service selection is based on the other factors than security, then the user (and an NG-UE) might have no choice but to use a less secure access network. Attackers could make use of this, and lead users (and NG-UEs) to less secure situations. This will make more secure services or access networks unavailable to NG-UEs.

Attackers could attempt a bid-down attack which and lead an NG-UE, to to use less secure parameters.

The absence of a secure mechanism to expose security capabilities of access networks or services can enable such a bid down attack.

5.11.3.3.3

Potential security requirements

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whethere the requested security is achieved or not.

-
NextGen system shall be able to securely provide UE’s with an indication of the security capabilities of a network.
· The solution should minimise the risk of accidental connection failures.
5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [7]:

-
Different services may require different security protection levels

-
Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required

-
The service and end user characteristics require a flexible security framework

-
The power consumption of the network and the end user device should be considered in next generation mobile network

-
The capability restriction of the end user device requires next generation mobile network a flexible security mechanism

5.11.3.4.2
Security threats 

Traditional fixed mechanisms and fixed policies for security are not applicable for all use cases in next generation mobile network, since next generation mobile network will be open to provide a diverse set of services and applications. 

Compared to a fixed level of security in current 3GPP networks, in the next generation mobile network, there will be some services that require very high security protection level (e.g., the public safety system). A low level of protection for such a service could cause attackers to issue fake messages, potentially leading to public panic. On the other hand, low cost, low security devices may be denied access to next generation mobile network services if an appropriate/different security protection level is not supported. 

Furthermore, a match between the security capabilities of NG-UE, security level requested by the application, and security protection level offered by the serving network provides optimal security for a given network service. An inability to assure such a match may lead to a sub-optimal security level. In such cases,  higher than optimal security may lead to possible exhaustion of security resources and lowered ability to react to threats, while lower than optimal security may lead to an increased vulnerability level.

5.11.3.4.3
Potential security requirements

The requirements for the next generation mobile network are:

-
Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.

Security service is configurable and negotiable, when commissioned or upon application deployment, or when user/NG-UE requests a specific service.

-
The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.

-
Serving / home networks should be able to support variable security to match service requirements.

5.11.3.y
Key issue #11.y: <key issue name>

5.11.3.y.1
Key issue details

5.11.3.y.2
Security threats 

5.11.3.y.3
Potential security requirements
5.11.4
Solutions
5.11.4.1
Solution #11.1: Device API allowing an application to state security requirements

5.11.4.1.1
Introduction  

This solution addresses key issue #11.1.

5.11.4.1.2
Solution details  

Editors' note: more details are needed here and also we need to decide if this is in scope of 3GPP.  We also need to take care of malware impacts on the network through this API.

The device presents an API that allows individual applications to specify minimum security requirements.

This is described only at a very high level because its detailed specification is not likely to be done by 3GPP.

5.11.4.1.3
Evaluation 

TBD
5.11.4.2
Solution #11.2: Security visibility solution using security indication policy
5.11.4.2.1
Introduction  

This pCR proposes a solution for key issue #11.2: User awareness of security, particularly the following potential security requirements:

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.
5.11.4.2.2
Solution details  

User indication policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). User indication policy of security is specified as following:

· Security capability item, (noticeable value list of items, or changes of item value)

· Example 1: integrity algorithm, (null, snow 3G based)

If the integrity algorithm is null or snow 3G based one, a user will be notified.

· Example 2: encryption algorithm, (downgrade)

When the encryption algorithm is downgraded, a user will be notified.

· Example 3: authentication method, (other than new NG authentication)

When the authentication method is other than newly specified ones in NG, a user will be notified.
Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

The way how to present these security indication to users is an implementation issue (e.g. pop-up, status bar, or icon) and out of 3GPP scope, but the requirement will be mandated for assurance:
· Security indication/notification should be relatively stay. (i.e. if it is pop-up, that should stay on top of the screen of UE, until the user explicitly confirm, not closing after specified period of time.)

· Security indication/notification feature could be turned off by explicit choice of user in the configuration (i.e. setting menu). The default setting is “on”.

· Users can configure the security indication policy through configuration/setting menu of UE, which overrides the operator policy.

· The more detail security capabilities are found in the configuration/setting menu of UE, for advanced users or other purposes.
Editor's Note: It is ffs to determine if it is possible or feasible to ensure that the network’s security information is actually visible to the human user.
Editor's Note: It is ffs if user policy overrides operator policy, or other alternative is possible such that only stronger/higher policy of user can override except “turn off” option.

Editor's Note: It is ffs in which specification to define the assurance requirement.

Editor's Note: It is ffs when it is presented to the user, but it could be the point that the algorithm/capability is decided after negotiation or exchange between UE and 3GPP system.
5.11.4.2.3
Evaluation 

FFS.
5.11.4.3
Solution #11.3: Security configurability solution using security control policy
5.11.4.3.1
Introduction  

This pCR proposes a solution for key issue #11.3: User control of security.
5.11.4.3.2
Solution details  

Default or standard user control policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). Users can modify this in the configuration/setting menu of UE anytime, and user configuration overrides the default/standard configuration. User control policy of security is specified as following:

· Security capability item, condition list (value list of items, or changes of item value), action(s)
· Example 1: authentication method, (other than new NG authentication), (retry, reject)

When authentication method is other than newly specified ones in NG, it is rejected after retry.

· Example 2: encryption algorithm, (any), (prefer maximum security available)

The preference to the strongest algorithm available is delivered to the system. 
Editor's Note: It is ffs if it is feasible that users can understand security capability items suggested.
Editor's Note: It is ffs to how to deliver the preference. One option is to include preference flag/bits in UE security capabilities delivered to the system. Alternative is to include only the strongest algorithm that UE can afford in the UE capability, which is not practical.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

Editor's Note: It is ffs when UE is to take action (and following recovery action after taking such actions as off/reject of connection).
5.11.4.3.3
Evaluation 

FFS.
5.11.4.4
Solution #11.4: UE configuration of key and identifier refresh

5.11.4.4.1
Introduction  

This is a solution for key issue #11.3 “User control of security”, with the consideration of requirements of key issue #3.2 “Refreshing keys” and #7.1 “Refreshing of temporary subscription identifier”.
5.11.4.4.2
Solution details  

Key issue #3.2 “Refreshing keys” has following potential requirement.
-
The UE should have some ability to trigger a refresh of security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.

Editor's Note: The above requirements will be updated such that UE should not refresh long term keys. 
To address requirements, solution #3.2 “UE can request a radio interface key refresh” has proposed.

Key issue #7.1 “Refreshing of temporary subscription identifier” has following requirement.

-
Temporary subscription identifiers shall be refreshed regularly with a frequency that avoids their persistent use. 

To address the requirement, solution #7.1 “UE can request an update of temporary identifier” has proposed.

Both solutions aforementioned suggest UE’s trigger of refresh of key or identifier as a way to ensure minimum security, just in case a network fails to address the requirement. The detail procedures and conditions to trigger the procedure remain for further study, but the method proposed in solution #11.3 “Security configurability solution using security control policy” can provide a tool in configuration aspects.
To address requirements of key issue #3.2 and #7.1, in the aspects of #11.3, similar format could be utilized for key/identifier refresh by UE.

· Security configuration item, condition list, action(s)
· Example 1 : radio interface key refresh, (12 hours since refresh), (try, disconnect after retrial) 
If it has passed 12 hours since radio interface key refresh, UE will trigger key refresh request procedure. UE disconnect the connection, if retry fails.

· Example 2: temporary identifier refresh, (6 hours since refresh), (try in next time, disconnect after retrial) 
If it has passed 6 hours since temporary identifier refresh, UE will trigger temporary identifier refresh request procedure, or next signalling available. UE disconnect the connection, if retry fails.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, but this list could be updated later, when some security procedures are considered to be triggered by UE.
As in solution #11.3, this configuration is provisioned by home network, possibly from security policy function. In some circumstances, a user might be able to check and configure it. Since these kind of procedures could affect network resource, configuration by home network might override user setting. For example, if refresh period given by home network has 6 hours, and user setting has 1 hours, the former value might be used. However, user setting has 12 hours, user value could be used.

Editor's Note: It is ffs if there is a case in that user needs to configure key/identifier refresh period (and further show to human user such as “x days since key refresh” in the configuration menu of UE), since the key issues seems to address case of visited network with lax security policy (never refreshing key/identifiers for a longer period time).

Editor's Note: It is ffs whether security policy should also be derived from the security needs of applications on the UE, in addition to being provisioned by the home network.

Editor's Note: It is ffs to determine how a malfunctioning UE or a malware-infected UE can be prevented from overriding the network setting with the local setting.

5.11.4.4.3
Evaluation 

FFS.
5.11.4.z
Solution #11.z: <solution name>

5.11.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.11.4.z.2
Solution details  

5.11.4.z.3
Evaluation 

5.11.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.12
Security area #12: Credential provisioning 

5.12.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.12.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.12.3
Key issues
5.12.3.1
Key issue #12.1: Credential provisioning

Editor's Note:some aspects of credential provisioning are addressed in 820, too. These aspects in 820 should eventually be merged with 611. 

5.12.3.1.1
Key issue details

TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials." We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC as they are currently defined, i.e. they are the credentials required for the AKA protocol. But other requirements point to the potential need for supporting non-AKA authentication methods requiring different credentials, cf. e.g. requirements referring to "alternative authentication methods" in TR 22.862. We therefore distinguish these two cases below. 

a) AKA credentials on UICCs 

UICCs are likely to continue to play an important role in NextGen security.

Traditionally, provisioning of subscription credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 

Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 

Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  

Further concepts for remotely manageable UICCs are currently being worked on. 

b) Other cases

Editor's Note: These 'other cases' may refer to non-AKA credentials in future versions of UICCs or in other forms of storage on the UE. (Both are ffs).  In particular, it is ffs whether the concept of UICC may evolve in NextGen so as to include also the storage of non-AKA credentials. 

A requirement may necessitate the support for alternative authentication methods, cf. above. 

Editor's Note: It is ffs whether EAP-TLS or EAP-TTLS, or the use of client certificates, are suitable examples of these methods. 

It may be desirable to provision such non-AKA-credentials, to the UE.

Editor's Note: Such a provisioning process may use an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. But even if it is decided not to specify such a non-AKA credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server for the case that initial connectivity cannot be provided using pre-installed USIM credentials.  

5.12.3.1.2
Security threats 

Unauthenticated access entails the risk of Denial of Service against the NextGen serving network.

Unauthenticated access entails the risk of unauthorized use of NextGen services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the NextGen core network.

Editor’s note: The list of security threats needs to be further completed.

5.12.3.1.3
Potential security requirements

Editor's Note: It is ffs whether optional support by the 3GPP network for  access to provisioning servers is needed.   This issue is to be distinguished from the credential provisioning procedure between UE and provisioning server. For the latter, it is ffs whether the provisioning procedure is standardized in 3GPP or uses method described in other groups.

5.12.3.2 
Key Issue #12.2:  Remote credential provisioning for IoT devices

5.12.3.2.1 
Key issue details

The next generation system will combine multiple network accesses and new services, such as Internet of Things (IoT). Different network accesses and services have their own characteristics therefore the requirements for security mechanisms are diverse. 

Internet of Things (IoT) is one of the five catertories classified for NextGen use cases in [1] (TR 22.891). IoT devices will span a wide range, from small devices (such as sensors, wearable devices) to big devices (such as smart home appliance). Some of them may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus cannot access the 3GPP network directly though they may access the 3GPP network with a companion UE with 3GPP credentials..

5.12.3.2.2 
Security threats 

An attacker may be able to attack the communication between the 3GPP network and legitimate IoT devices during their remote provisioning procedure in case there is no secure mechanism to protect the confidentiality and integrity. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.  

5.12.3.2.3 
Potential security requirements

-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.

Editor’s note: It is ffs whether this provisioning is standardised in 3GPP or uses method described by other groups
5.12.3.y
Key issue #12.y: <key issue name>

5.12.3.y.1
Key issue details

5.12.3.y.2
Security threats 

5.12.3.y.3
Potential security requirements
5.12.4
Solutions
5.12.4.1
Solution #12.1: Remote credential provisioning – Add Headless IoT device to existing user’s MNO subscription
5.12.4. 1.1
Overview 
Internet of Things (IoT) is an important use case for next generation networks. It will enable usage scenarios like home automation (including, security, convenience, energy packages), industry automation, smart cities with low power devices (i.e., a battery life of several years), can be easily installed and operated in challenging coverage conditions e.g. indoors and basements. These devices cannot access the 3GPP network without subscription credentials. Deployment of devices cannot be geo-specific and will have challenges to provide geo-specific credentials or provisioning information during the manufacturing time.

The owner of IoT devices, with a high probability, will have a companion UE subscribed to NextGen operator. The Companion UE and IoT device may access each other through a variety of short range communication mean e.g. NFC, Bluetooth, Wi-Fi Direct, lower power Wi-Fi, etc.  The Companion UE acts as a bridge between IoT device and 3GPP network to add the IoT device to the user’s subscription profile (associated with the companion UE) and provision the IoT device with a subscription profile.

5.12.4.1.2
Solution Details  
The following pre-conditions are assumed:

1) IoT device is configured with appropriate Device & Security Configuration by the device manufacturer.  Device Information includes Device Model, Serial number, manufacturer ID, etc.  Device Security information includes public/private pair burned the manufacturing time and URL to a web site containing the certificate chain for this device. 

2)  IoT device is equipped with a short range radio such NFC, Bluetooth Low Energy, Low Power Wi-Fi, etc. over which it can establish secure communication with the companion UE. 
3) Companion UE already has established a secure connection with Core Network using its 3GPP subscriber credentials.

4) IOT Device is provisioned with certificate of the subscription Manager used for mutual authentication.
Figure 5.12.4.1.2-1 shows the steps for the procedure to provision a subscription profile using a companion UE.  Hereafter for clarity, we assume NFC is used as a short range radio for communication between the companion UE and IoT device.  The IoT device is assumed to be equipped with read/write passive tag, and the companion UE is equipped with NFC radio capable of reading from and writing to a passive NFC tag.  For other short range radio alternatives (e.g., Bluetooth Low Energy), there may be more steps between the companion UE and IoT device to establish the communication.
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Figure 5.12.4.1.2-1: Credentials provisioning using Companion UE.
1) The user uses the companion UE to read to read URL pointer to the device certification and perhaps other information about device from the passive NFC tag on the IoT device.  The URL also includes a unique identifier for this device – e.g., www.NextGenCertAuthority.com/DeviceID=xxxx.
2)   The read URL is sent from companion UE to a specified functional component (hereafter, it is referred to as subscription manager) in the Core Network.

3) The subscription manager obtains the device certificate for this certificate URL from the Certification Authority.

4)  Subscription manager verifies the certificate. The verification steps include verifying the chain of certificates all the way up to the root, verifying that the root is a trusted CA for this operator and verifying that the certificate is valid, meaning not expired and issued for the purpose for which it is used. The received device certification may also include additional information pertaining to the device such as, device serial number, manufacturer ID, etc.

5)  Subscription manager will request the NextGen Authentication Server Function (AuSF) to add this IoT device to the existing companion UE’s subscription.  The request will includes a unique device identity, device public-key.  

a.  Authentication Server Function derives a Master Key (hereafter it is referred to as K’) for this IoT device.  Then it encrypts the derived key with the device’s public key (hereafter it is referred to encrypted K’) and sent it to subscription manager in response. 

6) Subscription manager derives a key to secure communication between the companion UE and IoT device, by using K’, a nonce, IoT device information – hereafter this key is referred to as K’’.
7) Subscription Manager creates a subscription profile for this IoT device (including encrypted K’, NextGen Network Identity, Network assigned Identity for this device, etc.) and sends the profile, K’’, the nonce used to generate K’’ to the companion UE. For mutual authentication, Subscription Manager signs the profile, nonce using the private key of the Subscription Manager. 

8) Companion UE installs K’’ for this IoT device.

9) Companion UE sends the received subscription profile and the nonce (to generate K’’) to the IoT device over NFC link.

10) IoT Device verifies the payload received using the public key of Subscription Manager. It also decrypts the subscription profile, nonce for K’’. The device generates the K” and installs K', K’’.
User resets the IoT device.  Upon successful reset, the IoT device installs the profile and attempts to authenticate to the NextGen network.  

5.12.4.1.3
Evaluation  
Editor’s Note:  Evaluation content is FFS.

Editor’s Note:  The proposed solution needs to be evaluated against the existing GSMA solution (as described in GSMA’s document "SGP .22: RSP Architecture") using a companion device in order to justify the motivation for having another solution.

Editor’s Note:  Evaluation of this solution for low power IOT devices is FFS. 

5.12.4.2
Solution #12.2: Remote credential provisioning - for headed devices using captive portal technique
5.12.4.2.1
Overview 
This proposed solution describes credential provisioning for headed Devices using Device credentials over NextGen Access. The solution uses the same model as used in Wi-Fi captive portal.  Upon successful NextGen network discovery and selection, the device performs one-way authentication to the NextGen network in order to obtain a limited connectivity to access the subscription portal to complete sign-up process and download a subscription profile. 

5.12.4.2.2
Solution Details.
Following pre-conditions are assumed:

1) Device is provisioned with device credentials at the manufacturing time. For example, public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the device – e.g.., www.NextGenCA.com/DeviceID=xxxx.

Figure 5.12.4.2.2-1 shows high-level steps.
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Figure 5.12.4.2.2-1: Credentials provisioning using captive portal technique
1. Device starts 3GPP Attach/One-way Authentication for non-provisioned device
a. When device is turned on, it performs network discovery to find available NextGen Networks. The device may use a pre-configured policy to select a NextGen network or the selection can be made by the user’s intervention.  

b. Device starts 3GPP Attach / one-way authentication procedure to authenticate to the network using asymmetric keys. During this procedures, the device provides the Certificate URL to the NextGen Core Authentication Server Function (AuSF).  

NOTE:
An optional network to device authentication is possible by the network providing a certificate as well. For the device to be able to check the certificate, the network may have to provide a certificate chain and the device should have a repository of trusted root certificates on board that it can use to check the validity of the chain.  

c. AuSF will retrieve and verify device certificate for this device
d. Upon successful One-way authentication, the device certificate is made available to the Web Portal Subscription manager.

Editor’s Note: Definition and protocol for 3GPP Attach / One-way authentication is FFS
2. Obtain limited IP connectivity to access web portal subscription manager

a. Device establishes user plane bearer session with limited internet connectivity to access the web portal subscription manager

Editor’s Note:  User plane Bearer Session establishment for limited connectivity is FFS

3.  Complete Subscription Service Signup and Profile Download
a. Device is redirected to a web portal (provided by the NextGen system) so that the user can sign up for a subscription service.

i. Also at this stage an additional authenticity check is possible. The web portal could use HTTPS with a certificate of the operator. The device could test the validity of the certificate, provided the network provides the certificate chain and the device trusts the root. Alternatively, the operator could allow access to the device manufacturer site so that the device can check an online repository of trusted root certificates.

b. Upon successful service subscription sign-up, a subscription profile (encrypted using the device’s certificate) is pushed to the device.  

5.12.4.2.3
Evaluation 

Editor’s Note:  Evaluation content is FFS

NOTE 1: 
The liability implications are an agreement between the operator and the provider of the certification authority; it is a business decision and not a security issue. In real life, cross-certification or a business decision to trust a certain CA always goes via lawyers on both sides. It is in those negotiations that the liability issues are dealt with and agreed.
5.12.4.3
Solution #12.3: Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices
5.12.4.3.1
Introduction  

This solution addresses key issue #12.2.
For UE (e.g. IoT device) equipped with Embedded UICCs (i.e. eUICC), it can initiate an attach to 3GPP network without its 3GPP subscription credentials using eUICC credentials i.e. eUICC certificate chain including eUICC certificate socalled Cert_eUICC and the eUICC manufacturer (EUM) certificate socalled Cert_EUM. It allows the UE to securely access a 3GPP network only dedicated for the purpose of remote provisioning. The detailed procedure is illustrated in Figure 5.12.4.3.2-1.
5.12.4.3.2
Solution details  

Editor’s Note: Whether the following procedure terminates in UE or eUICC is FFS.
1. UE sends Attach Request (Attach type, RANDUE, Cert_eUICC, UE_Signature1) to CP-AU (i.e. Core Network Authentication function), in which the Attach type indicates UE accesss to the network without its 3GPP subscription credentials, Cert_eUICC is the certificate of the eUICC, and UE_Signature1 is generated by UE based on RANDUE and eUICC_ID.
NOTE 1: When ME cannot find any 3GPP subscription credentials (e.g. USIM or GSM applications) available, ME sends request to initate eUICC to generate a random number RANDUE and a signature UE_Signature1 across RANDUE and eUICC_ID i.e. EID [49] that is the eUICC identifier. Then, eUICC sends response including RANDUE, Cert_eUICC, and UE_Signature1 to ME.
Editor’s Note: How to protect the eUICC_ID is FFS.
Editor’s Note: How to prevent replay of parameters in Step 1 is FFS.
2. Upon receiving the Attach Request, CP-AU verifies the UE_Signature1 using the public key included in Cert_eUICC. If the verifications succeed, CP-AU continues the procedure, otherwise, it is aborted by CP-AU. In term of the received Attach type, CP-AU generates a random number RANDAU, a Diffie-Hellman key pair (private key SK_AU and corresponding public key PK_AU), and futher generates its signature AU_Signature across RANDUE, RANDAU, and PK_AU.
NOTE 2:
CP-AU carries out SignatureUE verification to ensure the integrity of received message. In addition, Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.
NOTE 3: CP-AU could execute the certification revocation checking e.g. using CRL [51].
3. CP-AU sends User Authentication request (Cert_AU, AU_Signature, PK_AU, RANDAU, RANDUE) to UE, in which Cert_AU is the certificate of CP-AU.
NOTE 4: CP-AU applies its certificate Cert_AU from the CA held by the operator it belongs to. 
NOTE 5: UE is assumed to have the public key of the operator.
4. After receiving the User authentication request, UE verifies Cert_AU and AU_Signature. If the verifications succeed, the network is authenticated by UE. Then, UE generates its Diffie-Hellman key pair (private key SK_UE and corresponding public key PK_UE) and uses the received PK_AU and its private key SK_UE to generate the session key Ksession which is used derive the related keys to protect the NAS and AS confidentiality and integrity. UE further generates UE_Signature2 accorss RANDAU and PK_UE.
NOTE 6: eUICC in the UE applies the Cert_eUICC from GSMA CI which is different CA between CP-AU belongs to. Therefore, UE and CP-AU shall carry out cross-certification [50] to perform mutual authentication.
5. UE sends User authentication response (Cert_EUM, Cert_eUICC, UE_Signature2, PK_UE, RANDAU) to CP-AU.
6. Upon receving User authentication response, CP-AU verifies Cert_EUM, Cert_eUICC and UE_Signature2. If the verifications succeed, UE is authenticated by network. Then CP-AU uses the received PK_UE and its private key SK_AU to generate Ksession which is used to derive the related keys to protect the CP and UP confidentiality and integrity, e.g. NAS and AS confidentiality and integrity.

7. CP-AU initiates related entities (e.g. UE, AN, and SCM (Security Context Management function)) to establish Security Context, e.g. NAS and AS confidentiality and integrity protection.
8. A PDU session is establised following the attach procedure.
9. After the PDU session establish successfully, the UE established HTTPS connection with the subscription preparation server to download the 3GPP subscription credentials of the attached PLMN. 
NOTE 7: UE downloads 3GPP subscription credentials from the subscription preparation server (e.g. Subscription Manager Data Preparation+ (SM-DP+) defined by GSMA), the detailed authentication and profile download and installation procedures refer to GSMA RSP specification [49].
NOTE 8: The UE attaches to the PLMN network which the 3GPP subscription credentials to be downloaded belongs to. In this case the network should restrict the UE only to download the 3GPP subscription credentials using the connection established by a PDU session (e.g. a special DN name or APN), and the detailed procedure is addressed in SA2.
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Figure 5.12.4.3.2-1: Secure Mechanism of Remote Credential Provisioning for IoT devices
Editor’s Note: Using EAP-TLS as the authentication protocol is FFS.
5.12.4.3.3
Evaluation 

FFS.
5.12.4.4
Solution #12.4 Authentication Procedure for credential provisioning
Editor’s Note: The content of this whole clause needs to be reworded for clarity.
5.12.4.4.1
Introduction

The normal UE attaches to the network using its own 3GPP subscription credentials. When the UE has no USIM and any 3GPP subscription credentials are not provisioned yet, the LTE UE cannot attach and use the network for usual data network service except emergency services.

However, if the NextGen UE has an embedded UICC (i.e. eUICC) with pre-provisioned credentials which can afford to mutually authenticate with the NextGen Core using the 3rd Party authentication credentials. The NextGen System should supports the attachment of such a NextGen UE to enable the download of 3GPP subscription credentials via 3GPP network as described in this solution.

5.12.4.4.2
Reference Architecture for connectivity for credential provisioning
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Figure 5.12.4.4.2-1: Reference Architecture for credential provisioning.

The use of 3rd party credentials for mutual authentication can be achieved in several ways, for example, the 3rd party domain may host a AUSF and the SEAF of the operator domain may interface with it, or alternatively, the AUSF of the 3rd party may be contacted via the AUSF proxy in the 3GPP operator domain. The potential candidate considered in this solution is, using direct interface between the AUSF of the 3GPP operator and the ARPF of the 3rd party domain. When such a NextGen UE attaches to the network for the credential provisioning, even if the NextGen UE attaches with the network for limited service successfully, the allowed data network services for the NextGen UE should be restricted only for the credential provisioning. In such a state, the subscriber is not identified from the NextGen CN, so the NextGen CN should manage the NextGen UE differently from the other normal registered NextGen UEs. And, on the successful remote provisioning, the NextGen UE should detach from the network and re-attach with the provisioned 3GPP subscription credentials.
Provisioning server should be placed within the Operator’s trusted domain. 

5.12.4.4.3
Authentication procedure for credential provisioning
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Figure 5.12.4.4.3-1: Attach procedure for UE without 3GPP subscription credentials
1. The NextGen UE sends the attach request message with a new attach type indicating that it is for remote SIM provisioning of the NextGen UE which has not been provisioned with any 3GPP subscription credentials. The NextGen UE identifier is set by the identifier of ME (e.g. IMEI) instead of IMSI. The IMEI check to the EIR may be performed. If the IMEI is blocked, operator policies determine whether the Attach procedure continues or is stopped. The MM function then triggers the authentication procedure through the SEAF. The AUSF initiates the EAP-TLS authentication procedure with the UE (i.e. eUICC in the UE). 
2. The NextGen UE (i.e. eUICC in the UE) performs the mutual authentication with the AUSF. The 3rd Party ARPF- (for example, device manufacturer) and the eUICC in the UE, are pre-configured with the necessary credentials to perform EAP-TLS authentication. One option is to use the pre-provisioned eUICC credentials (e.g. eUICC certificate and its private key) defined in GSMA RSP specification SGP.02[49]. In order to verify the eUICC certificate, the AUSF is provisioned with the certificate of the root CA who issued the eUICC certificate, and to verify the server certificate, the eUICC is provisioned with the certificate of the root CA who issued the server certificate. One example of the Root CA for this purpose is the GSMA CI which is defined in SGP.02 [49].
The TLS client certificate carrying the eUICC ID is encrypted by the public key of the AUSF before transmitting to the AUSF (step 2D). Alternatively, if asymmetric computation is a significant overhead for the NextGen UE, then the TLS client certificate carrying the eUICC ID is encrypted by the random key generated by the UE and the UE encrypts the random key using the public key of the AUSF. The UE transmits both encrypted TLS certificate carrying the eUICC ID and the encrypted random key to the AUSF.
Editor’s Note: Impact on TLS Handshake is FFS
3. If the authentication succeeds, then the AUSF provides the MSK key to the SEAF. The SEAF derives further keys and provides the respective keys to the NR, UPF and MMF. The UE also derives the necessary keys. Then the NextGen UE and the NextGen core network and NR share the security contexts derived from the authentication results. From this point, CP and UP messages are confidentiality and/or integrity protected.
4. The MMF creates the session and sends the Attach accept message to the NextGen UE if it accepts the NextGen UE to connect to the network for credential provisioning. This message may include some information such as the operator's SIM provisioning server address, to be used by the NextGen UE to perform the step 6.
5. The PDU session is established, where the PDU session is restricted to allow the NextGen UE to only access the SIM provisioning-related servers (e.g. DNS server, SIM provisioning server such as SM-DP+ and SM-DS, or the operator’s subscription portal, and so on.). During this step, the information obtained by the MMF (e.g. operator's SIM provisioning server address) in the step 4 may be used to configure the restriction rule of the PDU session.
Editor’s Note: It’s FFS how to restrict the UE traffic over the PDU session. It will depend on the design of SM procedures defined by SA2.
6. After the PDU session is established successfully, the NextGen UE connects to the SIM provisioning server and downloads the 3GPP subscription credentials (e.g. based on GSMA RSP specification SGP.02 [49]).
NOTE: This step and provisioning of AKA credentials to the ARPF of the operator’s network are out of the scope of 3GPP specification.
After the 3GPP subscription credentials are downloaded successfully, NextGen UE detaches from the network.
The 3GPP subscription credentials are activated and the NextGen UE attaches to the NG network as the normal attach (AUSF fetch the subscriber credentials for authentication from the ARPF of the operator’s network).
5.12.4.4.4
Evaluation 
5.12.4.5
Solution #12.5: Network access for credentials provisioning
5.12.4.5.1
Introduction  

This solution addresses Key Issue #12.2 Remote credential provisioning for IoT devices.

The solution proposes a general framework for network access for credentials provisioning. The actual provisioning process is out of scope for this solution.
5.12.4.5.2
Solution details  
5.12.4.5.2.1
Credentials and identifiers used for network access for credentials provisioning

In this solution, it is assumed that the UE is not pre-provisioned with any 3GPP subscription credentials. Furthermore, it is assumed that the network access for credentials provisioning is authenticated. In order for the UE to authenticate itself towards the network, the UE needs to have some sort of credentials. In this solution, we use the name "provisioning credentials" for the credentials used for authentication for network access for credentials provisioning. As the UE is not pre-provisioned with 3GPP subscription credentials, the provisioning credentials cannot be related to a subscription. As an example, the provisioning credentials could include certificates, and instead of being related to a subscription, they could be related to a business agreement to accept this kind of certificate for network access for credentials provisioning.

NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' to decide which function stores the provisioning credentials.
It is expected that some kind of identifier is needed for access to a NG network. Because the provisioning credentials are not related to a subscription, they will probably not include a 3GPP subscription identifier (e.g., IMSI).  Hence, the UE needs to have a provisioning identifier as well. This provisioning identifier could, but need not, be identical to the equipment identifier (e.g., IMEI).

There are other solutions in this Security area that use provisioning credentials and provisioning identifiers for network access for credentials provisioning. Solution #12.2 uses a public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the UE. Solution #12.3 uses the eUICC-certificate and eUICC-ID. Solution #12.4 uses the equipment identifier and pre-configured credentials. The term "provisioning credentials" introduced in this solution is a more general term that includes the credentials and identifiers used in solutions #12.2, #12.3 and #12.4, but possibly also other types of credentials and identifiers, as long as they are not related to a subscription.

The goal of the credentials provisioning process is to provision the UE with 3GPP subscription credentials that it can use for general network access. The 3GPP subscription credentials could be AKA-credentials, as for the GMSA remote provisioning specification (e.g. SGP.02 [49]), but also other types of 3GPP subscription credentials.

5.12.4.5.2.2
Network access for credentials provisioning

Editor’s Note: More detail should be added to this solution to describe how it mitigates the threats detailed in security area 12.
This solution proposes to use EAP-methods for authentication, because they provide a general and well-studied framework for authentication. Examples for EAP-methods that can be used are EAP-TLS, EAP-TTLS and PEAP.

In Figure 5.12.4.5.2.2-1, high-level flows are provided for network access for credentials provisioning.
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Figure 5.12.4.5.2.2-1: Network attach procedure for credentials provisioning

1.
The UE sends the attach request message, with attach type credentials provisioning. The UE uses the provisioning identifier instead of the subscription identifier. The MM function triggers the authentication procedure with the AUSF/ARPF, which initiates the authentication procedure with the UE.

2.
The AUSF/ARPF authenticates the UE using the provisioning credentials and an EAP method, e.g., EAP-TLS, EAP-TTLS or PEAP. The authentication process may also involve communication of the AUSF/ARPF with an external entity, e.g., a certificate authority or a 3rd party authentication server. 


The authentication process includes an authorization check whether the provided provisioning credentials may be used for network access for credentials provisioning for that UE.3.
The SMF requests from the NG PC policy rules (i.e. QoS rules) related to the traffic flows the UE will be authorized to establish for remote provisioning of credentials.  The SMF installs the received rules at the NG User Plane Function (NG-UPF not depicted). This ensures that the UE only uses the connection for the purpose of the remote provisioning of subscription credentials. The NG-UPF then enforces the policy rules.4.
The MMF completes the attach request and establishes the security contexts. The MMF/SMF may provide information to the UE e.g. the address of the provisioning server that the UE is allowed to connect to according to the policy rules.

5.
The actual provisioning process between the UE and the provisioning server takes place over User Plane signalling and is out of scope for this solution. The provisioning server may be outside the operator domain.

6.
After the successful provisioning of the 3GPP subscription credentials, the UE detaches from the network. The detach may also be enforced by the network due to the policy rules, e.g., after a certain time.

7.
The UE now uses its 3GPP subscription credentials to attach to the network for general access.

5.12.4.5.3
Evaluation 

5.12.4.z
Solution #12.z: <solution name>

5.12.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.12.4.z.2
Solution details  

5.12.4.z.3
Evaluation 

5.12.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.13
Security area #13: Security for Interworking and Migration

5.13.1
Introduction 

This security area focuses on security aspects of migration and interworking scenarios.

Example interworking scenarios to consider are from EPC to NextGen core.

In addition, typical roaming scenarios between operators are studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core. Typically an MNO will not deploy a standalone Next Generation System right from the beginning, but rather deploy it in parts of his PLMN area in addition to an existing legacy 3GPP RAN. 
Further NextGen core of an operator will need to support roaming with partners that have not yet migrated to the NextGen core. Thus migration strategies and interworking is required to maintain service for UEs changing between NextGen Radio (NR) and legacy 3GPP RAN. This key issue focuses on security aspects of migration and interworking scenarios based on the findings TR 23.799.

Several options of interworking and migration between radio technologies and possible core network concepts have been identified. 

-
Radio technologies to be considered are eLTE (Rel-15) and NR. 

-
Core Network concepts to be considered are EPC and Next Generation Core (NGCN). 

This key issue should in particular address security aspects of 

-
handover mobility and 

-
idle mode mobility 

when a NextGen system interworks with LTE/eLTE and vice versa, or other systems (e.g. WiFi). In the latter trusted and untrusted access needs to be considered.

Editor's Note: Mobility during inactive state may also have to be considered, depending on SA2 decisions.

Based on the identified migration and roaming scenarios the need for security in interworking solutions between the NextGen core network and EPC will be determined and related solutions will be discussed.

Possible deployment options (Option 3, 4, 5 and 7) for interworking between LTE/EPC and the NextGen System are collected in Annex J in TR 23.799 [2]. 

Interim agreements on EPC-NextGen Core interworking are collected in clause 8.11.1 of TR 23.799 [2]:

-
The standard defined for mobility procedures from NG Core to EPC shall be able to support "single radio/single attach" UEs and achieve minimal service disruption.

-
Support for these procedures in the network is optional and is based on network capabilities.

-
Common UP anchor is required for IP address preservation.

-
A common subscriber database (similar to HSS) is used between EPC and NG Core.

-
The standard shall support a source to target CN interface to transfer certain context between MME and CP Function of NG Core.

5.13.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 

Assumption: no SRVCC in NextGen, no interworking with GSM/GPRS, UMTS.

Furthermore, it is assumed that mobility scenarios can be considered separately for core network and radio access network. 

Editor's Note: It is ffs whether this assumption is warranted. It is to be verified e.g. whether we will use the same key derivation scheme as for (e)LTE with the vertical and horizontal handovers.

5.13.3
Key issues

5.13.3.1
Key issue #13.1: Security for Handovers 

5.13.3.1.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various handover scenarios needs to be considered: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.1.2
Security threats 

5.13.3.1.3
Potential security requirements

5.13.3.2
Key issue #13.2: Security for Idle Mode Mobility  

5.13.3.2.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various idle mode mobility scenarios needs to be considered: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.2.2
Security threats 

5.13.3.2.3
Potential security requirements

5.13.3.3
Key issue #13.3: Security aspects of migration  

5.13.3.3.1
Key issue details

Typical roaming scenarios between operators are studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core.

This key issue is introduced to study any security issues that may arise due to migration.

Interim agreements on option 3 to NG Core migration are collected in clause 8.11.2 of TR 23.799 [2]: 

· Solution 18.3 for migration from E-UTRAN/EPC including option 3 to NG Core options has been selected
· RAN related aspects of migration e.g. related to RRC or user plane will be addressed by RAN WGs
Solution 18.3 in TR 23.799 [2] is a solution for migration from E-UTRAN/EPC including Option 3 to Option 2,4,5, or 7. 

For the deployment options, see Annex J in TR 23.799 [2].

5.13.3.3.2
Security threats 

5.13.3.3.3
Potential security requirements

5.13.3.4
Key issue #13.4: Bidding down to an older 3GPP generation or a non-3GPP access technology

5.13.3.4.1
Key issue details

NextGen systems will be operated alone or in interworking scenarios with other systems, which also include earlier 3GPP generations and non-3GPP access. Nonetheless, 5G is expected to provide enhanced security features compared to earlier generations, e.g. enhanced user identity confidentiality. 

An attacker may impersonate a base station to attract UEs with weaker security. Such bidding down attacks have been a problem in earlier generations of 3GPP systems. For example, an LTE-capable phone was tricked into attaching to a false GSM base station and, in this way, accepted weak GSM security. 5G systems should specifically pay attention to mitigate such attacks. 

5.13.3.4.2
Security threats 

An attacker masquerades as false network and forces NG UEs to use no security or weak security, by making the UE believe that there was no 5G coverage. Thus NG UEs are tempted to connect to a false network offering an older 3GPP generation or a non-3GPP access technology. Using weaker security makes it easy to further attack the NG UE, e.g. to eavesdrop, intercept or modify the communication data.

Thus, even in spite of enhanced 5G security features as envisioned in 5G, bidding down attacks, e.g. IMSI catching, could still be successful and would harm NG UEs. 

5.13.3.4.3
Potential security requirements
It shall be possible for a NG UE to limit its system selection to only systems with 5G security capabilities

5.13.4
Solutions
5.13.4.1
Solution #13.1: 

5.13.4.1.1
Introduction  

This solution is related to key issue 13.4.
5.13.4.1.2
Solution details  

To limit NG-UE's system selection to only systems with 5G security capabilities, the NG-UE could be set manually by the user or by a policy configured in the UE.

NOTE: Such settings were possible in earlier phone generations, e.g. in new UMTS phones, but they seem to have disappeared from present-day phones.
5.13.4.1.3
Evaluation 

5.13.4.z
Solution #13.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.13.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.13.4.z.2
Solution details  

5.13.4.z.3
Evaluation 

5.13.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.14 
Security area #14: Security aspects of small data

5.14.1 
Introduction

To address massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around, different solutions  have been proposed in TR 23.799. In all the proposals UE sends data to the NextGen Core via a user plane path without requiring more signalling to set up and tear down dedicated bearers. No additional signalling to the network (RAN and Core) is expected than the amount of user data to be transferred on this interface, which is referred here as small data interface. Some of the solutions envision occasional signalling for setup and management of the small data interface.

Once the PDU session for the UE has been set-up, in order for the UE to be able to send or receive data on the small data interface, no dedicated connection for the UE needs to be setup on the RAN-Core interfaces NG2 or NG3. 

In some scenarios, PDU session setup may not be necessary.  

5.14.2
Security Assumptions

The UE gets authenticated and Attaches to the network.  Based on the service required, UE sets up PDU sessions, the session set up  may or may not involve set up of special context sending small data. Following are the general security assumptions for the small data feature

-
UE has a session and security context established, control plane context in the Controller and user plane context in User Plane Gateway.

-
UE may or may not have AS context established in the RAN, the AS context is not used to small data packets

-
There is no dedicated signalling exchange specific to the UE between the RAN and the Core, there is no UE specific security in the RAN. The security and header decompression of the user plane packets are handled in the NextGen Core (in the UPGW part of the NextGen Core). Security algorithms, Compression algorithms etc are negotiated between the UE and the CN during the PDU Session set up. Security keys are derived are also derived at the UE and CN during the session set up. 

-
The MM procedures (e.g. ATTACH, authentication,  Tracking Area Update ,etc) are independent from whether the UE has a  small data transmission mode .

-
When the UE is already attached to the network and has established a PDU session, to send UL data.

-
There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core.

-
There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 

In some scenarios, the setup of a PDU session before UE sends a small data packet is optional. In those scenarios the network can validate the data packet based on the information in that packet.5.x.3
Key Issues

5.14.4
Solutions

5.14.5
Key issues 
5.14.3.1
Key Issue #14.1: Access security for small data session

5.14.3.1.1
Key issue details

Since there are no specific signaling needed to access the small data bearer, eNB Access Stratum radio bearers for the small data access need to be secured or restricted. Since the service is for sporadic bursts of small data, UEs should be prevented from accessing the interface for other services.

5.14.3.1.2
Security threats 

If the eNB access is not secured, there could be attacks on the NextGen network in general and the small data access interface in particular. Hacking in to NextGen network using small data access is potential threat to be avoided.

5.14.3.1.3

Potential security requirements

eNB access for sending data on the small data interface needs to be protected to prevent un authorized UEs accessing small data interface or hacking in to network.

5.14.3.2
Key Issue #14.2: Security for data over  the small data interface.

5.14.3.2.1
Key issue details

Data sent over the small data interface need be protected for privacy and integrity. It should be possible to encrypt the data and prevent any manipulation of data.

5.14.3.2.2

Security threats 

Without security, data sent over the small data interface may have no privacy.

Without security data sent over the small data interface could be manipulated.

5.14.3.2.3
Potential security requirements

It should be possible to encrypt and or integrity protect the data sent over the small data interface, with minimum overhead.

5.14.3.3
Key Issue #14.3: Restricting small data resource utilization 

5.14.3.3.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, and there is no dedicated signaling to setup radio bearers, UEs may repeatedly access the small data interface and keep sending data hogging the resources and creating DOS attacks.

5.14.3.3.2

Security threats 

UEs constantly sending data packets over the small data interface may cause DOS attacks.

5.14.3.3.3
Potential security requirements

UEs accessing small data interface need to be restricted for their frequency of access as well as amount of data (packet size)  send on the interface. UEs sending data more than the size of allowed packet size need to be signaled to be in the regular connected mode. UEs sending data more frequently than allowed frequency of transmission need to signaled to be in connected mode. 

5.14.3.4
Key Issue #14.4: Small data context retention 

5.14.3.4.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, the UEs may stay in Idle/power saving  mode for a long time without any activity. Authenticating UEs at every transmission occasion may consume power and drain the battery, hence this need to be avoided too. Hence solutions which doesn’t need a specific context to be retained either in the UE or in the network are also to be studied.

5.14.3.4.2


Security threats 

UE and the UPGW need to keep the small data security context for a long time. If security context is leaked, the session could be hijacked.

5.14.3.4.3
Potential security requirements

UE and UPGW need to keep the security context active for a long duration of time securely. The duration of context retention may be known to both UE and the UPGW or may not be known to both UE and the UPGW

It should be possible for the network to challenge and verify the UE periodically and re-authenticate the UE for the small data service. 

5.14.4
Solutions

5.14.4.z
Solution #14.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.14.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.14.4.z.2
Solution details  

5.14.4.z.3
Evaluation 

5.14.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.15
Security area #15: Broadcast/Multicast Security

5.15.1
Introduction 

NextGen System will provide broadcast services (TR 23.799, clause 4). Broadcast/Multicast will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC. Specific solutions proposed in TR 23.799 such as1:many and 1:all communication, group handling, group communication need to be analysed with respect to security.

This security area will study functionality needed to satisfy security for current and emerging 3GPP broadcast/multicast requirements and application architecture requirements (e.g. MCPTT, MCVideo, MCData, CriC, and massive MTC).

This security area is addressing “MBMS security” and will cover aspects such as Broadcast/Multicast capabilities has been defined in TR 23.799, clause 5.13.

Editor's Note: It should be noted that SA2 have put the key issue on Broadcast/Multicast to phase 2 in their meeting in July 2016.

5.15.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 

5.15.3
Key issues

5.15.3.1
Key issue #15.1:  Broadcast/Multicast capabilities

5.15.3.1.1
Key issue details

LTE/eLTE features, e.g. GCSE/MCPTT or V2X, already use or will use multicast / broadast capabilities. This key issue should study, whether additional security considerations are needed within the NextGen architecture concept. 

5.15.3.1.2
Security threats 

5.15.3.1.3
Potential security requirements

5.15.3.2
Key issue #15.2:  Usage of MBMS security 

5.15.3.2.1
Key issue details

MBMS security is specified in 3GPP TS 33.246 [18]. This key issue should study its application to NextGen architecture and whether additional functional implications result from it.

5.15.3.2.2
Security threats 

5.15.3.2.3
Potential security requirements

5.15.4
Solutions

5.15.4.z
Solution #15.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.15.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.15.4.z.2
Solution details  

5.15.4.z.3
Evaluation 

5.15.5
Conclusions 
Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.16
Security area #16 Management security

Editor’s Note: A more appropriate name of this security area is FFS.5.16.1
Introduction
Security of network management and deployment is always one of the key security topics. Some of the existing concerns in traditional networks, e.g. in LTE system are carried over, even in next generation networks. In TS 33.401, the management security is discussed in Section 5.3, Chapter 12 and 13. The deployment is also discussed in Section 5.3 and also in TS 33.310.

In the next generation network, several changes can introduce difficulties into network management and deployment:

· The network architecture evolution. 

· The introduction of network virtualization.

· The deployment location of network functions.

· The open of management interfaces.

The impacts brought by those changes are discussed in the key issue sections.
5.16.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area.
5.16.3
Key issues

5.16.3.1
Key issue # 16.1: management plane communication protection

5.16.3.1.1
Key issue details
Protecting the communication between the manager and the managed network elements or network functions are the basic feature of the management security. Chapter 13 of TS 33.401 gives the protections for management plane over S1 interface. In next generation, should consider two more scenarios:

· The AN and CN function could be deployed in unsecure domain.

· The communication between NE and Manager could pass virtualized network. The infrastructure might be not owned by network operator.

Both scenarios show the management plane communication can be subject to external attacks. Especially in the virtualized environments, it is hard to know whether communication is internal or external. Therefore, the protections on S1 interface should be deployed in all management communications.

Editor’s Note: Whether management plane security needs to be taken account for Next Gen is FFS.

5.16.3.1.2
Security threats

All threats to management functions, i.e. the FCAPS functions. The attackers could 

· Disclosing or tampering the software, configuration in NEs, and thereafter attacking the network functions or attacking other NEs via the compromised NEs.

· Attacking the OM center from compromised NEs.

· Spoofing or interrupting services or privacy of UEs.

5.16.3.1.3
Potential security requirements

The security requirements are:

· Network management entities shall be mutually authenticated and authoirized before establishing management plane communication.

· Management plane communication shall be confidentiality- and integrity-protected.

5.16.3.2
Key issue #16.2: network element deployment security

5.16.3.2.1
Key issue details
NEs could be deployed and commissioned by local or remote configuration, or the combination of local and remote operation. The automatical deployments are studied in LTE and the corresponding security protections are discussed in TS 33.310.

In next generation, low cost and quick deployment is required. The requirements should suit both the “ultra dense” and the “virtualized infrastructure” characrastics. Both are required to minimize manual operations and rely on  automated operations as much as possible. The automated operations should be protected and, the provisioning of security related credentials, trust roots and policy configurations should be done in a secure way.

5.16.3.2.2
Security threats

Attackers could

· Faking NEs connecting to OM center or connecting to network.

· Faking OM center to disclose or tampe the software, configuration in NEs, and thereafter attacking the network functions or attacking other NEs via the compromised NEs.

· Attacking the OM center from compromised NEs.

· Steal credentials of NEs.

· Spoofing or interrupting services or privacy of UEs.

5.16.3.2.3
Potential security requirements

· NE and OM center shall be mutually authenticated, e.g. during remote or local provisioning.

· NE and OM center shall be authorized to communicate with each other, e.g. during remote or local provisioning.

· NE credentials and NE trust list, verification materials shall be securely provisioned..

· Communication between NE and OM center shall be confidentiality- and integrity-protected during provisioning.

5.16.3.3
Key issue #16.3: Network slice life-cycle security

5.16.3.3.1
Key issue details

In TR 28.801 a network slice life-cycle is described to have thesephases:

· Preparation phase

· Instantiation, Configuration and Activation phase
· Run-time phase
· Decommissioning phase
Securing the life-cycle of a network slice should cover all phases to avoid ending up with vulnerabilities in any of the phases that can compromise the security of the network slice. A vulnerability can be introduced in one phase and be exploited in another phase (e.g a poorly designed network slice blueprint could have vulnerabilities that are exploited in the run-time phase).

Some security aspects of network slices are being handled by other key issues and solutions in this document. The purpose of this key issue is to act as an overview to make sure all security aspects of the network slice life-cycle phases are covered.  

· In the Preparation phase topics such as creation and verification of network slice blueprints are handled.  

· In the Instantiation, Configuration and Activation phase the network slice  is configured, instantiated and eventually activated
· In the Run-time phase the network slice is used, supervised, upgraded and reconfigured.
· During the decommissioning phase the network slice is deactivated. This includes removing dedicated resources and configurations. If there is information (e.g auditing information) that needs to saved, this happens during this phase. After this phase, the network slice is no longer in existence.  
5.16.3.3.2
Security threats 

A general comment regarding security threats is that if security aspects are not analysed on the entire life-cycle of a network slice, vulnerabilities may be overlooked or introduced in one phase and be exploited in other phases. 

· Preparation phase

· If an attacker (insider or outsider) is able to compromise a network slice blueprint a vulnerability (e.g inserting some kind of malware such as a Trojan or an Advanced Persistent Threat (APT)) can be introduced that can affect all network slices based on the blueprint.

· Lack of hardening (Hardening entails removing unnecessary functionality from for instance an OS, e.g removing unnecessary software and closing unnecessary ports) of network slice blueprints can introduce vulnerabilities (e.g if software that is considered untrusted such as telnet is not removed from an OS it can be used by an attacker to gain control of for instance a network element) that can affect all network slices based on the blueprint.

· Security design flaws in network slice blueprints can introduce vulnerabilities (e.g not establishing a password policy that requires strong passwords or two factor authentication) that can affect all network slices based on the blueprint.

· Failing to incorporate security patches (e.g using unpatched virtual machine templates) can result in vulnerabilities (an example from 2014 of this kind of vulnerability is “Heartbleed”) that can affect all network slices based on the blueprint.

· Instantiation, configuration and activation phase

·  APIs exposed to instantiate, configure and activate network slices could be compromised.

Editor’s note: Further clarification on API is needed. 
· Run-time phase

· A network slice in use may be attacked due to lack of security controls such as the ones described in security area #8.

· APIs exposed to tenants used for supervision and management could be compromised.

· Failing to incorporate security patches may over time degrade the security level if known vulnerabilities (a well-known source of information regarding reported vulnerabilities is CVE (Common Vulnerabilities and Exposures) in for instance hypervisors or virtual machines are left unpatched.

· Decommissioning phase

· If not all resources and configurations are removed when deactivating the network slice instance, attackers may be able to use the resources left behind to perform attacks.

· When deactivating the network slice there may be information (e.g auditing information) that needs to be saved for bookkeeping or for legal reasons. If this information is not handled in a secure way (e.g encrypting stored data) it may be used by an attacker to get valuable information about the network slice tenant and users.

Editor’s note: These security threats should not be considered as an exhaustive list. Further security threats are FFS.

5.16.3.3.3
Potential security requirements
Editor’s note: Solutions addressing this key issue will be considered in Phase 2. 

5.16.3.y
Key issue #16.y: <key issue name>

5.16.3.y.1
Key issue details

5.16.3.y.2
Security threats 

5.16.3.y.3
Potential security requirements
5.16.4
Solutions
5.16.4.z
Solution #16.z: <solution name>

5.16.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.16.4.z.2
Solution details  

5.16.4.z.3
Evaluation 

5.16.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.17
Security area #17: Cryptographic algorithms

5.17.1
Introduction 

This clause deals with cryptographic algorithms for Next Generation System.

5.17.2
Security assumptions
Security mechanisms and protocols rely on the use of cryptographic algorithms. 

5.17.3
Key issues
5.17.3.1
Key issue #17.1: Cryptographic algorithms for backward compatibility

5.17.3.1.1
Key issue details

Next Generation System is expected to be backward compatible with SAE/LTE. SAE/LTE security relies on a list of cryptographic algorithms optional or mandatory to support. 

5.17.3.1.2
Security threats 

The use of unsecure or deprecated cryptographic algorithms according to today state of the art in cryptography results in compromising security mechanisms (e.g confidentiality or integrity of transmitted data), or in compromising security protocols (e.g. TLS). 

5.17.3.1.3
Potential security requirements

Next Generation System shall support a list of cryptographic algorithms enabling the backward compatibility with SAE/LTE security. This list of algorithms shall reflect the today state of the art in cryptography (confer [52], [53]).
5.17.3.2
Key issue #17.2: Quantum safe cryptography 

5.17.3.2.1
Key issue details

Current asymmetric cryptographic algorithms in use nowadays, and largely deployed, will be considerably impacted by the arrival of large-scale quantum computers. Even if the date of arrival of quantum computing era with large-scale quantum computers for code-breaking is an open question, Next Generation System will probably be on the field when quantum computers become a reality. 

Several reports on Quantum Safe Cryptography exist; confer [54] and [55]. 

Shor’s algorithm will practically break all currently standardized public-key algorithms, including RSA, Elliptic-Curve Cryptography (ECC), Diffie-Hellman, and pairing-based crypto. With Shor’s algorithm, today’s public-key algorithms lose almost all security, and increasing the key length does not help much. 
Quantum computers would also have a theoretical impact on symmetric cryptography. Grover’s algorithm can invert any function using only 𝒪([image: image171.png]


) evaluations, where N is the number of possible inputs, e.g. cryptographic keys. But Grover’s algorithm cannot be effectively parallelized, and together with the higher cost and lower clock rates, this means that a cluster of classical computers will likely remain the most cost-efficient way to break symmetrical crypto. It is unknown if Grover’s algorithm will ever be relevant for practical cryptanalysis.
3GPP should wait until publicly evaluated PQC algorithms have been standardized. Introducing algorithms that has not been publicly evaluated for many years introduces more risks than it eliminates. 3GPP should mandate implementation of post-quantum cryptography as soon as public evaluated algorithms have been standardized. Actions should be aligned with IETF standardization of TLS, IKEv2, and X.509. 3GPP should aim to deprecate non-quantum safe algorithms before large enough quantum computers emerge. Timely introduction of post-quantum cryptography enables this.
Editor’s Note: UE capabilities needed for quantum resistant cryptography are ffs.
5.17.3.2.2
Security threats 

At the arrival of large-scale quantum computers for code-breaking, the currently used algorithms based on asymmetric cryptography will be broken. 

Some examples of asymmetric algoritms that will be no longer secure:

· RSA, DSA or ECDSA for digital signatures 

· DH, ECDH for key exchange. 

AES is considered as quantum safe since the cipher can adapt to resist quantum computing attacks by increasing the length of keys. 

Editor's Note: Selection of appropriate key lengths used for symmetric key algorithms, hash functions, and the associated message authentication codes generated, to be quantum-safe is FFS.

Editor's Note: It is FFS whether AES-128 and SHA-256 are quantum secure as well.
New quantum-safe asymmetric cryptography is needed (to replace RSA, ECDSA…); some alternatives, based on coding theory, lattices, hash functions, multivariate equations, and supersingular elliptic curves, are under being studied but need more time for scrutinization by the crypto community. 

Quantum-resistant cryptographic algorithms that have not been sufficiently publicly evaluated may have weaknesses that would have been discovered in the public evaluation.
5.17.3.2.3
Potential security requirements

Next Generation System shall be able to support cryptographic algorithms that can resist quantum computing attacks. 

Next Generation System shall enable transition to quantum safe cryptography. 

The use of quantum cryptographic algorithms known to be resistant against quantum computer attacks shall be considered in priority when designing new security mechanisms and protocols. 

The quantum-resistant cryptographic algorithms supported by the Next Generation system shall be standardized and have been publicly evaluated for many years.
5.17.3.y
Key issue #17.y: <key issue name>

5.17.3.y.1
Key issue details

5.17.3.y.2
Security threats 

5.17.3.y.3
Potential security requirements
5.17.4
Solutions
5.17.4.1
Solution #17.1: Incorporate a quantum safe algorithm from day one

5.17.4.1.1
Introduction

This solution addresses key issue #17.2.
5.17.4.1.2
Solution details

We anticipate that a set of public key algorithms will be specified as mandatory to support (by various entities, potentially including UICC, UE, serving network nodes and home network nodes) in the NextGen security specification.

When the NextGen security specification is created, at least one "best known in class" quantum safe algorithm is included in this set of mandatory to support algorithms.  By "best known in class" we mean the algorithm deemed best by SA3 (taking suitable advice from other sources) in terms of

-
being believed safe against cryptanalysis by quantum computers;

-
efficiency (computing time, signature size etc).

We deliberately avoid selecting such an algorithm in this TR.  The selection of the algorithm(s) should be left as late as is reasonably possible, to allow for new results in the very active, not yet mature field of quantum safe cryptography.

5.17.4.1.3
Evaluation

The clear advantage of this solution is that the quantum safe algorithm is there from day one, and any NextGen entity can confidently assume that the other party with which it is communicating will also support this algorithm.

The clear disadvantage is that quantum safe cryptography is an immature field of study.  Quantum computers may not become a real threat for many years, and in that time there may very well be big advances in the field, such as:

-
new quantum safe algorithms that are much more efficient than those known today;

-
new algorithms giving much better assurance of quantum safety;

-
algorithms currently believed to be quantum safe turning out not to be.

A (supposedly) quantum safe algorithm in the initial NextGen specifications may therefore turn out to be very sub-optimal.

5.17.4.2
Solution #17.2: Message flexibility

5.17.4.2.1
Introduction

This solution addresses key issue #17.2.
5.17.4.2.2
Solution details

All standardised messages that carry public key signatures are specified in such a way that the signature size is flexible enough to include much larger signatures in future.  Likewise, all standardised messages that carry public keys (either raw or in certificates) are specified in such a way that much larger public keys can be accommodated in future.
5.17.4.2.3
Evaluation

Algorithms currently believed quantum safe typically involve much larger keys and much larger signatures than classical public key algorithms.  This solution makes allowance for such algorithms to be introduced in future.

The solution is specified only at a very high level; further detailed study will be required to apply it in practice.
5.17.4.3
Solution #17.3: Updating algorithms to be used by home network and UE

5.17.4.3.1
Introduction

This solution addresses key issue #17.2, for algorithms used to protect messages sent in either direction between individual subscribers and home network nodes.
5.17.4.3.2
Solution details

A home network can deliver an entire new algorithm to a UE (including UICC), using any OTA mechanism at its disposal.  This could be new code that the UE (possibly the UICC) can compile, or can run in an interpreter.

A new home network public key (raw or certificate) can be delivered to the UE using the same mechanism, if required.

If the UE needs its own key pair for use with the new algorithm, then the home network will deliver the corresponding key generation algorithm along with the public key algorithm.  This key generation can make use of a random number generator API on the UE.  The UE uses the key generation algorithm to generate its own key pair.

After successful delivery of a new (e.g. quantum safe) algorithm, and confirmed delivery / creation of necessary keys, the home network can require that the UE always uses this new algorithm, and reject attempts to use older algorithms.  The extent to which the home network can be confident in a particular subscriber’s ability to use a new algorithm will depend on:

-
whether the new algorithm has been delivered to run in the UICC, or elsewhere in the device;

-
whether the UICC is fixed or removable.

Similarly the UE can require that the home network always uses this new algorithm, and reject attempts to use older algorithms.
5.17.4.3.3
Evaluation

Supporting the ability to deliver whole new algorithms in this way means that a new (e.g. quantum safe) algorithm can be phased in, in such a way that the home network can be confident that it happens, and is not reliant on whether a device manufacturer delivers patches, or whether the user chooses to accept such patches.  Phasing in of a new algorithm can be done, for instance, if and when the risk from non-quantum-safe algorithms is deemed high enough, and when the study of quantum safe algorithms is deemed mature enough for an algorithm to be selected.

Risks / challenges with this approach include:

-
the fact that entire new algorithms may be significantly larger than OTA mechanisms typically handle today;

-
it may be hard for a newly delivered algorithm to run as efficiently, and with as much resistance to side channel attacks such as differential power analysis, as could be true of a native algorithm implementation.

5.17.4.4
Solution #17.4: Secure negotiation of algorithms to be used by home network and UE

5.17.4.4.1
Introduction

This solution addresses key issue #17.2.  It is an alternative to solution #17.3.

We assume that, if a new algorithm is specified for use between UE and home network in the NextGen system, then for some years to come:

-
some newly manufactured UEs will support the new algorithm, and some will not;

-
some existing UEs will be patched to support the new algorithm, and some will not;

-
some home networks will support the new algorithm, and some will not.

5.17.4.4.2
Solution details

Using any OTA mechanism at its disposal – or directly, in the creation of new USIMs (or their NextGen equivalent) – the home network can cause a flag to be set in the UE (e.g. on the UICC).  A UE that has been created or patched to support the new algorithm will recognise that this flag means that the home network supports the new public key algorithm.

A new home network public key (raw or certificate) can be delivered to the UE using any secure OTA mechanism, if required.

When a UE supporting the new algorithm first observes this indicator flag to be set, it communicates to the home network that it (the UE) also supports this algorithm (including confirmation that the UE has generated a key pair for the new algorithm, if it needs one).  This could be done in an OTA message, or it could be included as a parameter in a message to the home network such as the Initial Authentication Request defined in solution #2.12.  Receipt of this message needs to be acknowledged by the home network.

After confirmation that both the UE and the home serving network support a new (e.g. quantum safe) algorithm, then this solution means that they can agree only to use this new algorithm, and can each reject attempts to use older algorithms.

Editor’s note: The above solution is described only at a high level – more details are needed. 

5.17.4.4.3
Evaluation

This solution allows the UE and home network to enforce use of a superior (e.g. quantum safe) algorithm when both parties support it.  It allows device manufacturers to patch in new algorithms in the best way they can, rather than delivering them in a "device agnostic" way as in solution 17.3; allowing the manufacturer to implement the algorithm is likely to lead to more efficient implementations and/or better resistance to side channel attacks such as differential power analysis.  It allows new algorithms to be phased in gradually, in such a way that there is value in doing so.

However, it does not give the home network any way to push out support for a new algorithm to existing devices: patching in a new algorithm is entirely down to the standard device update process, with all its failings.

5.17.4.5
Solution #17.5: Secure negotiation of algorithms to be used by serving network and UE

5.17.4.5.1
Introduction

This solution addresses key issue #17.2, for algorithms used to protect messages sent in either direction between individual subscribers and serving network nodes (not broadcast messages from the serving network).

We assume that, if a new algorithm is specified for use between UE and serving network in the NextGen system, then for some years to come:

-
some newly manufactured UEs will support the new algorithm, and some will not;

-
some existing UEs will be patched to support the new algorithm, and some will not;

-
some serving networks will support the new algorithm, and some will not.

5.17.4.5.2
Solution details

In the initial authentication exchange when a UE connects to a serving network, the UE communicates its public key algorithm capabilities to the serving network (either directly or via the home network), in a way that is integrity protected based on the long term subscriber secret key.  See solution #2.12 for an example of how this can be done via the home network.

Also as part of the initial authentication exchange, the serving network communicates a set of permitted algorithms to the UE, in a way that is integrity protected based on the long term subscriber secret key.  This set of permitted algorithms will be a subset of the algorithms that the UE supports.  The indication may optionally go into finer detail, specifying different sets of algorithms for use in different circumstances (this may be helpful, for instance. if only some serving network nodes support a particular algorithm).

If both the UE and the serving network support a new (e.g. quantum safe) algorithm, then this solution means that they can agree only to use this new algorithm, and can each reject attempts to use older algorithms.
5.17.4.5.3
Evaluation

This solution allows communicating parties to enforce use of a superior (e.g. quantum safe) algorithm when both parties support it, and prevent the type of attack in which the attacker pretends to be one party but claims only to support algorithms that it can in fact break.  It allows new algorithms to be phased in gradually, in such a way that there is value in doing so.

It does not, however, address the challenge of introducing new (e.g. quantum safe) algorithms for use in "connectionless" messages such as signed broadcasts from the serving network to multiple devices, or encrypted uplink messages sent before authentication.
5.17.4.z
Solution #x.z: <solution name>

5.17.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.17.4.z.2
Solution details  

5.17.4.z.3
Evaluation 

5.17.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.x
Security area #x: <security area name> 

Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.x.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.x.3
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 

5.x.3.y
Key issue #x.y: <key issue name>

Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.y.1
Key issue details

5.x.3.y.2
Security threats 

5.x.3.y.3
Potential security requirements
5.x.4
Solutions
5.x.4.z
Solution #x.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.x.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.x.4.z.2
Solution details  

5.x.4.z.3
Evaluation 

5.x.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
6
Conclusions 

Editor’s note: This clause will contain the overall conclusions made by SA3.
Annex A:
Focus areas, and rationales behind them
Editor’s note: It is proposed that this Annex would include a list of security topics that are expected to help identifying areas of preferred contributions. 
Annex B: 
Guiding principles

Editor’s note: It is proposed that this Annex would include a list of guiding principles. 

B.1 
Introduction

Editor’s note: A placeholder clause for an introduction 

B.2 
Guiding principles

B.2.1 
Usage of the wording 'security level' for a system: 

B.2.1.1 
Issue details

The issue with the notion of ‘security level’ is that it assumes that there is a one-dimensional representation that indicates a ‘level’ of security of a complex system. In the Next Generation system, however, there will be building blocks for multiple security aspects that allow for different degrees of protection that are fit for varying business cases. For that reason, the notion of 'security level' should be avoided or its meaning should be explained within the context of the potential solution or key issue clauses whenever it is used.

B.2.1.2 
Recommendations

Ideally, the termininology 'security level' should be avoided. If it is used, its meaning should be explained within the context of the potential solution or key issue clauses.

B.2.2 
Comparison of 'security levels' between building blocks or slices 

B.2.2.1 
Issue details

The issue with comparing 'security levels' for different building blocks is that it prevents the proper selection of security measures fit for the use cases under consideration. In Next Generation the concept of  'network slicing' was introduced and so operators can choose to use slices in their networks and apply security mechanisms fit for the purpose of each slice.

It is also noted that Next Generation systems will have different building blocks that include selection of security endpoints, type of protection (e.g. confidentiality and integrity) and perhaps choice of algorithms. Therefore, it makes sense to compare the different features of the different building blocks within their context, e.g. use case or deployment location. For example: even if a HNodeB with a TrE may be seen as more secure than a macro NodeB, this does not mean that a macro NodeB network is less secure overall.   

B.2.2.2 
Recommendation

Comparisons between 'security levels' of systems is to be avoided, rather the security features of the security building blocks are to be compared with respect to their respective context, e.g. use case or deployment location. If 'security level' is used for comparisons then the recommendation in B.2.1.2 is applicable.

NOTE: 
This recommendation does not mean that unacceptably weak security algorithms, protocols or features are acceptable for standardization as weak security building blocks may weaken the security of the system as a whole.

B.2.3 
Threats - functional requirements - security requirements 

B.2.3.1 
Issue details

Various considerations may lead to security requirements. Security threats are a main source of information to derive security requirements. But it is also possible to define security requirements that do not counter a threat, because they are derived from functional requirements on security features.

B.2.3.2 
Recommendation

Description of key issue details should clearly show the validity of threats, which together with functional requirements derived from use cases lead to security requirements.

B.2.4 
Solutions and Evaluations 

B.2.4.1 
Solution Location

In general, solutions should be placed in the security area that contains the key issues that are addressed by the solution.

Solutions may be relevant to several key issues in several security areas. In this case, the solution should be put in the most relevant area.

B.2.4.1 
Solution Presentation

Solutions should have at least:

- an "Introduction" clause – This should detail at least the scope of the solution, the key issues addressed by the solution and high level overview of the solution.

- a "Solution Details" clause – This should describe the solution in as much detail as possible and include diagrams and message flows, where appropriate.

- an "Evaluation" clause – This clause: 

- should evaluate the solution against the proposed requirements for the key issues being addressed, 

- may evaluate the solution against the threats identified for the key issues being addressed,

- where appropriate, may evaluate against other solutions that address the same key issue(s).  

Where the solution is not a "complete" solution for a key issue, this should be stated.  Any other consequences of the solution that do not directly relate to the Key issue requirements may also be stated.
Annex C: 
Trust model study for network slicing 

C.1 
Introduction

In this study we build on the trust model of LTE in order to identify where new mitigations or security mechanisms, if any, are required.

C.2

Trust model 

The trust model in LTE systems consists of a trusted core network, a set of trusted eNodeBs and the exposed interfaces in between that are susceptible to attacks (see Figure C.2-1). Based on this model, security mechanisms have been defined in TS 33.401 [34] in order to protect the exposed interfaces. In addition to the 3GPP-access, LTE systems support non-3GPP-acesses in two variants: trusted and untrusted. Similarly, mechanisms have been provided in TS 33.402 [35] in order to secure the communication with the non-3GPP trusted access or across the non-trusted access.
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Figure C.2-1: Trust model in LTE Systems
By analogy to LTE, a network slice is in fact a self-contained instance of a core network configured specifically to provide a certain service. Therefore, it is reasonable to aim at defining a trust model where each single Network Slice is a trusted domain (see Figure C.2-2). As a consequence, similar mechanisms to the ones in TS 33.401 [34] and TS 33.402 [35] can be reused in order to protect the exposed interfaces. The question now is how to establish such trust dynamically for example upon the creation or the deployment of the network functions and how to maintain it. In the remainder of this clause, a high level justification is proposed in support of the proposed trust model.
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Figure C.2-2: Trust model in Next Generation systems

C.3

Trust establishment

C.3.1
Analysis

In the context of virtualization, trust needs to be established on several layers:

· The infrastructure layer

· The virtualization layer

· The network function layer

C.3.2
The infrastructure layer


This is the hardware/physical resource layer on which the network slice is running. For trust in this layer to be assumed, it could be expected that the hardware platforms have support for secure boot mechanisms. In combination with some type of credentials (for example the vendor), the hardware platform is then established as the root of trust and therefrom, a trust chain can be established to all other software components in the layer above. 

C.3.3
The virtualization layer

This is the hypervisor layer which provides the abstraction of the physical resources towards the application layer. Integrity verification of all the software components in this layer can be then performed using possibly other credentials (for example the operator).

C.3.4
The network function layer

This is the network slice layer where the network functions are deployed. The trust chain anchored at the hardware can extend to this layer via secure boot mechanisms. Integrity verifications of the software components of the network function can be then performed in a similar manner using possibly other credentials (for example the slice owner). Furthermore, the network functions need to be mutually authenticated for example using similar credentials specific to for example the slice owner.

It should be noted that it is FFS if aspects related to virtualization in those layers are in the scope of 3GPP and how SA3 should take the ongoing work of ETSI NFV ISG on those topics into account

C.4

Trust maintenance

C.4.1
Analysis

Maintaining the trust towards a network slice requires security measures in place in order to, for example, prevent unauthorized access, impersonation of the network functions, impersonation of UE’s or even impersonation the access network, disclosure of sensitive information compromising the end-user privacy or the system security, etc.

C.4.2
The Accesses

Proper authorization mechanisms could be required for any type of access, whether for the service by end-users or for maintenance by admins, so that unauthorized users are not granted access and authorized ones are not able to misuse their access rights. Therefore, only authenticated agents must be granted access for example based on subscription information or access rights. Furthermore, any data traffic reaching the slice must be replay and integrity protected in order to prevent impersonation and packet injection attacks.

C.4.3
The Data flows

The protection keys for the data flows could be cryptographically separated so that user plane traffic is protected by keys bound to the intended network slice. For example, this can be achieved by using slice specific information (unique identifiers) in the derivation of access keys like the KASME in LTE. The separation requirement applies as well to the backhaul and can be achieved for example by using dedicated IPsec tunnels or dedicated child security associations within the same tunnel.

C.4.4
The network slices

The 3GPP security requirements such as the ones in TS 33.117 [36] and TS 33.310 [37] would still be applicable. In the context of virtualization, the work in progress such as in [38, 40, 39, 41, 42] could be taken into account to isolate the virtualized components. It is possible that a risk assessment could be always conducted on case to case basis. The deployment configuration of the network functions could then be based on an agreement with the service provider.
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