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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
This document contains a study of the security aspects of the Mission-Critical Push-To-Talk (MCPTT) service and its interaction with the network. This includes an analysis of the threats to the service, the security requirements to mitigate those threats and an evaluation of possible technical solutions designed to meet the security requirements of the service. 

The Stage 1 requirements for the service are defined in TS 22.179 [2]. An evaluation of Stage 2 architectural solutions for MCPTT is currently being developed within TR 23.779 [3]. This study will include consideration of relevant 3GPP specifications, particularly for ProSe (TS 33.303 [4], TS 23.303 [5]) and GCSE (TS 23.468 [6]).
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[3]
3GPP TR 23.779: "Study on architectural enhancements to support Mission Critical Push To Talk over LTE (MCPTT) services".

[4]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[5]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[6]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. Additionally, terms and definitions given in 3GPP TS 22.179 [2] apply in this document.
Ambient Listening: A call, initiated by an authorized, potentially remote, MCPTT User, which results in no transmission indication on the MCPTT UE.

Editor's Note: A fuller definition of Ambient Listening to include security aspects may be required.
Remote Administration: 
Editor's Note: A definition of Remote Administration is ffs.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview of Mission Critical Push-to-Talk
Editor’s note: This clause will contain some brief background on MCPTT. It may also contain SA2/SA6 agreed architecture for MCPTT. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Introduction

The Push To Talk service provides a method by which two or more users may engage in communication. MCPTT Service builds on the existing 3GPP transport communication mechanisms provided by the EPS architecture to establish, maintain, and terminate the actual communication path(s) among the users.
MCPTT can make use of capabilities included in Group Communications System Enablers for LTE (GCSE_LTE) and Proximity Services (ProSe), with additional requirements specific to the MCPTT Service. The MCPTT Service can be used for public safety applications and also for general commercial applications.
4.2
Architecture
5
List of Assets
Editor’s note: This clause will identify the MCPTT system assets which SA3 consider may need protection. 
This section lists assets within the MCPTT system. Identification of these assets helps to define the extent of the MCPTT study, and establish common terminology for the study. 

The following are assets with the MCPTT system:

-
MCPTT User ID. This is used to identify the MCPTT User within the MCPTT system. As discussed in Section 4.7 of TS 22.179 [2], this may be a true identifier or an alias.

-
MCPTT Group ID. This is used to identify the MCPTT Group within the MCPTT system. As discussed in Section 4.7 of TS 22.179, this may be a true identifier or an alias.

-
List of MCPTT User IDs within a specific MCPTT Group (Group Membership).

-
MCPTT User location as described in TS 22.179, Section 5.12, 6.12 and 7.9.

-
User Key material. This includes all key material specific to a user. For example, this may include key material used to authenticate a user to the MCPTT system, or to protect private calls made by the user.

-
Group Key material. This includes all key material used to protect group communications.

-
MCPTT signalling, including session setup.

-
MCPTT Floor control.

-
MCPTT User Traffic 

-
MCPTT User access to MCPTT services (e.g. Private calls, Group calls, etc.).

-
MCPTT User access to 3GPP services (e.g. ProSe to support Off-Network MCPTT Service, c.f. TS 22.179, Section 5.16).

-
Administration of MCPTT system, including security functions (c.f. TS 22.179, Section 5.18).

-
Remote Administration of the MCPTT Application. For example, administration which allows disabling a MCPTT UE, Ambient Listening, remotely initiated calls, or changing the Selected MCPTT Group (c.f. TS 22.179, Section 6.4).

-
Intra-network communications of MCPTT system functions.

6
Security Analysis of MCPTT
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 

6.1
General Security Requirements
The service requirements for MCPTT can be found in SA1’s TS 22.179 [2].

Editor’s note: The architecture specific security requirements are for further study after MCPTT architecture is specified. 
6.2
Key Issue #1: <Key Issue name>

6.2.1
Key issue details

6.2.2
Security threats 

6.2.3
Security requirements
Editor’s note: As MCPTT is an application level solution, it would help if requirements in this section were segregated into two categories; requirements that apply to the 3GPP transport network and requirements that apply to the MCPTT application.

7
Proposed Solutions
Editor’s note: Each solution should list the security requirements that it addresses and also any stage 2 solution that is part of.  
8
Evaluation of Solutions
Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  
9
Conclusion
Editor’s note: This section will contain SA3's conclusion to the study.  
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