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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
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3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.916 [5] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] and TR 33.916 [5]. A term defined in TR 33.916 takes precedence over a term defined in TR 21.905.
example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CC
Common Criteria
COTS
Commercial Off-The-Shelf
FASMO
Frequent and Serious Misoperation
FOSS
Free and Open Source Software
GSMA
GSM Association
HW
HardWare

MME NP
MME Network Product

MME NPC
MME Network Product Class

MME
Mobility Management Entity

NDPP
Network Device Protection Profile
NESAG
Network Equipment Security Assurance Group
OAM
Operations, Administration and Maintenance

SCAS
Security Assurance Specification

SECAM
Security Assurance Methodology
SFR
Security Functional Requirement
4
MME Network Product Class description and scope of MME SCAS
4.1
Introduction

The present Security Assurance Specification (SCAS) applies to the MME Network Product Class, it is hence also termed 'MME SCAS'. 

This clause defines the terms 'MME Network Product' (MME NP) and 'MME Network Product Class' (MME NPC). MME stands for 'Mobility Management Entity', cf. 3GPP TR 21.905 [1]. 

Applicability of the MME SCAS to products: Assume a telecom equipment vendor wants to sell a product to an operator, and the latter is interested in following the SECAM methodology, then, before evaluation according to SECAM in a testing laboratory can start, it first needs to be determined which SCASs written by 3GPP apply to the given product. 

The following definitions apply:

-
The MME SCAS applies to a given product whenever the product is an MME NP.

-
A product is an MME NP if and only if the product implements the minimum set of functions listed in clause 4.2 (a short list of MME functions from TS 23.401 Release 8 [4]). 

-
The MME NPC is the set of all MME NPs.

Need for an MME network product model: This minimum set of functions listed in clause 4.2 is exclusively meant as a membership criterion for the MME NPC. It is not meant to restrict the functionality of an MME NP, or the scope of the MME SCAS, in any way. On the contrary, it is clear that MME NPs will contain many more functions than those from the minimum set listed in clause 4.2, and the MME SCAS will contain requirements relating to functions not contained in this minimum set. Some of these functions, beyond the minimum set, can be found from various 3GPP specifications, but by far not all these functions. This implies that there is a need to describe the functions that cannot be found from 3GPP specifications in some other way before the MME SCAS can be written so that the MME SCAS can make reference to this description. This description is the MME model, cf. clause 4.3. 

EXAMPLE 1: 
3GPP specifications do not describe a local management interface, but the MME SCAS will have to take it into account, so a local management interface needs to be part of an MME NP model.

EXAMPLE 2: 
The MME SCAS may state e.g.: "Authentication events on the local management interface shall be logged." This implies the presence of a logging function. The logging function is not part of the defining minimum set of functions from clause 4.2. If a product implements this minimum set, but no logging function, then this just means that the product is an MME NP, but will fail the evaluation against the MME SCAS.  
Editor's note: These examples may need revisiting when the work on the MME SCAS has progressed more.

Based on the MME network product model, clause 4.4 then proceeds to state what parts of the MME network product model are in the scope of the MME SCAS, and in which way. The MME network product model is further used in clauses 5 and 6 in various ways, e.g. the critical assets can point to parts of the MME network product model, threats and requirements can refer to interfaces shown in the MME model, etc.
4.2 
Minimum set of functions defining the MME network product class

According to TR 33.916 [5], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MME network product class it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for an MME.  

For the purposes of the present document, this common set is defined to be the list of functions contained in clause 4.4.2 of 3GPP TS 23.401, Release 8  [4].  

NOTE: The reason why the definition of the common set of functions refers to a particular Release 8 version of TS 23.401 [4], contrary to what is customary in 3GPP when referencing other 3GPP specifications, is that a Security Assurance Specification is to avoid having a moving target when defining a network product class. Nevertheless, the set of functions in clause 4.4.2 of 3GPP TS 23.401, Release 8 is expected to be stable, as only FASMO corrections are allowed to Release 8. Furthermore, this set is believed to be minimal, i.e. implemented by all MME network products, which may not be true for the corresponding set of functions from later releases of TS 23.401 [3]. For the description of these functions compliance with TS 23.401 Release 8 [4]  later version is allowed as, obviously, an MME network product should still remain a member of the MME class when it implements a FASMO correction to Release 8.

4.3 
MME network product model

4.3.1 
MME network product model overview

Figure 4.3-1 depicts the components of an MME network product model at a high level. 
These components are further described in the following subclauses. 
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Figure 4.3-1: MME model

Editor's note: If the list of interfaces in clause 4.3.6 is extended then the figure needs to be adapted.
4.3.2 
MME functions defined by 3GPP

An MME network product will, in many cases, implement MME functions from various releases of TS 23.401 [3] and other pertinent 3GPP specifications, in addition to those from the minimal set of functions in clause 4.1. Vendors are, to a large extent, free to select the features implemented in their MME network products. E.g. an MME network product could lack support for relay nodes, as introduced in Release 10, but implement all other features defined up to and including Release 10. 
4.3.3 
MME functions not defined by 3GPP 

An MME network product will also contain functionality not or not fully covered in 3GPP specifications. 

Examples include, but are not limited to, local or remote management functions. 

Editor's note: It is FFS which functionality not or not fully covered in 3GPP specifications needs to be described in which level of detail.
4.3.4 
Operating System (OS)
Editor's note: TBD

4.3.5 
Hardware

The present document assumes that the MME network product is implemented on dedicated hardware. Aspects of virtualization and cloud are not taken into account in the present version. 

NOTE: 
Aspects of virtualization and cloud are FFS in future releases of the SCAS. They deserve separate study for finding out how to define the boundaries between the MME network product class and the hosting environment (e.g. shared HW and Virtual Machine) and which security assumptions to make on this environment. 
4.3.6 
Interfaces

There are two types of logical interfaces defined for the MME network product:

· remote logical interfaces and 
· local logical interfaces. 

A remote logical interface is an interface which can be used to access the MME network product functionality from a remote location, i.e., from a location outside of the site the MME network product is located in. 
The entire protocol stack that can be accessed remotely is considered to be part of the remote logical interface. 
A local logical interface is an interface that can be accessed only via physical access to the MME network product. That is, the access requires physical access to the MME network product site. 
The entire protocol stack and the physical parts of the interface can be accessed this way. 

This means that for both, local and remote logical interfaces, the MME NP model does not only cover the application layer protocol, for which an MME function terminates the interface (e.g. S1-MME), but also the protocols (e.g. SCTP, IP, Ethernet, USB) in the protocol stack below the application layer protocol. 

Local access: 
The access from Console interface, from local Console network, from LMT (Local Maintenance Terminal interface) or from MME local hardware interface. 
Remote access:
The access which is not Local access. This includes access from the EMS (Element Management System) network, and access that originates or passes through the internet.

There are some major differences between local and remote interfaces from security perspective:

· Attaching to a local interface may cause execution of complex internal procedures in the TOE, like loading USB device drivers, enumeration of attached devices, mounting file systems etc.

· Local OAM interfaces may have reduced security properties, when compared to remote interfaces. 
Local interfaces could allow privileged access or allow password override after certain events (reboot, button pressed).
· Local OAM interfaces could offer additional services to ease attachment of management terminals, e.g. by hosting a DHCP server and a file server to download client software. Additional services may have additional vulnerabilities.

An MME network product hosts the following interfaces:

Remote logical interfaces:

-
S1-MME

-
S3

-
S6a

-
S10

-
S11

-
Remote OAM interface

-
EMS (Element Management System) interface
Local logical interfaces:

-
OAM console

-
LMT (Local Maintenance Terminal) interface

-
MME local hardware interface
NOTE: 
There is some overlap between the present clause 4.3.5 and clauses 4.3.1 and 4.3.2 in as far as an MME function (e.g. S1-MME) is part of the termination point for a logical interface. 

Editor's note: This subclause is to include information about interfaces of the MME network product class. 
Title and content of this subclause are FFS. It is FFS whether the list of interfaces is complete.
Editor's note: It is FFS how the assets, as opposed to the critical assets in clause 5.2, should be reflected here. 

4.4 
Scope of the MME SCAS 

Editor's note: The definition of the scope of the MME SCAS may require several rounds of iteration, depending on the findings from the discussions on critical assets, attacker model, threats, and environmental assumptions.

4.4.1 
Introduction

The present subclause refers to the MME network product model in clause 4.3.

4.4.2 
Scope regarding MME functions defined by 3GPP

The set of MME functions actually implemented in an MME network product is to be described in the SCAS instantiation. But the MME SCAS needs to explicitly address all MME functions that, if present in an MME network product, need to be evaluated and hence covered by requirements in the MME SCAS. Furthermore, it is to be avoided that a particular version of an SCAS becomes a moving target. This leads to the following requirement: 

The present SCAS shall cover the security problems and security requirements for all MME functions described in the versions of 3GPP specifications approved at 3GPP SA#xy.

Editor's note: It is FFS whether it would be sufficient to mention the release of the specifications. 
If it is decided to mention the SA plenary meeting number then the meeting 3GPP SA#xy remains to be selected. It is to be chosen reasonably close to the 3GPP SA meeting approving the present SCAS so as to still allow for proper consideration in the present SCAS of recent changes in MME functions incorporated in other specifications.
4.4.3 
Scope regarding MME functions not defined by 3GPP

The following functions are in scope of the MME SCAS: 

· Remote management functions

· Local management functions

4.4.4 
Scope regarding Operating System (OS)
The MME SCAS does not attempt a full evaluation of the correct internal functioning of the OS. However, interfaces (I.e. the restriction on open ports and unnecessary services running in the system) and modifications (e.g. verification of the correct applied patch level, hardening, etc.) of the OS are in scope.

4.4.5 
Scope regarding Hardware

Editor's Note: text TBA
4.4.6 
Scope regarding Interfaces

The interfaces listed in clause 4.3.5 are all in scope of the MME SCAS.
5
Security problem definition 

Editor's note: Details on the expected content of this clause are described in TR 33.805 [8], clause 5.2.2.4.2.2. They are used here to further refine the structure of this clause. 

5.1
Introduction 
Void
5.2
Critical assets 

Editor's note: As specified by TR 33.805 [8], clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 
The critical assets of MME to be protected are:
-
User account data and credentials (e.g. passwords);
-
Log data;

Editor note: it is FFS if all of the log data is critical asset.
-
Configuration data, e.g. MME's IP address, ports, VPN ID etc.

Editor note: it is FFS whether only security relevant part of the configuration data is critical asset
-
Operating System (OS), I.e. the files that make up the OS and its processes (code and data);-
Applications;

Editor note: it is FFS what applications are critical asset.
-
Mobility Management data: e.g. subscriber’s identities (e.g. IMSI), subscriber keys (I.e. KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE's IP address, etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE's identity, etc. 
-
Sufficient processing capacity: that processing powers are not consumed close to limits;
-
Hardware, e.g. mainframe, board, power supply unit etc.
-
The interfaces of MME to be protected and which are within SECAM scope: for example
-
Console interface, for local access: local interface on MME

-
OAM interface, for remote access: interface between MME and OAM system
NOTE: 
The detailed interfaces of the MME class is described in clause 4, Network Product Class Description of the present document.
5.3
Analysis

5.3.1
Inside attacker capabilities

The term inside attacker is often used to describe an attacker with some form of privileged access to the target. 
The term is not sufficiently clear on its own, and needs to be elaborated in the context of the MME to be useful in the SCAS.

In a most generic sense of the word, an inside attacker can target the MME in many ways, e.g., by:

-
access and modify configuration data;
-
access and modify subscriber data;
-
access subscriber traffic data and location data;
-
access node statistics;
-
modify software, firmware and Operating Systems (OSs);
-
make physical modifications to boxes, connections and can add hardware (e.g. splitters) on cables;
-
replace the MME with any function of the attacker's choice;
-
Delete/View/Modify logs;
-
Control (shutdown) applications and processes on the Network Element (NE);
-
Read/Modify security credentials.
Which of these capabilities the attacker is in possession of, may depend on its current user-access role. 
If there is a role based access control in place, the attacker's capabilities may also depend on how easy it is for the attacker to change its user-access role.
Depending on which capabilities an inside attacker has, different countermeasures are more or less effective. Therefore, the attacker model, threats and countermeasures should not be based on the umbrella term "inside attacker", but rather on which particular capabilities the attacker has, which assets the attacker target and which interfaces the attacker uses to get to these assets.
5.3.2
Types of attacks by insiders

A system may or may not permit anonymous user access, i.e. without strong user identification. Logging measures may or may not be in place, and the inside attacker may or may not be knowledgeable on what system logging measures are active. Irrespective of user identification strength, and of logging measures (actual and perceived), it is clear that it is not always possible to directly prevent an inside attacker who chooses to attack regardless of detection mechanisms and regardless of own risk-taking and consequences. A powerfully inside attacker (or team of insider attackers) may also know of all countermeasures, and may be able to circumvent the countermeasures without risk to themselves. 
Not all inside attackers have all the capabilities listed above. For example, one operations OAM engineer may be able to modify the configuration data, but may not be able to modify the software. An administrator of the hardware may, conversely, be able to upgrade the Operating System (OS) on the node, but may not be able to modify the configuration data (without being detected). Attack threshold will depend on if the attacker can act anonymously or not.
When the capabilities of the inside attacker are sufficiently specified, it is possible to add counter measures, e.g. for protection (e.g. access control on the interfaces used for the attack), and for detection (e.g. logging user id and configuration changes).

The insider attacks against the MME may be classified as follows:

-
Attacks during manufacturing process
These are not part of the SCAS, but part of NESAG's work in GSMA.

-
Attacks on connections to and from the MME
These can be further categorized into attacks that are possible to perform using an operator-external interfaces and attacks on operator-internal interfaces. An operator-external interface to the MME is in this respect an interface that can be used by parties outside of the operator community, e.g. attacks via the NAS protocol. Operator-internal interfaces are interfaces that are accessible to personnel in the operator community. An example of an operator-interface could be the S10 reference point between two MMEs. 
An attacker may request the security context for a particular UE and, since it is part of the protocol description, the MME that gets the request responds. This would provide a potential internal attacker with access to security sensitive data. All these interfaces that are part of 3GPP specifications are out of scope for the attacker model used for the SCAS, since they are assumed to be covered by the relevant protocol specifications. However, the SCAS may still add requirements on that the protocol implementation used on these interfaces should be fuzzed. 

-
Attacks by authorized and authenticated personnel via remote and local OAM can only be handled by personnel management at the operator or companies contracted by the operator to run the network operations. However, as an aid in deterring and detecting insider attacks the MME can provide logging information of user id and of events where, e.g. configuration has been changed.
Prevention of attacks, where an insider modifies or accesses assets that the attacker is authorized and authenticated to modify or to access, are left out of scope of SCAS. Access control and logging mechanisms can be supported to help detecting these types of attacks by the operator. Such measures also act as attack deterrents. 
However, if logs can be modified, as permitted by the capabilities of the role(s) that are accessible to the attacker, then even this countermeasure renders less effective.
5.3.3
External attackers

External attackers are considered to be those that have no privileged access to the target. 
That is, an attacker that only has access to the MME via the external interfaces identified in the MME model. 
Note that the line between an external and internal attacker is not clear cut. One type of external attacker is a user which can only access the MME via the terminal, I.e. using the NAS protocol. Another type of external attacker is someone with access to an interconnect network, and via this network can access the MME via, e.g. the S10 interface. The latter may be considered as being a semi-insider.
Attacks, threats and countermeasures are not described in terms of an attacker being an insider or an external attacker, but rather in terms of the capabilities of the attacker, there is no need to further distinguish between insider and external attackers.

5.3.4
Attacker strength

A sufficiently powerful attacker may bribe and blackmail people on the inside. In that way the attacker can create a team of inside attackers with the necessary combination of capabilities to perform the attack desired. 
As seen from above, it is not possible to completely protect against this type of attacker. 
Another indirect countermeasure (besides, for example, proper authentication and authorization in combination with logging) for such attack types can include personnel management, which however is not within the scope of MME SCAS. 

Editor's note: SA3 need to discuss how powerful attackers the MME SCAS shall aim to consider and what residual risks shall remain.
5.3.5
MME network product attacker model definition

5.3.5.1
Introduction

NOTE: 
This clause contains the definition of the attacker model, written in such a way that it can directly be lifted over to the final MME NP SCAS. The analysis parts in the other subclauses of clause 5.3 can be left in the present document to provide a rationale. 
This note does not need to be carried over to the subsequent SCAS TS/specification work.
The attacker used in the MME SCAS is characterized by the capabilities it possesses and with which power the attacker can exert these capabilities. This implies that it is not necessary to make a distinction between an insider or outsider attacker. For example, an attacker with access to the local logical OAM interface is able to attempt to access the OAM function. Another example is an attacker that has the capability to access the local OAM interface, and also has the capability to obtain login credentials to the OAM function. Both these attackers can be considered insider attackers, but they have very different powers. By modelling the attacker based on the capabilities it possesses, it is clear what the attacker is expected to be able to accomplish. Only distinguishing attackers based on them being insiders or outsiders is too coarse grained to express the threats.
The attacker model is by its nature an abstract model. It does hence not include capabilities related to specific interfaces or specific assets. Instead, the attacker model describes abstract capabilities which can be used to model the concrete cases necessary.
5.3.5.2
Attacker capabilities

Remote access: It is assumed that the only way an attacker can have remote access to the critical assets of the MME network product is via the remote interfaces defined by the MME network product model. The attacker cannot create any additional remote interfaces at any time before, during, or after deployment.
Local access:  It is assumed that the only way an attacker can have local access to the critical assets of the MME network product is via the local interfaces defined by the MME network product model. The attacker cannot create any additional local interfaces at any time before, during, or after deployment.

NOTE: 
Tampering with the MME network product during the development or deployment process is assumed to be covered by the NESAG work [X].

Access to credentials: Preventive measures against attacks where the attacker has legitimate access to login credentials are out of scope for SCAS, but measures to detect or deter such attacks are in scope. 
If, however, the credentials are well-known defaults, fixed, or generated without using random or secret values (e.g. just by hashing the product serial number) that may be e.g. listed in product documentation, or documentation of parts of the product (like used open-source components) then it is assumed that the attacker has access to them, and preventive measures against these attacks are in scope for SCAS.
5.3.5.3
Attacker strength

The attacker strength defines the assumptions made about the power, duration etc. with which the attacker can enforce its capabilities.
Computational power: The attacker is assumed to not being able to brute force a 112-bit search space in an offline effort. According to the recommendations from ECRYPT, NIST etc. collected at www.keylength.com (accessed 2014-03-16), this provides a suitable choice until year 2030.

Eavesdropping, modification and injection of data on links: It is assumed that the attacker cannot break well established security protocols, such as TLS or IPsec. It is in particular assumed that the attacker cannot eavesdrop, modify or inject data on links where NDS/IP is applied. This assumption does not rule out that the attacker can exploit vulnerabilities in implementations of established security protocols, or implementation faults like incorrect certificate validation, or misconfiguration like allowing a weak encryption algorithm.
Remote access time window: The attacker is assumed to have unlimited time to access the MME network product via remote interfaces.
Editor's note: it is FFS whether unlimited time is too generous to the attacker.
Local access time window: The attacker is assumed to have limited time to access the MME network product via local interfaces. For example, the attacker is assumed to be detected, e.g. by security personnel or other working staff before being able to physically open up the MME NP and extracting sensitive data from the circuit boards. This does not prevent that security functional requirements are added to fulfil security policies, e.g. that an alarm goes off if the MME NP is tampered with.
NOTE: 
The assumption of "limited time" needs further interpretation, which is done on a case-by-case basis in the context of threats and requirements.
5.4
Threats

Editor's note: TR 33.805 [8], clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available.
Editor note: It is FFS whether the classification as below is suitable. It needs to be cross-checked with other classifications used in the present document.
5.4.1 
Threats relating to 3GPP-defined interfaces

The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 
NOTE: 
Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. 
They may have also been addressed in contributions to 3GPP Working Group meetings. 
A good source for these threats and risks is 3GPP TR 33.821 [6]. 
Note, however, the disclaimer in clause 1 Scope of the present document ????.
 
Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications, they need to be addressed in the present SCAS. Generic threats, e.g. threats relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in clause 5.4.2.

5.4.2 
Other Threats 

5.4.2.1 
T3 Threats from the compromized UE or misbehaving UE 

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threat Description: MME can be denial-of-service attacked by a compromized or misbehaving UE. 
For example, the attacker can control a huge number of compromized or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests.
-
Asset: processing capacity

-
Risk: to be done later
-
Security Objectives: Signalling congestion method and compromized or misbehaving UE detection method are needed.
5.4.2.2 
Security threats on MME software package integrity and anti-virus
Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. Using tampered software packages in the MME may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

Editor's Note: Threats needs to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model needs FFS.


5.4.2.3 
T2 Disclosure of sensitive information in the storage

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threat Description: MME stores some sensitive information (i.e. communication keys (I.e. KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. 
The attacker also can access user's sensitive information in clear text via OAM. 
The attacker can launch further attacks if the sensitive information has been accessed by the attacker. 
For example, the attacker can use user's keys to tamper or fake signalling. 
The attacker can also use user's identity and serving eNB's address to locate and track user.
-
Asset: communication keys (I.e. KNASenc, KNASint, KeNB) and administrator password on MME 
-
Risk: to be done later
-
Security Objectives: sensitive information protection is needed.
Editor's Note: Threats' relation to attacker model is FFS.
5.4.2.4 
T1 Threat from the internal attacks 

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threat Description: The malicious employee or its co-worker misuses the network access and management authorization to attack MME.
-
Asset: MME data and traffic such as network management data, interface configuration data, mobility management data, OS and application software, hardware.
-
Risk: MME cannot work correctly and/or critical information (e.g. configuration information) disclosure.
-
Security Objectives: strong user identification shall be reinforced and the log functions shall be supported.
5.4.2.5 
Security threats on MME management and maintenance interfaces
-
An attacker may gain unauthorized access through one of the management or maintenance interfaces

-
An attacker may gain control of the MME and potentially the control of the system, resulting in compromize of sensitive user data, system data, and management data. 

-
An attacker may disrupt and disable normal system operations.  

-
Gaining access to the MME may also allow an attacker to gain access to other Network Elements (NEs) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively). 
The result can be devastating.  

Editor's Note: Threats need to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model is FFS.

5.4.2.6 
Security threats on MME user account and password management
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user.
 In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
The means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.
5.4.2.7 
Threats of User identities
Identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 
5.5
Security objectives

Editor's note: As specified by TR 33.805 [8], clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses. 
5.5.1 
Objectives relating to 3GPP-defined interfaces

The security objectives relating to 3GPP-defined interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. 
Such objectives are therefore not considered here separately as there is no need to repeat this work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications, they need to be addressed in the present SCAS. Generic objectives (e.g. objectives relating to protocol robustness) that also apply to 3GPP-defined interfaces are covered in clause 5.4.2.

5.5.2 
Other objectives
Editor’s Note: The initial list of objectives suggested here is meant as a starting point that may be updated as the study of threats is evolving. Here, in the description part of an objective only key words or short texts are given. These may be later replaced with more elaborate prose text as appropriate. This more elaborate prose text could then also state in some detail wherein exactly the interdependence with other objectives lies. The ordering of the objectives is also FFS. 
Editor’s Note: It is FFS whether this grouping of objectives is suitable. 

Editor’s Note: The “Threat References” refer to clauses in the latest version of TR 33.806, v0.2.1 (in S3-140616). They have to be updated according to the agreements during SA3#75 and the following meetings. 
Editor’s Note: It is FFS whether listing the interdependencies among objectives would be useful.
5.5.2.1 
PROTECTED COMMUNICATIONS

Security Objective Name: PROTECTED COMMUNICATIONS
Security Objective Reference: TBA
Security Objective Description: This objective applies to all interfaces according to the MME network product model. It requires the communication on these interfaces to be protected from impersonation, eavesdropping and unauthorized modification of data. 
Threat References: threats in clauses 5.4.1, 5.4.2.5. 

5.5.2.2 
SECURE STORAGE

Security Objective Name: SECURE STORAGE
Security Objective Reference: TBA
Security Objective Description: Sensitive information to be stored securely includes admin passwords, transient subscriber keys, subscriber data such as user identities. The form of protection needs to take into account the nature of the stored data: permanent data such as admin passwords shall not be stored in clear text, while transient data shall be protected in such a way that they cannot be read out over local or remote interfaces. 
Threat References: threats in clauses 5.4.2.3, 5.4.2.6, 5.4.2.7. 
5.5.2.3 
SECURE MME ADMINISTRATION

Security Objective Name: SECURE MME ADMINISTRATION
Security Objective Reference: TBA
Security Objective Description: Protection of local and remote management interfaces; authentication and access control for administrators, consistent security policy for access to data and code, including user account and credential management, access privileges depending on user role, restrictions on remote log-in. 
Threat References: threats in clauses 5.4.2.4, 5.4.2.5, 5.4.2.6.  

5.5.2.4 
SOFTWARE INTEGRITY

Security Objective Name: SOFTWARE INTEGRITY
Security Objective Reference: TBA
Security Objective Description: verifiable SW installation and updates, execution only by authorized personnel, detection of unauthorized SW, correct handling of failed SW integrity checks, secure boot with restrictions on booting from external devices, controlled feature enabling. 
Threat References: threats in clause 5.4.2.2.  
5.5.2.5 
SYSTEM MONITORING

Security Objective Name: SYSTEM MONITORING
Security Objective Reference: TBA
Security Objective Description: audit, logging, rights for accessing logs, prevention of tampering with logs, secure management of logs. 
Threat References: threats in clause 5.4.2.4.   
5.5.2.6 
PRIVACY

Security Objective Name: PRIVACY
Security Objective Reference: TBA
Security Objective Description: access to privacy-sensitive data (e.g. user identities), code, is restricted to authorized personnel. 
Threat References: threats in clause 5.4.2.7. 

5.5.2.7 
PROTECTION FROM RESOURCE EXHAUSTION

Security Objective Name: PROTECTION FROM RESOURCE EXHAUSTION
Security Objective Reference: TBA
Security Objective Description: overload control on NAS signalling. 
Threat References: threats in clause 5.4.2.1. 

5.5.2.8 
HARDENING

Security Objective Name: HARDENING
Security Objective Reference: TBA
Security Objective Description: Reduce the attack surface, disable ports not needed (e.g. test ports), ensure that security functions of the network product cannot be bypassed. 
Threat References: threats in clauses xxx of 33.806 (none so far).  

5.5.2.9 
PROTECTION FROM BASIC VULNERABILITIES

Security Objective Name: PROTECTION FROM BASIC VULNERABILITIES
Security Objective Reference: TBA
Security Objective Description: Ensure that known basic vulnerabilities cannot be exploited against the network product and discovered vulnerabilities are remediated. The preferred means of ensuring this is defining appropriate rules for tests conducted by running automated (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces, e.g. for fuzz testing or port scanning. 
Threat References: threats in clauses xxx of 33.806 (none so far). 

6
Security Functional Requirements (SFRs)
Editor's note: Details on the expected content of this clause are described in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: Security requirements according to TR 33.805 [8], clause 5.2.2.4.2.3 also include hardening requirements and assumptions on the environment. It is proposed to consider them in separate main clauses for purely editorial reasons, namely in order to reduce the number of hierarchy levels for the subclause numbering.

Editor's note: Clause 6 is proposed to be structured further by grouping non-3GPP Security Functional Requirements according to themes. This grouping is FFS. Examples of such groupings are provided by [CC] or, in a simpler form, but based on CC, by [NDPP]. 3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications. 
Editor's note: It needs to be explained in this clause how security compliance testing is addressed.


6.1
Introduction
Void
6.2
SFRs deriving from 3GPP specifications

NOTE: 
The term 'Security Requirements' is used in the present SCAS in a different, and more comprehensive, way from the EPS security architecture specification (3GPP TS 33.401 [2]). 
Clause 5 of TS 33.401 contains high-level security features and requirements, while 
later clauses of TS 33.401 contain detailed security mechanisms that are required to be implemented by a compliant EPS system. The present SCAS considers both, the high-level security features and requirements and the detailed security mechanisms, to be 'Security Functional Requirements'.
For the purpose of the Security Assurance Specification (SCAS) for the MME product class, three categories of requirements (cf. also TR 33.916 [5], clause 5) can be distinguished: 

1)
SFRs related to protocols and behaviour necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 

This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category.

NOTE: 
The presence of some 3GPP-defined security functions in an MME network product may be conditional on whether certain security assumptions on the environment are fulfilled. 
For example, the use of NDS/IP to protect the interfaces of the MME is described in clause 11 of TS 33.401 [2] and clearly falls in the present category 1) of Security Functional Requirements.
But the functions terminating NDS/IP in the MME network product itself are only required if the security assumption on the operational environment that there is a Security Gateway terminating NDS/IP at the perimeter of the MME site does not hold.

Editor's note: It is FFS whether to include a reference to documentation for this interoperability and conformance testing.

2)
SFRs related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 

This category of requirements may not be covered by the interoperability and conformance testing performed independently of SCAS already today. In this case, the present document develops test cases for these requirements unless available from other sources.

Editor's note: Security requirements of the second category need to be identified, and test cases need to be defined. If they are available from other sources a reference is to be included. 

3)
SFRs not related to protocols and behaviour necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 

This category of requirements is within the scope of the present SCAS.

Editor's note: Determine whether there are security requirements of the third category for the MME network product class. If so, test cases need to be defined. If they are available from other sources a reference is to be included. 
6.x
<Class x of SFRs>
Editor's note: The description of Security Functional Requirements shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.

-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 

-
Requirement Description: a detailed description of the security requirement.

-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement Evidences: the expected test results
6.3 
R3 security requirement for T3: Resource exhaustion attacks prevention 
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R3-1: Method for prevention of signalling congestion method shall be supported by MME
2)
R3-2: The network, e.g. the MME, needs functionality to detect the compromized or misbehaving UE.
-
Threat Reference: T3
-
Test Case: 
1)
Check if MME has supported the NAS signalling congestion prevention.
2)
Check if the network can provide the method to detect the compromized or misbehaving UE. 
-
Requirement Evidences: A document in free form describing: the signalling congestion method and compromized or misbehaving UE detection method.
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Editor's Note: it is FFS if the CC has the related requirements and whether the requirements are needed to be mapped CC if CC has.
6.4 
R2 security requirement for T2: Sensitive information storage security 
-
Requirement Name: Sensitive information security
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R2-1: The keys read access rights shall be restricted.
2)
R2-2: The sensitive information shall not be revealed as clear text.
Editor note: it is FFS on how to merge this with password protection. 
-
Threat Reference: T2
-
Test Case: 
1)
Review the documentation provided by the vendor describing how to store the sensitive information.
2)
Check if the keys can be read as clear text.
-
Requirement Evidences: A document in free form describing: the storage method of the sensitive information.
6.5 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The operation authorization of MME users should be defined.
-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
Application(s) level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at Application(s) level):

a)
login and logout；User id and time stamp
b)
(FFS)
c)
(FFS) 

3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
-
Requirement Evidences: A document in free form describing: the personnel management, the deployment environment of MME which events were generated, and the output from the log reader.
6.6 
Security requirements on MME Management and Maintenance interfaces
The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 
6.7 
Security requirements on MME user account and password management
1) Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2) Password management policy:
a) Password modification shall be performed by force after initial login.
b) Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c) Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d) Password storage shall support one-way hash algorithm with salt value.
3) User account lock-out policy:
a) The maximum number of user account login attempts should be configurable.
b) There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

6.8 
Requirements of user identities
The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.
6.9 
OAM privilege management requirements on MME Management and Maintenance

A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
7
Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.
-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 
-
Requirement Description: a detailed description of the security requirement.
-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.
-
Requirement Evidences: the expected test results
8
Security assumptions on the operational environment

Editor's note: Assumptions on the environment complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. Note that to perform a threat analysis, one has to start with the assumptions made on the target of the analysis and what the target expects from its environment. Therefore, some of the assumptions will not be a result of a threat analysis, but rather be the basis for the threat analysis. An example of an assumption preceding the threat analysis to be performed in the context of the present TR is that NDS/IP is applied to IP based control plane signalling because the corresponding threat analysis has already been performed during 3GPP work on TS 33.401. Cf. also clause 5.4.1 of the present document which states: "The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately."
Editor's note: The description of Security Requirements related to assumptions shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Assumption Name: each security assumption on the operational environment is assigned a unique name. 

-
Assumption Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 

-
Assumption Description: a detailed description of the assumption.

-
Threat References: the unique identifiers assigned to the threats the assumption intends to meet, or a reference to a requirement in another 3GPP specification that shows that the assumption can be made.
-
Test Case and Requirement Evidences: are not applicable, therefore they need not be present in the description of individual assumptions in the present clause. 

-
Assumption Name: NDS/IP terminating in a Security Gateway (SEG). 

-
Assumption Reference: TBD. 

-
Assumption Description: The security for LTE was designed so that NDS/IP is required to be in place. According to TS 33.401 [2] the termination point of NDS/IP is either the MME itself or an SEG in front of the MME. The present assumption addresses the case of terminating NDS/IP in an SEG as specified in 
TS 33.401 [2]. The present assumption needs to be made unless the MME network product itself terminates NDS/IP, in which case there are corresponding requirements in clause 6.2 taking care of it. 

 -
Threat References: Not applicable, Clause 11 of TS 33.401 already specifies that IP based control plane signalling shall be protected according to NDS/IP as specified in TS 33.210 [7].
NOTE: 
TS 33.401 [2] does not address protection of the remote management interface of the MME. 
This is therefore addressed separately in the present SCAS, cf. clause 6.x
.
9
Basic Vulnerability Testing (BVT) requirements

Editor's note: The WID clearly states "that the MME SCAS shall describe... Basic Vulnerability Testing activities". But TR 33.805 [8], clause 5.2.4.4, also states "As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are expected to be specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes". Nevertheless, BVT is included here as the present document is meant to be used for the SCAS piloting activity, and there needs to be a place for BVT piloting. 

Editor's note: It is FFS how to structure the description of BVT requirements. 

NOTE: 
Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in clause 6, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
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