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[bookmark: foreword][bookmark: _Toc108083450]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc108083451]Introduction
Editor’s Note: This clause contains some background information for the study. 
[bookmark: scope][bookmark: _Toc108083452]
1	Scope
The present document studies key issues and potential solutions to support roaming aspects and the Authentication Proxy in AKMA, which is specified in TS 33.535[2]. Specifically, the present document:
-	Investigates AKMA roaming architecture and requirements by taking regulatory compliance into account;
-	Studies the architecture impact and procedures of introducing the Authentication Proxy (similar as the AP specified in GBA) into AKMA.
[bookmark: references][bookmark: _Toc108083453]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.535: " Authentication and key management for applications based on 3GPP credential in 5G （AKMA）".
[3]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[5]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security ".


[bookmark: definitions][bookmark: _Toc108083454]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc108083455]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc108083456]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc108083457]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc108083458]4	Architectural assumptions
The present document is based on the AKMA architecture and procedures specified in TS 33.535 [2]. The following figure shows the fundamental network model of AKMA, as well as the interfaces between them. Details of the AKMA requirements and procedures are documented in TS 33.535 [2].


Figure 4.1-1: Fundamental Network Model for AKMA
[bookmark: tsgNames][bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc108083459]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc108083460][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565]5.1	Key Issue #1: Support for AKMA roaming scenario  
[bookmark: _Toc108083461]5.1.1	Issue details
AKMA roaming scenarios depend on UE and AF locations. There are different scenarios for AKMA roaming that need to be addressed: 
Case 1: UE in VPLMN and accessing the AF (including both internal AF and external AF) in HPLMN.
Case 2: UE is in VPLMN and accessing the AF (including both internal AF and external AF) in VPLMN.
The AKMA roaming solutions should comply with LI requirements. It’s required either decrypted traffic or the means (e.g. providing keys) for law enforcement to decrypt the traffic should be provided to VPLMN. The LI requirements for access to keys are only for encryption, and in the AKMA case applies when the Ua* protocol is encrypted. 
[bookmark: _Toc108083462]Editor’s Note: Further detailed LI requirements are FFS, according to the communication with SA3-LI.
5.1.2	Security Threats
N/A
[bookmark: _Toc108083463]5.1.3	Potential security requirements
The AKMA architecture shall support the above mentioned AKMA roaming cases.
AKMA service shall be made to comply with the LI requirements. 
[bookmark: _Toc108083464]5.2	Key Issue #2: Introducing the Authentication proxy into AKMA
[bookmark: _Toc108083465]5.2.1	Key issue details
TS 33.222 specifies the use of Authentication Proxy in GBA [2], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers (or Application Functions in AKMA) reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
[bookmark: _Toc108083466]5.2.2	Security threats
Different Application servers reside in the same trust domain may execute AKMA procedures separately, leading to consumptions of AAnF generating AKMA keys and signalling resources.
[bookmark: _Toc108083467]5.2.3	Potential architectural and security requirements
The AKMA architecture may support an authentication proxy to perform the AF functionality residing between UE and AS(s), in order to save the consumption of signalling resources and AAnF computing resources.
The connection between AP and AS(s) should be secured. 
[bookmark: _Toc108083468]6	Solutions
[bookmark: _Toc108083469][bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632]6.1	Solution #1: AKMA roaming solution for Ua* encryption key
[bookmark: _Toc108083470]6.1.1	Introduction
[bookmark: _Hlk106576633]AKMA roaming scenarios depend on UE and AF locations. Therefore, there are different scenarios for AKMA roaming that need to be addressed: 
Case 1: UE in VPLMN#1 and accessing the AF located in HPLMN.
Case 2: UE is in VPLMN#1 and accessing the AF located in VPLMN#1.
The LI requirements for access to keys are only for the encryption, and in the AKMA case applies when the UA* protocol is encrypted. The encryption keys could be derived from KAF (Example TLS profile defined in 33.535) or could be KAF itself. The encryption key could also be a completely different key, derived according to an application layer protocol, not defined by 3GPP. So LI should be compliant by AF in all the cases. However, the AF cannot do these without 3GPP assistance. If we break it down into the individual issues, then:
· How does AF know the LI requirements of VPLMN?
· How does AF provide the encryption keys to VPLMN where UE is attached? 
· How does AF get the KAF from HPLMN?
Therefore, 3GPP should facilitate AF so that AF should be able to determine the UE roaming status and, accordingly, AF shall:
· provide the encryption key to VPLMN and/or
· stop the encryption and still provide the service to UE and may continue with only integrity protection and/or
· stop providing service to UE
[bookmark: _Toc108083471]6.1.2	Solution details




Figure 6.1.2.1: Roaming solution for Ua* encryption key
Step 1-3 is the same as defined in TS 33.501[4] clause 6.1.3 and TS 33.535[2] Clause 6.1 
4.	  The AUSF shall send the Naanf_AKMA_AnchorKey_Register Request with SUPI, A-KID, KAKMA, and Registered SN ID to the home AAnF. The AKMA context is updated with this received Registered SN ID.
Note:  AUSF will get the SN-name from the request of 'Nausf_UEAuthentication_Authenticate' from AMF.
5a.	 The UE requests an application session establishment request with A-KID towards the AF. The AF shall discover the AAnF and shall send the Naanf_AKMA_ApplicationKey_Get request with A-KID and AF_ID to the AAnF .
Note: If AF is not in the operator domain, then AF requests the AAnF via NEF. If AF is the HPLMN, then the AF request directly land at HPLMN AAnF.
5b.	The home PLMN AAnF shall respond with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID.
6.	 As the Registered SN ID is different from the PLMN in which the AF is located/connected, the AF shall decide: 
-	supporting pushing encryption keys to VPLMN#1, therefore AF shall discover the VPLMN#1 AAnF via Registered SN-ID and shall provide the encryption keys to VPLMN#1. VPLMN#1 AAnF shall store the encryption keys related to UE which may be used by LI if required (step 6a1 and step 6a2).
-	shall not enable the encryption and may continue with the UE session with only integrity protection (step 6b).
-	shall not provide the service to UE attached to other PLMN and shall reject the request (step 6c). 
Editor's Note: The need to push encryption keys VPLMN AAnF is FFS.
Editor’s Note: Further solution details related to LI are FFS.
[bookmark: _Toc90023921][bookmark: _Toc90026368][bookmark: _Toc98927384][bookmark: _Toc108083472]6.1.3	Solution Evaluation
[bookmark: _Hlk102751453]TBD
[bookmark: _Toc108083473][bookmark: _Toc104196485][bookmark: _Toc104196497]6.2	Solution #2: New solution for AKMA roaming when both UE and AF are in VPLMN
[bookmark: _Toc108083474]6.2.1	Introduction
This solution addresses the requirement in KI#1 about the AKMA roaming.
This solution provides a method that when both UE and the AF in the same visited network. When the AF is inside 5GC, it can communicate with the UE’s AAnF in HPLMN directly. Otherwise, when AF is outside 5GC, it first connects to the NEF in HPLMN, and then the NEF will receive and send the message for the UE and the AAnF.
[bookmark: _Toc108083475]6.2.2	Solution details
Editor’s Note: The details of the AF being a regulatory control point for LI are FFS.
[bookmark: _Toc108083476]6.2.2.1	Architecture
 [image: ]
Figure 6.2.2.1-1: Reference Model when UE and the AF are in the VPLMN
The Figure 6.2.2.1-1 shows an architecture model when UE and the AF are in the VPLMN.
[bookmark: _Toc108083477]6.2.2.2	Solution detail
[bookmark: _Toc108083478][bookmark: _Hlk106633175]6.2.2.2.1 	Deriving AKMA Application Key for a specific AF
Clause 6.2 in TS 33.535[2] applies with additionall descriptions:
- replace the AF with the AF in visited network.
- replace the UE with the UE in visited network.
Editor’s Note: The details of interconnect SBA security are FFS.
[bookmark: _Toc108083479]6.2.2.2.2 	AKMA Application Key request via NEF
As described in clause 6.3 in TS 33.535[2] applies with additionall descriptions:
- replace the NEF with the NEF in home network.
- replace the AF with the AF in visited network.
- replace the UE with the UE in visited network.
[bookmark: _Toc108083480]6.2.3	Evaluation
TBD
[bookmark: _Toc90889916][bookmark: _Toc90902062][bookmark: _Toc108083481]6.3	Solution #3: Roaming AKMA architecture of the AF in the HPLMN 
[bookmark: _Toc90026317][bookmark: _Toc90023878][bookmark: _Toc98927333][bookmark: _Toc108083482]6.3.1	Introduction
This solution addresses KI#1. This solution is proposed for the cases of regulatory control point deployment in which the VPLMN supports AKMA when AF located in the HPLMN.
[bookmark: _Toc90023879][bookmark: _Toc98927334][bookmark: _Toc90026318][bookmark: _Toc108083483]6.3.2	Solution details
[bookmark: _Toc90023880][bookmark: _Toc90026319][bookmark: _Toc98927335]Figure 6.3.1-1 shows the SBA architecture that UE is roaming in a VPLMN and accesses the application deployed in the HPLMN. When UE is roaming in a VPLMN and accesses an application deployed in the HPLMN, the VPLMN does not need to detect whether the UE uses the AKMA service.  



Figure 6.3.2-1: The SBA architecture that UE is roaming in a VPLMN and accesses the application deployed in the HPLMN
Figure 6.3.1-2 shows the architecture that UE is roaming in a VPLMN and accesses the application deployed in the HPLMN. The UE accesses the home network deployment application. Like the third party deployment service, the VPLMN can only detect the data flow through UPF in the VPLMN (if the data between the UE and application do not encrypt). In this case, the regulatory control point should be UPF in the VPLMN.



Figure 6.3.2-2: The architecture that UE is roaming in a VPLMN and accesses the application deployed in the HPLMN (*regulatory control point)
Editor’s Note: The details of the UPF being a regulatory control point for LI are FFS.
Editor’s Note: How LI requirements are to be fulfilled is FFS.
[bookmark: _Toc108083484]6.3.3	Solution Evaluation
TBD
[bookmark: _Toc108083485]6.4	Solution #4: Roaming AKMA architecture of the AF in the VPLMN 
[bookmark: _Toc108083486]6.4.1	Introduction
This solution addresses KI#1. This solution is proposed for the cases of regulatory control point deployment in which the VPLMN supports AKMA when AF located in the VPLMN.
[bookmark: _Toc108083487]6.4.2	Solution details
Figure 6.4.1-1 shows the SBA architecture that UE is roaming in a VPLMN and accesses the application deployed in the VPLMN. The home network (HPLMN) needs an agreement with the service network (VPLMN) to use the AKMA service deployed in the home network. In this scenario, the service network can sense the AKMA service used by the UE. For this scenario, AF is located inside the VPLMN and needs to find the AAnF of the home network through the NEF of the home network. 



Figure 6.4.2-1: The SBA architecture that UE is roaming in a VPLMN and accesses the application deployed in the VPLMN
Figure 6.4.1-2 shows the architecture that UE is roaming in a VPLMN and accesses the application deployed in the VPLMN. As described in clause 6.3 of the 3GPP TS 33.535[2], the AF needs to obtain the KAF from the AAnF through the NEF. Therefore, the regulatory control point in Figure 6.4.1-2 can be AF in the VPLMN.



Figure 6.4.2-2: The architecture that UE is roaming in a VPLMN and accesses the application deployed in the VPLMN (*regulatory control point)
Editor’s Note: The details of the AF being a regulatory control point for LI are FFS.
Editor’s Note: How LI requirements are to be fulfilled is FFS.
[bookmark: _Toc108083488]6.4.3	Solution Evaluation
TBD
[bookmark: _Toc101350001][bookmark: _Toc108083489]6.5	Solution #5: AKMA anchor key registration to the AAnF in VPLMN after primary authentication
[bookmark: _Toc101350002][bookmark: _Toc108083490]6.5.1	Introduction
This solution addresses the KI #1. The proposed solution registers AKMA anchor key (KAKMA) and A-KID to the AAnF in VPLMN after primary authentication for UE in the same manner of KAKMA and A-KID registration to the AAnF in HPLMN. Once the KAKMA and the A-KID are registered in AAnFs in VPLMN and HPLMN, the UE in VPLMN is able to access to both VPLMN AF and HPLMN AF. Moreover, even if KAUSF which is a root key of the KAKMA is changed by new primary authentication, there is no need additional key update procedure for the VPLMN AAnF since the new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.

[bookmark: _Toc101350003][bookmark: _Toc108083491]6.5.2	Solution details


Figure 6.5.2-1: AKMA anchor key registration to the AAnF in VPLMN after primary authentication
1. The AUSF requests authentication information to the UDM to acquire subscription information and authentication method in primary authentication procedure.
2. The UDM responses with the Authentication Vector. The AKMA indication and the RID may be included in the response if the UE needs AKMA anchor key generation.
3. If the AUSF receives the AKAM indication from the UDM, the AUSF shall store KAUSF and generate AKMA Anchor Key (KAKMA) and the A-KID. The UE shall generate the KAKMA and the A-KID if the primary authentication procedure is completed.
4. If the keys generation is completed, the AUSF shall request to the HPLMN AAnF to register A-KID and KAKMA. The selection of the AAnF is described in TS 33.535 clause 6.7 [2].
5. The AAnF in HPLMN responses to the AUSF after key registration completed.
6. If the AUSF recognizes the UE is for roaming from SN-name previously received in the primary authentication, the AUSF selects the AAnF in VPLMN to register KAKMA and A-KID based on Visited Network Information by querying the NRFs between VPLMN and HPLMN.
NOTE: For the service discovery from HPLMN to VPLMN to select the AAnF in VPLMN, new procedures for service discovery procedure would be required.
7. The AAnF in VPLMN responses to the AUSF after key registration completed.
NOTE: For the service discovery from HPLMN to VPLMN to select the AAnF in VPLMN, new procedures for service discovery may be needed.
Editor’s Note: Further solution details related to LI are FFS.
Editor’s Note: The details of vAAnF selection by the AUSF is FFS.
Editor’s Note: Whether the AUSF always pushes the AKMA context depends on LI regulatory requirement and is FFS.
[bookmark: _Toc101350004][bookmark: _Toc108083492]6.5.3	Evaluation
TBD
[bookmark: _Toc108083493]6.6	Solution #6: AKMA roaming with VAAnF for LI
[bookmark: _Toc108083494]6.6.1	Introduction
This solution is addressing Key Issue #1: Support for AKMA roaming scenario, especially the scanrio when the UE is in VPLMN and trying to access the HPLMN AF.
The issue of LI for AKMA roaming was described as follows: if the UE is roaming in a VPLMN, then the UE builds up a secure tunnel to an AF in the HPLMN and since the credentials used for the encryption are based on the 3GPP derived keys, the VPLMN must be able to perform LI. This is not possible compared to GBA, where the NAF and tunnel endpoint is located in the VPLMN. 
Further it cannot be implied that the AF is always in the VPLMN for roaming scenarios, for typical deployments it can be a 3rd party AF in a data network. 
If the VPLMN needs to perform LI, then the VPLMN needs to be enhanced to store the SUPI and the encryption key e.g. with a local AAnF. It is recommended to further also only provide the KAF to the VPLMN for the service the UE is currently requesting from the AF. In case the VPLMN is not enhanced but has a strong LI requirement for AKMA, the AF should not get the KAF and should get an indication that NULL encryption has to be used.
[bookmark: _Toc108083495]6.6.2	Solution details
The solution proposes to introduce a VAAnF in the VPLMN in order to store the connection details of the UE roaming in that VPLMN to the AF outside that VPLMN. The differences to the normal procedures of TS 33.535 are described below. 



Figure 6.6.2-1: Deriving KAKMA after primary authentication
Additionally to the other AKMA related parameters, the AUSF provides also the SN name to the AAnF in the HPLMN in step 4. The SN name is later used to determine whether the Ue is roaming and to select an appropriate AAnF in the VPLMN (VAAnF) for storing the AKMA connection details.



Figure 6.6.2-2: KAF generation from KAKMA and provisioning to VPLMN
In step 3, the HAAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 
In step 4, the HAAnF detects based on the SN name that the UE is roaming and if the VPLMN has AKMA LI enhancements, then the HAAnF provides the KAF and the KAF expiration time together with the SUPI of the UE to the VAAnF in the VPLMN for storing the AKMA LI context. The VPLMN AKMA capabilities and policies may be configured in the HAAnF and may be based on SLAs.
Editor’s Note: How to address the case that a VPLMN operator does not support AKMA and is required to perform LI is FFS
Editor’s Note: Further solution details related to LI are FFS.  
[bookmark: _Toc108083496]6.6.3	Evaluation
TBD
[bookmark: _Toc108083497]6.7	Solution #7: Introducing AP into AKMA
[bookmark: _Toc108083498]6.7.1	Introduction
TS 33.222 specifies the use of Authentication Proxy in GBA [3], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
[bookmark: _Toc108083499]6.7.2	Solution details
[bookmark: _Toc108083500]6.7.2.1 	Architecture of using AP
An Authentication Proxy (AP) is a proxy which takes the role of an AF and delegates a group of ASs. It may reside between the UE and the AS as depicted in the figures below. The AP helps the ASs behind the AP to execute AKMA procedures to save the consumption of signalling resources and AAnF computing resources. It may also relieve the AS of security tasks. The use of an AP is fully compatible with the architecture specified in TS 33.535 [2].  
The AP can assure the ASs that the request is coming from an authorized subscriber of the MNO.


Figure 6.7.2.1-1: Use of AP when AP is internal 



Figure 6.7.2.2-1: Use of AP when AP is external
[bookmark: _Toc359245391][bookmark: _Toc75189899]Editor’s Note: Configuration of AP’s FQDN is FFS.
[bookmark: _Toc108083501]6.7.2.2 	AP-AS reference point
The HTTP protocol is run over the AP-AS reference point. Confidentiality and integrity protection can be provided for the reference point between the AP and the AS using NDS/IP mechanisms as specified in TS 33.210 [5]. For traffic between different security domains, the Za reference point shall be operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb reference point. 
[bookmark: _Toc108083502]6.7.2.3 	Example of using AP for TLS tunnels
When the TLS based protocol is used as Ua* profile, the AP can be used to handle the TLS security relation with the UE and relieves the application server (AS) of this task. When an HTTPS request is destined towards an application server (AS) behind an AP, the AP terminates the TLS tunnel and performs UE authentication. The AP proxies the HTTP requests received from UE to one or many application servers. The AP may add an assertion of identity of the subscriber for use by the AS, when the AP forwards the request from the UE to the AS.




Figure 6.7.2.3-1: Use of AP for TLS tunnels when AP is external




Figure 6.7.2.3-2: Use of AP for TLS tunnels when AP is external
[bookmark: _Toc108083503]6.7.3	Evaluation
Editor’s Note: FFS

[bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc56501637][bookmark: _Toc108083504]7	Conclusions					
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

[bookmark: _Toc108083505]
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