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�Foreword

This ETSI Technical Report (TR) has been produced by the Special Mobile Group (SMG) of the European Telecommunications Standards Institute (ETSI). 

This TR identifies the requirements for security in UMTS, and specifies the security features which need to be supported in order to meet these requirements. It also identifies the types of mechanism available to provide and manage these features, and discusses some architectural aspects relevant to the integration of security into UMTS, such as a framework for authentication.

�1	Scope

The purpose of this ETSI Technical Report is to specify the principles for the inclusion of security in the Universal Mobile Telecommunications System (UMTS). The report addresses all aspects of UMTS security, and is intended to provide a basis for the subsequent standardisation of security in UMTS.

This TR identifies the requirements for security in UMTS, and specifies the security features which need to be supported in order to meet these requirements. It also identifies the types of mechanism available to provide and manage these features, and discusses some architectural aspects relevant to the integration of security into UMTS, such as a framework for authentication.

This TR also identifies general requirements for cryptographic algorithms and security devices needed for the provision of UMTS security. These algorithms and devices are, however, not specified in detail.

2	References

This TR incorporates by dated and undated reference, provisions from other publications. These references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this TR only when incorporated in it by amendment or revision. For undated references, the latest edition of the publication referred to applies.

[1]	ETR 271 (UMTS 01.01): "Universal Mobile Telecommunications System (UMTS) Objectives and Overview".

[2]	ETR 309 (UMTS 01.02): "Vocabulary for the Universal Mobile Telecommunications System (UMTS)".

[3]	ETR 291 (UMTS 01.03): "Universal Mobile Telecommunications System (UMTS) System Requirements".

[4]	DE/SMG-0102201U (UMTS 22.01): "Service principles for the Universal Mobile Telecommunications System (UMTS)".

[5]	DTR/SMG-050301U (UMTS 03.01): "Framework of network requirements, interworking and integration for the Universal Mobile Telecommunications System (UMTS)".

[6]	Recommendation ITU-R M.1078: "Security principles for FPLMTS".

[7]	DE/SMG-0003301U: "Security for UMTS".

[8]	DTR/SMG-050501U (UMTS 05.01): "UMTS - Objectives and framework for the TMN".

[9]	ISO/IEC 8372, "Modes of operation of a 64-bit cipher".

[10]	ISO/IEC 9797, "Message authentication codes".

[11]	ISO/IEC 9798, part 2, "Entity authentication using symmetric techniques".

[12]	ISO/IEC 9798, part 3, "Entity authentication using a public key algorithm".

[13]	ISO/IEC 9798, part 4, "Entity authentication using non-reversible functions".

[14]	ISO/IEC 9798, part 5, "Entity authentication using zero knowledge techniques".

[15]	ISO/IEC 9978, "Register of cryptographic algorithms".

[16]	ISO/IEC 10116, "Modes of operation of an m-bit cipher".

[17]	ISO/IEC 10118, "Hash functions, part 1: General".

[18]	ISO/IEC 13888, "Non-repudiation". 

[19]	ISO/IEC 11770, "Key management".

[20]	ISO 7498-2, "OSI Security Architecture".

[21]	ISO/IEC 10181, "Security framework standard".

3	Abbreviations and definitions

3.1	Abbreviations

For the purposes of this TR the following abbreviations apply:

ACC	Authentication and confidentiality control

APM	Alternative payment method

B�ISDN	Broadband Integrated Services Digital Network 

DECT	Digital Enhanced Cordless Telecommunications

DMO	Direct mode operation

FPLMTS	Future Public Land Mobile Telecommunication System

IN	Intelligent Network

IMEI	International Mobile Equipment Identity

IMTI	International Mobile Terminal Identity

IMUI	International Mobile User Identity

ISDN	Integrated Services Digital Network

ITU	International Telecommunication Union

IUN	International Universal Mobile Telecommunication System (UMTS) Number

LAI	Location area identifier

MAC	Message authentication code 

MAC	Media access control

MCF	Mobile control function

MSF	Mobile service function

PABX	Private Automatic Branch Exchange

PMR	Private Mobile Radio

PSTN	Public Switched Telephone Network

QoS	Quality of service

RDH	Registration and deregistration handler

RSA	Rivest, Shamir and Adleman

SCF	Service control function

SDF	Service data function

TMN	Telecommunications Management Network

TTP	Trusted Third Party

UIM	UMTS Identity Module

UMTS	Universal Mobile Telecommunication System

UPT	Universal Personal Telecommunication

3.2	Definitions

Definitions of terms used in this TR can be found in the Vocabulary for the UMTS [2].

4	Methodology

The methodology used to derive the principles for UMTS security is illustrated in figure 1 and reflected in the structure of this report. The report is structured as follows. 

Clause 5 describes the principal objectives for the provision of security features in UMTS. 

Clause 6 provides the context in which the security principles for UMTS are developed. This context is described in terms of system assumptions that have a significant bearing on security, the roles of the users, providers, regulators, etc., of the UMTS services, the UMTS functional model and the operational environments and scenarios for UMTS.

Clause 7 identifies the security requirements for UMTS from the perspectives of customers of UMTS services, those parties involved in the provision of these services and some miscellaneous parties e.g. requirements related to the satellite component.

Clause 8 lists a number of security features that enable the UMTS security requirements to be satisfied.

Clause 9 specifies the types of security mechanism available for the provision of the UMTS security features.

Clause 10 describes a general framework for UMTS authentication.

Clause 11 lists a number of management features relating to security. It also discusses the management of security features themselves.

Clause 12 contains a requirements specification for the various cryptographic algorithms needed for the UMTS security functions.

Clause 13 gives a requirements specification for the security devices needed for the UMTS security functions.

� EMBED Designer  ���

Figure 1: Methodology for UMTS security

5	General objectives for security

This clause describes, in general terms, the principal objectives underlying the provision of security features in UMTS. 

These objectives are:

a)	To ensure that information generated by or relating to a UMTS user or subscriber is adequately protected against misuse or misappropriation.

b)	To ensure that the resources and services provided by a UMTS service provider or network operator are adequately protected against misuse or misappropriation.

c)	To ensure that the security features standardised in UMTS are compatible with world-wide availability of UMTS.

d)	To ensure that the security features provided by UMTS are adequately standardised to enable secure world-wide interoperability and roaming between different network operators.

e)	To ensure that the level of protection afforded to users and providers of UMTS services should be at least equal to that provided in contemporary fixed networks.

f)	To ensure that mechanisms are in place for fraud management.

g)	To ensure that lawful interception of a users communications be possible in accordance with national law.

h)	To ensure that the problem of stolen mobile equipment is adequately addressed.

i)	To ensure that emergency services are adequately protected against abuse.

6	Security context

The purpose of this clause is to describe the context in which the UMTS security principles are developed. 

The security context is described in terms of: UMTS system assumptions that are considered to have a significant bearing on the security principles adopted; the relationships between the various logical parties involved in the use, provision, regulation, administration, etc., of UMTS services - a role model for UMTS; the UMTS functional model and the operational environments; scenarios for UMTS; and the various kinds of information considered in UMTS. 

6.1	System assumptions

The system assumptions listed in this clause have a significant impact on the security principles adopted for UMTS. These assumptions are derived from the UMTS general objectives in UMTS Objectives and Overview [1] and the UMTS service features described in Framework for Services to be Supported by the UMTS [4].

a)	UMTS will admit the provision of services in an environment of multiple network operators and service providers, public or private, some of which are in direct competition.

b)	UMTS will allow national and international roaming subject to regulations and inter�operator agreements.

c)	UMTS will be provided by an open system architecture based on IN and TMN principles, taking 	into consideration architectures used in existing mobile networks.

d)	UMTS may support the UPT service concept.

e)	UMTS will provide a variety of telecommunications services using a range of bearer bit rates (e.g., multi-media services, simultaneous use of services and dynamic allocation of channels and bit rates).

f)	UMTS will accommodate a variety of mobile terminals ranging from those which are small enough to be easily carried on the person to those which are mounted in a vehicle.

g)	UMTS users will have unique identities.

h)	UMTS users will have personal service profiles to which they will have direct but limited access.

I)	UMTS will admit the connection of users to other UMTS users and to users of other telecommunications networks (e.g., PSTN, ISDN, B-ISDN and mobile systems that use direct satellite links).

j)	UMTS will support the sequential use of radio interfaces.

k)	UMTS may support a variety of different radio interfaces, including a satellite segment.

l)	UMTS terminals may have unique identities.

m)	UMTS will adhere to legal requirements imposed by national authorities e.g. type approval, data protection act.

6.2	A role model for UMTS

This clause provides a description of the various parties or organisations involved in the use, provision, and regulation of UMTS services and the relationships between them. The descriptions are given purely from a security perspective to enable the security requirements for UMTS to be identified in a systematic manner.

It should be noted that these roles represent purely logical entities, and are not intended to reflect actual legal parties, human beings, or physical machines.

In many cases, some of the parties involved in the provision and use of UMTS will be grouped into a single entity. For example a particular company may act as both a service provider and network operator. Similarly, a person could be both a subscriber and a user.

6.2.1	Customers

6.2.1.1	Subscribers

A subscriber, as defined in UMTS System Overview [3], is a person or organisation that has a contractual relationship with a service provider on behalf of one or more users.

A subscriber is responsible for payment of charges incurred by its users to the associated service provider.

A subscriber is able to access the service profiles, as defined in Framework for Services to be Supported by the UMTS [4], of its associated users in order to read or modify certain service parameters associated with those users.

A subscriber is identified by a unique subscriber account identifier, as defined in Framework for Services to be Supported by the UMTS [4].

NOTE:	Sometimes the term UMTS subscriber is used instead of subscriber, especially where it is necessary to distinguish a subscriber who subscribes directly to a UMTS service from one which benefits from UMTS services by subscribing to UPT.

6.2.1.2	Users

A user, as defined in UMTS System Requirements [3], is a person or other entity authorised by a subscriber to use some or all of the UMTS services subscribed to by that subscriber.

A user is identified within UMTS by a unique International Mobile User Identity (IMUI), as defined in Framework for Services to be Supported by the UMTS [4]. This identity is one of the basic identities involved in mobility management, e.g. paging of incoming calls, and possibly location updating. The IMUI is known to the service provider associated with the user (through the subscriber), but need not be known to the user. Although only one IMUI is associated with a particular (logical) user, the physical embodiment of this user may have other (logical) users associated with it. Thus, a physical user may have more than one IMUI.

A user can be reached by using an international mobile user number, as defined in Framework for Services to be Supported by the UMTS [4]. This is a diallable number through which the user is addressable and identifiable, irrespective of the UMTS terminal or point of attachment being used.

The user is represented by a User Identity Module (UIM) as defined in Framework for Services to be Supported by the UMTS [4]. The UIM contains functions and data needed to identify and authenticate the user when the user accesses UMTS services. In particular the UIM contains the user's IMUI and any security parameters which need to be carried by the user.

UMTS services are provided to UMTS users through UMTS mobile terminals. A UMTS mobile terminal may have a unique International Mobile Equipment Identity (IMEI), as defined in Framework for Services to be Supported by the UMTS [4].

A user may access his service profile, as defined in Framework for Services to be Supported by the UMTS [4], in order to read or modify certain service parameters. 

NOTE 1:	Sometimes the term UMTS user is used instead of user, especially where it is necessary to distinguish a user who benefits from UMTS services by being associated directly with a UMTS subscriber, rather than one who benefits from UMTS through his association with a UPT subscriber (see Clause 6.2.1.5).

NOTE 2:	The functions that make up the UIM may be integrated with a UMTS mobile terminal, or they may be implemented in a device which is physically detachable from the terminal, such as a smart card. Irrespective of the implementation, the UIM is managed by the user's (subscriber’s) service provider (see 6.2.2.1). In particular, the service provider is responsible for managing the user's security parameters held in the UIM.

NOTE 3:	There may be a need to introduce temporary IMUI's for security purposes.

NOTE 4:	There may be a need to consider prepaid cards, and thus introduce temporary users who have access to a limited set of services e.g. outgoing calls only.

6.2.1.3	Other party

This term is used to denote a telecommunications user who is either the A-Party in a call to a UMTS user, or the B-party in a call from a UMTS user. Such a party is not necessarily a UMTS user.

NOTE:	Although not referred to explicitly elsewhere in this report, the existence of an other party is implicit throughout.

6.2.1.4	UPT user

A UPT user is a person or other entity who uses UPT. A potential objective of UMTS is that it should allow UPT users to gain access to services without the need for additional devices specific to UMTS, or a UMTS subscription.

6.2.2	Providers

6.2.2.1	Service providers

A service provider, as defined in UMTS System Requirements [3], has the overall responsibility for the provision of UMTS services to the users associated with it’s subscribers.

Service provider responsibilities include the following:

-	The provision and management of subscriber accounts, including the allocation and management of subscriber account identifiers, the allocation and management of user identities, numbers, and devices, subscription charges, billing subscribers for user charges, paying network operators for user charges, etc.

-	The provision and maintenance of service profiles for subscribers and associated users, including the provision and control of access to service profiles by users and subscribers.

-	Negotiation with network operators for network capabilities needed to provide UMTS services to its users, including off-line agreements to allow service provision, and on-line interaction to ensure that users are properly identified, located, authenticated and authorised to use services before those services are provided to them.

NOTE 1:	Sometimes the term UMTS service provider is used, especially where it is necessary to distinguish between a service provider for UMTS services and a UPT service provider who may offer UMTS services to its UPT users through a UMTS service provider (see Clause 6.2.2.6).

NOTE 2:	In some FPLMTS documents, in particular Security Principles for FPLMTS [7], the term service provider is prefixed by 'home'.

NOTE 3:	A service provider must have an identity. This may be explicit or implicit.

6.2.2.2	Network operators

A network operator, as defined in UMTS System Requirements [3], provides network capabilities to support UMTS services.

Network operator capabilities are provided on behalf of service providers, with which the network operator has an appropriate agreement, for the benefit of the users associated with those service providers.

Network operator responsibilities include the following:

-	The provision and management of radio resources, including the provision and management of any encrypted bearers needed to ensure confidentiality of user traffic.

-	The collection of charging and accounting data and the transfer of such data to service providers and other network operators.

-	The interaction with and provision of facilities for service providers to identify, authenticate, authorise and locate users.

-	The interaction with and provision of facilities for terminal managers (as described in Clause 6.2.2.5) for mobile terminal security management.

NOTE 1:	Sometimes the term UMTS network operator is used instead of network operator, usually when there is a possibility of confusion with other network operators who provide, for example, intermediate network operations (see Clause 6.2.2.4).

NOTE 2:	In some FPLMTS documents, in particular Security Principles for FPLMTS [7], the term network operator is prefixed by 'visited'. 

NOTE 3:	A network operator must have an identity. This may be explicit or implicit.

6.2.2.3	Non-UMTS network operators

Telecommunication network resources provided by non-UMTS network operators may be involved in the provision of UMTS services. The following types of other networks have been identified:

-	Originating network - this is the term used to designate the network from which a call to a UMTS user originates, it may or may not be a UMTS network.

-	Intermediate network - this is a network which may be used to route and establish connections between UMTS networks.

-	Terminating network - this is the term used to designate the network where the call from a UMTS user is terminated, it may or may not be a UMTS network..

The security provided by a UMTS network should not depend on other networks. For example, if security parameters are passed from one UMTS network to another through an intermediate network, then the intermediate network should not be relied upon to maintain the integrity or confidentiality of those parameters.

6.2.2.4	UPT service providers

A UPT service provider provides UPT services to UPT users.

UPT service provider responsibilities include:

-	Negotiation with UMTS network operators for network capabilities needed to provide UPT services to its UPT users, including ensuring that UPT users are properly identified, located, authenticated and authorised to use services before those services are provided to them.

6.2.3	Miscellaneous entities

6.2.3.1	Terminal managers

A terminal manager is responsible for UMTS mobile terminals registered in a particular administrative area, (e.g., a country). As such, a terminal manager is responsible for a set of international mobile equipment identities.

Terminal manager responsibilities include the following:

-	The provision of resources and the management of information needed to combat the use of stolen, cloned and non type approved mobile terminals.

NOTE:	The need for a terminal manager has not yet been identified for UMTS. If such entities are necessary, then it is likely that the terminal manager will be closely associated with, or become part of, some other entity such as the network operator, service provider, or possibly even the terminal manufacturer. For example, a mobile terminal could be registered with a network operator and the role of the terminal manager could then be carried out by the network operator.

6.2.3.2	Third party

This term is used to denote an entity who is not directly involved with the provision and use of UMTS services but may be affected by them. A third party will usually, but not always, be a user of telecommunication services.

There may be legal requirements on the protection of such third parties. 

6.2.3.3	Regulators and type approval agencies

In the context of this report, a regulator is any body which is authorised to set laws or guidelines governing the provision or use of UMTS services, or UMTS terminal or infrastructure equipment.

Examples of regulators are national governments and their agencies, including law enforcement agencies, national security agencies, export control authorities, etc. The UMTS security features and mechanisms must be such that they do not inhibit the legitimate activities of such organisations. 

A type approval agency is any organisation which is authorised by a regulator to ensure that the laws and guidelines relating to equipment are complied with.

Type approval agencies include certified test houses that conduct type approval testing of terminal equipment. In the context of UMTS security, such bodies may play a role in ensuring that terminal security features are properly implemented. For example they may be required to verify that terminal manufacturers have taken adequate precautions to ensure that IMEI's cannot be altered. 

6.2.3.4	Trusted third parties

It may be necessary to establish trusted third parties for providing:

-	directories of service provider, network operator, subscriber or user security parameters (e.g. public keys, certificates of public keys);

-	trustworthy timestamps;

-	a framework to facilitate roaming agreements between service providers and/or network operators and to set policies governing roaming;

-	facilities for the exchange of data related to terminals such as stolen terminals.

Trusted third parties may be hierarchically ordered (e.g. certification authorities).

NOTE:	Some functions of the TTPs may be provided by service providers or network operators. 

6.2.3.5	Intruders

In the context of this report, an intruder is the term used to denote any party who attempts to breach the confidentiality, integrity or availability of UMTS, or who otherwise attempts to abuse UMTS in order to compromise services or defraud users, service providers, network operators or any other party. An intruder may, for example, attempt to eavesdrop on user traffic, signalling data and management data, or attempt to masquerade as a legitimate party in the use, provision or management of UMTS services.

6.2.3.6	Owners

This term is used to describe any entity owning equipment associated with UMTS.

NOTE:	The term equipment should include, amongst other things, switches, base stations, satellites, PABXs, UIMs (when realised as a physical device), and terminal equipment.

6.2.3.7	Additional entities

A number of additional entities may have a role to play in UMTS security. These include fraud managers, manufacturers, and parties involved in UMTS service creation and management.

NOTE:	Terminal and UIM manufacturers may have a part to play in setting initial cryptographic keys, depending on the security mechanisms selected.

6.3	Functional model of UMTS

Network aspects of UMTS are described in detail in Framework of network requirements, interworking and integration for the UMTS [5].

This subclause gives a brief overview of the functional modelling process employed for the UMTS in [5], and also describes aspects of the functional model having a direct impact on security.

6.3.1	Overview of the functional modelling process

The generic UMTS functional model comprises a collection of functional entities interacting through information flows. From this model, service specific functional models can be derived. These also comprise functional entities interacting through information flows, but include only those entities and flows relevant to the service in question.

UMTS Reference configurations for the various UMTS service environments are produced by assigning functional entities to functional groups.

The UMTS Functional architecture is derived from the reference configurations by allocating functional groups to network entities. When functional entities are allocated to distinct network entities, a functional interface between network entities is defined. Note that the functional architecture is not specific to service environments. The reference configurations show how the functional architecture is applied to the various service environments. The functional architecture in effect maps the functional entities to the UMTS role model, and can be used to describe the functionality of the various roles defined for UMTS.

Finally a network architecture is derived composed of physical entities related to network entities. A number of physical interfaces can be used to implement a functional interface.

6.3.2	Separation of terminal and UIM functionality

UMTS users are (logically) distinguishable from their terminals. This not only allows user mobility independent of terminal mobility, but admits the independent treatment of user and terminal security issues. The separation is achieved through the utilisation of a user identity module (UIM) to represent the user. It is natural to separate the UIM and terminal in the functional model as follows: 
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Figure 2: Functional model

The functional entities (relevant to security) involved are as follows:

Mobile Storage Function (MSFterm): This is purely a data storage function at the mobile side of the radio interface. It stores:

-	identity and security related parameters for the terminal;

-	type and capabilities of the terminal.

Mobile Storage Function (MSFUIM): This is purely a data storage function at the mobile side of the radio interface. It stores:

-	identity and security related parameters for the user and possibly the corresponding subscription;

-	service related parameters (i.e. the user’s service profile);

-	user’s location information (LAI).

Mobile Control Function (MCFterm): This function contains the service logic and service related processing capabilities required at the mobile side of the radio interface in the terminal. It supports all mobile specific functions (e.g. location management, mobility management, identity management) and provides local service control. The functionality of the MCFterm may include the following:

-	network information monitoring and analysis;

-	location update initiation;

-	terminal authentication (if necessary);

-	control of confidentiality( e.g. ciphering management);

-	paging recognition and response.

Mobile Control Function (MCFUIM): This function contains the service logic and service related processing required in the UIM. It supports all mobile specific functions that are under the users control. The functionality of the MCFUIM includes the following:

-	authentication processing;

cipher key agreement.

6.3.3	Architectural impact of security

The UMTS security functions will impose requirements on the overall system architecture. This clause identifies such requirements.

Communication between the SCF/SDF’s of distinct networks is necessary to exchange user related information. 

Authentication is defined between the user and network operator. The user may also be authenticated to his service provider. Authentication between networks may be necessary due to TMN considerations.

For registration, the functionality of the SCF is split into the RDH and the ACC:

-	RDH: Registration and deregistration handler.

-	ACC: Authentication and confidentiality control. This functional entity contains all security relevant algorithms (part of them may be secret). It controls authentication procedures, generates encryption keys, etc.

6.4	UMTS operational scenarios and environments

An operational scenario can be viewed as a refinement of the functional mapping of the role model to reflect a particular physical configuration. The object of this clause is to describe the most likely operational scenario's for UMTS, and to associate with each operational scenario one or more operating environments. This is necessary because different environments will have different implications for security.

The operating environments for UMTS (as defined in Framework for Services to be Supported by the UMTS [4]) include:

-	residential;

-	indoor office;

-	vehicle with mobile base station;

-	mobile vehicle;

-	pedestrian;

-	rural and remote.

6.5	UMTS information types and groups

Different types of information will usually require different kinds of protection. Therefore, to be able to derive security requirements we must first distinguish the various types of information that can arise in UMTS. The following subclauses list a number of information types, and useful groupings of these types.

6.5.1	Information types

User traffic

This type comprises all information transmitted on the end-to-end traffic channel by users to other users. The information could be digital data, voice, or any other form of information generated by the user.

Charging, billing and accounting

This type comprises information relating to charges incurred by users whilst using network resources and services. Such information would normally be generated by network operators and passed to and amongst service providers. It also includes information relating to charges incurred by subscribers for their subscriptions and user's charges. Such information is generated by a service provider (using charging information obtained from network operators and other service providers) and passed to subscribers. 

Location

This type comprises location information regarding a user (or terminal equipment). Such information is generated by a network operator and passed to the user's service provider (it may or may not be retained by the network operator).

Dialling 

This type comprises information relating to diallable numbers associated with users (and possibly terminal equipment). Such data is generated by service providers and distributed to users. It is transferred from a user to network operator to initiate a call, and then passed by the network operator to the associated user's service provider. 

Routing

This type comprises information passed through the network to enable correct routing of calls. Such information will be generated by service providers or network operators (using location and dialling information) and passed amongst network operators.

Identity

This type comprises information which determines the identity of an entity. The entities of interest are usually users, subscribers, or terminal equipment. User and subscriber identities are generated by the appropriate service provider, and are held by both the service provider and the user or subscriber respectively. In addition, a user's identity will be held by the appropriate subscriber. Terminal equipment identities are generated by the terminal manager (or equipment manufacturer), and are held by both the terminal manager and terminal equipment. User identities may accompany user-related data such as charging, billing, and location when it is passed between entities. Similarly, subscriber identities accompany billing data when it is passed between service provider and subscriber.

Security

This type comprises information relating to security. It includes such data as encryption keys and authentication messages, and may be generated by a third party or the involved entities themselves. It also includes information relating to the access control of entities to terminal equipment, network resources, and service profiles. Such data may include PINs generated by users, and databases of identities generated by service providers and network operators. It is generally stored by the generating entity.

Service profile

This type comprises information regarding the service profiles of users. Such data is generated and passed between a user, the user's subscriber, and the subscriber's service provider. 

Additional call control

This type comprises all information needed to set up, maintain, or release a call, other than identity, dialling and routing information. Such information will be generated by users or network operators and passed between users and network operators, or between network operators.

6.5.2	Information groups

In addition to the specific types of information described above, these types are further categorised into groups to simplify the analysis of threats to the data's integrity and confidentiality. These groupings are as follows:

Call control

dialling, identity, routing, additional call control.

Signalling data

call control, location, security.

Management data

charging, billing and accounting, network resource management, security, subscription, service profile.

Stored data 	

Any information type whilst being stored in some manner.

Transmitted data

Any information type whilst being transmitted in some manner.

7	Security requirements

This clause identifies the requirements for security in UMTS.

These requirements are engendered by the roles played by the various entities involved in UMTS and the relationships between them as described in Subclause 6.2. The key UMTS entities fall naturally into one of two classes, namely customers and providers. For this reason we classify requirements according to whether the beneficiary is a customer or a provider. Requirements are presented from a customer perspective in Subclause 7.1, and from a provider perspective in Subclause 7.2. Of course some requirements will benefit entities in both classes. Such cases will be noted in the text. Subsequent subclauses raise issues and specify additional requirements that concern other entities or specific aspects of UMTS.

Customer security requirements are further split into the following categories: 

-	user identity module;

-	access to telecommunications services;

-	provision of telecommunications services;

-	access to service profiles;

-	support for supplementary security services;

-	data protection.	

Provider security requirements are listed in the following categories:

-	user identity module;

-	user access to telecommunications services;

-	provision of telecommunications services;

-	service profiles;

-	protection of provider resources;

-	protection of communications within a provider domain;	

-	protection of communications between provider domains.

Areas giving rise to additional requirements and issues are as follows:

-	supplementary services;

-	UPT;

-	satellite component;

-	PMR services;

-	mobile terminal equipment;

-	charging, billing and accounting.

NOTE:	The term ‘protect´ encompasses both detection and prevention.

7.1	Customer security requirements

7.1.1	User Identity Module

The following requirements relate to the UIM.

a)	It is necessary to be able to secure access to a UIM, so that it can only be used by the user to whom it is issued, or by a party explicitly authorised by the user.

b)	It is necessary to ensure the privacy of certain data stored in the UIM, in particular user identity and authentication information.

c)	It is necessary to prevent unauthorised modification to certain data stored in the UIM, in particular user identity and authentication information.

NOTE:	A working assumption is that a UIM is used to access telecommunications services. The user is identified with the UIM and user identification/authentication is identification/authentication of this device by the service provider/network operator.

7.1.2	Access to telecommunications services

The following requirements relate to access of telecommunications services.

a)	It is necessary to prevent an intruder from masquerading as a user and accessing telecommunications services.

b)	It is necessary to prevent an intruder from masquerading as a service provider or network operator.

NOTE:	The second requirement may depend upon what data the service provider/network operator can read from or write to the UIM or terminal, or whether using telecommunications services supplied by different providers could effect the charges to the user. Consideration needs to be given to whom the user needs to authenticate and under what circumstances.

7.1.3	Provision of telecommunications services

The following requirements relate to the provision of telecommunications services.

a)	It is necessary to ensure the privacy of user traffic, in particular whilst being transmitted over the radio interface.

b)	It is necessary to ensure the privacy of user's location information, in particular whilst being transmitted over the radio interface. 

c)	!t is necessary to provide protection against an intruder identifying the user(s) associated with a particular communication.

d)	It is necessary to protect against unauthorised modification of user traffic and signalling data, in particular whilst being transmitted over the radio interface.

e)	It is necessary to protect against an intruder from taking over a telecommunications service already provided to a user.

NOTE:	Most requirements above appear to concern themselves solely with the radio interface. Consideration needs to be given to the protection of data at other locations and interfaces.

7.1.4	Access to service profiles

The following security requirements relate to user, subscriber, and service provider access to service profiles.

a)	It is necessary to ensure the privacy of service profile data.

b)	It is necessary to protect against unauthorised modification to service profile data.

c)	It is necessary to ensure that users, subscribers and service providers cannot subsequently deny having accessed a service profile.

NOTE 1:	To make these requirements more explicit, and to identify the full range of security requirements relating to service profiles, the content, structure, location, rights of access, and means of access to these profiles, must be clearly defined.

NOTE 2:	Requirement c) may be too strong. Perhaps all that is required is the means to make entities accountable for the changes they make to their service profiles.

7.1.5	Support for supplementary security services

Support for the following supplementary security services is required:

a)	End-to-end privacy service.

b)	End-to-end integrity service.

c)	End-to-end non-repudiation service.

d)	End-to-end user authentication service.

7.1.6	Data protection

The following security requirements relate to the rights of customers to expect that data provided by them, or relating to them, which is stored or processed by service providers, network operators or other parties involved in UMTS is protected against misuse or misappropriation.

a)	The results of user activity monitoring shall not be disclosed to unauthorised parties.

b)	It is necessary that the transmission of signalling or management data (relating to users) by service providers or network operators cannot subsequently be denied.

c)	It is necessary to protect against unauthorised modification of signalling or management data (relating to users) which is stored or processed by a service provider or network operator, or sent between service providers and network operators.

d)	It is necessary to ensure the privacy of signalling or management data (relating to users) which is stored or processed by a service provider or network operator, or sent between service providers and network operators.

e)	Every interception and every attempted interception, whether lawful or otherwise, by means of devices and/or via interfaces both of which are

-	placed by the network operators or service providers at the disposal of the national law enforcement agencies according to national law, and

-	intended solely for lawful interception purposes, shall be monitored and registered in accordance with the national law.

NOTE:	This topic is for further study. It is not clear to what extent this topic needs to addressed within the UMTS standards.

7.2	Provider security requirements

7.2.1	User identity module

The following requirements relate to the UIM.

a)	It is necessary to be able to deter, detect and prevent the use of stolen UIMs.

b)	It is necessary to be able to deter, detect and prevent the use of cloned UIMs.

c)	It is necessary to be able to deter, detect and prevent the use of expired UIMs.

d)	It is necessary to be able to deter, detect and prevent the use of lost UIMs.

e)	It is necessary to be able to prevent the use of UIMs identified as being faulty.

7.2.2	User access to telecommunications services

The following security requirements relate to user access to telecommunications services.

a)	It is necessary to prevent an intruder from masquerading as a user and accessing telecommunications services.

b)	It is necessary to ensure that a user cannot subsequently deny having used a telecommunications service.

c)	It is necessary to prevent an intruder from masquerading as a service provider or network operator.

d)	It is necessary for a service provider to be able to restrict the services available to a specific user.

NOTE:	Requirements a) and c) are identical to requirements a) and b) of Subclause 7.1.3 respectively. They benefit both customers and providers.

7.2.3	Provision of telecommunications services

The following requirements relate to the provision of telecommunications services.

a)	It is necessary to ensure the privacy of signalling data transmitted over the radio interface.

b)	It is necessary to protect against unauthorised modification to signalling data transmitted over the radio interface.

c)	It is necessary to prevent intruders from restricting the availability of services by logical means.

d)	It is necessary to detect and prevent fraudulent use of telecommunications services.

NOTE:	Regarding requirement c), it is impossible to prevent intruders from restricting the availability of services using physical means (e.g. destroying base stations, or using broadband jammers). In any event, this requirement may be beyond the scope of standardisation, in which case it will be deleted. 

7.2.4	Service profiles

The following security requirements relate to service profiles.

a)	It is necessary to ensure that a user or subscriber cannot subsequently deny having accessed a service profile.

b)	It is necessary to protect against unauthorised modification to service profile data.

NOTE 1:	Requirement a) may be too strong. Perhaps all that is required is the means to enable service providers to make users and subscribers accountable for the changes they make to their service profiles.

NOTE 2:	Requirements a) and b) are similar to requirements c) and b) in Subclause 7.1.6. It benefits both customers and providers.

7.2.5	Protection of provider resources

The following security requirements relate to the protection of service provider and network operator resources.

a)	It is necessary to ensure the privacy of data stored by service providers and network operators.

b)	It is necessary to prevent unauthorised modification to data stored by service providers and network operators.

NOTE:	The level to which this topic needs to be addressed in a standard requires further study.

7.2.6	Protection of communications within a provider domain

This clause identifies the requirements for protecting signalling and other data communicated between entities in the same domain, that is, belonging to the same service provider or network operator

a)	It is necessary to prevent an intruder from masquerading as one network entity to another.

b)	It is necessary to ensure the privacy of signalling and management data sent within a UMTS provider domain.

c)	It is necessary to detect unauthorised modification to signalling and management data sent within a UMTS provider domain.

d)	It is necessary to ensure that the origin of signalling and management data sent within a UMTS provider domain cannot subsequently be denied by the originator.

e)	It is necessary to ensure that the delivery of signalling and management data sent within a UMTS provider domain cannot subsequently be denied by the recipient.

NOTE:	The scope and contents of this subclause may need to be reviewed.

7.2.7	Protection of communications between provider domains

This clause identifies the security requirements associated with communications between UMTS network operators and service providers.

a)	It is necessary to prevent an intruder from masquerading as one network operator or service provider to another.

b)	It is necessary to ensure the privacy of data sent between UMTS provider domains.

c)	It is necessary to detect unauthorised modification to data sent between UMTS provider domains.

d)	It is necessary to ensure that the origin of data sent between UMTS provider domains cannot subsequently be denied by the originator.

e)	It is necessary to ensure that the delivery of data sent between UMTS provider domains cannot subsequently be denied by the recipient.

NOTE:	The scope and contents of this clause may need to be reviewed.

7.3	Miscellaneous security requirements and issues

7.3.1	Supplementary services

It is as yet unclear whether the specification of supplementary services for UMTS is within the scope of standardisation. It is possible that merely a framework for the implementation of such services will be provided.

Supplementary services must be considered on an individual basis, to assess the risks associated with their implementation and use, and to determine adequate measures to ensure that security is not compromised. For example, international call barring may be mandatory with certain services (e.g. call forwarding), multiple use of services may be limited (e.g. multiple call forwarding), or services may require multiple UIMs (e.g. multiple registration by a user). 

7.3.2	UPT

Security requirements will arise from the additional services offered by UPT (e.g. remote access, multiple registration), as well as requirements due to the method by which UPT is supported (e.g. additional access control or authentication of UPT users may be necessary).

Many of the services offered by UPT can be viewed in such a way as to relieve the need for additional security requirements. Examples are multiple registration on a terminal and remote registration, both of which can be viewed merely as supplementary services (and in which case the guidelines in Clause 7.3 should be noted). Another example is multiple registration by a user, which, given that distinct UIMs (with distinct IMUIs) are required for each registration, can be viewed simply as registrations by distinct users (the minor problem remains that these distinct users have the same diallable numbers). 

7.3.3	Satellite component

This subclause identifies security issues relating to the satellite component of UMTS. This includes requirements specific to satellites, and requirements for which the nature of the satellite component merely leads to an extension of existing requirements. The UMTS satellite architecture(s) will have an impact on both the UMTS security requirements, and the UMTS security mechanisms.

Access Control

The unauthorised use of satellites (as repeaters) is undesirable, because it may reduce, for example, the capacity or QoS, as well as undermining the commercial basis for services. If the threat is deemed sufficiently serious, then action may be required to discourage or prevent it. The extent to which this can be achieved will depend upon the satellite architecture. For example, it may be more difficult to protect satellites having no on-board processing capability.

Denial of service

Deliberate jamming of satellite transmissions may be difficult to prevent. Nevertheless, detection and location of the source of such activity may be possible. Although this is not a satellite specific problem, there may be mechanisms (e.g. user location) used for satellite operation that could assist in combating it. Spread spectrum techniques might also be advantageous. Jamming is not a satellite specific problem, but the associated large scale loss of coverage that could result, may make the threat more serious.

Key Distribution

There is a need to protect transmitted data (traffic, signalling, and control) against eavesdropping (this may include inter-satellite traffic). Distribution of encryption keys to satellites may be an issue, although this will depend upon the satellite architecture. For example, if the satellites have on-board processing capability, and data is to be decrypted (and subsequently re-encrypted with different keys) at the satellite, then key distribution to, and amongst satellites is required. Alternatively, if the satellite merely acts as a bent pipe, then no additional key management is likely.

Legal Interception

Many governments will insist upon facilities for legal interception of all communications, both within their own domains (both incoming and outgoing) and possibly in other domains by agreement with the relevant governments. Numerous requirements will therefore be imposed on the system on a national basis. For example governments may require real-time interception, and prevention of other outside authorities carrying out (unauthorised) interception. There may be difficulties regarding the interception of traffic within the satellite component, particularly if the area served by a ground station can include more than one country, if on-board encryption takes place, or if the system has no ground (switching) station.

Limitation of Service Domain

In terrestrial systems, the area served by a particular operator can be efficiently limited by physically restricting the location of base stations. Within the satellite component, such restrictions cannot be easily implemented. Thus, the question arises as to whether operators of satellite systems can, or need, to have their service domains limited, e.g. to respect national boundaries. This will depend to some extent on the licensing regime used for operators of such systems. The use of directional antennae and position locating functions may be helpful in this matter.

Impersonation

It is necessary to prevent intruders from impersonating elements of the network. Elements peculiar to the satellite component (e.g. satellites and gateways) may be at risk to such threats. There are a number of issues to consider, such as: are these elements considered part of UMTS, and are they at risk? The need for protection may depend upon the satellite architecture. For example, protection is unlikely to be necessary for `bent-pipe’ satellites because they are essentially anonymous.

Location Privacy

Information concerning the geographic location of a user may have to be transmitted over the air for effective satellite operation. The need for providing confidentiality of such data requires investigation. 

Handover

A number of handover scenarios involving satellites are being considered for UMTS. Amongst these are some that depend upon the satellite architecture e.g. handover between satellites. This will have an impact on cryptographic key management, in particular, on the distribution of encryption keys to, and amongst, satellites.

Operation of Mechanisms

All security mechanisms employed in UMTS must operate effectively within the satellite component. Factors that may influence the effectiveness of security mechanisms include: satellite architecture; transmission quality; transmission speed; and position location capability.

Other Issues

Issues relating to the transmission links between satellites and ground stations may be outside the scope of UMTS. For example, data may have to be protected when passed over such links (i.e. confidentiality and integrity). 

7.3.4	PMR services

It is assumed that PMR type services will be supported by UMTS. A number of requirements will arise that are peculiar to such services.

PMR type services to be supported by UMTS can be considered in two groups:

-	The first group of services provides two way simultaneous multipoint communication between a single calling party and several called parties. This is known as a group call. The mobile users, who form the group, can change rapidly. There is a need for a mobile user to perceive a seamless handover between cells and to be able to enter a group call that is already in progress in the new cell. This requirement results in the need for a secure but rapid means of distributing security parameters such as encryption keys.

-	The second group of services provides communication between a mobile and one or more mobiles in a group. This is known as Direct Mode Operation ( DMO) and does not involve any form of network infrastructure. This is known as a Single Hop DMO call. Repeaters bridges or gateways, however, may be used in the communication path and these are known as DMO multi hop call.

NOTE:	It is not yet clear whether DMO will be supported by UMTS.

Both groups of services require security mechanisms that:

-	provide a secure means of distributing a common key for group calls over the radio interface;

-	provide a secure means of distributing keys within the fixed infrastructure to the various base stations and to repeaters in the case of direct mode operation;

-	provide control over synchronisation to allow for late entry to a group call and to determine call priorities;

-	provide key management for the various mobility scenarios to achieve a seamless handover as perceived by the user;

-	are transparent to any end to end encryption that may be used by the service at either end.

7.3.5	Mobile terminal equipment

The following security requirements relate to the use of mobile terminal equipment:

a)	It is necessary to be able to control access to a mobile terminal, so that it can only be used by the owner, or by a party explicitly authorised by the owner.

b)	It is necessary to ensure the privacy of certain data stored in the mobile terminal.

c)	It is necessary to protect against unauthorised modification to certain data stored in the mobile 	terminal.

d)	It is necessary to be able to deter, detect and prevent the use of mobile terminal equipment which is not type approved but is otherwise acceptable for use.

e)	It is necessary to be able to prevent the use of mobile terminal equipment identified as being faulty. 

f)	It is necessary to be able to deter, detect and prevent the use of stolen mobile terminal equipment.

g)	It is necessary to be able to deter, detect and prevent the use of cloned mobile terminal equipment. 

Although there are clear requirements for the protection of terminals as outlined in a) to g) above, it may be inappropriate to set up a costly infrastructure to provide the necessary security features to protect terminals. In any event, the specification of mechanisms for protecting terminals may lie outside the scope of standardisation. 

In order to provide a management structure to enable registration of type approved mobiles, registration of manufactured mobiles, reporting of stolen mobiles, etc., on a national, regional and world-wide basis, it may be necessary to involve roaming administrators in terminal security management. In which case there may well be other security requirements, e.g., securing read/write accesses to databases of type approved mobiles.

7.3.6	Charging, billing, and accounting

Aspects to be considered here include incontestable charging, user/subscriber access to accumulated charges, charges per call, itemised billing, etc. Consideration needs to be given to the extent to which this topic is the subject of standardisation.

The following security requirements relate to charging and billing.

a)	It is necessary to ensure the privacy of charging, billing and accounting information.

b)	It is necessary to protect against unauthorised modification to charging, billing and accounting 	information.

c)	It is necessary that entities having incurred charges cannot subsequently deny this. 

NOTE:	Protection of charging, billing and accounting data should cover protection whilst being stored as well as during transmission.

The following are UMTS feature requirements for which there may be associated security requirements:

a)	It is necessary for UMTS users, subscribers and service providers to be able to limit charges.

b)	It is necessary for UMTS users and subscribers to be able to be informed of accumulated charges.

Alternative Payment Methods

Within UMTS, secure Alternative Payment Methods (APM) may be defined. These are ways of paying other than the conventional way where a subscriber is billed after he has used services. APM could be realised with UIMs in the form of prepaid cards or reloadable smart cards.

The payment system may also cater for non-UMTS applications These could range from being able to pay for low cost services such as public transport and parking, to having full personal banking applications.

Requirements concerning alternative payment methods may include:

a)	subscriber and user information should be protected against disclosure to unauthorised parties;

b)	it should be an open system i.e. enable participation of several financial institutes, service providers, retailers and users without the need for a relation of trust between them. Trust is needed between service provider and subscriber, and between service provider and retailer;

c)	anonymous payment to the service provider may be necessary;

d)	the subscriber may require some insurance against theft or loss (e.g. a maximum amount may 	be set);

e)	if during a (reload) transaction the connection fails, the procedure must be terminated properly.

7.3.7	Adaptive terminals

UMTS is expected to utilise adaptive transceivers, enabling a single mobile terminal to identify and operate over a range of air interfaces. In particular, the UMTS radio interfaces may differ in frequency and in multiple access principles, especially when the satellite component is taken into account. The required software may be downloaded to terminals via the air interface or from the UIM.

Ensuring the integrity, authenticity, and possibly confidentiality of software and any other control data is necessary. Data from the network should be passed (transparently) to the UIM to check integrity and authenticity prior to being downloaded to the terminal. This avoids security functionality being required in the terminal.

8	Security features

This clause provides a classification and generic definition of the security features that are to be supported by UMTS. Individual instances of features will specify which entity or party controls the feature, under what circumstances the feature may be invoked, which entities or parties should be made aware that it has been invoked, which information types are involved, etc.

8.1	Scope of security features

The range of security features defined in this subclause embraces those features required to protect user traffic and subscriber data, those needed to control access to UMTS telecommunications services and networks, those needed to protect signalling and other data transferred between or within networks, those needed to protect stored data and those needed for security management.

Each of the features is assigned to one of the following categories:

-	Authentication

-	Confidentiality

-	Anonymity

-	Access control

-	Integrity

-	Non-repudiation

-	Supplementary 

8.2	Requirements on security features

This clause provides a list of requirements on UMTS security features.

a)	Those provided for the benefit of UMTS human users should be user friendly, require a minimum of user interaction and, as far as possible, be transparent to the users.

b)	If the activation of a security feature provided for the benefit of a customer is controlled by another party, e.g. a network operator, then the customer should be made aware of a failure to activate the feature.

c)	Those provided for the benefit of UMTS users should work without any reduction in security when a user roams. 

d)	They must not impact upon the privacy of third parties.

e)	They should not unduly increase time delays for UMTS procedures.

f)	They are compatible with the correct operation of UMTS procedures.

g)	They are such that differences in security functionality for terrestrial and satellite components of UMTS can be minimised. 

h)	They have a minimal impact on the use of radio resources.

i)	They are compatible with the use of sequential radio paths.

j)	They are compatible with the error characteristics of UMTS radio paths.

k)	They are standardised to the extent needed for interoperability and world wide roaming whilst allowing the maximum freedom for all parties involved in UMTS to set their own security policies.

l)	They are compatible with the use of UMTS by UPT users.

m)	They must be compatible with regulations governing emergency transmissions. For example there may be a requirement to transmit in clear during an emergency.

n)	They should not impair the proper use of emergency services.

8.3	Classification of security features

8.3.1	Authentication

a)	Entity authentication 

-	This feature allows one entity to verify the identity of another.

b)	Transmitted data origin authentication

-	This feature allows the recipient of a message to verify the identity of the originator of the message.

8.3.2	Confidentiality

a)	Confidentiality

-	This feature ensures that data is not made available or disclosed to unauthorised parties.

8.3.3	Anonymity

a)	Anonymity

-	This feature ensures that an entity cannot be identified by unauthorised parties.

8.3.4	Access control

a)	Access control to equipment

-	This feature ensures that entities can only use equipment for which they are authorised.

b)	Access control to a service

-	This feature ensures that entities can only use services for which they are authorised.

c)	Access control to data.

-	This feature ensures that entities can only access data for which they are authorised.

NOTE:	Distinction will be made in feature c) above between read and write access, in each particular instance.

8.3.5	Integrity

a)	Integrity

-	This feature provides protection of data against manipulation by unauthorised parties.

NOTE:	By integrity we mean the ability to detect modification, not prevent it. Prevention is covered by the feature access control to data.

8.3.6	Non-repudiation

a)	Non-repudiation of origin of transmitted data 

-	This feature allows an entity to verify that a transmitted message originated from a 	specified entity.

b)	Non-repudiation of delivery of transmitted data 

-	This feature allows an entity to verify that a transmitted message was received by a specified entity.

c)	Non-repudiation of access to data 

-	This feature allows an entity to verify that a specified entity gained access to data.

d)	Non-repudiation of access to services 

-	This feature allows an entity to verify that a specified entity gained access to services.

e)	Non-repudiation of procedure involvement

-	This feature allows an entity to verify that a specified entity was involved in a certain procedure.

NOTE:	Non-repudiation of origin of transmitted data implies transmitted data origin authentication. It is for further study whether both features are necessary.

8.3.7	Supplementary

a)	Support for end-to-end security services

-	This feature ensures that the service provider/network operator can provide end-to-end security services to particular fixed or mobile users, subject to the availability of additional enduser equipment.

8.4	Feature instance descriptions

Each feature identified in the previous subclause comprises merely a generic statement of the feature. To be of practical use, more detail such as when the feature is used and by which entities, is required. For this reason, a comprehensive list of feature `instances' must be specified. This list will appear in ETS 09-01 Security for UMTS [7].

NOTE 1:	To satisfy each of the security requirements set out in Clause 7 we initially identify one or more feature instances. It is convenient therefore to structure the list of instances in ETS 09-01 Security for UMTS [7] in a similar fashion to Clause 7. When the list of security requirements and corresponding feature instances becomes sufficiently stable, the list may be condensed to remove repetition.

Particular instances of features are described by specifying the following information: 

-	involved entities

-	information types

-	requirements addressed

-	when utilised

-	invoking entity

-	notified entities

-	extent of standardisation.

These fields contain the following information respectively.

involved entities

If the feature concerns stored data, this field identifies the entity or entities storing the data. Similarly, if the feature concerns any action to be performed by one or more entities, then this field identifies those entities. If the feature concerns transmitted data, then this field identifies the particular entities involved in the interface over which the data is transmitted.

This field only identifies entities directly involved in the utilisation of the feature. Other entities which may be involved indirectly are identified under the heading 'notified entities'.

information types

This field lists the information types or groups to which the feature applies. Formal definitions of information types may be found in Subclause 6.5. This field may be empty, (e.g. for any instance of feature not involving the protection of data such as 'authentication of a user').

requirements addressed

Each feature instance will satisfy, or contribute towards satisfying, one (or more) of the security requirements set out in Clause 7. This field identifies the requirements in question. It also explains to what extent the feature satisfies the requirement, and indicates which other feature instances may be required to fully satisfy.

when utilised

This field may indicate which procedures will cause the feature to be invoked (e.g. authentication of a user may be invoked at registration, handover, etc.). Alternatively the instance may be required continuously, (e.g. confidentiality of stored data), or perhaps during all transmissions (e.g. integrity of signalling data).

invoking entity

This field indicates the entity or entities that may invoke the feature instances. A specific entity may be responsible for invoking a feature e.g. the service provider may invoke authentication of a user), whilst in other cases more than one entity could be considered as invoking the feature (e.g. non-repudiation of transmitted data). At least one entity must be identified as the invoking entity each time a feature is utilised (see also 'when utilised' above).

The entities listed will usually be one or more of those entities identified under `entity or interface involved'.

NOTE 2:	Which entity invokes a feature may depend upon the mechanism used.

notified entities

In addition to the entity or entities directly involved in a feature (see 'involved entities' and 'invoking entities'), there may be a number of other entities which are notified when the feature is invoked (or if the feature is not invoked when it should be). This field identifies such entities and describes the conditions under which they are notified (e.g. a subscriber may be notified if the integrity of his personal data stored by the service provider is lost).

extent of standardisation

This field examines the extent to which the feature should be standardised. It may indicate, for example, that the mechanism used to implement the feature must be completely standardised to allow global roaming of users (e.g. authentication of users), or perhaps that it required no standardisation at all and could be 'vendor specific' (e.g. confidentiality of stored data).

9	Security mechanisms

The purpose of this clause is to specify the security mechanism available for the provision of the security features identified in Clause 8. This clause also specifies how mechanisms should be described e.g. identify procedures needed to operate and manage the mechanism, specify requirements for, and interfaces to, any cryptographic algorithm used in the mechanism, and describe the extent to which the mechanism needs to be standardised.

After identifying some general requirements on mechanisms in Clause 9.1, the general approach to selecting mechanisms for UMTS is detailed in Clause 9.2. This is followed by a discussion of the selection criteria in Clause 9.3. Finally Clause 9.4 describes how mechanisms are presented. 

9.1	Requirements on security mechanisms

This subclause provides a list of requirements on UMTS security mechanisms. 

a)	The security mechanisms should require the minimum of long-distance real-time signalling. For instance, the need for international signalling connections at every location update or call when roaming should be avoided. 

b)	The security mechanisms should require a minimum of bilateral pre-arrangements between service providers and network operators.

c)	The security mechanisms should include the means to manage cryptographic keys which may need to be exchanged by service providers and network operators.

d)	The security mechanisms needed by users should be such that it is easy to distribute and change their cryptographic keys.

e)	The security mechanisms should be standardised only to the extent needed for interoperability and roaming.

f)	The security mechanisms should support version control management to allow for subsequent upgrading and revision of mechanisms.

g)	The security mechanisms should include the means to detect and report security violations, and the means to restore the system to a secure state.

h)	The security mechanisms should satisfy legal requirements imposed by national authorities e.g. export controls, lawful interception.

9.2	Approach to the selection of security mechanisms

This subclause describes the general approach taken for the selection of UMTS specific mechanisms, and also assigns priorities to the mechanisms. Various approaches exist for realising a particular type of mechanism, and the most common approaches are identified here.

The approaches identified here are (generally) in accordance with the approaches identified by ISO and appropriate references are given in the text.

The priority assigned to a particular mechanism indicates the relative importance of the mechanism to UMTS (i.e. its impact on the secure operation of UMTS). A rating of primary (P) indicates that failure to use the mechanism could seriously impair secure operation of the system, whilst a rating of secondary (S) indicates that the consequences are (probably) less severe. A rating of tertiary (T) indicates that the specification of such mechanisms may be outside the scope of standardisation and need not be addressed. Further subdivision using numerals 1 - 3 accompanies the P or S rating (1 = most important, 3 = least important). 

9.2.1	Authentication

Four approaches have been identified for providing authentication mechanisms (see [12, 13, 14, 15]):

-	symmetric;

-	public key;

-	cryptographic check functions;

-	zero knowledge.

Unless further study dictates otherwise, at least one mechanism will be realised for each of the above approaches.

Mechanisms should, wherever possible, be based on those mechanisms used in current systems. 

Mechanisms should incorporate secure key distribution/agreement if necessary.

Priorities assigned to authentication are as follows:

P1	Authentication of user to network operator/service provider;

P1	Authentication of service provider/network operator;

S1	Authentication between service providers and network operators;

S2	Authentication of terminal to network operator/ terminal manager.

9.2.2	Confidentiality

The following approaches have been identified for providing confidentiality mechanisms (see [10, 16, 17]):

-	block ciphers (and their various modes of operation) these can be divided into the following categories:

-	symmetric;

-	asymmetric;

-	stream ciphers.

Mechanisms for confidentiality may depend upon the choice of air-interface(s). Nevertheless, some aspects will be independent of this (e.g. management of cipher keys) and can be studied immediately.

Priorities assigned to confidentiality are as follows:

P2	Confidentiality of user traffic, signalling data, and control data over the air interface;

P3	Confidentiality of user traffic, signalling data, and control data sent between provider domains;

T	Confidentiality of user traffic, signalling data, and control data sent within a provider domain;

T	Confidentiality of stored data;

T	End-to-end user traffic confidentiality.

9.2.3	Anonymity

Three approaches have been identified for providing anonymity mechanisms:

-	identity confidentiality these can be divided into the following categories:

-	symmetric;

-	asymmetric;

-	temporary identities;

-	anonymous access.

Priorities assigned to anonymity are as follows:

P3	User anonymity over the radio interface;

T	User anonymity over internal network interfaces.

9.2.4	Access control

Six approaches have been identified for providing access control mechanisms:

-	non-cryptographic authentication

	these can be further subdivided into:

-	personal identification numbers;

-	simple challenge - response;

-	biometrics;

-	registration;

-	type approval;

-	barring;

-	auditing;

-	physical means.

Priorities assigned to access control are as follows:

S1	access control to equipment;

T	access control to stored data.

9.2.5	Integrity

Four approaches have been identified for providing integrity mechanisms (see [11, 18]):

-	non-cryptographic integrity (error detection/correction, CRCs);

-	cryptographic check functions;

-	MACs;

-	hash functions.

Priorities assigned to integrity are as follows:

S2	integrity of user traffic, signalling data, and control data over the air interface;

S2	integrity of user traffic, signalling data, and control data sent between provider domains;

T	Integrity of user traffic, signalling data, and control data sent within a provider domain;

T	Integrity of stored data;

T	End-to-end user traffic integrity.

9.2.6	Non-repudiation

Two approaches have been identified for providing non-repudiation mechanisms (see [18]):

-	symmetric;

-	asymmetric.

Priorities assigned to non-repudiation are as follows:

S3	Non-repudiation of user access to services;

T	Non-repudiation of access to stored data;

T	Non-repudiation of origin and delivery of user traffic.

9.3	Criteria for evaluating security mechanisms

In order to compare different security mechanisms which might be used within UMTS, criteria are needed by which mechanisms can be judged. Given an agreed set of ‘objective’ criteria, a judgement can be made as to which mechanisms are preferable. In this sub-clause such criteria are described.

9.3.1.	Security service provision

Fitness for purpose. Most fundamentally, the security mechanisms employed must provide the security services which they are designed to provide. This should be possible to establish using informal arguments.

Security proof. If possible, the fitness of the security mechanisms should be established using formal (mathematical) techniques.

Algorithm maturity and exposure. Long-term existence of a (non-discredited) algorithm in the public domain may be an advantage since it will necessarily have resisted cryptanalytic attack.

Availability of replacements. The availability of similar replacements for a mechanism (in the event of it being discredited or otherwise rendered unusable) is a significant advantage.

9.3.2	Communications overheads

Numbers of messages. All else being equal, security mechanisms are to be preferred which minimise the number of messages which need to be exchanged.

Total lengths of messages. Security provision will inevitably involve transferring additional information across communication links. Clearly, minimising the total amount of such information transfer is desirable.

Message expansion. Apart from one-off overheads, some security mechanisms (e.g. encryption) involve expanding message content by a fixed ratio. Clearly, where bandwidth is at a premium, such as on the radio path, such overheads need to be minimised.

Performance effects. Certain types of security mechanism may degrade the quality of a channel. For example, use of encryption may actually magnify the effects of bit errors, i.e. the channel bit error rate may be increased. It would clearly be desirable to minimise any such impairment of communications channels.

9.3.3	Administration overheads

Key storage. Certain cryptographic algorithms require the storage of relatively large amounts of key material. Mechanisms which minimise key storage may have very significant advantages.

Storage of other security parameters. Use of certain types of security mechanisms will require the storage of other types of information. For example, some authentication mechanisms require communicating parties to store sequence numbers for every other party with which they communicate. Other authentication mechanisms require all ‘recently received’ messages to be stored to detect malicious replays occurring within the tolerance interval for synchronised clocks.

Need for trusted third parties. Some mechanisms may require the participation of a specific trusted third parties (either on-line or off-line). For example, authentication mechanisms may require an on-line authentication server, an off-line certification authority or an on-line trusted time server (to provide clock synchronisation).

Involvement of other entities. A mechanism to provide a security feature between two entities may involve further entities. The number of such additional entities should be minimised, and the necessary level of trust in such entities should also be minimised.

9.3.4	Processing and other hardware overheads

Cryptographic algorithm calculation. Many security mechanisms will require entities within the system to perform cryptographic calculations. In some cases, the amount of processing required could have significant cost and/or time delay ramifications (e.g. implementing RSA in a user token). Hence minimising cryptographic complexity is a desirable goal.

Other computation. For similar reasons it would be desirable to minimise any other computations relating to the provision of security services.

Special hardware needs. Some mechanisms require the presence of particular functionality at communicating entities. For example, some authentication mechanisms require closely synchronised clocks. Other authentication mechanisms, and some key management mechanisms, require the means to generate either genuine random values or unpredictable pseudo-random numbers. Minimising such requirements would clearly be desirable.

Matching processing requirements. Different security mechanisms distribute processing requirements differently between sets of communicating entities. Ideally a security mechanism will match the processing requirements to the capabilities available to the various entities. Moreover, different mechanisms have varying proportions of pre-processing, ‘real-time’ processing, and post-processing. For example, one authentication mechanism may allow more pre-processing than another, speeding up an on-line transaction. This ‘time distribution’ of processing requirements must also be taken into account in mechanism choice.

9.3.5	Adherence to international standards

ISO/IEC SC27 Mechanism Standards. Where possible, it would be desirable for the mechanisms employed to adhere to ISO standards produced by ISO/IEC SC27, e.g. ISO/IEC 9798 (authentication mechanisms), [11 - 14] , ISO/IEC 11770 (key management), [19].

OSI Security Architecture and Security Frameworks. Where relevant it would be desirable for the security mechanisms to be employed in a way conforming with the OSI Security Architecture (ISO 7498-2, [20]) and the multi-part security framework standard (ISO/IEC 10181, [21]).

9.3.6	Limitations on use

Existence of patents. The existence of patents on a mechanism, whether national, regional or world-wide and whether applied for or granted, can be a significant disadvantage.

Export restrictions. Some mechanisms may be subject to widespread export restrictions. The existence of such restrictions will be a clear disadvantage.

9.4	Presentation of security mechanisms

This security mechanisms specified in this report will be presented under a number of headings in the following way. 

Security feature: This identifies the security feature provided by the particular mechanism.

Instance of feature: This identifies the particular instance(s) of the security feature for which the mechanism is provided.

Description of mechanism: This provides a detailed description of the mechanism. 

Location of functions: This defines the location of the functions that make up the security mechanism.

Operational procedures: This specifies all the procedures necessary to operate the mechanism.

Management requirements: This describes all the requirements for managing the mechanism and the security parameters associated with the mechanism.

Algorithmic requirements: This defines the requirements for any cryptographic algorithms needed for the mechanism, including the interfaces to the algorithms.

Extent of standardisation: This defines the extent to which the mechanism needs to be standardised.

Justification for choice of mechanism: This gives a brief account of why the particular mechanism was chosen to provide the required security feature.

The method of presentation described above is illustrated by the following hypothetical example.

	Security feature: Confidentiality.

	Instance of feature: Privacy for voice traffic on the radio path.

	Description of security mechanism: Stream cipher to encrypt voice traffic on the radio path.

	Location of functions: Terminals and base stations, cipher located within MAC layer.

	Operational procedures: Cipher started in terminal by error protected command from base station; synchronisation of cipher maintained by using physical layer frame number as message key, etc.

	Management requirements: Encryption key needs to be established at terminal and base station with transfer between base stations at handover; protected transfer of key to visited networks, etc.

	Algorithm requirements: Stream cipher, B-bit base key input, M-bit message key input, S-bits of key stream for C channels per message key, etc. 

	Extent of standardisation: Standard algorithms required, but proprietary algorithms may also be supported by special terminals.

	Justification for choice of mechanism: Voice codec and radio path characteristics demand use of a stream cipher; cipher operation must be compatible with seamless handover; need for international roaming demands a common set of algorithms and identifiers, etc.

10	Authentication framework

The principle objective of the authentication framework is to provide a flexible procedure for user-network authentication allowing a number of different mechanisms and algorithms to be incorporated, with the ability to migrate smoothly from one mechanism to another.

The authentication framework will provide a common description format for authentication mechanisms, resulting in one set of requirements to the signalling procedures.

As far as the implementation of authentication mechanisms in UMTS is concerned, there is a clear trade-off between flexibility and efficiency i.e. the more flexible the framework (to support different mechanisms), the more message redundancy and signalling required. In view of this, the information flows and message fields required to support authentication should be specified (standardised) as far as possible, whilst retaining the necessary flexibility for UMTS. 

The framework must:

-	support both public key and symmetric key approaches;

-	support certain existing mechanisms (e.g. GSM, DECT, UPT);

-	allow mechanisms to be upgraded or changed in any reasonable manner in the future;

-	allow for different mechanisms to be used by different service providers;

-	stipulate how all parties involved (i.e. user, SP, NO, and CA) obtain or distribute relevant information concerning the authentication capabilities (e.g. algorithms, parameters, certificates, etc.);

-	stipulate the necessary (generic) information flows and message fields, fulfilling the requirement of a modular approach for UMTS;

-	define the interaction between the mobility procedures and the authentication procedures, especially the common parameters or requirements on the interfaces.

This framework allows the authentication capabilities of users, network operators and service providers to be taken into consideration for the selection of the mechanism to be used. A list of capability classes (including the mechanisms supported) will need to be maintained so that different entities (users, network operators, service providers and trusted third parties) can negotiate these mechanisms. 

11	Management and Security

This clause specifies the mechanisms and other factors needed to manage, or which influence, the UMTS security features, the mechanisms used to provide and distribute the cryptographic keys, and other security parameters needed by the UMTS security mechanisms.

This clause also lists requirements for security management, that is, management functions which allow network operators and service providers to perform security administration (e.g. security alarm reporting, secure management of UIMs). Security management techniques are addressed in DTR/SMG-050501 UMTS - Objectives and framework for the TMN [8]. 

11.1	Management of security features

This subclause will identify the mechanisms required to perform the various management procedures associated with the security mechanisms themselves.

11.2	Security management requirements

a)	Security management standards must be compatible with the demands of UMTS, including world-wide operation.

b)	Security management must protect the UMTS users, subscriber, service providers and network operators against fraud, misuse and theft.

c)	Equipment and network specifications must include and maintain complete technical security profiles which must themselves be kept secure.

The above are in keeping with a general requirement that documentation of all types should be appropriately classified according to its sensitivity and protected from unauthorised access. Associated with this is the need for standard formal change control procedures in all applicable environments. All such changes should be reviewed for consequential impact on security and/or functionality.

11.2.1	Event logging

This feature allows a UMTS service provider to log activities relating to a UMTS user or subscriber. Event logging must be sufficiently comprehensive to cater for all conceivable investigations and potential resulting litigation. As such it must also be under constant review in the light of both technical development and new fraud attacks.

The use of this very general feature by service provider or network operator may support security features such as authentication, blacklisting, tracing (if legally permitted), etc.

a)	Regular checks should be made of all logs and security management reports in order to detect unusual events.

b)	Logs and security management reports should themselves be subject to security measures appropriate to their integrity and availability.

Logs and security management reports may be called upon as legal evidence. As such they are potentially subject to challenge both from attackers and from legal process. They must, therefore, be kept secure in such a way so as not to compromise their integrity and availability. The absence of confidentiality from this statement does not necessarily indicate an unimportance in this regard.

11.2.2	Fraud management

Mechanisms are required to deter, detect, and prevent fraud (whether logical or physical) occurring through exploitation of system weaknesses, as well as through the use of services with the intention of not paying for them.

The UMTS architecture must be flexible enough to allow the implementation of mechanisms to combat fraud arising from known actions, but also from unknown actions that may arise in the future. The UMTS architecture should also be sufficiently resilient to resist known and potential fraud attempts that may be attempted against it.

Fraud Indicators

Indicators of fraud may be classified into three basic categories. These are shown below with a few examples of each:

-	usage indicators for individual users

-	number of calls originated/terminated in a given time interval

-	total time usage of calls originated/terminated in a given time interval

-	duration of individual originated/terminated calls

-	mobility indicators for individual users

-	number of distinct cells visited in-call in a given time interval

-	number of distinct location areas visited out-of-call in a given time interval

-	association indicators, which may or may not be pertinent to individual users

-	higher than expected congestion on the radio interface

-	velocity checks

-	simultaneous and independent use of services by apparently the same user

-	attempts to access services e.g. international calls, to which the subscriber is not entitled

It is possible to sub-classify certain indicators. For example, the number of international calls rather than the total number of calls may be of primary interest.

Fraud Control Actions

These include the following for the prevention of fraud:

-	routing certain types of calls e.g. to specific international destinations, via an operator and requiring the user to specify a secret PIN or other piece of information.

-	limiting the scope of certain services e.g. barring international call forwarding for all subscribers.

-	only offering certain services which are prone to fraudulent activity to a subset of subscribers e.g. call forwarding services.

and for the detection of fraud and subsequent control:

-	analysing genuine subscriber behaviour and setting threshold levels for indicators accordingly

-	determining rules with respect to which set of indicators must surpass their associated threshold levels for a user to be deemed fraudulent

-	raising bars for all or a subset of services on users suspected of fraudulent activity

-	termination of all or a subset of ongoing calls for users suspected of fraudulent activity in home and visited networks (note: this will require co-operation between networks) 

-	performing location estimates by triangulation of users suspected of fraudulent activity

11.2.3	Network security management

a)	Measures should be implemented to maintain all aspects of the security of network services.

b)	Regular checks should be made on the integrity of all communications software and transmission protocols. This should include both logical and physical aspects.

c)	The use of any specialised telecommunications testing and monitoring equipment on the network should be controlled and monitored for abuse and unintended security breaches.

12	Algorithm requirements

A number of cryptographic algorithms will be required for the UMTS security mechanisms. Such algorithms must satisfy a number of general requirements:

a)	Minimality: as few algorithms as possible should be selected i.e. reuse of algorithms in different applications should be encouraged, but should not undermine the level of security achieved in any way;

b)	Necessity: as many algorithms as necessary for full and secure operation of UMTS should be selected e.g. numerous algorithms may have to be adopted to facilitate roaming in other regions;

c)	Availability: selected algorithms must be widely available e.g. they should not inhibit the use of UMTS through national restrictions on export, patents (though it does not preclude patents), etc.;

d)	Fitness: selected algorithms must be suitable for their intended purpose e.g. acceptable execution time, ease of implementation, sufficient level of security achieved, etc.;

e)	Acceptability: selected algorithms must be acceptable to all relevant parties e.g. algorithms must be sufficiently tested to ensure confidence in the algorithms.

In addition to the above requirements, regarding the use of cryptographic algorithms generally, specific algorithms with particular uses will also have to satisfy individual requirements (this can be viewed as a refinement of requirement (d) above), e.g. an encryption algorithm may have specified parameters such as keys of a particular length. These issues will be addressed when the UMTS security mechanisms are fully specified in subsequent security standards for UMTS, to be developed by ETSI.

13	Requirements on security devices

This clause will identifies requirements for the security devices that are needed to provide the UMTS security functions defined in this report.

Three types of device have been identified: the UIM, elements within the UMTS mobile terminal and network elements controlled by service providers, network operators or terminal managers.

13.1	User identity module

The UIM is the secure module within the UMTS terminal which uniquely identifies the user. The UIM can be either separable from the terminal, e.g. in the form of a smart card, or permanently embedded. The UIM provides non-volatile storage for data, and a secure environment in which to store, execute and verify the results of cryptographic algorithms. External access to the data and functions within the UIM can be controlled in different ways. A conventional method is that using PINs and there are also a number of biometric techniques which could be used to authenticate the user to particular areas of the UIM.

The level of access to the data stored on the UIM is dependent on the use of the data and the entity controlling it. There will be data which can only be used within the UIM and therefore never accessed from an external source, such as master keys and PINs. Other data, such as permanent identities will require access from the terminal but will never be able to be altered or only altered in a controlled manner. The basic data that will be present on the UIM is:

-	all user-related information, which includes identities provided by the network operator/service provider for the user (e.g. his telephone number) and data which the user himself provides, such as abbreviated dialling numbers;

-	all identities which must remain fixed for a period of time;

-	temporary identities which require secure storage;

-	all security parameters, even if the associated algorithm is not implemented within the UIM;

-	sufficient location information for the terminal to be able to establish itself to the network 	after a period of time. 

It is envisaged that the UIM will be in the form of a micro-processor, and therefore will be able to support substantial functionality. 

The UIM will be capable of multi-tasking, such as sending data from the terminal whilst engaged in a voice call. 

If biometric techniques are used then the logic to support the comparison between the biometrics received and that stored will be required. Potential biometric techniques are fingerprints, hand geometry, foot print, vein check, retinal pattern, facial recognition, dental records, DNA, signature verification and voice recognition.

The UIM will be able to support the implementation of applications during its lifetime. These applications may be other telecommunications applications like GSM, or non- telecommunications applications, such as an electronic purse. The loading of new applications will be in a controlled manner, and under the authority of the application provider. The UIM will be able to securely separate applications, and also if required, be able to support multi-functionality whereby two applications would interact. An example of multi-functionality is the use of an electronic purse for paying for telephone calls in real time.

The proposed extensive functionality of UIMs may require significant amounts of data to pass through the UIM - terminal interface. The viable bit-rate of this interface is therefore important.

13.2	Mobile equipment

The mobile equipment may be required to permanently store sensitive data such as an ME identity, and type approval information, as well as cryptographic algorithms. Temporary storage of additional data such as cryptographic session keys and authentication data may also be necessary. Protection of this data against unauthorised reading or modification will be required. In particular it may be necessary to protect cryptographic algorithms against being read, and to protect ME identities against modification. Physical measures (e.g. tamperproof modules) will be necessary to protect permanently stored data.

In the case of an integrated UIM, the protection afforded to data within the UIM or ME should be independent.

13.3	Network security elements

Numerous security functions will be carried out in the network. This could include the generation of authentication parameters, session keys, and temporary identities, as well as encryption, verification (integrity and authentication), storage and checking of identities, location data etc. The security infrastructure to support these functions may include separate security devices in the form of Identity registers.
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