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Abstract of document:

TR23.871 ‘Enhanced support for User Privacy in location services’

This Technical Report for Rel-5 identifies and describes enhanced user privacy in location services (LCS) and the corresponding functional requirements. The TR describes some possible enhancements to the privacy mechanisms provided for Location Services to support the increasing number of LCS clients and the varying privacy requirements for location services. The TR describes the stage-2 type of functional requirements for enhancing user privacy in location services that may be moved to the LCS Stage 2 specification TS 23.271 as feasible.

Changes since last presentation to TSG SA Meeting #14:

The service requirements were removed from TR23.871 and moved when applicable as CRs to the stage 1 specification TS22.071 (for approval in SA#15). The service type privacy has been improved and so-called pseudo-external identities for the LCS clients were added to achieve compatibility with previous releases. The functionality to support anonymous requestors is also shortly described. The relation between the privacy aspects of Presence and location services was added. The descriptions of the architecture alternatives were refined and one alternative was removed. The first 2 tables in the architecture comparison chapter were completed.

Outstanding Issues:

The main issue to be resolved is what architecture alternative is the preferred one to support enhanced user privacy in location services in Rel-6. This choice should be for approval in SA#16. 

The codeword could be given by the target mobile user or generated using a secure method. It should be decided whether a method to generate the codeword should be standardized for Rel-6.

Other security aspects of the Codeword and Requestor functionalities may need further study.

The relations between the privacy aspects of Presence and location services should be handled jointly between presence and LCS people in SA2. Also the possible relations between user privacy in location services and User Profile may need further study.

Contentious Issues:

The choice of architecture to support enhanced user privacy in location services in Rel-6.
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