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Abstract of the contribution: This paper proposes updates to Solution #31 to account for randomized MAC addresses and optional authentication of the non-3GPP devices.
1.
 Discussion

This p-CR proposes 2 changes to Solution #34.
The first change is to clarify that this solution can work in the presence of randomized MAC addresses because, when the non-3GPP device’s MAC address changes, the procedure can be re-triggered.

The second change is to explain how the principles of the Secondary authorization/authentication by an DN-AAA Server during the PDU Session establishment procedure of TS 23.502 [5] can be optionally used to authenticate the non-3GPP device. Thus, the following editor’s note can be removed.

Editor’s note:
It is FFS how to support authentication of non-3GPP device by the 5GC.

2. Proposals

It is proposed to adopt the following text in TR.23.700-32 v0.3.0.   

*** Start of Changes ***

6.34
Solution #34: Identifying non-3GPP Devices based on non-3GPP Device Report from the UE/5G-RG

6.34.1
Key Issue mapping

This solution addresses Key Issue #4.
6.34.2
Description

In this solution, it is assumed that a Device Identifier of a non-3GPP device is unique at least within the operator's network.

The Device Identity Profile contains following information:

-
Linked 3GPP subscription (SUPI).

-
List of Device Identifiers.

-
Information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.)
-
Specific service settings and parameters.

NOTE 1:
It is assumed that Device Identifier is unique in the PLMN. This can be done e.g. by rejecting AF request when there is duplicated Device Identifier or by including AF specific Id in the Device Identifier.


The Device Identity Profile is provided to the 5GC by using External Parameter Provisioning procedure described in clause 4.15.6.2 of TS 23.502 [5]. When the AF provides the Device Identity Profile information, the AF includes GPSI of linked 3GPP subscription together with the Device Identifier so that 5GC is aware of Link between 3GPP subscription and Device Identifier. The AF also includes information that can identify the non-3GPP device and Specific service settings and parameters which contain default QoS parameters (e.g. 5QI and ARP, MBR) and application specific QoS requirements for the Device Identifier.

A UE/5G-RG receives Policy/Parameter to support non-3GPP devices behind the UE/5G-RG (called N3D Policy) from the PCF, which contains following information:
1)
Authorization policy to support non-3GPP devices

-
Whether the UE is allowed to support non-3GPP devices

2)
Parameters to support non-3GPP devices

-
For each Device Identifier of a non-3GPP device

-
Information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.)

-
PDU Session parameters (e.g. DNN, S-NSSAI, PDU Session type, etc.) for the non-3GPP device

The PCF generates N3D Policy based on Device Identity Profile in the UDR and subscription data of the UE/5G-RG. Based on the received N3D Policy from the PCF, when a non-3GPP device connects to a UE/5G-RG, the UE/5G-RG determines whether to establish a new PDU Session or use existing PDU Session based on information in "2) Parameters to support non-3GPP devices ". The UE/5G-RG reports connected non-3GPP device information to the SMF of the selected PDU Session (either new PDU Session or existing PDU Session) by sending NAS SM message (e.g. PDU Session Modification Request). It contains identified Device Identifier and allocated address information of the non-3GPP device. When the non-3GPP device is disconnected from the UE/5G-RG, the UE/5G-RG also reports disconnected non-3GPP device information to the SMF.

NOTE:
The NAS SM message sent by the UE/5G-RG is similar to the Remote UE Report (Remote User ID, Remote UE info) message sent by a 5G ProSe Layer-3 UE-to-Network Relay to the SMF for the PDU Session associated with the relay as specified in clause 6.5.1.1 of TS 23.204 [13]. 

The SMF reports non-3GPP device information to the PCF whenever non-3GPP device is connected or disconnected. The PCF uses the SUPI of the UE and the Device Identifier to retrieve Specific service settings and parameters of the Device Identifier in the Device Identity Profile from the UDR. Based on the retrieved Specific service settings and parameters, the PCF may update PCC rule to provide specific QoS for the non-3GPP device.

The difference with NAUN3 device is as follows:

-
in the case of NAUN3 device, information to differentiate non-3GPP device is configured in the 5G-RG based on TR-069 [14], TR-369 [15] and TR-181 [16] while this solution uses PCF generated N3D Policy.

-
in the case of NAUN3 device, the 5G-RG uses Connectivity Group ID in the URSP rule to find PDU Session parameters for non-3GPP device while this solution uses N3D Policy to determine PDU Session parameters.

6.34.3
Procedures
6.34.3.1
Procedures for provisioning of Device Identity Profile
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Figure 6.34.3.1-1: Provisioning of Device Identity Profile

1.
If the AF wants to create/update/delete Device Identity Profile, the AF provides Device Identity Profile information including GPSI of linked 3GPP subscription, Device Identifiers, information that can identify non-3GPP devices and Specific service settings and parameters by triggering Nnef_PrameterProvision_Create/Update/Delete service operation.
2.
If the AF is authorized by the NEF, the NEF selects UDM by using the GPSI of linked 3GPP subscription. The NEF triggers Nudm_PrameterProvision_Create/Update/Delete service operation.

3.
If the AF is authorized by the UDM to provision the parameters for the subscriber (represented by GPSI of linked 3GPP subscription), the UDM requests the UDR to create, update or delete the Device Identity Profile via Nudr_DM_Create/Update/Delete Request. The stored information can be used by the PCF to apply Device Identifier specific policies.
NOTE:
UDM does not stores Device Identity Profile and only UDR stores it.
4.
UDR responds the request with Nudr_DM_Create/Update/Delete Response.

5.
UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response.

6.
NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response.
6.34.3.2
Procedures for authorization of UE/5G-RG supporting non-3GPP devices and non-3GPP device policy provisioning
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Figure 6.34.3.2-1: Authorization of UE/5G-RG supporting non-3GPP devices and non-3GPP device policy provisioning

1.
If the UE supports non-3GPP devices connecting behind a UE/5G-RG, the UE indicates its capability in the 5GMM capability of Registration Request message.
2.
The AMF retrieves subscription data of the UE/5G-RG. The subscription data of the UE/5G-RG contains whether the UE/5G-RG is authorized to support non-3GPP devices connecting behind the UE/5G-RG.
3.
The AMF provides Registration Accept to the UE.

4.
If the UE is authorized to support non-3GPP devices, the AMF selects the PCF which supports N3D Policy provisioning and establishes a UE policy association. During the UE policy association establishment, the AMF reports the authorized non-3GPP device support capability to the PCF, which triggers the N3D Policy provisioning.
5.
The PCF provides N3D Policy described in clause 6.34.2 to the UE using the existing procedure as described in clause 4.2.4.3 of TS 23.502 [5].
6.34.3.3
Procedures for providing service to non-3GPP device
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Figure 6.34.3.3-1: Providing service to non-3GPP device
1.
A non-3GPP device connects to the UE/5G-RG.
NOTE: 
When the MAC Address of a non-3GPP device changes, it will appear like a new device to the UE/5G-RG and this procedure will be triggered.
2.
Based on information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.) in the N3D Policy, the UE/5G-RG identifies non-3GPP device. Then the UE establishes PDU Session or selects existing PDU Session based on PDU Session parameters in the N3D policy.

NOTE 1:
A PDU Session can be shared by multiple non-3GPP devices.
NOTE 2:
The UE does not use URSP rule to establish or select existing PDU Session for the non-3GPP device.


3.
The UE/5G-RG assigns IP address to the non-3GPP device e.g. by using IP prefix delegation or NAT based on IP address of the established PDU Session or the selected PDU Session.
4.
The UE/5G-RG sends NAS SM message (e.g. PDU Session Modification Request) to the SMF including Device Identifier and non-3GPP device address information (e.g. IP address/port range or MAC address). 

The SMF can optionally authenticate the non-3GPP device by initiating the Secondary authorization/authentication by an DN-AAA Server during the PDU Session establishment procedure of TS 23.502 [5] with the following modifications.

· The DN-specific identity is the Device Identifier.
· In step 6 of the Secondary authorization/authentication by an DN-AAA Server during the PDU Session establishment procedure, when the SMF notifies the DN-AAA of the IP address/port range or MAC address that is associated with the non-3GPP device.
· The EAP Messages that are sent to/from the UE in step 3 of the Secondary authorization/authentication by an DN-AAA Server during the PDU Session establishment procedure are terminated at the non-3GPP device (i.e. they are passed through the UE).
The SMF decides whether to authenticate the non-3GPP device based on local policies or based on UE subscription information. For example, the SMF may decide to not authenticate the non-3GPP device because the UE may be a 5G-RG and the non-3GPP devices are assumed to have used a PSK to connect to the 5G-RG, because the non-3GPP devices can not be assumed to support the EAP authentication procedure, etc. In this scenario, the UE can use a DNN/S-NSSAI combination whose SMF’s are configured to not authenticate the non-3GPP devices or the UE’s subscription information can indicate that non-3GPP devices do not need to be authenticated.
NOTE 3:
If NAT is used by the UE/5G-RG, the UE sends IP address and port ranges used for non-3GPP devices when the UE/5G-RG sends non-3GPP device address information.
5.
The SMF sends NAS SM message (e.g. PDU Session Modification Command) to the UE/5G-RG, which contains whether the non-3GPP device is allowed to get a service.

6.
The SMF provides Device Identifier and associated address information to the PCF.

7.
The PCF retrieves Specific service settings and parameters of the Device Identifier in the Device Identity Profile by using the SUPI of the UE and the Device Identifier of the non-3GPP device from the UDR.

8.
Based on the Device Identity Profile, the PCF may update PCC rule and triggers PDU Session Modification procedure to provide QoS for the non-3GPP device by the UE/5G-RG.

9.
The non-3GPP device disconnects from the UE/5G-RG.

10.
The same steps 4-8 are performed to notify disconnection of the non-3GPP device.

6.34.4
Impacts on services, entities and interfaces
UE/5G-RG:
-
provisioned with N3D Policy.

-
identifies non-3GPP device connecting behind it and sends NAS SM message.

AMF:

-
selects the PCF which supports N3D Policy provisioning and establishes a UE policy association with the PCF.

SMF:

-
supports receiving NAS SM message containing Non-3GPP Device information.

-
registers Device Identifier of the non-3GPP device connecting behind a UE/5G-RG to the UDM.

PCF:

-
supports receiving Device Identifier of the non-3GPP device connecting behind a UE/5G-RG from the SMF and retrieves Specific service settings and parameters in the Device Identity Profile from UDR.

UDM:

-
supports storing Device Identifier and limits maximum number of non-3GPP Device Identifiers.

-
support provisioning of Device Identity Profile.

UDR:

-
 support provisioning of Device Identity Profile.
AF:

-
support provisioning of Device Identity Profile.

Non-3GPP device:

-
none.

*** End of Changes ***
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