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1. Introduction
RAN has considered three types of AIoT (Ambient IoT) devices (as per TR 38.848). These capabilities vary quite significantly in terms of their baseband capabilities, storage, form factor from read-only devices to devices with writable memory, varying cost, complexity etc. Please see Table 1 below.  
	
	Type 1
	Type 2a
	Type 2b

	Peak power consumption
	~1 µW 
	≤ a few hundred µW
	≤ a few hundred µW

	Energy storage
	✔︎
	✔︎
	✔︎

	Initial SFO (Sampling Frequency Offset)
	up to 10X ppm
	up to 10X ppm
	up to 10X ppm

	DL/UL amplifier
	✗
	✔︎
	✔︎

	UL transmission is backscattered on a carrier wave provided externally
	✔︎
	✔︎
	✗

	UL transmission may be generated internally by the device
	✗
	✗
	✔︎


Table 1: Ambient IoT Device Types and Characteristics
As such it may not be possible to have the same solution for all AIoT device types and it may be prudent to classify AIoT devices (as an example) into two device types.
-	the low-end AIoT device type that may not need to address privacy requirements and may also use a fixed permanent device identifier 
-	the high-end AIoT device that would use a temporary identifier, to address privacy concerns
 This contribution describes a new solution for these two different types of Ambient IoT devices.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-13.
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Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	X
	

	#2
	
	X
	

	#3
	X
	X
	X

	#4
	X
	X
	X

	#5
	
	X
	X

	#6
	X
	X
	X

	#7
	X
	X
	

	#8
	X
	X
	

	#9
	X
	X
	X

	#10
	X
	X
	

	#11
	
	
	X

	#12
	X
	X
	X

	#13
	
	X
	

	#14
	
	X
	

	#15
	
	X
	X

	#16
	
	X
	

	#17
	X
	X
	X

	#18
	
	
	X

	#19
	X
	
	X

	#20
	X
	X
	X

	#21
	X
	X
	X

	#22
	X
	X
	X

	#23
	
	
	X

	#24
	
	X
	

	#X
	X
	X
	X



* * * *Next Change (all new text) * * * *
6.X	Solution #X: Solution for different Ambient IoT Device Types
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc513028451]6.X.1	Description
6.X.1.1	Introduction
RAN has considered three types of AIoT devices (as per TR 38.848). The capabilities of these devices, vary quite significantly in terms of their baseband capabilities, storage, form factor from read-only devices to devices with writable memory, varying cost, complexity etc. As such it may not be possible to have the same solution for all AIoT device types and it may be prudent to classify AIoT devices (as an example) into two device types.
-	the low-end AIoT device type that may not need to address privacy requirements and may also use a fixed permanent device identifier 
-	the high-end AIoT device that would use a temporary identifier, to address privacy concerns.
 This contribution describes a solution for these two different types of Ambient IoT devices.
6.X.1.2	Functional Description
The solution for low-end AIoT devices is based on the following principles. 
-	The low-end AIoT devices are ultra-low complexity devices with ultra-low power consumption for very-low end AIoT applications with limited or no energy storage capability, wherein UL transmission is backscattered, and the solution applies for both Topology 1 and 2.
-	The AIoT device has no UICC. The AIoT device is pre-provisioned with a fixed permanent device identifier (device ID) that it uses for all communication.
-	The AIoT device does not perform the 5GC Registration procedure with the network and the device does not authenticate with the network, though the network may perform certain checks to validate the AIoT device subscription and service operation based on the device ID. The AIoT device has no NAS or RRC states as defined in 5GS. The AIoT device can be paged.
-	There is no PDU session created for session management and data transfer is done using NAS messages. The device communicates with the network directly by sending data (Ethernet, Unstructured frames) using its device ID. 
NOTE:	In absence of UICC, the data transmission may be optionally secured using some other mechanism (such as shared keys between AIoT device and network). This will depend based on response from SA3.
The solution for high-end AIoT devices is based on the following principles. 
-	The high-end AIoT devices are relatively low complexity devices with low power consumption and limited energy storage capability that can generate their own UL transmission and the solution applies for both Topology 1 and 2.
-	The AIoT device can have a UICC. 
-	The AIoT device registers with the network and the network authenticates the device and assigns the device temporary identifiers. The AIoT device maintains some notion of NAS sates (registered, de-registered, etc.) and can be paged.
-	The AIoT device may initiate PDU session establishment for data transfer, though data transfer can be done using NAS (control plane) or user plane and can be of type (IP, Ethernet, Unstructured). Data transfer using any other higher layer (L3+) AIoT protocol may also be supported. 
-	The communication between the device and network is secure (may be encrypted and integrity protected).

6.X.1.3	Reference Architecture
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Figure 6.X.1.3-1: Reference Architecture to support Ambient IoT

The figure 6.X.1-3.1 shows the example reference architecture to support AIoT devices (both low-end and high end) for Topology 2 wherein the UE (intermediate node) acts as the Reader. The same architecture also applies for Topology 1 (without the UE intermediate Node) and in that case the RAN acts as the Reader. 

The 5GC has a new network function AIoTCF (Ambient IoT Controller Function) to support different AIoT service operations (command, inventory, etc.). The AIoTCF registers the Readers and authorizes the AFs for different AIoT service operations. The AIoTCF discovers and selects Readers for different service operations initiated by the AF. The AIoTCF can be integrated with AMF as well.


6.X.1.4	Protocol Stack
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Figure 6.X.1.4-1: Protocol Stack to support Ambient IoT
The figure 6.X.1-4.1 shows the example protocol stack to support AIoT devices (both low-end and high-end) for Topology 2. The Reader supports the A-Uu air interface with AIoT device. The AIoT C is the optional control protocol between AIoT device and the Reader and will be defined by RAN. The AIoT NGAP protocol is the interface between the Reader and AIoTCF and can be a lightweight version of NGAP protocol tailored for AIoT or a new different protocol as well, which will be in scope of RAN3. The AIoTCF exposes the Naiotcf interface and in case the AIOTCF is integrated with AMF, the Namf interface can be enhanced. The AIoT APIs will be defined by CT3 and will expose the AIoT functionality to external entities. The AIoT NAS protocol enhancements will be defined by CT1. All stage-2 architectural aspects will be defined by SA2.

6.X.2	Procedures
6.X.2.1	AIoT Service Operation Procedure for Low-end AIoT Device
This clause describes the procedure for service operation (inventory, command, etc.) for a low-end AIoT device as indicated in Figure 6.X.2.1-1. The procedure in general applies to both Topology 1 and Topology 2 configurations.
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Figure 6.X.2.1-1 AIoT Service Operation Procedure for Low-end AIoT Device

1. 	The low-end AIoT device is pre-configured with Device ID, Group ID, and any other appropriate credentials. The low-end AIoT device does not have UICC and may use the permanent device identifier as Device ID.
2. 	The Reader (UE intermediate node) registers with the AIoT Controller Function in the 5GC. The Reader reports (Reader ID, Capability to support AIoT, coverage area.) to AIoTCF. The AIoTCF aggregates the capability of all Readers and registers with NRF to provide AIoT service for AFs.
3.	The AF sends a AIoT service operation (inventory, command, etc.) request to NEF which discovers and selects the appropriate AIoTCF registered with NRF, based on the included device information, and sends the request to the selected AIoTCF. The request includes device information (area of device operation, device identifier, reader information) and service information (type of service operation, periodicity, service specific control information, reporting information).
The AIoTCF authorizes the service request after verifying whether the AF is entitled to make the specified service operation request based on service agreements, operator policy, etc.
The AIoTCF selects the Ambient IoT capable Reader (or a set of Readers) based on the device information and information about the allowed service area. The selection of the intermediate node can be performed based on the geographical location of the target AIoT devices or the identity of the intermediate node from AF.
4. 	For each of the selected Reader, the AIoTCF sends the AIoT NGAP message to the RAN which results in the RAN triggering a paging like procedure and the Reader paging the low end AIoT device. The AIoT device performs random access channel (RACH) like procedure and sends a Paging response (including its Device ID) to the Reader which in turn relays this to the RAN which then sends this response in an AIoT NGAP message to the AIoTCF.
5. 	The AIoTCF retrieves the Device ID and performs validation on the low-end AIoT device based on subscription information retrieved from UDM (device disabled or not, authorized for specified service operation, operating in permissible service area, etc.). If the deice is validated, the AIoTCF records the AIoT device location and performs the association with corresponding RAN and Reader. If the AIoT device cannot be validated the AIoTCF may invalidate the device and disable it, if possible.
6. 	The AIoTCF constructs the service operation request and sends it in an DL AIoT-NAS message to the AIoT Device. The AIoT Device performs the service operation and generates the results for specified operation and includes them in a UL AIoT-NAS message which is sent to the AIoTCF.
7. 	The AIoTCF can aggregate the results of service operation across Device IDs and report the results of service operation to NEF and the AF.

6.X.2.2	AIoT Service Operation Procedure for High-end AIoT Device
This clause describes the procedure for service operation (inventory, command, etc.) for a high-end AIoT device as indicated in Figure 6.X.2.1-2.
1-2. These are same as in clause 6.X.2.1. The high-end AIoT device may have a UICC.
3. 	The Reader triggers the paging like procedure for the high-end AIoT Device. The high-end AIoT device performs random access channel (RACH) like procedure to establish AS connection with Reader and thereafter initiates the AIoT Device Registration procedure. The AIoTCF authenticates the AIoT Device and assigns the high-end AIoT Device temporary identifier (TempDevID) as part of the authentication procedure. The AIoT Device uses the temporary identifier in subsequent communication. The AIoT device enters the registered satate.
NOTE:	It is expected that the temporary identifier (TempDevId) assigned to the high-end AIoT device as part of Registration procedure can survive multiple "energy harvesting cycles". Otherwise, if the AIoT device loses its energy and cannot maintain results from the Registration procedure, it may not be feasible to conduct such a procedure, in its entirety.
4.	The AIoT Device may establishes a PDU session for data transfer. Data transfer can be done using NAS messages or user plane.
5-9. These are same as steps 3-7 in clause 6.X.2.1.
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Figure 6.X.2.2-1 AIoT Service Operation Procedure for High-end AIoT Device
6.X.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing services, entities and interfaces.
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