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1. Introduction
In Release 18, SA2 agreed to support MSISDN exposure via NEF Nnef_UEId service as in the approved CRs [1], [2]. The agreed MSISDN exposure service is provided limitedly to the operator-owned AF within the operator domain. To release this limit, in SA2#162, it is endorsed as in [3] that the MSISDN exposure can be allowed for a trusted AF, which is allowed and authorized, using authorization code grant and a user consent mechanism (e.g., as defined in Annex V of TS 33.501) to retrieve the MSISDN. This discussion paper identifies user consent issue for MSISDN exposure in the endorsed CR [3] and provides proposals to address them. 
2. Discussion
Some issues related to user consent are identified for supporting MSISDN exposure toward an allowed and authorized AF in the endorsed CR [3] as described in the followings.
Observation 1: No proper user consent data for MSISDN exposure in UDM. SA2 specifications has no clarification on how the user consent mechanism in the endorsed CR [3] can be realized for the MSISDN. There is no proper user consent configured in the UDM. There is no operation described for user consent verification for the MSISDN retrieval.
Some regional regulations [4], [5] and operator policy indicate that the MSISDN itself is unique information and subject to personal information protection. Accordingly, the MSISDN can be exposed only if the corresponding user consent is given. From SA2 architectural perspective, it means that the user consent for MSISDN exposure shall be configured in the UDM. However, as shown in the below table 5.2.3.3.1-1 in TS 23.502 and table 6.1.6.3.20 in TS 29.503, the user consent parameter (i.e., user consent purpose) in the UDM is has no dedicated user consent purpose for MSISDN exposure. It is not aligned with a regional regulation requirement [5], which indicates that the user consent purpose must be specific so that it can specify for which data the user consent is given.
	[bookmark: _CRTable5_2_3_3_11]Table 5.2.3.3.1-1: UE Subscription data types [TS 23.502]
	User consent (see TS 23.288 [50])
	User consent for UE data collection
	Indicates whether the user has given consent for collecting, distributing and analysing UE related data. User consent is provided per purpose (e.g. analytics, model training).



	Table 6.1.6.3.20-1: Enumeration UcPurpose [TS 29.503]
	Enumeration value
	Description

	"ANALYTICS"
	User consent for analytics.

	"MODEL_TRAINING"
	User consent for model training.

	"NW_CAP_EXPOSURE"
	User consent for network capability exposure.

	"EDGEAPP_UE_LOCATION"
	User consent for the manipulation of UE information for the purpose of UE Location retrieval by the EDGEAPP EAS entity






Proposal 1. Include the User Consent for MSISDN exposure in the UE Subscription data of the UDM.

Observation 2: No user consent revocation operation for MSISDN exposure. There is no means to notify the AF that the user consent for MSISDN is revoked via the current form of the Nnef_UEId service.
We have identified that some regional regulations [4], [5] or operator’ local policy require the enforcement of user consent revocation notification for the information subject to personal information protection. Likewise, as described in Annex V of TS 33.501, the notification shall be provided to the AF when the user consent parameter is changed, i.e., the user consent is revoked. 
Let us consider an MSISDN exposure case where the user consent for MSISDN becomes revoked after the authorized AF retrieved the MSISDN (i.e., the user consent had been given when the MSISDN was exposed). Then, the core network shall notify the AF that the user consent is revoked. However, the current Nnef_UEId service does not support this notification because the core network has no information for the callback URI as notification target address of the AF. Note that Nnef_UEId service supports only the request-response model without supporting callback URI given from the AF.
Proposal 2. Upon revocation of the user consent for MSISDN exposure, the 5GC shall be able to notify the AF that retrieved the MSISDN with the user consent revocation. Specifically, it is proposed to enhance Nnef_UEId by including user consent revocation callback URI information as notification target address in the inputs parameter of Nnef_UEId_Get service.
3. Conclusion 
As described in the Proposal 1 and Proposal 2, it is proposed that SA2 specifies (i) user consent for MSISDN exposure as UE subscription data and (ii) its corresponding method for user consent revocation notification to address the issues identified in the above Observation 1 and 2. To this end, the revision of the endorsed CR [3] is submitted (see S2-2406580) in SA2#163 meeting for approval.
It is also proposed that SA2 pursues further works for user consent management including user consent setting operation for MSISDN exposure, e.g., via TEI-19.  
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