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Abstract: This contribution updates Solution#5 to resolve all the ENs (except the SA3 related EN).
1. Introduction/Discussion
There are a few Editor’s Notes in solution #5, it is proposed to resolve them as belows:
Editor's note:	Other parameters to be defined in the user profile are FFS, e.g. associated device, charging policy, and so on.
For this EN, the User ID’s subscribed DNN/S-NSSAI and Charging Policy are added to the User Identity Profile in this solution. This does not preclude to have other parameters to be defined in the user profile, which can be decided at conclusion phase, taking other solutions into account. 
Editor's note:	How the UE determines the User ID for this PDU session is FFS.
For this EN, the UE can obtain the User ID based on the human input or the UE local configuration, which are out of the scope of 3GPP.
Editor's note:	Whether the AMF checks the User ID allowed or not is FFS.
It is proposed that the AMF should check whether the User ID is allowed or not based on the subscribed User id list included in the UE’s AM subscription data. 
Editor's note:	It is FFS how to link the parameters in the User Identity Profile and the subscription data of the UE the user is using to access the network, e.g. what's the impact on the Allowed NSSAI provided to the UE during the registration procedure.
For this EN, it is proposed that the UDM links the subscription data for the requested DNN and S-NSSAI for the SUPI and the User Identity Profile information, i.e. the DNN and S-NSSAI is only allowed when the DNN/S-NSSAI combination is subscribed by both the UE and the User ID, based on the UE SM subscription data and the User Identity Profile. There is no impact on the Allowed NSSAI provided to the UE during its registration procedure. Additionally, if security information, QoS parameters and/or the Charging Characteristics exist in the User Identity Profile, these parameters takes higher priority than the same parameters defined in the UE SM subscription data.
Editor's note:	How the PCF supports the User ID is FFS.
For this EN, the PCF obtains the User ID from the SMF, and then provides the specific QoS rules based on the User ID. Subsequently, different QoS control can be performed by the SMF. 
Editor's note:	Details of the user context, including how to store the user context, is FFS.
For this EN, as described in the solution, User Identity authentication indication can be included in the security information of the User Identity Profile, there is no need to define an additional user context, so it is proposed to remove the user context IE.
Editor's note:	The User Identity authentication procedure based on the credential defined in the user profile will be further studied in SA WG3.
This EN is still kept as it will be further studied by SA3.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-32.
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6.5	Solution #5: Authenticating a Human User and User Profile Storage in the UDM
[bookmark: _Toc160456070][bookmark: _Toc160804300]6.5.1	Key Issue mapping
This solution addresses key issue #1, " Identifying the Human User of a Subscription" and key issue #2, " Authentication and Authorization of Users and Restrictions on Users ".
[bookmark: _Toc160456071][bookmark: _Toc160804301]6.5.2	Description
According to the KI#1, the User Identity has its own profile, which may include a User Identifier, associated security credentials, associated devices, user specific QoS settings and so on. These parameters defined in the user profile will impact the PDU session control, e.g. the QoS control. When the human user accesses to the network, differentiated service may be provided to the User Identity. Therefore, in addition to the definition of the User Identity Profile, the User ID needs to be correlated with the UE subscription data. It is straight forward to add the User ID to the UE subscription data for the correlation.
The User Identity Profile includes the User Identity and optionally include the security information, QoS parameters, and so on.
The UE Subscription data is updated to contain the subscribed User ID list, considering that there can be multiple User IDs for link with the SUPI, with the assumption that only a single User ID is active with a UE subscription at a given time, and the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
Editor's note:	Other parameters to be defined in the user profile are FFS, e.g. associated device, charging policy, and so on.
-	User ID: It is mandatory for the user profile and it is at least unique within a PLMN. It is used to identify the human who uses the UE at a given time. The User ID is configured in UDM based on input from the operator, the third party or human user.
-	Session Management Subscription data:
It contains one or more S-NSSAI level subscription data:
- S-NSSAI: The Network Slice that the User ID subscribes to.
- DNN list: List of the subscribed DNNs for the S-NSSAI. 
- For each DNN in S-NSSAI level subscription data, it includes:
-	Security information: It is optional in the user profile and it is related with DNN/S-NSSAI combination. If it is present, it indicates the User Identity shall be authenticated based on the security credential defined in the user profile. The security information includes the authentication method which may be set to the secondary authentication or AUSF/UDM authentication. The secondary authentication indicates the User Identity needs to be authenticated and authorized by using the existing secondary authentication procedure with enhancement for User Identity, and it may also include DN-AAA Server addressing information. These parameters are the same as defined in the current specification, see clause 5.2.3.3.1 of TS 23.502 [5]. The AUSF/UDM authentication method indicates the User Identity needs to be authenticated by AUSF/UDM based on the credential defined in this security information. Additionally, this security information may also include the User Identity authentication indication which indicates whether the User Identity is already successfully authenticated or not.
-	QoS parameters: It is optional in the user profile and it is related with DNN/S-NSSAI combination. It includes the 5GS Subscribed QoS profile and/or Subscribed Session-AMBR, as defined in the current specification, but with different values from those for the UE subscription, e.g. with different QoS Flow level QoS parameter values (5QI and ARP).
-	Charging Characteristics: It is optional in the user profile and it is related with DNN/S-NSSAI combination. It contains Charging Characteristics as defined in Annex A clause A.1 of TS 32.255 [x]. 
The UE Subscription data is updated to contain the subscribed User ID list, considering that there can be multiple User IDs for link with the SUPI, with the assumption that only a single User ID is active with a UE subscription at a given time, and the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
[bookmark: _Toc160456072][bookmark: _Toc160804302][bookmark: _Toc160456074][bookmark: _Toc160804304]6.5.3	Procedures
[bookmark: _Toc160456073][bookmark: _Toc160804303]6.5.3.1	User Identity authenticated by Secondary authentication procedure
This procedure describes the User Identity being authenticated by the Secondary authentication mechanism with enhancement for User Identity. When the authentication method indicates Secondary authentication, the User Identity is authenticated by DN-AAA.


Figure 6.5.3.1-1: User Identity authentication by secondary authentication procedure
1.	The UE registers to the 5GC based on the existing procedure. In addition, the AMF receives the UE AM subscription data which includes the subscribed User ID list.
2.	The UE triggers the PDU session establishment procedure, i.e. the UE sends the UL NAS transport message which includes the PDU session establishment request message. If this PDU session is related with a User Identity, the UE includes the User ID in the UL NAS transport message. The UE obtains the User ID based on the human input or the UE local configuration, which are out of the scope of 3GPP.
Editor's note:	How the UE determines the User ID for this PDU session is FFS.
3-4.	The AMF receives the UL NAS transport message and obtains the User ID from this message. If the AMF receives the subscribed User ID list in the UE registration procedure, the AMF checks if the received User ID is included in the subscribed User ID list or not. If not, the AMF rejects the PDU session establishment procedure. Otherwise, tThe AMF selects the SMF based on the existing principle and additionally considers the SMF which supports the User ID. Then the AMF forwards the PDU session establishment request message and the User ID to the SMF.
Editor's note:	Whether the AMF checks the User ID allowed or not is FFS.
5.	The SMF obtains the SM subscription data for the SUPI and User Identity Profile information for the requested DNN and S-NSSAI from the UDM based on the existing procedure, and the Uuser Identity Pprofile for the user ID for and the requested DNN and S-NSSAI is also sent to the SMF from the UDM. The SMF will then trigger the Secondary authentication procedure in the case that the Secondary authentication indication exists in the User Identity Profile for the User ID.
The UDM links the subscription data for the requested DNN and S-NSSAI for the SUPI and the User Identity Profile information, i.e. the DNN and S-NSSAI is only allowed when the DNN/S-NSSAI combination is subscribed by both the UE and the User ID, based on the UE SM subscription data and the User Identity Profile. Additionally, if security information, QoS parameters and/or the Charging Characteristics exist in the User Identity Profile, these parameters takes higher priority than the same parameters defined in the UE SM subscription data. 
NOTE:	The UDM needs to link the subscription data for the requested DNN and S-NSSAI for the SUPI and the User Identity Profile information.
Editor's note:	It is FFS how to link the parameters in the User Identity Profile and the subscription data of the UE the user is using to access the network, e.g. what's the impact on the Allowed NSSAI provided to the UE during the registration procedure.
The SMF will then trigger the Secondary authentication procedure in the case that the Secondary authentication indication exists in the User Identity Profile for the User ID.
6.	If the SMF decides to perform the Secondary Authentication, it follows the existing Secondary authentication procedure with the difference as defined in step 6c, in which the DN-AAA sends EAP-success and the User ID to the SMF. The SMF stores this authenticated User ID in the related PDU session context. If the Secondary Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification.
	If the SMF receives the specific QoS parameters from the User profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7.	If dynamic PCC is to be used for the PDU Session, the SMF selects a PCF and sends the User ID to the selected PCF. The PCF retrieves the PDU Session policy control subscription information from the UDM/UDR based on the User ID and provides to the SMF in the SM policy Control Create response message. obtains the PCC rule from the PCF as defined in the current specification, taking into account the User ID for which the policy is requested for this PDU session.
Editor's note:	How the PCF supports the User ID is FFS.
8-11.	The SMF sends the PDU session establishment Accept message to the UE.
6.5.3.2	User Identity authenticated by AUSF/UDM
This procedure describes the User Identity being authenticated by AUSF/UDM. When the authentication method indicates AUSF/UDM authentication, the User ID is authenticated by AUSF/UDM based on the credential defined in the user profile.


Figure 6.5.3.2-1: User Identity authentication by AUSF/UDM
1-4.	The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in clause 6.5.3.1 from step 1 to step 4.
5.	The SMF obtains the SM subscription data and the User Identity Profile  user profile(s) as described in subclause x.2.1, and the user context from the UDM. If the User ID is for a human user, tThe SMF checks if the User ID is already stored as successfully authenticated based on the User Identity authentication indication the user context, and if yes, skips the steps 6-11.
Editor's note:	Details of the user context, including how to store the user context, is FFS.
6-12.	If the authentication method indicates AUSF/UDM authentication, the SMF constructs an EAP Response/Identity message that contains the User ID and forwards the EAP Response/Identity message and UE SUPI within Nausf_SMauthentication_Authenticate Request message to the AUSF. The AUSF selects a UDM as described in clause 6.3.8 of TS 23.501 [4] and gets the authentication data from UDM for this User ID.
	The AUSF performs the User ID authentication procedures based on the EAP message exchange with UE. To be more specific, the AUSF sends the EAP-Request/AKA'-Challenge message to the SMF in a Nausf_SMAuthentication_Authenticate Response message. The SMF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The AUSF and the UE may exchange EAP-Request/Response messages via the SMF. The SMF shall transparently forward these messages.
	If the User ID is successfully authenticated, the AUSF shall send an EAP Success message and the User ID to the SMF inside Nausf_SMAuthentication_Authenticate Response, which shall forward EAP Success message transparently to the UE in the N1 message. Also, the SMF will mark the User ID as authenticated when receiving the EAP Success message from AUSF. If the User ID Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification.
Editor's note:	The User Identity authentication procedure based on the credential defined in the user profile will be further studied in SA WG3.
13-14. After the User ID is successfully authenticated by the AUSF, the SMF registers with the UDM by including the User ID and authentication result in Nudm_UECM_Registration service operation. The UDM stores the User ID with successfully authenticated indication in the User profile.
	For the successfully authenticated User ID, the SMF applies the specific QoS parameters if received from the User profile, the SMF performs the QoS control for this PDU session based on this QoS parameters. If dynamic PCC is to be used for the PDU Session, the SMF obtains the PCC rule from PCF. The same as steps 7 to 11 as defined in solution 6.5.3.1, the SMF finishes the PDU session establishment procedure for the UE.
[bookmark: _Toc160456075][bookmark: _Toc160804305][bookmark: _Toc160456076][bookmark: _Toc160804306][bookmark: _Toc532993705]6.5.3.3	User Identity authorized without authentication procedure
This procedure describes the User Identity being authorized by UDM without authentication procedure when there is no security information in the user profile.


Figure 6.5.3.3-1: User Identity authorization without authentication procedure
1-4.	The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in clause 6.5.3.1 from step 1 to step 4.
5-6.	The SMF obtains the SM subscription data from UDM which includes the user profile(s) as described in clause 6.5.3.1.
	If the SMF receives the specific QoS parameters from the user profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7-11.	The same as described in the procedure 6.5.3.1, the SMF sends the PDU session establishment Accept message to the UE.
6.5.4	Impacts on services, entities and interfaces
The solution has impact on the UE and some NFs, as follows.
UDM/UDR:
-	Supports the User Identity Profile and enhancement of UE Subscription data for User Identity.
AUSF:
-	Supports the authentication for User ID.
AMF:
-	Supports SMF selection for User ID, and optionally checks if the User ID is allowed or not.
SMF:
-	Supports the authentication and authorization of the User ID during PDU Session Establishment procedure, using either secondary authentication procedure with DN-AAA or based on interaction with AUSF/UDM.
PCF:
-	Supports policy control for User ID, including QoS control per User ID.
	
* * * * End of changes * * * *
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