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Abstract of the contribution: This paper proposes principal conclusions on KI#2.

1.	Discussion
This paper proposes updated principles for the conclusion on KI#2: Authentication and Authorization of Users and Restrictions on Users. The rationale of these changes is explained in this clause. 
The only way that the human user can be identified in a UE is through its interaction with a user interface that belongs to HLOS (example on how to do that in Android: https://support.google.com/android/answer/2865483?hl=en-GB or MS windows: https://support.microsoft.com/en-gb/windows/how-to-switch-users-accounts-in-windows-660d4dcd-fa8d-7467-10b3-fee0e70e11d4). The “modem part” of the UE that is under the control of 3GPP and compliant to 3GPP specs, does not have a UI itself. This aspect is important to recognise in order to get a realistic solution in this KI. 
Considering this aspect any possible security credentials or biometrics that need to be provided in order to differentiate between the different human users can only be provided in HLOS UI. Based on that assumption the “modem part” of the UE has no means to determine whether the credentials or biometrics that are passed from the HLOS to the “modem part” of the UE actually correspond to the appropriate human user. Following up from the use of 3GPP level authentication mechanisms e.g. like secondary PDU session authentication or slice authentication does not provide any extra value in our view since the operator has no control of the layers that store and supply these credentials to the “modem part” of the UE. 
What the operator can do though is through use of existing URSP rules allow using different PDU sessions e.g. different DNN/S-NSSAI and possibly QoS rules to be used when the HLOS changes the user profile. Any of the existing Traffic Descriptors can be used in URSP rule to determine the change of human user and be agreed upon between the operators and HLOS vendors. 


 
2.	Text proposal
It is proposed to agree the following changes vs. TR 23.700-32:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc165096164]8.X	Key Issue #2: Authentication and Authorization of Users and Restrictions on Users
The following bullets are the interim conclusion principles for KI#2:
-	The users are authenticated by the UE (e.g., HLOS and applications via username/password, fingerprint scan, facial recognition) based on the application level interaction with an AF. The method of application layer authentication is out of 3GPP scope.
-	The AF authorizes user specific services and QoS requirements based on the user identity profile.
-	The UE and AF ensure only a single user identifier is active with a UE subscription at a given time. 


>>>>END OF CHANGES<<<<
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