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Abstract of the contribution:  This contribution proposes an overall evaluation on key issue #4.
1 Discussion
This contribution proposes an overall evaluation on key issue #4.
2 Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk93055440]It is proposed to update TR 23.700-84.

First change 
[bookmark: _Toc122517517]7.X	Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
There are 5 solutions for KI#4 (Solutions #35, #36, #37, #38, #39). Table 7.X-1 provides details of signalling storm mitigation and prevention solutions.
Table 7.X-1: Evaluation of the KI#4
	Candidate solution
	Use case
	Input Data
	Output Analytics
	Mitigation and Prevention
	Open issues

	Solution#35
	UE
NF
	- Signalling exchange information
- Type, number, timer duration of signalling 
- NF Context information
  - State transition, timer information of UE
  - NF load, capability information
- UE behaviour related information
  - existing output of UE related behaviour analytics
	[bookmark: _PERM_MCCTEMPBM_CRPT38450004___2]Detection:
-	Target NF ID,
- Abnormality ID,
- Source SUPI/NF list
Prediction:
-	Target NF ID,
- Abnormality ID,
- Source SUPI/NF list
- Confidence

	Massive UE access:
-  AMF/SMF set back-off timer
- AMF/SMF set threshold
- AMF triggers RAN on slice or priority based overload control

NF abnormal signalling:
- Policy control for NF discovery, (re-)selection, UE reestablishment)
	Details of input on per UE or per NF, collect from OAM or another place

Update may be needed for mitigation and prevention

	Solution#36
	UE
	- Registration signalling information from AMF
  - Type, number, timer of signalling
- NF Context from AMF
  -  Number of UE
  -  AMF resource usage
- Application activation time information from AF
  - UEs within time range
	Detection:
-	List of registration status
  - list of UEs for normal and abnormal
  - for abnormal UE, signalling feature
- AMF resource usage
Prediction: IEs in detection with additional IE Confidence

	AMF arranges suitable timer for the particular users
	

	Solution#37
	NF
	- MDAS data
  - signalling storm/congestion analysis as depicted in TS 28.104
	/
	increase or adjust back-off timer by AMF
change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF
	NWDAF us NF specific data to output UE specific control
More details on actions

	Solution#38
	UE
	Detection:
- UE data
  -  UE ID, back-off timer, expected UE behaviour, priority, location information
- Signalling statistics
  -  Type, frequency information from UE/NF
- NF Context Information
  -  NF load, status, capacity
Recommendation (ReLF)
Besides input of detection:
NF instance ID
	Detection and prediction:
- Target NF ID
- NF resource usage
- Signalling analytics (total number, growing speed, UE information, failure information)
- Probability, threshold
Recommendation:
- Target NF ID
- Recommendation for processing request/service/NF profile/UE
	/
	Recommendation needs further study.

	Solution#39
	UE
NF
	- Signalling exchange information
- Type, number, timer of signalling 
- NF Context information
  - Number of UE/contexts
  - NF load, capacity information
- Unexpected operational event
	-	Destination NF ID,
- Exception ID,
- Source NF ID
- Reference Point & Service Operation

	The service producer entity: Back-pressure, Connection Pooling, etc.
The service consumer entity: Request throttling, NF reselection, etc.
OAM: Horizontal/Vertical scaling, Proper configuration of the network entities, etc.
SCP: Request throttling, Back-pressure, Connection Pooling, etc.
NRF: Local policy to isolate the impacted NFs (e.g. avoid selecting the overwhelmed service producer for a time period).
	Whether to collect data from SCP
How to reduce impact of UEs



Based on the above aspects, the detailed analysis is elaborated as follows:
Solution #35, #36, #38, #39 proposed to address use case #3 signalling storm caused by UE, while solution #35, #37, #39 proposed to address use case #6 signalling storm caused by NF. Solution #35 and #39 could cover both use cases. 
For input data, 
-	Most of the solutions require signalling exchange information, including type, number, time of signalling.
-	Most of the solutions require NF context information, including numbers of UE, NF load, status and capacity information.
-	Solution #35, #36, and #38 require UE related information: state transition, timer information of UE, output of existing UE related behaviour analytics, application activation time from UE, expected UE behaviour, priority, location information to help identify abnormal UEs.
-	Solution #37, and #39 require output of existing signalling storm/congestion analytics and unexpected operational event to help identify abnormal NFs.
-	Solution #38 requires ReLF to do recommendation, in this case, additional IE NF instance ID needs to be collected.
For output analytics,
-	All the solutions require both detection and prediction output analytics.
-	All the solutions require target NF ID.
-	Solution #35, #36, #39 require source entity ID who triggers signalling storm.
-	Solution #35 and #39 require Abnormality/Exception ID to describe cause of the signalling storm.
-	solution #36 and #38 require information related status or signalling information, e.g. NF usage information, signalling features.
-	Solution #38 requires ReLF to do recommendation, in this case, additional IEs recommendation for processing request/service/NF profile/UE needs to be output.
For mitigation and prevention,
-	Most of the solutions propose AMF to set back off timer to control UE signalling.
-	Solution #35 proposes additional actions to control UE signalling (SMF set back off timer, AMF/SMF set threshold, AMF triggers RAN on slice or priority based overload control) and actions to control NF signalling (Policy control for NF discovery, (re-)selection, UE reestablishment)
-	Solution #37 proposes additional action to control NF signalling (usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF)
-	Solution #39 proposes additional action to control NF signalling (The service producer entity: Back-pressure, Connection Pooling, etc. The service consumer entity: Request throttling, NF reselection, etc. OAM: Horizontal/Vertical scaling, Proper configuration of the network entities, etc. SCP: Request throttling, Back-pressure, Connection Pooling, etc. NRF: Local policy to isolate the impacted NFs (e.g. avoid selecting the overwhelmed service producer for a time period).
End of change


