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[bookmark: _Toc462478989][bookmark: OLE_LINK5]Abstract of the contribution: This contribution proposes principles and proposals to evaluate KI#2.
1	Discussion
The aim of key issue 2 is to study, “If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.” 
This contribution proposes some principles and conclusions considering metadata aspects, transport, and scalability.
Metadata aspects: Unencrypted protocols like RTP allowed any entity on path to read its contents and build “implicit” signals. However, encrypted transports were built to avoid this and require “explicit” signals. Protocols like QUIC were designed to prevent an entity on path reading e2e header information. Protocols like QUIC were designed to prevent an entity on path reading e2e header information. Further work is trending towards encrypting even more information (e.g., encrypting the Server Name Indication (SNI) extension in TLS ClientHello messages, which contains the target domain for a given connection, [ESNI], considered to be the most sensitive, unencrypted information in TLS 1.3, and even preventing traffic analysis of media packets by using additional padding and chaff packets to distort the pattern seen on the wire. Considering privacy, it is not clear what information content/application providers will provide to on-path network elements that will be explicitly concealed in fully encrypted transports like QUIC. All the solutions in KI#2 (#9, #10, #11, #12, #24, #25, #26) provide metadata/information for traffic shaping (PDU set information).
· solution #12 with obfuscated codes provides support for both KI#2 and KI#4.
· Considering privacy, none of the solutions address what metadata content/application providers maybe willing to share with entities on path, like UPF.
Proposal: 
1) [bookmark: OLE_LINK7]Further work in collaboration with SA4 and the IETF is needed to provide metadata for PDU set based handling or identifying relative priorities for media stream(s) in a single encrypted transport layer traffic flow. Principles of obfuscation may be used to carry metadata.

Security and scalability: Processing cost and scalability of the metadata side channel transport are important criteria as metadata must be processed for every media packet. For network devices (even complex ones like UPF) minimizing processing latency is essential. 
However, the mechanisms for transport and packet encryption are designed for generality and processing at application layer (Layer 7) where the service characteristics are different. Costs of key management and decryption per packet are other factors. The transport, encryption, integrity protection and key management need simplification (or enhancement for performance) and are not entirely within the scope of 3GPP (i.e., affects N6 transports and application server network stacks).
Proposal: 
2) [bookmark: OLE_LINK8]Further work in collaboration with SA4 and the IETF is needed for developing efficient and privacy preserving transport side-channel. Propose to consider UDP options and UDP connect as transport choices.
Proposed text in 8.2 outline the points identified above.



[bookmark: _Toc510607461]		* * * * 1st Change (all new text) * * * *
[bookmark: _Toc164714191]8	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
[bookmark: _Toc164714192]8.2 Conclusions for Key Issue #2
Key Issue #2, unlike most others, have stakeholders and dependencies on mechanisms even outside of 3GPP – i.e., in N6 network and application server. 
The following aspects should be concluded as principles: 
1. [bookmark: OLE_LINK2][bookmark: OLE_LINK13]Further work in collaboration with SA4 and the IETF is needed to provide metadata for PDU set based handling or identifying relative priorities for media stream(s) in a single encrypted transport layer traffic flow. Principles of obfuscation may be used to carry metadata. 

2. Further work in collaboration with SA4 and the IETF is needed for developing efficient and privacy preserving transport side-channel. Propose to consider UDP options and UDP connect as transport choices.
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