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1. Introduction
Solution#8 “Inventory for AIoT Devices using AIOTF” was included in the TR 23.700-13 in SA2#161. In this solution, the system architecture and inventory procedure are described.
[Proposal-1] To make the solution#8 to be a complete solution, it is proposed to include the protocol stack and command procedure need to be included. 
[Proposal-2] Furthermore, the solution title can be updated to “Support AIoT Devices using AIOTF”, and it addresses all KIs. Some restrictions (e.g., “for Inventory”) in the description are also removed.
In RAN1#116, there is an agreement on the classification of the device types:
· Device 1: ~1 µW devices.
· Device 2a: ≤few hundred µW devices requiring external carrier wave.
· Device 2b: ≤few hundred µW devices with internally-generated carrier wave.
In Solution#8, it was proposed to differentiate the devices into two categories:
-	Extremely simple devices which are not capable of authentication, only the validation of device ID (i.e. deconcealment) is performed, e.g. Device 1.
-	More capable devices which can perform authentication, e.g., Device 2a and Device 2b.
According to SA1 requirement in TS 22.369: “The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection.” There are security risks for those extremely simple devices, if there are no authentication performed. 
In RFID, the RFID tags can also be authenticated by the reader, and the RFID tags can move to “Secured” state. Capability wise, it is assumed that there is a lower bound to AIoT device simplicity, determined by SA1 requirements quoted above. One aspect, that needs to be studied further by RAN WGs might be in the context of power limitations that prevents a too simple device from storing e.g. security parameters or CN allocated device ID for a longer period.
[Proposal-3] Require authentication to be performed for all AIoT devices, assuming a device architecture able to comply with this requirement. Regarding the capability of storing security parameters or CN allocated device ID for a longer period, it is to be verified with RAN WG progress..
There is an EN regarding the clarification of the authentication and CN allocated device ID steps:
Editor's note:	The use of the step 11-13 is FFS.
Step 11 is about authentication, which is mandatory.
There could be security mode negotiation and security parameter exchanges between the AIoT Device and the AIOTF, which requires AIoT Device to be capable of storing negotiated security parameters.
Step 12 is about CN device ID (e.g. 5G-GUTI like device ID) allocation and sent to the device, which requires AIoT Device to be capable of storing the CN device ID.
Step 13 is about registeration towards UDM as the serving instance for the device.
Based on step 12 – 13, the device is registered towards the network and device context has been created in AIOTF, and network could use dedicated signalling for delivery in Command Procedure.
[Proposal-4] Clarify as above and resolve the EN.
In Solution#8, there is an EN regarding whether the device information need to be pre-provisioned in CN.
Editor's note:	It is FFS whether it can be assumed for all scenarios that the device and the CN can be pre-provisioned with CN level per device information (e.g. network layer AIoT device ID, security material).
Depending on the business agreement between service provider (AF) and MNO, there are different scenarios in the deployment:
Scenario-1: the device information is pre-provisioned in UDM in MNO, including security credentials. 
Scenario-2: the device information is pre-provisioned in service provider domain, for example, in UDM or AAA for security credentials only.
[Proposal-4] Clarify as above and resolve the EN.
In Solution #8, there is an EN regarding different device types.
Editor's note:	Details of device type is FFS.
It could be beneficial to provide device type information to A-RAN, so that A-RAN can optimize the delivery based on the specific device type. AF may optional provide external device type based on MNO classification, and NEF can map the external device type to the internal device type (i.e., device 1, device 2a, device 2b, etc.) and transmit to A-RAN.
[Proposal-5] Clarify device types and the mapping in the procedure and update the EN as above.
There is another EN relevant with device types:
Editor's note:	It is FFS whether none of the AIoT device types can initiate registration on their own.
Device 1 and Device 2a require external carrier wave to trigger DO traffic. Device 2b can trigger DO traffic without external carrier wave. Regarding the initial registration, depending on the progress of RAN, we may have clearer view on whether device 2b can initiate registration on its own.
[Proposal-6] Update device types to align with RAN classification and update the EN as above.
In Solution#8, there is an EN regarding location information check:
Editor's note:	Details of what location information A-RAN provides is FFS.
In SA2, there are no additional requirements identified for the location information provided by A-RAN. In RAN SID (RP-234058), there is a RAN3-led task: “Identify potential solutions for locating an Ambient IoT device with no specification impact, e.g. reusing existing user location report, or minimal specification impact to convey location information to core network.” If RAN3 identifies some special needs, the alignment can be done.
[Proposal-7] Convert the EN to a NOTE to clarify that it depends on RAN3 progress.
In Solution #8, there is an EN regarding the check of device capability and device ID
Editor's note:	The check of the device capability information and device ID is FFS.
For the device ID, it is assumed that device provide a SUCI-like device ID and network convert the SUCI-like device ID to SUPI-like device ID by deconcealment.
[Proposal-8] Clarify the check/validate of the device ID is deconcealment, and reslove the EN.
For the device capability, to improve the efficiency of the transmission, as well as for flexibility, it is proposed to store the device capability profiles in UDM, and let device transmit the device capability index. Based on device capability index, AIOTF can fetch the proper device capability profile and understand the capability of the device. Right now, the capability information identified is about whether device is capable of persistent the information received from the network (e.g., security parameters and CN allocated device ID).
[Proposal-9] Clarify as above and reslove the EN.
In Solution #8, there is an EN regarding the CM state of the device:
Editor's note:	It is FFS whether there are needs to enable functionality enabling similar functionality as CM-IDLE and CM-CONNECTED states enables, and whether CN (i.e. AIOTF) needs to perform different actions accordingly, when DL data need to be delivered.
Without RRC states, the existing definition of CM states is not applicable. However, network can still differentiatet the handling of the devices depending on whether the device is known by the network:
-	If the device is known by the network (device context stored in AIOTF), AIOTF can deliver the DL message to the serving A-RAN directly, and A-RAN could use dedicated signalling to deliver the DL message directly.
-	If the device is unknown by the network (device context not stored in AIOTF), AIOTF needs to deliver the DL message to all A-RAN nodes in the area to look up the device and deliver the DL message accordingly.
[Proposal-10] Clarify as above and reslove the EN.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-13 v0.3.0:


* * * Start of Change * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
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* * * Next of Change * * * *
[bookmark: _Toc160698644]6.8	Solution #8: Inventory Support for AIoT Devices using AIOTF for Topology 1
[bookmark: _Toc160698645]6.8.1	Description
This solution addresses subscription, registration and connection management aspect of Key Issue #1, Key Issue #2, and Key Issue #3 which is based on the following system architecture.
The functional entities defined in TS 23.501 [4] are reused with the exception for the following additions:
-	Ambient IoT Function (AIOTF): AIOTF is introduced to support AIoT services, with some AMF's functionalities integrated, which includes:
-	A-RAN (Ambient IoT RAN) connectivity.
-	Inventory handling and device context management.
-	Command delivery.
-	Authentication and authorization for the access, which triggers interaction with AUSF/UDM.
-	Collect charging data and interact with CHF for charging.
-	Routing the request from AF (via NEF) to A-RAN, for DO-DTT/DT traffic types.
-	Routing the response from A-RAN to AF (via NEF) for DO-DTT traffic type.
Editor's note:	It is FFS whether AIOTF needs to support further functionalities.
-	UDM: UDM is enhanced to store and manage the AIoT device information. The device information contains the device ID, device group ID, device status information (e.g. enabled/disabled/permanently disabled), optional device credentials, as well as CN related information (e.g. serving NF). UDM also stores device capability profiles.
-	NEF: NEF is enhanced to expose AIoT specific services towards AF.
-	CHF: CHF is enhanced for the charging for AIoT services.
NOTE 1:	The charging aspects is to be studied by SA WG5.
-	NRF: NRF is enhanced to support the new NF type AIOTF and the corresponding NF profile.
-	AUSF: AUSF is enhanced for the authentication for the access from AIoT devices.
NOTE 2:	The security aspects are to be studied by SA WG3.
NOTE X:	Depending on service agreement between the MNO and the service provider, the device information can be stored in the MNO or in the service provider (e.g., UDM/AUSF in service provider or AAA server in service provider domain).
Editor's note:	The functions of the NFs need to be updated to align with the solutions for KI#2 and KI#3, and to be aligned with A-RAN WGs, SA3 (for security), SA5 (for charging).
Editor's note:	It is FFS whether it can be assumed for all scenarios that the device and the CN can be pre-provisioned with CN level per device information (e.g. network layer AIoT device ID, security material).
The Figure 6.8.1-1 illustrates the enhanced architecture to support AIoT devices using AIOTF for inventory.


Figure 6.8.1-1: System Architecture to support AIoT Devices using AIOTF for Inventory
Editor's note:	It is FFS whether and how to address other services/use cases than inventory with this architecture.
Editor's note:	It is FFS whether and how much of NGAP is re-used for interface between A-RAN and AIOTF.
This solution focuses on Topology 1.
Editor's note:	It is FFS whether and how the solution can be evolved for Topology 2.
The AIoT device information can be stored in UDM, which is similar as the subscription data. The device information contains the device ID, device status information (e.g. enabled/disabled/permanently disabled), as well as CN related information (e.g. serving NF).
For enabling registration management, the some AIoT devices limited by hardware (e.g. device type 1 and device type 2a) are assumed not to be able to initiate the registration on their own. However, thosesuch passive AIoT devices can respond to messages from the network, which make them discoverable by the network. The procedure that is used to make the AIoT devices discoverable can be called an inventory procedure. 
Editor's note:	It is FFS whether device 2bnone of the AIoT device types can initiate registration on their own.
The inventory procedure can be triggered by an AF sending an inventory request towards CN, and CN sends a request to A-RAN. The AIoT devices respond to the inventory request from A-RAN and send their device IDs. Such inventory procedure triggered by an AF can be called application inventory procedure.
The AF may further provide the inventory strategy information (e.g. inventory frequency, inventory period) to enable CN or A-RAN to perform periodic inventory to allow the newly coming AIoT devices to be discovered, without further explicit requests from the AF.
For the application inventory or periodic inventory, depends on device capabilities, the authentication and authorization mayneed to be performed, dependent on device capabilities the security negotiation may be performed and the CN allocated device ID which is similar as 5G-GUTI may be passed to the device. For those devices, the device contexts are stored in AIOTF, including the security contexts.
When application inventory or periodic inventory procedure is triggered, the network may indicate whether all targeted devices need to respond the inventory, or only those devices which haven't been "inventoried" towards this A-RAN node should respond.
When AIoT devices move to a new A-RAN node, by responding the inventory, the network can also keep track of the AIoT devices location e.g. on a serving A-RAN node granularity, so that the network can route the request effectively which is sent from the AF to one or more specific AIoT devices.
NOTE 3:	When AIoT devices move, the AIoT devices does not perform cell re-selection like logic.
For connection management perspective, there are no differentiation between CM-CONNECTED and CM-IDLE states for devices, due to there is no RRC states for devices to be maintained in A-RAN., when in CM-CONNECTED state,However, when the device is known by the network (i.e., device context stored in AIOTF), and DL data can be delivered by the AIOTF to the service A-RAN node directly. When in CM-IDLE state, the detailed location of the device is unknown (i.e., device context not in AIOTF), AIOTF needs to deliver the DL data to all A-RAN nodes in the area to look up the device and deliver the DL message dedicated to a device accordingly so that before delivering DL data, CN needs to look up the device.
Editor'’s note:	It is FFS whether there are needs to enable functionality enabling similar functionality as CM-IDLE and CM-CONNECTED states enables, and whether CN (i.e. AIOTF) needs to perform different actions accordingly, when DL data need to be delivered.

6.8.1.X	Protocol Stack
The Figure 6.8.1.X-1 illustrates the protocol stack for the solution:


Figure 6.8.1.X-1: Protocol Stack for the solution
Within the protocol stack:
-	AIOT device NAS layer: The NAS protocol between AIOTF and AIoT devices.
-	AIOT AS layer: The AS protocol layers between RAN reader and AIoT devices, including physical layer, MAC layer, etc..
-	App layer: The application layer protocol between AIoT devices and AF.

[bookmark: _Toc160698646]6.8.2	Procedures
NOTE:	The message names in the procedures below are descriptive. It is assumed that the names are updated with corresponding SBI based names where applicable during the normative phase.
[bookmark: _Toc160698647]6.8.2.1	Application Inventory Procedure
The application inventory procedure is initiated by the AF to discover one or more AIoT devices in a specific area.




Figure 6.8.2.1-1: Inventory Procedure 
1.	The AF sends Inventory Message Request to the NEF, containing the area information, device information, optional inventory strategy information, and optional report aggregation info.
-	The area information could be the external geographical area information.
-	The device information could be device ID, device group ID, and/or external device type.
Editor's note:	Details of device type is FFS.
-	The inventory strategy information contains, e.g. the inventory frequency and inventory period to guide the readers to perform the inventory periodically. It also indicates whether all the targeted devices need to respond (full inventory), or only those who haven't performed the inventory procedure (delta inventory) should respond.
-	The location required indicates whether the AF requests the location information of the AIoT devices provided.
-	The report aggregation info indicates whether the reports need to be aggregated or not for a specific aggregation period, and whether the reports are needed after the aggregation period.
2.	The NEF authorizes the request from the AF and perform the area translation to translate external area information to the internal area information. Within the authorization, the NEF further check whether the AF is authorized to get the location information of the device. The NEF map the external device type to internal device type (i.e., device 1, device 2a, device 2b, etc.).
NOTE X: It’s up to RAN WGs to determine whether the device type is useful or not.
3.	The NEF sends NRF query with internal area information to query AIOTFs serving the area.
4.	The NEF sends the Inventory Request to the AIOTFs with the internal area information, device information and optionally inventory strategy information, optional location required information.
5.	The AIOTF discovers A-RANs based on internal area information.
6.	The AIOTF sends an NGAP message (Inventory Request) to the each of the discovered and applicable A-RANs with the internal area information, device information and inventory strategy information, and optional location required information.
7.	The A-RAN (reader) initiates inventory based on device information as well as the inventory strategy information provided by the AF. The A-RAN may provide reader identity information (e.g. A-RAN ID) to enable the AIoT devices to understand they are read by which A-RAN node.
8.	The AIoT Device reports the concealed device ID, and optional device capability informationindex. If the Inventory procedure indicates only who haven't performed the inventory procedure should respond, and if the AIoT Device has performed the inventory procedure towards this A-RAN node, it should skip the reporting.
9.	The A-RAN sends an NGAP message (Inventory Response or Inventory Notify) to the AIOTF, containing the device ID and the optional device capability information index provided by the device. The A-RAN may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The A-RAN may further provide an end indicator to inform the AIOTF whether it is the last inventory response for the inventory round.
NOTE X: It’s up to RAN3 to determine the details and enhancements of the location information.
Editor's note:	Details of what location information A-RAN provides is FFS.
10.	The AIOTF validates the concealed device ID via interacting with AUSF and UDM. The AIOTF may further check get the device capability information from the device subscription capability profiledata stored in the UDM based onfor the device capability informationindex provided by the device.
NOTE X:	Depending on service agreement between MNO and service provider, the device information can be stored in MNO or in service provider (e.g., UDM/AUSF in service provider or AAA server in service provider domain).
Editor's note:	The check of the device capability information and device ID is FFS.
Editor's note:	It is FFS which entity defines the AIoT device info and how to store such info in the UDM.
Based on the device capability info from the device and/or device information data in UDM, if the AIoT device is capable of handling authentication and authorization, step 11 - step 13 are executed:
Editor's note:	The use of the step 11-13 is FFS.
11.	The AIOTF together with AUSF and UDM, triggers authentication and authorization procedures towards the AIoT device.
Based on the device capability information from UDM, if the AIoT device is capable of storing received information (security parameters and CN allocated device ID) for a longer period, step 12 - step 13 are executed: 
Editor's note:	It is to be verified with RAN WGs regarding the device capability of storing received information for a longer period.
12.	The security mode negotiation and security parameter exchanges are performed. 
12a.The AIOTF may further allocates CN device ID and send its to the AIoT device.
13.	The AIOTF registers with the UDM (UECM) for the device access.
14.	The AIOTF may perform aggregation for the device ID, based on the report aggregation information provided by the AF. Within the aggregation period, the AIOTF will buffer the device IDs reported from the AIoT devices. The AIOTF may stop buffering and send report immediately, if it receives end indicator from A-RAN in step 9. When the aggregation period expires, the AIOTF sends the report. For those device ID report after the aggregation period, if it is needed by the AF, the AIOTF sends the report. Otherwise, it will be dropped.
15.	The AIOTF sends Inventory Response or Notification Request towards the NEF for the device ID or the aggregated device ID information.
16.	The NEF sends Inventory Response or Notification Request towards the AF for the device ID or the aggregated device ID information.
[bookmark: _Toc160698648]6.8.2.2	Periodic Inventory Procedure
The periodic inventory procedure is initiated by the CN or A-RAN, which follows the instructions from the AF, 




Figure 6.8.2.2-1: Periodic Inventory Procedure
The AIOTF or the A-RAN may initiate the periodic inventory procedure based on the inventory strategy information provided by the AF, to enable the AIoT devices to be discovered when they newly enter the coverage area.
0.	An Inventory Procedure may have taken place resulted in inventory strategy information stored in the AIOTF. e.g. inventory frequency.
The step 1 - step 11 are similar as step 6 - step 16 in clause 6.8.2.1, with the following additions:
1.	It will be performed only when it is AIOTF to initiate the periodic inventory. The inventory strategy should be set to delta inventory.
2.	It can be performed without step 1, if it is A-RAN who initiates the periodic inventory. The inventory strategy should could be set to delta inventory.
3.	The AIOT device responds if it hasn't been "inventoried". Using the reader identity information (e.g. A-RAN ID) over the air, AIOT device determines if it is being read by a new A-RAN node and responds the inventory. The device may provide CN allocated device ID if it received before.
6.	Can be skipped if the AIOTF finds AIoT device has performed the authentication and authorization with the network, based on CN allocated device ID.
7.	Can be skipped if security mode negotiation and security parameter exchange are done.
7a. Can be skipped if the AIOTF decides not to allocate a new CN allocated device ID by local policy.
8.	Can be skipped if the AIOTF has registered towards UDM.
9.	The AIOTF may use the aggregation period provided by the AF, or a locally configured value or even skip the aggregation, based on local policy. If the AIoT device responds the inventory procedure due to the A-RAN is a new reader, the device ID may not be sent to AF via NEF, unless AF requires the location information.
10.	The AIOTF sends Inventory Notify Request towards the NEF for the device ID or the aggregated device ID information.
11.	The NEF sends Inventory Notify Request towards the AF for the device ID or the aggregated device ID information.
6.8.2.X	Command Procedure
The command procedure is initiated by the AF to request one or more specific AIoT devices or a group of AIoT devices in an area to execute the command. The command can be read, write, enable, disable, or execution request from the AF. The command result from the devices may or may not be required.
Editor's note:	The command for enable/disable is to be studied by SA3, and to be aligned with SA3.


Figure 6.8.2.X-1: Command Procedure
1.	The AF sends Command Request to the NEF, containing the command to be executed, area information, device information, optional inventory strategy information, and optional report aggregation info.
-	The command is to be executed in the AIoT devices. It contains the command (e.g., read, write, execute, etc.) together with the command parameters. The command specific parameters (e.g. what to be executed) are to be included in an app layer container between AF and AIOT devices.
-	The area information could be the external geographical area information.
-	The device information could be device ID, device group ID, and/or external device type.
-	The location required indicates whether the AF requests the location information of the AIoT devices provided.
-	The report aggregation info indicates whether the reports need to be aggregated or not for a specific aggregation period, and whether the reports are needed after the aggregation period.
2.	The NEF authorizes the request from the AF and perform the area translation to translate external area information to the internal area information. Within the authorization of AF e.g. to issue command for the device(s) and/or area, the NEF further check whether the AF is authorized to get the location information of the device. The NEF maps the external device type to internal device type (i.e., device 1, device 2a, device 2b, etc.).
NOTE X:	It’s up to RAN WGs to determine whether the device type is useful or not.
Depending on whether area information is provided, step 3a or step 3b is performed:
3a.	If area information is provided, the NEF sends NRF query with internal area information to query AIOTFs serving the area.
4b.	If area information is not provided, and device ID(s) are provided, the NEF query the serving AIOTF from UDM.
4.	The NEF sends the Command Request to the AIOTFs with the command, internal area information, device information, device type, and optional location required information.
5.	The AIOTF allocates a Transaction ID for the command, which is unique per command. The AIOTF creates the AIOT Device NAS request message for the devices, based on the command information from the AF. The AIOTF get the registered devices, which match the device information. If no registered devices, step 6 – 12 are skipped.
6.	The AIOTF sends an NGAP message (e.g., Command Request) to the A-RANs with the AIOT Device NAS request message, CN allocated device ID for the registered devices, the Transaction ID, and optional location required information. 
7.	The A-RAN (reader) initiates command delivery for the AIOT Device NAS request message based on CN allocated device IDs, using dedicated signalling. Transaction ID is also included.
NOTE X: A-RAN signaling details are to be further studied by RAN WGs.
8.	The AIoT Device executes the command, creates an AIOT Device NAS response message containing the command result and delivers the AIOT Device NAS response message, if the result needs to be sent back. The application specific result can be included in an app layer container.
9.	The A-RAN sends an NGAP message (Command Response or Command Notify) to the AIOTF, including he AIOT Device NAS response message. The A-RAN may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The A-RAN may further provide an end indicator to inform the AIOTF whether it is the last command response.
NOTE X: It’s up to RAN3 to determine the details and enhancements of the location information.
10.	The AIOTF gets the command result from the AIOT Device NAS response message. It may perform aggregation for the command result, based on the report aggregation information provided by the AF. Within the aggregation period, the AIOTF will buffer the command results reported from the AIoT devices. The AIOTF may stop buffering and send report immediately, if it receives end indicator from A-RAN in step 9. When the aggregation period expires, the AIOTF sends the report. For those command result after the aggregation period, if it is needed by the AF, the AIOTF sends the report. Otherwise, it will be dropped.
11.	The AIOTF sends Command Response or Notification Request towards the NEF for the command result or the aggregated command result information.
12.	The NEF sends Command Response or Notification Request towards the AF for the command result or the aggregated command result information.
If the AIOTF determines all required devices have executed the command (e.g. when AF provide the device ID(s) and those devices have executed the command in step 7 – 8), the following steps are skipped.
13.	For those unregistered devices(s), if any, the AIOTF initiate Inventory procedure as step 5 – 13 in Figure 6.8.2.1-1 (step 12-13 will be skipped, if the device is not able to persistent received information). In the inventory the Transaction ID is delivered, so that the registered devices which have executed command do not respond this inventory request from the A-RAN.
14.	For each respond device, the AIOTF sends an NGAP message (Command Request) to the A-RANs with AIOT Device NAS request message, the AIoT device ID, and optional location required information. 
15.	The A-RAN (reader) initiate the command delivery for the AIOT Device NAS request message to the device.
16.	The AIoT Device executes the command, creates an AIOT Device NAS response message containing the command result and delivers the AIOT Device NAS response message, if the result needs to be sent back. The application specific result can be included in an app layer container.
17.	The A-RAN sends an NGAP message (Command Response or Command Notify) to the AIOTF, including the AIOT Device NAS response message. The A-RAN may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The A-RAN may further provide an end indicator to inform the AIOTF whether it is the last command response.
18.	As step 10 – 12, the AIOTF gets command result from AIOT Device NAS response message. It may perform the aggregation and send to NEF. The NEF delivers to the AF.
[bookmark: _Toc160698649]6.8.3	Impacts on services, entities and interfaces
[bookmark: _Hlk162535859]Editor's note:	The services, entities and interfaces are FFS.
* * * End of Change * * * *
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