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1	Discussion
Various solutions are discussed and are part of this specific TR 23.700-32. This paper brings in conclusion that shall be considered to address KI#2.
Authentication can be performed by UDM/AUSF or AAA Server based on the deployments and the corresponding profile configured for the User Identity Profile linked to a UE Subscription. This allows flexibility for various deployment configurations that may either rely only on AUSF or rely on AAA Server for authentication.
UDM maintains the User Identity Profile and accordingly a UECM registration for the User Identity will ensure the state machine is maintained. So, without impacting additional nodes, it is required that UDM takes the control as currently done for the UE Subscription and enforces that only one User Identity is active with a UE Subscription in conjunction with the AMF.
2 	Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-32 as below to bring in conclusion.

* * * * First change * * * *
7	Overall Evaluation
Authentication can be performed by UDM/AUSF or AAA Server based on the deployments and the corresponding profile configured for the User Identity Profile linked to a UE Subscription. This allows flexibility for various deployment configurations that may either rely only on AUSF or rely on AAA Server for authentication.
UDM maintains the User Identity Profile and accordingly a UECM registration for the User Identity will ensure the state machine is maintained. So, without impacting additional nodes, it is required that UDM takes the control as currently done for the UE Subscription and enforces that only one User Identity is active with a UE Subscription in conjunction with the AMF.
Following principles shall be selected/considered:
· Authentication and Authorization of human Users via registration procedure
-	Signalisation of human User/device Flag during Registration to detect the human User case
(Solution #10)
-	Adaptation of current Registration procedure to support User identifier for human User by adding User identifier together with SUPI of UE in the signalling
(Solution #2, #4, #10, #14, #21, #22. #26)
-	Privacy solution for User identifier via radio interface similar to SUCI/GUTI method (details shall be specified by SA3)
(Solution #10, #22)
-	User activation/deactivation of human User is performed during registration process
(Solution #4, #10, #17, #3, #8, #9, #14, #21, #26)
· Support of services like SMS over NAS
(Solution #6, #10, #28)
· Authentication and Authorization to provide User profile and UE subscription related information to 5GS shall be performed in an Application Server which is out of scope in 3GPP SA2. Nevertheless, SA3 shall provide respective principles to protect the unauthorized manipulation of User profile and UE subscription information. This includes:
-	linking/unlinking User profiles with UE subscriptions
(Solution #2, #10, #17, #18, #23)
-	restricting UE subscriptions for a human User profile
(Solution #3, #10, #17, #19, #23)
-	max number of human Users
(Solution #10)
· MNO shall be able to restrict max number of human User for a UE subscription
(Solution #10)
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[bookmark: _Toc165096165]8.2	Key Issue #2: Authentication and Authorization of Users and Restrictions on Users 
The following conclusion principles are agreed for key issue #2:
-	User Authentication and Authorization is performed via NAS-MM together with the UE Authentication and Authorization using the Registration procedures as defined in TS 23.502, clause 4.2.2.2.
8.2.1	Human User Authentication
-	Based on the NAI and UE subscription information, the UDM can decide that the primary authentication of the User Identifier is performed by AAA Server or by UDM/AUSF. The selection of the AAA Server (if the primary authentication is required to be done by AAA Server) is based on the principles described in TS 23.501, clause 5.30.2.9.2 and TS 23.502, clause 4.2.2.2.4;
-	The communication between UE and AAA Server shall be via NAS-MM signalling. The principles described in TS 23.501, clause 5.30.2.9.2 and TS 23.502, clause 4.2.2.2.4 can be re-used to support the User Identifier.
8.2.2	Human User Authorization and Enforcement of Restrictions
UDM enforces the restriction that only one user shall be active with a UE’s subscription at a given time;
-	The UDM is responsible to activate/deactivate a human User with a UE subscription during the Registration/Deregistration procedure;
· The activation process includes the enforcement of UE subscription specific restrictions for the human User, e.g. time window for UE usage and/or services like SMS service, roaming restrictions for the human User;
· Restrictions related to PDU session(s) may be enforced during PDU session establishment, PDU Session modification, and PDU session release procedures.
· UDM considers the parameters available in the User Identity Profile and the associated UE Subscription when providing the SDM responses.
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