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Abstract of the contribution: The contribution proposes a solution for KI#2, Subscription Management for Ambient IoTs.
1. Introduction
Key Issue #2 is Identification, Subscription, Registration and Connection management. This Key Issue pertains to the authorization and management of Ambient IoT Devices to support Ambient IoT services.

Considering that Ambient IoT Devices are a new type of reduced capabilities devices, the existing subscription model may not be suitable. Specifically, there is the need to study the device identification method to support Ambient IoT devices which are under operator control. 

Based on the above consideration, the aspects to be studied in this key issue include:

-
Study whether subscription management, registration management and/or connection management are necessary for an Ambient IoT Device or a group of Ambient IoT Devices, and if so identify the necessary state machine(s), procedures and functionality considering the Ambient IoT Devices capability and characteristics;

-
Study whether and how reachability and paging apply to Ambient IoT Device(s) considering the Ambient IoT devices capability and characteristics, and if so, what are the impacts.

-
Study how to identify Ambient IoT Device or group of devices and how to format the identifier.

NOTE:
NAS based Congestion control are not in the scope of this study.
Regarding the Subscription, the following should be considered.

-
No USIM (UICC): No Root Key (e.g. LTE K)
-
Not available existing EPS-AKA, EAP-AKA’, 5G AKA

-
Less Computation Power
-
 (May) Not available EPS AKA, EAP-AKA’, 5G AKA algorithm

-
 (May) Not available Key derivation with Key Derivation Function (KDF)

-
Huge Number of UEs: 

-
 (May) Not available individual authentication of each UE

2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-13.

* * * * First change * * * *
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * Second change * * * *(all new texts)
6.X
Solution #X: Subscription Management for Ambient IoTs
6.X.1
Description
This solution is targeting KI#2 Identification, Subscription, Registration and Connection management. It is related with KI#1 as well.
 Regarding the subscription management for AmbientIoTs, the following should be considered.

-
No USIM (UICC): No Root Key (e.g. LTE K)
-
Not available existing EPS-AKA, EAP-AKA’, 5G AKA

-
Less Computation Power
-
 (May) Not available EPS AKA, EAP-AKA’, 5G AKA algorithm

-
 (May) Not available Key derivation with Key Derivation Function (KDF)

-
Huge Number of UEs: 

-
 (May) Not available individual authentication of each UE

Considering the above requirements, subscription of several millions of ultra-low complexity, power, cost and resource-constrained devices to MNO is a difficult problem we need to solve. For this issue, we propose a 3rd Party Service Provider(AF)-based on-line group subscription via NEF.
An example of the on-line group subscription via NEF is depicted in Figure 6.X.1-1.
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Figure 6.X.1-1: Online-subscription Management from 3rd Party Service Provider (AF)

The AF is a 3rd Party Service Provider, which may have business operator using Ambient IoT. 
For Ambient IoT devices, the selection of NFs and the related PDU Session setup procedures are be burden, as the number of devices is very large. When Regisgration happens some of those parameters are configured based on the subscription date described bellow.
 After registration, the data path for the devices are configured according to the AM/SM subscription data stored in UDM during the Subscription Procedure.

The subscription data may include the following:
-
Access and Mobility Subscription data which may include AF ID, Usage ID, List of Ambient IoT ID(s), SMF ID

-
Session Management Subscriotion data which may include AF ID, Usage ID, List of Ambient IoT ID(s), NEF ID for NIDD, NIDD Information
Editor’s note: details of subscription data will be added later.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


In addition to AM and SM subscription data, the following information may be needed for online-subscription management for Ambient IoT(s). 

	Subscription data type
	Field
	Description

	Online-subscription Management
	AF ID
	ID of 3rd Party Service Provider (AF)

	
	List of Usage ID(s)
	ID of TASK of Ambient IoTs. It may have NAI format (host part + realm part)

	
	List of Ambient IoT ID(s)
	List of each Ambient IoT ID(s) which take part in common TASK identified by Usage ID

	
	Authentication/Authorization information for AF
	Information for EAP-AKA between 5GC and AF

	
	List of Credentials of Ambient IoTs
	Credential information of Ambient IoTs

	
	TASK Information
	Description of TASK identified by Usage ID

	
	Online-subscription Management (OM) States of Ambient IoTs
	OM states of each Ambient IoT (either OM_Subscribed or OM_Unsubscribed) 

	
	Registration Management (RM) States of Ambient IoTs
	RM states of each Ambient IoT (either RM_Registered or RM_Deregistered)

	
	Other information
	Other information regarding subscription


Regarding this online-subscription management, there are OM-UNSUBSCRIBED state and OM-SUBSCRBIED state in UDM and AF. The changes between these two states are depicted in Figure 6.X.1-2. After subscription accept (that is Subscription/Registration Update Accept), transition into OM-SUBSCRIBED state. After unsubscription, transition into OM-UNSUBSCRIBED state. 

In OM-UNSUBSCRIBED state, the followings are information is stored in the UDM.
-
No subscription information in Access and Mobility Subscription data and Session Management Subscription data

-
Only Online-subscription Management Subscription data with OM-UNSUBSCRIBED state

-
These information can be stored during Service Level Agreement(SLA) between MNO and 3rd party service provider

-
May not be assigned with Credential information

In OM-SUBSCRIBED state, the followings information is stored in the UDM.
-
Subscription information in Access and Mobility Subscription data, Session Management Subscription data and Subscription Management Subscription data with OM-SUBSCRIBED state

-
Assigned with Credential information
NOTE: AF performs bulk device provisioning (Group Registration) in OM-SUBSCRIBED state only, as the device information including credentials are in the 5GC in ths state.
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Figure 6.X.1-2: Online-subscription Management state model in AF and UDM
6.X.2
Procedures
Overall Procedures of Subscription for Ambient IoT is as depicted in Figure 6.X.2-1.
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Figure 6.X.2-1: Subscription procedures for Ambient IoT Devices

1. 
AF sends AmbientIoT Subscription Request to NEF. It contains AF ID, Usage ID, List of Ambient IoT ID(s) which take part in this TASK, TASK information.

2. 
NEF sends AmbientIoT Subscription Request to UDM. 

3. 
Handling subscription of Ambient IoT(s) may include the following:

-
Allocates Authentication/Authorization information AF (Usage)

-
Allocates Credentials for Ambient IoTs


-
Changes OM states of Ambient IoTs as OM-SUBSCRIBED

-
Determines suitable AMF and SMF via NRF with the help of OAM.

-
Update Access and Mobility Subscription data and Session Management Subscription data.




4. 
UDM sends NEF AmbientIoT Subscription Response. It may include the following:

-
Authentication/Authorization information for AF with TASK

-
List of credentials of Ambient IoTs

-
Shared PDU Session information
Editor’s note:
Details of Shared PDU Session Information will be described later.

-
Selected AMF ID

-
Other information

5. 
NEF sends AF AmbientIoT Subscription Response. 
Overall Procedures of Unsubscription for Ambient IoT is as depicted in Figure 6.X.2-2.
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Figure 6.X.2-2: Unsubscription procedures for Ambient IoT Devices

1. 
AF sends AmbientIoT Unsubscription Request to NEF. It contains AF ID, Usage ID.

2. 
NEF sends AmbientIoT Unsubscriptin Request to UDM. 

3. 
Handling Unsubscription of Ambient IoT(s) may include the following:

-
Deallocates Authentication/Authorization information AF(Usage)

-
Deallocates Credentials for Ambient IoTs

-
Removing all the information regarding PDU Session identified by combination of AF ID and Usage ID

-
Changes OM states of Ambient IoTs, OM-UNSUBSCRIBED

-
Removes Access and Mobility Subscription data and Session Management Subscription data



5. 
UDM sends NEF AmbientIoT Unsubscription Response. It includes Result of Unsubscription Request.

6. 
NEF sends AF AmbientIoT Unsubscription Response. 
6.X.3
Impacts on services, entities and interfaces
AF:

- 
Performs Online-subscription management for Ambient IoTs with the PLMN. 
UDM:

- 
Supports Online-subscription management of ambient IoTs



AMF/SMF: 

- 
Supports pre-Configuration based on the request from the AF. 
* * * * End of change * * * *
�Steve: don’t understand/ don’t relared with Iot. Not sure with the State Management. So many information. Confused.


� HYPERLINK "mailto:steven.wenham@huawei.com" �>>� Pre-cofigure some information in AMF/SMF before Registration. Store Detailed information for context update when Registration. reduced information fields, and added an EN for details later. Registration can be done in OM-SUBSCRIBED state only.





Pallab: almost similar. The contribution,group subscription data. AM, SM, why needed.? PCF/UDR? PDU Session information why needed? No UE. Not clear overall boejctives.	


>> Pre-cofigure some information in AMF/SMF before Registration. Store Detailed information for context update when Registration. reduced information fields, and added an EN for details later.





Peter: context AMF/SMF before the device register. Too many information. 


� HYPERLINK "mailto:peter.hedman@ericsson.com" �>>� Pre-cofigure some information in AMF/SMF before Registration. Store Detailed information for context update when Registration. reduced information fields, and added an EN for details later.





Genadi: AMF register. SMF data signalling here? Or for the EU?


� HYPERLINK "mailto:gvelev@lenovo.com" �>>� Pre-cofigure some information in AMF/SMF before Registration. Store Detailed information for context update when Registration.





Henrik: Out side the controller. Licensed spectrum.


� HYPERLINK "mailto:normann@docomolab-euro.com" �>>� in the scope of the controller, as AMF/SMF has the roles partly.





Fei: CIoT like approach? 


>> yes. Similar to CIoT.





�Pallab: AM/SM data why?


Sebastian: Why NW provides those information is unclear/confusing.


�Pallab: AM, SM, why needed.? PCF/UDR? PDU Session information why needed? No UE. Not clear overall boejctives. >>  reduced information fields, and added an EN for details later.


�Steve: Not sure with the State Management. 





Pallab: almost similar. 


Peter: context AMF/SMF before the device register


Genadi: AMF register. SMF data signalling here? Or for the EU? 


�Pallab: Step 3. UDM decides suitiable AMF, SMF, NRF --- discovery principle? 


�Pallab: AM/SM consumes data UDM data to context to AMF/SMF. Clarifiy. >>> remove this time. It can be applied during registration procedure.


� 


Pallab: AM, SM, why needed.? >> Stored in the UDM, and is used to configure context in AMF/SMF when registration happens. 


Peter: context AMF/SMF before the device register. Too many information. >> pre-cofigure only small information only. When Registration happens, more detailed information is configured in AMF/SMF. 


Genadi: AMF register. SMF data signalling here? Or for the EU? >> pre-cofiguration in AMF/SMF.


Henrik: Out side the controller. >> in controller as AMF/SMF do the role partly.


Fei: CIoT like approach? >> yes. Similar.


�Steve: So many information. Confused. 


Pallab: Not clear overall boejctives.	


Peter: Too many information. 


OPPO Fei: CIoT like approach?


�Pallab: AM/SM consumes data UDM data to context to AMF/SMF. Clarifiy. >>> remove this time. It can be applied during registration procedure.


�Pallab: AM/SM consumes data UDM data to context to AMF/SMF. Clarifiy. >>> remove this time. It can be applied during registration procedure.
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Subscription Accept
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