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[bookmark: _Toc20149849][bookmark: _Toc27846646][bookmark: _Toc36187774][bookmark: _Toc45183678][bookmark: _Toc47342520][bookmark: _Toc51769220][bookmark: _Toc177740779]5.8.2.7	PDU Session and QoS Flow Policing
ARP is used for admission control (i.e. retention and pre-emption of the new QoS Flow). The value of ARP is not required to be provided to the UPF.
For every QoS Flow, the SMF shall determine the transport level packet marking value (e.g. the DSCP in the outer IP header) based on the 5QI, the Priority Level (if explicitly signalled) and optionally, the ARP priority level and provide the transport level packet marking value to the UPF.
The SMF shall provide the Session-AMBR values of the PDU Session to the UPF so that the UPF can enforce the Session-AMBR of the PDU Session across all Non-GBR QoS Flows of the PDU Session.
SMF shall provide the GFBR and MFBR value for each GBR QoS Flow of the PDU Session to the UPF. SMF may also provide the Averaging window to the UPF, if Averaging window is not configured at the UPF or if it is different from the default value configured at the UPF.
In the case of 3GPP access, the SMF may decide to activate ECN marking for L4S by PSA UPF for the QoS Flow (see clause 5.37). In this case, the SMF shall send an ECN marking for L4S indicator to PSA UPF.
* * * * Third change * * * *
[bookmark: _Toc177740814]5.8.5.4	QoS Enforcement Rule
The following table describes the QoS Enforcement Rule (QER) that defines how a packet shall be treated in terms of bit rate limitation and packet marking for QoS purposes. All Packet Detection Rules that refer to the same QER share the same QoS resources, e.g. MFBR.
[bookmark: _CRTable5_8_5_41]Table 5.8.5.4-1: Attributes within QoS Enforcement Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this QER
	

	Rule ID
	Unique identifier to identify this information.
	

	QoS Enforcement Rule correlation ID (NOTE 1)
	An identity allowing the UP function to correlate multiple Sessions for the same UE and APN.
	Is used to correlate QoS Enforcement Rules for APN-AMBR enforcement.

	Gate status UL/DL
	Instructs the UP function to let the flow pass or to block the flow.
	Values are: open, close, close after measurement report (for termination action "discard").

	[bookmark: _PERM_MCCTEMPBM_CRPT38860003___2][bookmark: _PERM_MCCTEMPBM_CRPT75020000___2]Maximum bitrate
	The uplink/downlink maximum bitrate to be enforced for the packets.
	This field may e.g. contain any one of:
-	APN-AMBR (for a QER that is referenced by all relevant Packet Detection Rules of all PDN Connections to an APN) (NOTE 1).
-	Session-AMBR (for a QER that is referenced by all relevant Packet Detection Rules of the PDU Session)
-	QoS Flow MBR (for a QER that is referenced by all Packet Detection Rules of a QoS Flow)
-	SDF MBR (for a QER that is referenced by the uplink/downlink Packet Detection Rule of a SDF)
-	Bearer MBR (for a QER that is referenced by all relevant Packet Detection Rules of a bearer) (NOTE 1).

	[bookmark: _PERM_MCCTEMPBM_CRPT38860004___2][bookmark: _PERM_MCCTEMPBM_CRPT75020001___2]Guaranteed bitrate
	The uplink/downlink guaranteed bitrate authorized for the packets.
	This field contains:
-	QoS Flow GBR (for a QER that is referenced by all Packet Detection Rules of a QoS Flow)
-	Bearer GBR (for a QER that is referenced by all relevant Packet Detection Rules of a bearer) (NOTE 1).

	Averaging window
	The time duration over which the Maximum and Guaranteed bitrate shall be calculated.
	This is for counting the packets received during the time duration.

	Down-link flow level marking
	Flow level packet marking in the downlink.
	For UPF, this is for controlling the setting of the RQI in the encapsulation header as described in clause 5.7.5.3.

	QoS Flow ID
	QoS Flow ID to be inserted by the UPF.
	The UPF inserts the QFI value in the tunnel header of outgoing packets.

	Paging Policy Indicator
	Indicates the PPI value the UPF is required to insert in outgoing packets (see clause 5.4.3.2).
	PPI applies only for DL traffic. The UPF inserts the PPI in the outer header of outgoing PDU.

	[bookmark: _PERM_MCCTEMPBM_CRPT38860005___2][bookmark: _PERM_MCCTEMPBM_CRPT75020002___2]Packet rate (NOTE 1)
	Number of packets per time interval to be enforced.
	This field contains any one of:
-	downlink packet rate for Serving PLMN Rate Control (the QER is referenced by all PDRs of the UE belonging to PDN connections using CIoT EPS Optimisations as described in TS 23.401 [26]).
-	uplink/downlink packet rate for APN Rate Control (the QER is referenced by all PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimisations as described in TS 23.401 [26]).

	End of Data Burst Marking Indication
	Indicates to the UPF to provide an End of Data Burst indication of the last PDU of a Data burst to the NG-RAN over GTP-U
	NG-RAN can configure UE power management schemes like connected mode DRX when UPF provides an indication of the End of Data Burst, see clause 5.37.8.3.

	PDU Set Information marking Indicator
	Indicates the UPF to insert PDU Set Information related to packets belonging to a PDU Set into GTP-U header.
	UPF identifies PDU Sets in DL traffic and forwards PDU Set related information of each PDU to the NG-RAN over GTP-U, as described in clause 5.37.5.

	ECN marking for L4S indicator (NOTE X)
	Indicates the UPF to perform ECN marking for L4S for the corresponding QoS Flow.
	UPF uses information sent by NG-RAN in GTP-U header extension to perform ECN marking for L4S for the corresponding direction.

	NOTE 1:	This parameter is only used for interworking with EPC.

	NOTE X: This parameter is only used for 3GPP access and is not applicable for non-3GPP access.



* * * * Fourth change * * * *
[bookmark: _Toc177741253]5.37.3	Support of ECN marking for L4S to expose the congestion information
[bookmark: _CR5_37_3_1][bookmark: _Toc177741254]5.37.3.1	General
L4S (Low Latency, Low Loss and Scalable Throughput) is described in IETF RFC 9330 [159], IETF RFC 9331 [160] and IETF RFC 9332 [161]. It exposes congestion information by marking ECN bits in the IP header of the user IP packets between the UE and the application server to trigger application layer rate adaptation.
In 5G System, ECN marking for L4S may be supported. ECN marking for L4S is enabled on a per QoS Flow basis in the uplink and/or downlink direction and may be used for GBR and non-GBR QoS Flows. In the case of 3GPP access, ECN marking for the L4S in the IP header is supported in either the NG-RAN (see clause 5.37.3.2 and TS 38.300 [27]), or in the PSA UPF (see clause 5.37.3.3).  In the case of untrusted/trusted non-3GPP access , ECN marking for L4S in the IP header is supported in the N3IWF/TNGF (see clause 5.37.3.x, clause 6.2.9, and clause 6.2.9A).
NOTE 1:	Based on operator's network configuration and policies, SMF decides whether NG-RAN or PSA UPF based ECN marking for L4S is used.
In the case of ECN marking for L4S by PSA UPF, the NG-RAN is instructed to perform congestion information monitoring and report to the PSA UPF the congestion information (i.e. a percentage of packets that UPF uses for ECN marking for L4S) of the QoS Flow on UL and/or DL directions via GTP-U header extension to PSA UPF and accordingly, the PSA UPF may mark the UL and/or DL direction packets of the QoS Flow.
NOTE 2:	As for any QoS Flow, QoS rules in the UE and PDRs in the PSA UPF control which packets are bound to the L4S enabled QoS flow. The Packet Filter Set in the QoS rule or PDR can use packet filter(s) in clause 5.7.6.2 (e.g. match packets with ECT(1) or CE (See RFC 9331 [160]) together with IP 5 tuple) to steer traffic to an L4S enabled QoS Flow.
NOTE 3:	A QoS Flow may be enabled with ECN marking for L4S requirement e.g. statically when a PDU session is established based on configuration in SMF or PCF, or dynamically based on detection of the L4S traffic (e.g. match packets with ECT(1) or CE (See RFC 9331 [160]) together with IP 5 tuple) in the IP header whereby SMF or PCF triggers a setup of a QoS Flow enabled for L4S, or by requests by an AF.
NOTE 4:	To support this functionality, the UE needs to support L4S feedback as described in IETF RFC 9330 [159], which is not in the scope of 3GPP.
When serving PSA UPF or NG-RAN is changed e.g. due to inter-NG-RAN handover or PSA UPF relocation, target NG-RAN and target PSA UPF, if supported, should continue to perform ECN marking for L4S for the QoS Flow. However, if not available (i.e. ECN marking for L4S is not supported in both, target NG-RAN and target PSA UPF), AF should be notified that ECN marking for L4S can no longer be performed if ECN marking for L4S had been enabled for the QoS Flow based on AF request. When ECN marking for L4S is supported again either in target NG-RAN or in target PSA UPF, AF should be notified that ECN marking for L4S can be performed again if ECN marking for L4S had been enabled for the QoS Flow based on AF request.
[bookmark: _CR5_37_3_2][bookmark: _Toc177741255]5.37.3.2	Support of ECN marking for L4S in NG-RAN
ECN marking for L4S may be supported in NG-RAN as specified in TS 38.300 [27].
To enable ECN marking for L4S in NG-RAN, dedicated QoS Flow(s) are used for carrying L4S enabled IP traffic. The SMF may be instructed, based on either dynamic or predefined PCC rule, to provide an indication for ECN marking for L4S to NG-RAN for a corresponding QoS Flow(s) in UL and/or DL directions. In the absence of such PCC rule, the use of ECN marking for L4S in NG-RAN on a QoS Flow is controlled by a coordinated configuration in NG-RAN and 5GC.
The criteria based on which NG-RAN decides to mark ECN bits for L4S is NG-RAN implementation specific.
In the case of inter NG-RAN UE mobility, if the ECN marking for L4S has been enabled on source NG-RAN, but the target NG-RAN does not support ECN marking for L4S, then the SMF may, if supported, enable ECN marking for L4S in PSA UPF as defined in clause 5.37.3.3.
[bookmark: _CR5_37_3_3][bookmark: _Toc177741256]5.37.3.3	Support of ECN marking for L4S in PSA UPF
To enable ECN marking for L4S by a PSA UPF, a QoS Flow level ECN marking for L4S indicator may be sent by SMF to PSA UPF over N4. SMF also indicates to NG-RAN to report the congestion information (i.e. a percentage of packets that UPF uses for ECN marking for L4S) of the QoS Flow on UL and/or DL directions via GTP-U header extension to PSA UPF and accordingly, the PSA UPF may mark the UL and/or DL direction packets of the QoS Flow. If there is no UL packet when report for DL and/or UL needs to be provided, NG-RAN may generate an UL Dummy GTP-U Packet for such a reporting.
The SMF may be instructed, based on either dynamic or predefined PCC rule, to provide an indication for ECN marking for L4S to PSA UPF for a corresponding QoS Flow(s) in UL and/or DL directions.
Upon successful activation of congestion information reporting for UL and/or DL directions, PSA UPF uses information sent by NG-RAN in GTP-U header extension (see TS 38.415 [116] and TS 38.300 [27]) to perform ECN bits marking for L4S for the corresponding direction.
NOTE:	How the congestion information is converted to ECN markings is UPF implementation specific.
The criteria based on which NG-RAN decides to provide the congestion information is up to NG-RAN implementation.
In the case of PSA UPF relocation, if the ECN marking for L4S has been enabled on source PSA UPF, SMF should select a target PSA UPF supporting ECN marking for L4S. If the target PSA UPF does not support ECN marking for L4S, then SMF may, if supported, switch to ECN marking for L4S in target NG-RAN by following clause 5.37.3.2. In such case, the target NG-RAN stops sending congestion information to the target PSA UPF.
In the case of inter NG-RAN UE mobility, if the congestion information reporting has been enabled on source NG-RAN while the target NG-RAN does not support congestion information reporting, then the SMF shall inform PSA UPF to stop ECN marking for L4S. If ECN marking for L4S is supported by the target NG-RAN, the SMF may instruct the target NG-RAN to perform ECN marking for L4S in NG-RAN by following clause 5.37.3.2. For a given QoS Flow, if the target NG-RAN supports congestion information reporting, the target NG-RAN shall report congestion information to UPF once it is available.
5.37.3.x	Support of ECN marking for L4S in N3IWF and TNGF
ECN marking for L4S may be supported in N3IWF and TNGF, as specified in clause 6.2.9, 6.2.9A, respectively.
To enable ECN marking for L4S in N3IWF and TNGF, dedicated QoS Flow(s) and non-3GPP access resources (i.e., IPsec Child SAs) are used for carrying L4S enabled IP traffic. The SMF may be instructed, based on either dynamic or predefined PCC rule, to provide an indication for ECN marking for L4S to N3IWF and TNGF for a L4S enabled QoS Flow(s) in UL and/or DL directions. In the absence of such PCC rule, the use of ECN marking for L4S in N3IWF and TNGF, on a QoS Flow is controlled by a coordinated configuration in N3IWF and TNGF, and 5GC.
For DL, intermediate non-3GPP access nodes (i.e., N3IWF and TNGF) map the L4S-enabled QoS Flows to L4S enabled non-3GPP access resources.
NOTE: Any non-3GPP access node (i.e., N3IWF and TNGF) supporting L4S and acting as an IP-in-IP tunnel endpoint between the XR application client and server is assumed to implement encapsulation and decapsulation as specified in IETF RFC 6040 [x1].
The criteria based on which N3IWF and TNGF decide to mark ECN bits for L4S is implementation specific.
ECN marking for L4S in W-AGF and 5G-RG is specified in TS 23.316 [84] clause 4.x.2.
* * * * Fifth change * * * *
[bookmark: _CR6_2_9A][bookmark: _Toc177741354][bookmark: _Toc20150195][bookmark: _Toc27847003][bookmark: _Toc36188134][bookmark: _Toc45184044][bookmark: _Toc47342886][bookmark: _Toc51769588][bookmark: _Toc162419421]6.2.9	N3IWF
The functionality of N3IWF in the case of untrusted non-3GPP access includes the following:
-	Support of IPsec tunnel establishment with the UE: The N3IWF terminates the IKEv2/IPsec protocols with the UE over NWu and relays over N2 the information needed to authenticate the UE and authorize its access to the 5G Core Network.
-	Termination of N2 and N3 interfaces to 5G Core Network for control - plane and user-plane respectively.
-	Relaying uplink and downlink control-plane NAS (N1) signalling between the UE and AMF.
-	Handling of N2 signalling from SMF (relayed by AMF) related to PDU Sessions and QoS.
-	Establishment of IPsec Security Association (IPsec SA) to support PDU Session traffic.
-	Relaying uplink and downlink user-plane packets between the UE and UPF. This involves:
-	De-capsulation/ encapsulation of packets for IPSec and N3 tunnelling.
-	Enforcing QoS corresponding to N3 packet marking (e.g. DSCP), taking into account QoS requirements associated to such marking received over N2. QoS includes 5QI, the Priority Level (if explicitly signalled) and optionally, the ARP priority level.
NOTE:	Based on operator policy and/or regional/national regulations, the N3IWF can apply a different DSCP value to the outer ESP tunnel packet than the DSCP value of the inner IP packet.
-	Packet marking, e.g. setting the DSCP value based on the Establishment cause on N2, and based on 5QI, the Priority Level (if explicitly signalled) and optionally, the ARP priority level on N3.
-	Local mobility anchor within untrusted non-3GPP access networks using MOBIKE per IETF RFC 4555 [57].
-	Supporting AMF selection.
-	Support of ECN marking for L4S: The SMF, if applicable,  provides ECN marking request per QoS flow level to the N3IWF as part of PDU session management procedures. 
-	When ECN marking for L4S at N3IWF is enabled for downlink or uplink, the N3IWF should set the Congestion Experienced (CE) codepoint in downlink or uplink as per the recommendations in IETF RFC 9330 [159], IETF RFC 9331 [160], IETF RFC 9332 [161], IETF RFC 6040 [x1].
* * * * Sixth change * * * *
[bookmark: _Toc177741355]6.2.9A	TNGF
The functionality of TNGF in the case of trusted non-3GPP access includes the following:
-	Terminates the N2 and N3 interfaces.
-	Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN.
-	Implements the AMF selection procedure.
-	Transparently relays NAS messages between the UE and the AMF, via NWt.
-	Handles N2 signalling with SMF (relayed by AMF) for supporting PDU sessions and QoS.
-	Transparently relays PDU data units between the UE and UPF(s).
-	Implements a local mobility anchor within the TNAN.
-	Packet marking in the downlink, and the uplink on N2 and N3, as for the N3IWF (clause 6.2.9).
-	ECN marking for L4S, as for N3IWF (clause 6.2.9)
* * *  End of changes * * * *
