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Abstract of the contribution: This contribution proposes to update the confused description of solution 30 and resolve the risk of hostname changed.
1 Discussion
The DIP server should responsible to authenticate the device not subscriber.
Confused description need to be updated in the solution, for an example the “User” in 6.30.3 Procedure should be “Subscriber/admin” according to Figure 6.30.2.3.1 and Figure 6.30.2.3.2.
Use manageable identifiers mentioned in KI#4 Note 0 instead of hostname for Device Description, which should be ensured in right configuration by Subscriber/admin and minimize the risk for hostname not in uniform format.

2 Proposal
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*** First Change ***
[bookmark: _Toc157596961][bookmark: _Toc157699004]6.30	Solution #30: Identifying non-3GPP devices behind a UE or 5G-RG via Server control
6.30.1	Key Issue mapping
This solution addresses KI#4.
6.30.2	Description
6.30.2.0	General
This solution is based on storing the device information in a server via a client program that runs in the UE/5G-RG. Then, the subscriber/admin of UE/5G-RG can log into the server and select the desired QoS profiles for each device. The device information is provided to the PCF via NEF and PCF provides relevant policies to enable differentiated policy and charging for each device. For devices that do not need any service differentiation, existing treatment can be enabled by providing these devices with a common shared address, traffic descriptor.
6.30.2.1	Device Information Profile
The Device Information Profile (DIP) for each UE/5G-RG contain the following elements:
1. Device traffic descriptors: For each device behind UE/5G-RG this is used to detect its traffic for differentiated QoS provisioning and charging and may include:
0. Source IPv6 address allocated by UE/5G-RG: For IPv6 traffic
0. Source IPv4 address+port number range allocated by UE/5G-RG: For IPv4 traffic
0. MAC address: For Ethernet 
1. Device descriptors: For each device behind UE/5G-RG, the device descriptor is used to uniquely identify a device behind UE/5G-RG. The device descriptor should be accessible to DIP client upon device connection and is used by the subscriber to identify the device. For example, device host name identifiers(managed by Subscriber/admin of UE/5G-RG) or device credentials from an AAA server can be used for this purpose. 
1. QoS descriptors:  For each device behind UE/5G-RG this field identifies the requested QoS for the device.
1. UE/5G-RG’s GPSI
NOTE: 	For IPv4 connectivity, when NAT is used, the UE/5G-RG should assign a port number range to each device i.e. the NAT is managed.
6.30.2.3	Architecture
Figure 6.30.2.3.1 and figure 6.30.2.3.2 describe the solution architecture for roaming and non-roaming cases. 


Figure 6.30.2.3.1: High-level roaming architecture


Figure 6.30.2.3.2: High-level non-roaming architecture
NOTE:	In case of 5G-RG, the DIP client may reside in Auto-Configuration Server (ACS).
6.30.2.4	Solution Description
The following, describes a high-level procedure for the solution:
NOTE 1:	Whether to standardize the DIP client-server protocol in 3GPP e.g. in SA6 is to be determined during study conclusions.
1. The UE/5G-RG’s subscriber connects to the DIP server to determine QoS descriptors for the devices behind UE/5G-RG. The list of connected devices (traffic descriptors and device descriptors) is provided by the DIP client and the subscriber can choose the desired QoS e.g., from a drop-down menu.
NOTE 2:	The DIP client can find the traffic descriptors and host name MAC--identifiers pairs for each device via the host table from DHCP server.
2. After the PDU session establishment/modification, the DIP server requests for differentiated QoS for the connected device.
3. PCF makes use of DIP information in the policy decisions and creating PCC rules to provide differentiated QoS and charging. 

6.30.2.5	Authentication and Authorization
Regarding Authentication and authorization, the following apply: 
-	The DIP server is responsible to authenticate the Non-3GPP Devices behind UE/5G-RG subscriber.
-	It is the responsibility of the subscriber/admin to ensure that the device descriptor corresponds to the correct device behind UE/5G-RG. There is a risk of using device hostname as device descriptor since it can be changed. The Subscriber can use history of MAC--hostname identifiers pairs in 5G-RG/UE to ensure that the host name identifiers is not changed (not applicable for randomized MAC)right, or prevent change of hostnames through setting device policies or management. 
-	The authentication of the device may happen via the application layer interworking, e.g., between the device and UE/RG locally or between the device and the DIP/AAA server.
NOTE:	How to authenticate the device is in the scope of SA WG3.
-	It is the responsibility of UE/5G-RG subscriber to ensure that the device descriptor is unique.
6.30.3	Procedures
Figure 6.30.3.1 describes the procedure for provisioning the device information profile to the DIP server, and that DIP server can provide guidance for URSP rules, and figure 6.30.3.2 describes how this information is used by the 5GC to enable differentiated QoS for each device behind 5G-RG/UE.


[bookmark: _Hlk162283631]Figure 6.30.3.1: Provisioning of device information profile
1.	The userSubscriber/admin logs into DIP server.
2.	The DIP server contacts the DIP client within the 5G-RG/UE and requests the device information.
3.	The DIP client obtains the device descriptors for each device behind the 5G-RG/UE.
4.	The DIP client updates the device descriptors in the DIP server.
5.	The Subscriber/adminuser selects a QoS descriptor for all/some of the devices (e.g., from a drop down menu).
6.	The DIP server may use the procedure specified in clause 4.15.6.10 of TS 23.502 [5] to provide guidance for URSP determination using GPSI for identifying the UE. As an example, the DIP server can use PIN ID as the URSP traffic descriptor and then configures the association between the PIN-IDs and the device descriptors in the DIP client. 


Figure 6.30.3.2: Provisioning QoS and Charging differentiation.
1. The non-3GPP device is connected to 5G-RG/UE. The authentication of the device can be done locally or via an external AAA server.
2. The 5G-RG/UE uses the URSP rules to establish a new PDU session or modifies an existing PDU session to transfer device data. 
3. DIP client is notified that a new device is connected and provides the DIP server with the device traffic descriptor and device descriptors.
4. The DIP server sets up an AF session with required QoS as specified in clause 4.15.6.6 of TS 23.502 [5] using QoS descriptor to generate QoS Reference or individual QoS parameters and using traffic descriptor (source IPv4 and port range, IPv6, or MAC address) for Flow description information. Furthermore, the device descriptor can be added as an optional input to enable differentiated charging per device or the QoS parameters can be used to determine the charging key. 
NOTE 1:	Details for enabling per device charging needs to be coordinated with SA5.
5.	Differentiated QoS is provisioned for the device in UP.
NOTE 2: 	In case the traffic descriptor in DIP is changed during the lifetime of PDU session, e.g., due to randomized MAC address for ethernet PDU session, steps 3 to 5 are executed to update the device information in 5GC. 
NOTE 3: 	The number of devices using differentiation services can be enforced to be kept below a maximum number by configuring the DIP server i.e. DIP server can reject additional connections notified by the DIP client.
6.30.4	Impacts
DIP Server:	
· A new server outside 5GC, which is deployed and operated by the operator.
NEF:	
· Enhancement to Nnef_AFsessionWithQoS service to accept device port ranges and device descriptor as an input.  
UE/5G-RG:	
· Supporting a client program to update the device information profile in DIP server.
UE/PCF:	
· Optionally extend URSP rules similar as for PIN (unless PIN ID can be re-used)

*** End of Change ***
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