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Abstract: With the assumption of reusing existing UE location verification mechanism defined for IoT NTN in Rel-17/18, it is better to deploy a whole CN on board for the KI#2 Store and Forward, otherwise there may be more potential issues that need to be solved, including how an MME on board obtains a NAS key and synchronises NAS counters among UE, MMEs on multiple satellites and the ground MME.
1. Introduction
This discussion paper analyses how UE location verification could be performed on board for solutions of KI#2 which does not put HSS on satellite and observes some potential issues. If existing UE location verification mechanism is reused, it is better to deploy a whole CN on satellite for S&F services.
2. Discussion
2.1 Current UE Location Verification Principle for IoT NTN
Bases on current UE location verification principle described in clause 4.13.4 of TS 23.401, MME decides to verify the UE location during EMM and ESM procedures when receiving the User Location Information or NAS SMC message. The verification can be divided into two steps:
1) The first step is to check the Cell ID which is mapped by RAN based on UE *Coarse* UE Location reported via secure AS layer (in the case of eMTC) in ULI or the *Coarse* UE Location which is reported by UE via secure NAS and will be sent to E-SMLC for UE located Country mapping (in the case of NB IoT).
2) The second step is to initiate LCS procedure *after the Mobility Management or Session Management procedure is complete* if the ULI in the first step is *not sufficiently accurate*, which means using LCS-based positioning is expected to be *accurate* (e.g., UE can be asked to report its *accurate* GNSS location or use other RAT independent UE-based positioning method via LPP protocol to E-SMLC). The E-SMLC will map the location into a country code and send it back to MME. 
Although the GNSS location may be not reliable, operators may have no other choices and have to utilize it for *accuracy* purpose, as currently no NTN IoT RAT based positioning method is designed by RAN WGs for NTN IoT.
Observation#1: Only after AS or NAS security is established, the UE can report Coarse UE Location information to RAN via AS layer or to MME via NAS message, then the MME can perform the first step of UE location information verification. After the first step, the MME may further initial LCS procedure for accuracy purpose via the LPP protocol, which means MME (partial or full) and E-SMLC should be on board as LPP protocol does not work in an interruption/delay tolerant way.
2.2 Onboard UE Location Verification if HSS not on Satellite
Based on the Attach procedure in Figure 5.3.2.1-1 of TS 23.401, the UE establishes NAS security at step 5a and AS security is established at step 17, which means if HSS is not deployed on satellite, only after several round of satellites passing, can the UE Location Verification be performed by an MME/MME-NT onboard. Table 2.2-1 uses NB IoT UE as an example (for eMTC, the UE location verification is performed even later) to show how the UE location verification can be performed.
Table 2.2-1: NB IoT UE initiates Attach request
	Time Duration
	UE location
	Satellites
	Related Actions

	T1-T2 (SAT#1 service link available)
	UE at Location#1 (*in* or *not in* the PLMN serving area)
	SAT#1 (*cannot* perform UE location verification using Coarse UE Location)
	UE can initiate Attach request, the satellite#1 needs to store the request

	T3-T4 (SAT#1 feeder link available)
	UE may move or not
	SAT#1 feeder link available; Other satellites (e.g., SAT#2) feeder link available
	After MME-NT interacts with MME-T, MME-T interacts with the HSS on the ground, MMT-T may create an Authentication NAS payload and forward it to MME-NT on SAT#2

	T5-T6 (SAT#2 service link available)
	UE may move or not
	SAT#2 (*cannot* perform UE location verification using Coarse UE Location)
	Interaction between UE and MMT NT on SAT#2 for authentication.

	T7-T8 (SAT#2 feeder link available)
	UE may move or not
	SAT#2 feeder link available; Other satellites (e.g., SAT#3) feeder link available
	After MME-T interaction with MME-NT on SAT#2, SAT#3 may be selected for next step. MME-NT on SAT#3 needs a NAS key to decrypt NAS messages for NB IoT UE location verification.

	T9-T10 (SAT#3 service link available)
	UE may move or not (*in* or *not in* the PLMN serving area)
	SAT#3 (*can* perform UE location verification using Coarse UE Location)
	NAS security established in this step, MME-NT can perform UE location verification for the NB IoT UE. The Attach may be rejected in this step if the UE is not allowed to access the PLMN.
LCS may need to be invoked by the MME-NT for the sake of location accuracy, but can only be invoked later after the attach procedure is completed.

	T11-T12 (SAT#3 feeder link available)
	UE may move or not
	SAT#3 feeder link available; Other satellites (e.g., SAT#4) feeder link available
	After MME-T interaction with MME-NT on SAT#3, SAT#4 may be selected for next step for Attach accept message transfer and MME-NT on SAT#4 needs a NAS key to decrypt the NAS message for UE location verification. 

	T13-T14 (SAT#4 service link available)
	UE may move or not
	SAT#4 (*can* perform UE location verification by initiating NAS SMC and further initiate LCS procedures if the Coarse UE Location is not accurate enough)
	The Attach completed at this step per the UE perspective.
LCS may be invoked by the MME-NT for the sake of location accuracy. The MME-NT needs the NAS key to decrypt NAS messages carrying LPP messages.
The Attach may be rejected in this step after LCS is invoked.

	T15-T16 (SAT#4 feeder link available)
	UE may move or not (*in* or *not in* the PLMN serving area)
	SAT#4 feeder link available;
	The Attach completed at this step per the CN perspective.



Based on the table 2.2-1, it can be observed that the satellites cannot perform Coarse UE location verification until T9-T10 and accurate LCS-based UE location verification until T15-T16. To enable onboard UE Location verification, the partial MME onboard needs to obtain a NAS key in the case of NB IoT NTN access but this is not supported by current solutions. When there is MO or MT data transfer between the UE and the onboard MME, the MME onboard always needs to initiate UE location verification as the UE may move to a new location not in the PLMN serving area. This means the selected MME-NT onboard should always obtain the NAS key, e.g., to encrypt and decrypt NAS messages carrying SMC or LLP messages. 
Although some enhancements can be done based on current solution e.g., enable the NAS key transfer between MME-T and MME-NTs, more potential issues will be introduced. For example, how to synchronize and update the NAS key among UEs, MME-NTs on multiple satellites and the MME-T and how to synchronize and update the NAS COUNTs among UEs, MME-NT on multiple satellites and the MME-T to avoid replay attack? It is worth noting that it is uncertain how many SMC and LLP messages will be transferred between UE and a previous serving MME-NT, so the MME-T *cannot* know how to update the NAS COUNT for next upcoming selected MME-NT. This needs SA3 working group to check whether there can be solutions to solve these issues.
[bookmark: _Hlk166754345]Observation#2: The MME-NT should always obtain NAS key per the UE location verification perspective. It is not clear when and how to synchronize and update the NAS key among UEs, MME-NTs on multiple satellites and the MME-T, also it is not clear when and how to synchronize and update the NAS COUNTs among UEs, MME-NT on multiple satellites and the MME-T. We need SA3 working group to check whether there can be solutions to solve these potential issues.
3. Conclusion and proposal(s)
Observation#1: Only after AS or NAS security is established, the UE can report Coarse UE Location information to RAN via AS layer or to MME via NAS message, then the MME can perform the first step of UE location information verification. After the first step, the MME may further initial LCS procedure for accuracy purpose via the LPP protocol, which means MME (partial or full) and E-SMLC should be on board as LPP protocol does not work in an interruption/delay tolerant way.
Observation#2: The MME-NT should always obtain NAS key per the UE location verification perspective. It is not clear when and how to synchronize and update the NAS key among UEs, MME-NTs on multiple satellites and the MME-T, also it is not clear when and how to synchronize and update the NAS COUNTs among UEs, MME-NT on multiple satellites and the MME-T. We need SA3 working group to check whether there can be solutions to solve these potential issues.
Proposal#1: It is better to deploy a whole CN on board to alleviate impacts to existing specifications. Otherwise, the above issues observed should be solved with coordination with SA3 working group.
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