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Abstract of the contribution: This contribution proposes a solution for KI#2 to support reusable temporary ID allocation, re-allocation and conflict detection and resolution for Ambient IoT devices.
1. Discussion 
This contribution proposes a new solution to KI#2 to support reusable temporary IDs for Ambient IoT devices. The following aspects are addressed:

· Temporary ID allocation to AIoT devices.
· Temporary ID revocation and re-allocation to other AIoT devices.
· Temporary ID conflict detection and resolution mechanisms.
2. Proposal

It is proposed to include the following text in TR 23.700-13.   

*** Start of changes ***
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Solutions
6.0
Mapping of Solutions to Key Issues
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*** Next change (all new text) ***

6.X
Solution #X: Reusable Temporary IDs for AIoT
6.X.1
Description

This solution addresses KI#2 for Ambient IoT device identification and ID format.

Due to the energy constraints of AIoT devices, the number and size of the exchanged messages for device authentication, data transmission and ID (re-)allocation should be minimized. Additionally, AIoT devices are expected to be deployed in large numbers in the network, and to have limited activity due to the power and resource constraints, which means that allocating and storing a permanent unique ID per Ambient IoT device is not scalable. Thus, the device ID used for communication should be shorter and allocated temporarily.

To address these issues, this solution includes lightweight procedures for reusable temporary ID allocation and re-allocation for AIoT devices, with ID conflict detection and resolution.

This solution makes the following assumptions:

· The reusable temporary IDs are shorter than permanent IDs, and are allocated to the currently active devices together with authentication information by a CN NF that stores the current ID associations and the related authentication information.

· The initial ID provisioning is performed in an environment where the device is provided with sufficient energy and connectivity to perform secure authentication, configuration and provisioning.

· Each ID can be revoked from the AIoT device and re-allocated to another device e.g. in case of a pre-determined period of inactivity after which the device is assumed to have left the network. A revocation notification may be sent to the device.
· When re-allocating the ID to another device, new authentication information is provided. The authentication information from a pre-defined number of previous associations is also temporarily stored in the CN NF.

· It is assumed that a AIoT device may not have received the revocation notification from the network and may communicate again at a later time using the same ID that has been re-allocated to another device.

6.X.2
Procedures
6.X.2.1
Initial temporary ID assignment and usage

The temporary ID is first assigned and used as follows:
· Initial ID and authentication information provisioning is performed in an environment where the device has sufficient energy.

· Once the temporary ID is allocated, the ID combined to authentication information (e.g. tokens, encryption keys) are used to authenticate the device for each exchanged message.

NOTE: Mechanisms for authentication information generation, exchange and update are to be defined by SA WG3.

· If the temporary ID is revoked from the device, a temporary ID revocation notification may be sent to the device. The temporary ID can then be re-allocated to another device.

6.X.2.2
Temporary ID conflict detection and reassignment

If a device from which the ID had been previously revoked attempts to communicate again with the network, the following conflict detection and resolution mechanisms are performed:

· When the returning device initiates communication with the network using the temporary ID and the authentication information from a previous ID association, the network can determine that the device is using an ID which has been re-assigned, and identify it using the authentication information from the previous association.

· If the device is still authorized to communicate with the network, a new temporary ID and new authentication material are allocated to the device, and are securely transmitted over the Uu interface using the authentication information (e.g. encryption keys) from the previous association.
6.X.3
Impacts on services, entities and interfaces
The solution has impacts on the following entities:
CN NF:
· Performing the initial temporary ID and authentication information in a powered environment.
· Maintaining the temporary ID authentication information association for the AIoT devices.

· Performing temporary ID revocation and re-allocation.

· Detecting temporary ID conflicts.

· Performing new ID allocation over the Uu interface.
AIoT device:
· Receiving the initial temporary ID and authentication information in a powered environment.
· Using the authentication information for communicating with the network.

· Receiving a new temporary ID over the Uu interface.
*** End of changes ***
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