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1	Discussion
The solutions submitted for KI 2 fall into one of the following categories:
-     Category #1: Media over QUIC (reference: sol #9, #10)
-     Category #2: UDP option (reference: sol #11, #12, #27)
-     Category #3: Proxying-UDP-in-HTTP (including QUIC-Aware Proxying; reference: sol #24, #26)
-     Category #4: GTP-U (reference: sol #25)

The Category #4: GTP-U family of solution raises following issues:
  a)	It requires the AS to support GTP-u
  b)	It requires the AS to support IPSec (or otherwise would raise a very STRONG security issue) while Application-level security is moving away from IPSec towards TLS based security
As a conclusion, Normative work for KI 2 will not consider this family of solutions.

The Category #2: UDP option family of solution raises following issues:
  a)	UDP options are meant to apply end to end, not to be consumed by an intermediate entity: any intermediate network node can strip off the UDP option and still forward the UDP payload without breaking the end-to-end service, hence it cannot be made sure the provided traffic/media information will reach the UPF from AS, unless there is a guaranteed protection in the Internet to do so
  b)	UDP options when sent in the clear or without integrity protection raise very STRONG security issues
  c)	The solution 12 (obfuscating) is trying to alleviate these very strong security issues by mimicking the UDP-connect solution. It nevertheless breaks the end-to-end nature of UDP options which the UDP-connect family does not break
As a conclusion, Normative work for KI 2 will not consider this family of solutions.

The Category #1: Media over QUIC family of solution raises following issues:
a) It assumes the UPF should play the role of a media relay including media storage while UPF are not meant to do media storage
b) UPF needs to maintain two QUIC connections (i.e. one between the UE and UPF, another one between the UPF and the AS) for one QoS flow, which means double encryption and decryption steps at the UPF
c) The UE would also need double decryption (on the QUIC connection with the MoQ relay and for the actual XRM content) (otherwise the UPF would be able to see the XRM content which may break user’s privacy)
d) It is not clear in the current drafts in the IETF working group on how a MoQ relay will subscribe to the publisher. The corresponding specifications are still incomplete. MoQ metadata does not fully fit with PDU set and EOB concepts, for example “indication of End PDU of the PDU Set could be identified based on the Payload Length” would require UPF to store Media payload length when receiving the first PDU related with an object and decrement the remaining number of bits in the object to determine the EOB condition
As a conclusion, MoQ protocols are incomplete and MoQ metadata may not convey the required information for XRM handling in 3GPP specification, thus normative work for KI 2 will not consider this family of solutions.

Considering that the Proxying-UDP-in-HTTP based solutions does not have the drawbacks mentioned above, SA2 should only consider Proxying-UDP-in-HTTP based solutions for normative work; this is developed in conclusion items 6 to 9

Now comes the issue of which entity (UE or UPF) can initiate the Proxying-UDP-in-HTTP procedure. 
The UPF can initiate this procedure if it can get configured with a (set of) IP address and port(s) corresponding ONLY to the XRM flows.

This may be the case when condition 1 is met: only XRM services are available on some XRM AS (set of) IP address and port(s); 
If this is not the case (condition 1 is NOT met e.g. XRM AS are hosted in Data Centers where load balancers can load balance XRM and non XRM applications), this would request condition 2 to be met: activation of the XRM service works as follows
1. The UE contacts the AF to ask for XRM services
2. The AF answers back with XRM related IP address and ports at the data center load balancer
3. The AF configures 5GC (via the NEF) with such IP address and port
As it may happen that neither condition 1 nor condition 2 are met we recommend that Normative work will support the capability for the UE upon start of XRM services to start Proxying-UDP-in-HTTP procedure to the UPF, triggering the UPF to start a corresponding Proxying-UDP-in-HTTP procedure towards the XRM AS.


2 Proposal 
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-70 as follows ALL text is NEW
[bookmark: _Toc165020776]8.2	Conclusions for Key Issue #2	
The following aspects are concluded as principles for the normative work:
1.	XRM content needs to be ciphered end-to-end between the UE and the XRM AS (for user privacy).
2.	The UPF shall be able to access (in the clear) at least to the XRM metadata specified in clause 4.2.3 of TS 26.522. The coding of the XRM metadata may differ from the one specified in TS 26.522
3.	The UPF shall be able to access to other XRM metadata specified in the conclusions of other Key Issues of this TR 23.700-70.
4.	XRM metadata available to the UPF shall not allow to identify the media fetched by the end-user (for user privacy).
5.	XRM Metadata shall be protected between the UPF and the XRM AS, 
6.	Void
7.	Only Proxying-UDP-in-HTTP based solutions will be considered for normative work
8.	Only Proxying-UDP-in-HTTP / QUIC-Aware Proxying (per draft-ietf-masque-quic-proxy) based solutions will be considered for normative work
9.	XRM payload packets shall be forwarded using the Forwarded Mode in QUIC-Aware Proxying (per draft-ietf-masque-quic-proxy) when possible
10. Void
11.	Normative work will support the capability for the UE to start an Proxying-UDP-in-HTTP / QUIC-Aware Proxying procedure to the UPF, triggering the UPF to start a corresponding Proxying-UDP-in-HTTP / QUIC-Aware Proxying procedure towards the XRM AS
12.	An AF shall be able to provide 5GS with information on when and how to trigger an UDP-connect / QUIC-Aware Proxying procedure
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