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1. Discussion
[bookmark: _Hlk162692641]This paper proposes the evaluation and conclusion for KI#2.
Solution #11, solution #15, solution #16 and solution #29 are for Key Issue #3.
This key issue has two aspects, one is the authentication/authorization of User Identifier, the other is how to restrict only one user identifier is active on the UE at a given time.
For the user authentication/authorization:
The following entities may act as an authentication server:
· AAA-Server (sol #1, sol #5 sol #8, sol #9, sol #11)
· UDM/AUSF (sol #3, sol #5, sol #10, sol #15 and sol #29) or a new NF for user authentication (sol #13)
· A new Server using application layer signalling (sol #12 and sol #23)
The following mechanisms for User ID authentication have been indicated:
· The User ID should be authenticated during the existing procedure, e.g. PDU Session Establishment procedure (sol #1, sol #5, sol #13)
· The User ID should be authenticated during an independent authentication procedure, e.g. User Authentication procedure (over Control Plane in sol #3, sol #8, sol #9 and sol #10, and over User Plane in sol #11 and sol #13)
· The User ID should be authenticated during the user identity profile management procedure (sol #12)
· The User ID should be authenticated via application layer (sol#23)
	
	Authentication entity
	Trigger entity
	Authentication procedure (new procedure or enhance existing procedure)

	Sol#1
	Operator of 3rd party AAA server
	SMF
	PDU Session establishment procedure

	Sol#3
	UDM
	AMF
	New procedure or existing procedure is FFS: UE sends a NAS message including user id.

	Sol#5
	AAA server/AUSF/UDM
	SMF
	PDU Session establishment procedure

	Sol#8
	NSSAAF/AAA-S
EAP based authentication
	AMF
	Registration procedure

	Sol#9
	AAA-S
	AMF
	User Registration procedure

	Sol#10
	AUSF
	AMF
	User registration procedure

	Sol#11
	AAA server
	3rd party AF
	New procedure, AF triggers

	Sol#12
	UIP Server
	FFS
	New procedure: UIP management procedure

	Sol#13
	User Authentication Function (UAF) and User Information Database Function (UIDF)
	SMF (control plane)
	PDU session establishment or UE triggers when a user logs in the UE

	
	UAF and UIDF
	AF (user plane)
	New procedure: when UE contacts an AF, which requires User Authentication

	Sol#23
	User Identity Application Server (UIAS)
	UE
	The application session establishment procedure (via application layer)



Solution #1 enhances the SM subscription data to contain the authentication information. The SMF invokes a AAA authentication request including the User Identifier provided by the UE in the SM PDU DN Request Container. The AAA server initiates an EAP authentication with the UE.
This solution purposes to authenticate the User Identifier during the PDU Session Establishment procedure, which can reuse the existing procedure.
The AMF triggers authentication of the User Identifier after the primary authentication of the UE is completed.
This solution needs to use a new NAS message to send the user id to 5GC, which indicating the AMF to trigger the user authentication.
Solution #5 describes the User Identity being authenticated by the Secondary authentication mechanism with enhancement for User Identity. When the authentication method indicates Secondary authentication, the User Identity is authenticated by DN-AAA or the UDM/AUSF.
This solution purposes to authenticate the User Identifier during the PDU Session Establishment procedure, which can reuse the existing procedure.
Solution #8 assumes that a user requires user specific authentication with a AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. The AMF may determine the need for user specific authentication based on the User Profile retrieved from the UDM during the registration procedure. When the authentication procedure is complete, the AMF stores the result in the User Profile. The result can then be exposed from the User Profile.
This solution reuses the slice-specific authentication and authorization procedure, which is a flexible and simple solution.
Solution #9 reuses EAP based authentication (e.g. MD5 challenge, Cogent Systems Biometrics Authentication EAP) to authenticate User-Id by 3rd party's AAA-Server (acted as an EAP server). The User-id and the authentication result can be aware by 5GC.
During the UE registration procedure, AMF retrieves the SUPI's subscription which indicates whether an User-ID based authentication is required. And AMF determines to perform User-ID based authentication by sending EAP-Request to UE after the UE registers to the 5GC successfully.
This solution reuses the EAP based authentication procedure for user authentication after the UE primary authentication, which purposes a independent procedure for user authentication.
In the solution #10, the UE initiates the registration of human User to the 5GS when a human User login to a UE. During the user registration procedure, the User ID is authenticated by the AUSF and the details of the authentication require the guidelines from SA3 group.
To restrict the association of the UE and the User ID, the max number of human User that can be assigned with the UE subscription and the list of potential User profiles that are allowed for the UE subscription is contained in the UE subscription. The UDM of the UE checks if the User Identifier is allowed for the UE and the UDM of the User checks if the user id is associated with another UE to restrict the User can only login one UE at the same time.
This solution purposes a user registration procedure for user authentication, which is independent with the UE registration procedure.
Solution #11 proposes the 3rd party requests the Operator (via NEF) to start user authentication and verify whether an actual human user is using the particular User ID or not. It is assumed that linking between the particular User ID (say UID-1) and the SUPI (say IMSI-A) has already been performed by the operator. The UDM decides to trigger the authentication for the User ID if the User ID is linked with the SUPI and request the particular AMF to trigger to the perform this procedure. The AAA-server is used for authentication.
This solution requires AF sends the user id to 5GC, which is not suitable for the user using a native application to login the UE.
In the solution #12, the User Identity Profiles (UIPs) are stored in a UIP Server. And the User Identifier associated with the UIP is authenticated at the UIP management procedures e.g. for creating, removing an Identifier Link (link and unlink), and activating an Identifier Link.
This solution uses the UIP management procedures to authenticate user id, which is not flexible for the user.
Solution #13 proposes to alternatives for supporting User Authentication and Authorization with support from 5GC - one using control plane messaging and one using user plane messaging.
If using control plane, UE may initiate the User authentication request towards SMF when UE registers or establishes a PDU Session. Two new NF called User Information Database Function (UIDF) and User Authentication Function (UAF) is responsible for authenticating the user. If using user plane, UE may contact AF to trigger the user authentication and authorization.
This solution requires the UE sends the User id to SMF, which is not reasonable when UE registers.
Solution #23 purposes a new server called User Identity Application Server (UIAS) to authenticate the User Identifier. A secure application session is established between the UE application and UIAS. UIAS applies a mechanism similar like AKMA to authenticate the UE subscription associated with the User Identity.
The solution is beyond SA2 scope, which includes specific authentication and authorization method, which shall be discussed and evaluated by SA3.
In solution #28, an indication to notify that there is a terminating service like SMS attempting to deliver a message to the UE is sent to the right application layer (SMS app) when the UE is being used by the User Identifier. The indication does not reveal any real message.
This solution is related with the SMS service, which is out of scope of this release.
For the restrictions on users:
The following mechanisms for User ID restriction have been indicated:
· SMF checks if the PDU Session for another user has been established. (sol #14)
· UE triggers the PDU Session Modification procedure when the user changes. (sol #27)
In solution #14, when a particular user invokes a particular application then UE triggers PDU Session establishment by providing the corresponding user identifier (e.g. User1) to the network. After successful authentication and authorization of the user identifier, SMF queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM with no PDU Session, SMF process the ongoing PDU Session.
This solution requires SMF to query if the UE has established a PDU Session for another user, which increases many unnecessary signalling interactions.
Solution #27 purposes how to restrict only one user identifier is active with a UE subscription at a given time based on enterprise scenarios. In enterprise scenarios, the DNN and slice for the service of different user may be same. Therefore, new user can reuse the exist PDU session using PDU Session modification procedure.
This solution only applies to some cases, such as enterprise scenarios, which is not universally applicable.

2. Text Proposal
The evaluation is proposed for KI#2 for incorporation in the UIA_ARC TR23.700-32.
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8.X	Conclusion for Key Issue #2: 
The following bullets are the interim conclusion principles for KI#2:
-	The authentication is performed over Control Plane.
-  UDM shall be able to enforce the restriction that only one user shall be active with a UE’s subscription at a given time based on the active user identifier in the UE subscription.
-	The Authentication and Authorization procedures are determined by SA WG3.
* * * * End of changes * * * *
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