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1. Introduction
Ambient IoT devices are IoT devices powered by energy harvesting, being either battery-less or with limited energy storage capability (e.g. using a capacitor). It can have, e.g., lower complexity, smaller size, reduced capabilities and lower power consumption than previously defined 3GPP IoT devices. The data rate of Ambient IoT devices is usually low. 
In KI#2 of TR 23.700-13 v0.2.0, the study objectives include:
-	Study how to identify Ambient IoT Device or group of devices and how to format the identifier.
This pCR proposes a solution to study the aspects above.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-13 v0.2.0:
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For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AIoT	Ambient IoT
DO-A	Device-originated - autonomous
DO-DTT	Device-originated - device-terminated triggered
DT	Device-terminated
EPC	Electronic Product Code
RFID	Radio-Frequency IDentification
TID	TAG Identifier
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6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution addresses device ID aspect of Key Issue #2
In 5GS, there are the following identifiers which are described in TS 23.501 [4]:
· Subscription Permanent Identifier (SUPI)
· Subscription Concealed Identifier (SUCI)
· Permanent Equipment Identifier (PEI)
· 5G Globally Unique Temporary Identifier (5G-GUTI)
· Generic Public Subscription Identifier (GPSI)
Internal-Group Identifiers and External-Group Identifiers are used to identify a group of UEs.
The different identifiers in 5GS are used for different purposes. Depending on the use cases and required functionality for supporting AIoT, different AIoT device IDs should be introduced.
To be able to perform authentication and authorization procedures in 5GS, it is necessary to introduce SUPI like and SUCI like IDs for AIoT devices. The SUCI like AIoT device ID is a concealed format of SUPI like AIoT device ID, which is used to transmit the device ID from AIoT devices towards network, similar as SUCI in registration request.
The SUPI can be in different formats depending on the SUPI type. While a NAI based format with username@realm can be used a more condensed encoding can be beneficial, i.e. the endoding format can be left for stage 3 WGs to use a suitable encoding format.  
5GS allows different SUPI types to be used, e.g. IMSI, NSI, GCI, GLI i.e. for Ambient IoT a new SUPI type allowing the content to be e.g. EPC ID could be used. However, also with non-EPC ID SUPI type the network operator could be provisioned with an EPC ID e.g. in UDM such that the AF input can be related to EPC ID while the 5G network internal handling is for a SUPI and also towards the AIoT Device the SUPI is used. If beneficial, the EPC ID can then be part of the GPSI, see GPSI aspects below. 
The SUCI like AIoT device ID can be used to conceal part of the SUPI. The HNI part of the SUCI can include MCC and MNC for a PLMN and also a NID for an SNPN, and with a Routing Indicator the HNI and RID allows to route to the proper AUSF and UDM instances capable of handling authentication. 
Editor's note:	Further content and details of the SUPI/SUCI like AIoT device ID is FFS, including whether one or multiple IEs are used.
For 5G-GUTI like AIoT device ID, similar as 5G-GUTI, could be allocated by the CN after authentication and authorization. The 5G-GUTI like AIoT device ID is passed from CN towards an AIoT device, and the AIoT device stores it and then use it in the following communication towards network to identify the authenticated AIoT device. The 5G-GUTI like AIoT device ID can limit the possibility of device tracking.
Depending on AIoT device capabilities, the 5G-GUTI like AIoT device ID can be used.
Editor's note:	Further content and details of the 5G-GUTI like AIoT device ID, including whether one or muliple IEs are used.
The PEI is an identifier of the ME and is used e.g. to check whether the ME been stolen etc. 5GS allows different types of PEI to be used e.g. IMEI(-SV), MAC, EUI-64 i.e. in principle 5GS can be extended to allow TID as a PEI if seen useful over existing type of PEIs. Without any permanent device identifier, it would be hard to perform tracking of e.g. stolen devices.
Editor's note:	Send LS to SA1 to understand whether PEI like AIoT device ID is needed or not .
To be able to communicate with external AF, a GPSI like AIoT device ID needs to be introduced. It is the NEF which perform the mapping between the SUPI like AIoT device ID and GPSI like AIoT device ID. The AF utilizes the GPSI like AIoT Device ID in requests towards the CN, and the NEF maps it to the SUPI like AIoT device ID, which is used inside CN. And when the CN responds or notifies the AF, the NEF maps the SUPI like AIoT device ID back to GPSI like AIoT device ID.
In RFID, RFID tags use EPC ID to communicate with RFID readers. It may make sense to introduce the EPC in GPSI like AIoT Device ID, to minimize the integration with RFID applications.
The GPSI can be defined as an External Identifier and have the form "<Local Identifier>@<Domain Identifier>". It could be an option to introduce EPC ID in the <Local Identifier>, while the <Domain Identifier> can be the domain name of the AIoT service provider. 
Editor's note:	Further content and details of the GPSI like AIoT device ID, including whether one or muliple IEs are used and whether GPSI can be used as is.
Regarding the group of AIoT devices, Internal Group Identfier and External Group Identifier can be reused. And the NEF can perform the mapping between the Internal Group Identifiers and External Group Identifiers.
Editor's note:	It is FFS whether the differentiation of Internal Group Identifier and External Group Identifier is needed or not.
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The device IDs for AIoT devices are used in an equivalent way as current ones for UEs. No new procedures introduced due to AIoT device IDs. They are used in the inventory, command, (and also other) procedures for AIoT devices:
-	SUCI like device ID is sent from AIoT devices to network to identify the device when unauthenticated e.g. response to inventory.
-	SUPI like device ID is used in 5GC to uniquely identify the data stored in the network for enabling connectivity for the device. As to enable paging like functionality for AIoT devices that cannot store data like 5G-GUTI in non-volentary memory, there may be a need to again open up for using SUPI in paging (i.e. IMSI based paging was removed in 5GS for security/privacy reasons).
-	5G-GUTI like device ID can be allocated by the core network and sent back to the device. If allocated it is used to page the device and identify the device.
-	PEI like device ID: a permant identifier of the AIOT device, can be optionally provided by the AIOT device or is separately requested by the network.
-	GPSI like device ID is used externally between AF and 5GC
-	Internal Group Identifer is used to identify a group of AIoT devices internally
-	External Group Identifier is used to identify a group of AIoT devices in AF.
NF Discovery Service via NRF:
 -	NFs that serves a specific set of AIOT devices stores the list of AIOT device IDs in the NF profile in NRF in the same way as current NF profiles can include e.g. SUPI, SUPI ranges or part of the SUPI e.g. MCC/MNC, GPSI, GPSI ranges etc.
-	The NF discovery service operation discovers the set of NF Instances (and their associated NF Service Instances), represented by their NF Profile, that are currently registered in NRF and satisfy a number of other input query parameters as per current 5GC procedures. 
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Editor's note:	The services, entities and interfaces are FFS.
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