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1 Introduction

The status of NR Femto Node access control discussions from the last RAN3 meeting is as follows [1].
The following agreements were made:

· Initial access control to a CAG supported by an NR Femto Node is performed by the AMF, reusing current PNI-NPN functionality.

· Reuse CAG configurations and mobility functionality specified for PNI-NPN also for NR Femto Node deployments. Whether enhancements to legacy functionality are needed is for further discussion.

· No impacts on the UE are in scope of the study.

For continued discussion:

The study should consider applicability of use cases equivalent to those in 4G, i.e. open mode, closed mode, hybrid mode. Definitions of open/closed/hybrid mode for NG-RAN are FFS.
SA2 is also asking RAN3 for feedback on two proposed solutions to support a UE moving between a CAG cell and a CSG cell [5] 
.

In this paper we will discuss how to proceed on the above points.
2 Access Control in NR Femto Nodes
2.1 A Brief Review of Access Modes in HeNBs
From E-UTRAN Stage 2 [2]:
Access Control: the process that checks whether a UE is allowed to access and to be granted services in a closed cell.

CSG Cell: a cell broadcasting a CSG indicator set to true and a specific CSG identity.

CSG member cell: a cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN and for which the Permitted CSG list of the UE includes an entry comprising cell's CSG ID and the respective PLMN identity.

Hybrid cell: a cell broadcasting a CSG indicator set to false and a specific CSG identity. This cell is accessible as a CSG cell by UEs which are members of the CSG and as a normal cell by all other UEs.
Membership Verification: the process that checks whether a UE is a member or non-member of a hybrid cell.
QoS support in hybrid cells:

· When the UE connects to a Hybrid Cell, the MME shall inform the eNB serving this Hybrid Cell whether the UE is a member or not of the CSG associated with this Hybrid Cell;

· Based on CSG membership, the offered QoS for UEs served by this Hybrid Cell may be modified as follows:

· The eNB serving this Hybrid Cell may distinguish between a CSG member and non-member when determining whether to handover a UE, which GBR bearers to admit and which GBR bearers to deactivate;

· The eNB serving this Hybrid Cell may distinguish between a CSG member and non-member for handover and packet scheduling on Uu interface (including reduced QoS) of non-GBR bearers.

Observation 1: In E-UTRAN, UE treatment by a hybrid cell (e.g. whether to hand over, which GBR bearers to admit/deactivate, packet scheduling / QoS reduction for non-GBR bearers) is up to implementation/configuration.

It seems sensible to adopt the same behavior for an NR Femto Node.

Proposal 1: In an NR Femto Node allowing both CAG and non-CAG member UEs, UE treatment (e.g. whether to hand over, which GBR bearers to admit/deactivate, packet scheduling / QoS reduction for non-GBR bearers) is up to implementation/configuration.

2.2 CAG ID in NG-RAN

A brief review of CAG functionality from RAN stage 2 [3] follows below, together with observations and proposals pertinent to this study.

CAG Cell: a PLMN cell broadcasting at least one Closed Access Group identity.

CAG Member Cell: for a UE, a CAG cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN.

CAG-only cell: a CAG cell that is only available for normal service for CAG UEs.

Proposal 2: An NR Femto Node cell may be a CAG Cell (a CAG Member cell or a CAG-only cell).
A PNI-NPN is a network deployed for non-public use which relies on network functions provided by a PLMN. In PNI-NPN, a Closed Access Groups (CAG) identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. A CAG is identified by a CAG identifier broadcast in SIB1.

2.2.1 Provisioning

Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN. In this case a PNI-NPN may comprise gNBs and NR Femto Nodes, or even just a single NR Femto Node.

Observation 2: Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN; in this case a PNI-NPN may consist of gNBs and NR Femto Nodes or just a single NR Femto Node.
For uncoordinated deployment, an operator may wish to let the customer provision his own CAG. In this case the CAG will be uncoordinated, and the customer’s NR Femto Node will correspond to its own PNI-NPN. Current encoding for CAG ID allows for 232 unique CAG IDs in a PLMN [4], which seems adequate also for uncoordinated deployment.

How the operator lets the customer provision the CAG is out of RAN3 scope
.

Observation 3: A CAG ID may be provisioned by the customer, in which case (uncoordinated case) the NR Femto Node corresponds to its own PNI-NPN.

2.2.2 Roaming and Access Restrictions

Roaming and access restriction information for a UE includes the list of CAGs allowed for the UE and whether the UE can also access non-CAG cells). [3]
Proposal 3: Existing CAG functionality allows to support a “hybrid access” cell (i.e. a cell that allows access by both CAG members and non-members but may give better treatment to CAG members).
Proposal 4: Existing CAG functionality allows to support an “open mode” cell (i.e. a cell that allows access 
Observation 4: Existing CAG functionality allows restricting a UE to only access CAG cells.
This is a new use case with respect to E-UTRAN HeNBs. Such a use case may be useful to support e.g. a smart appliance (stationary or moving) that may only connect to the end customer’s home NR Femto Node but not to a neighbor’s or to the macro network. We propose not to preclude this use case for an NR Femto Node, considering it is already supported by existing CAG functionality.
Proposal 5: We should not preclude restricting a UE to only access CAG cells; such a CAG-only cell may be served by an NR Femto Node.

2.2.3 Access Control

RAN3 has agreed that initial access control to a CAG in NR Femto Node is performed by the AMF, reusing current PNI-NPN functionality. So, we propose to reference the relevant stage 2 text in the TR.
Proposal 6: Reference the NR stage 2 text on access control for PNI-NPN in TR 38.799 according to the TP in the Annex.

2.2.4 Mobility

Also in this case, we should capture the RAN3 agreement to reuse existing mobility functionality for CAG and reference the relevant stage 2 text in the TR.
Proposal 7: Reference the NR stage 2 text on mobility for CAG cells in TR 38.799 according to the TP in the Annex.
3 Feedback on SA2 Discussions
SA2 is informing RAN3 about the following two solutions currently discussed to support a “UE moving between CAG cell of 5G Femto and CSG cell, with no impact on the RAN.” [5]:

1) “The UE partitions CSG-CAG ID and constructs mapped CSG/CAG ID, and reports to the NG-RAN or E-UTRAN (depending on the considered mobility direction) as described in pCR [9].”
2) “RAN recognizes the target CSG cell (or the target CAG cell) as an open cell during the handover (e.g., via local configuration) and the core network performs access control as described in pCR [10].”
RAN3 is requested to clarify whether the above two solutions have any RAN impact (e.g. for RAN procedures).

The idea behind both solutions is to map a CSG ID to a CAG ID (and vice versa) by leveraging a specific local functionality, enabled by local configuration.

In Sol. 1 the mapping functionality resides in the UE and leverages local configuration in 5GC (which in turn is consistent with local configuration in EPC): [9]
· 5GS is configured in a way that the existing CAG ID values are partitioned to reserve CAG IDs with leftmost five bits set to zeros, for supporting mobility from/to a CSG cell.

· UE is configured with the allowed CAG and CSG list for access to CAG and CSG cells when the registered PLMN sends allowed CAG list during the registration procedure or UE configuration update procedure.
In Sol. 2 the mapping functionality resides in the 5GC and leverages local configuration in the 5GC.
· The correlation between CAG and CSG (including corresponding HeNB ID) can be configured locally in the AMF to which the NR Femto Node connects.

· It is assumed that NG-RAN/E-UTRAN without enhancement can trigger HANDOVER REQUIRED message for the UE toward the target CSG/CAG cell as normal cell as described in Sec. 9.3.2.2 of [3] and Sec. 10.2 of [2], respectively.

· UE behavior is the same as in Sec. 10.5.1.2 of [2] (when moving from a CSG cell to a CAG cell) and in Sec. 9.3.2 of [3] (when moving from a CAG cell to a CSG cell).
Observation 5: Both solutions leverage a local functionality to map CSG IDs to CAG IDs, enabled by local configuration.

Observation 6: In Sol. 1 the mapping functionality resides in the UE and leverages local configuration in 5GC; in Sol. 2 the mapping functionality resides in the 5GC and leverages local configuration in the 5GC.

We observe that the ongoing SA SID specifies that “it is expected that EPC (e.g. MME), E-UTRAN and NG-RAN impacts are avoided.” [8], and the ongoing RAN SID [7] specifies that there is to be “no impact on the UE” [7] (as also further confirmed by RAN3 [1]).

Observation 7: RAN SID calls for no UE impact; SA SID calls for no EPC, E-UTRAN or NG-RAN impact.

Given that Sol. 1 requires at least some specific configuration in the UE, it does not seem consistent with the RAN SID
.
Proposal 8: Sol. 1 does not seem consistent with the RAN SID.
We propose to reply to SA2 according to the above proposal (see Annex).
4 Conclusions and Proposals
Our observations and proposals are summarized below.
Observation 1: In E-UTRAN, UE treatment by a hybrid cell (e.g. whether to hand over, which GBR bearers to admit/deactivate, packet scheduling / QoS reduction for non-GBR bearers) is up to implementation/configuration.

Proposal 1: In an NR Femto Node allowing both CAG and non-CAG member UEs, UE treatment (e.g. whether to hand over, which GBR bearers to admit/deactivate, packet scheduling / QoS reduction for non-GBR bearers) is up to implementation/configuration.

Proposal 2: An NR Femto Node cell may be a CAG Cell (a CAG Member cell or a CAG-only cell).
Observation 2: Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN; in this case a PNI-NPN may consist of gNBs and NR Femto Nodes or just a single NR Femto Node.
Observation 3: A CAG ID may be provisioned by the customer, in which case (uncoordinated case) the NR Femto Node corresponds to its own PNI-NPN.

Proposal 3: Existing CAG functionality allows to support a “hybrid access” cell (i.e. a cell that allows access by both CAG members and non-members but may give better treatment to CAG members).
Proposal 4: Existing CAG functionality allows to support an “open mode” cell (i.e. a cell that allows access 
Observation 4: Existing CAG functionality allows restricting a UE to only access CAG cells.
Proposal 5: We should not preclude restricting a UE to only access CAG cells; such a CAG-only cell may be served by an NR Femto Node.

Proposal 6: Reference the NR stage 2 text on access control for PNI-NPN in TR 38.799 according to the TP in the Annex.

Proposal 7: Reference the NR stage 2 text on mobility for CAG cells in TR 38.799 according to the TP in the Annex.
Observation 5: Both solutions leverage a local functionality to map CSG IDs to CAG IDs, enabled by local configuration.

Observation 6: In Sol. 1 the mapping functionality resides in the UE and leverages local configuration in 5GC; in Sol. 2 the mapping functionality resides in the 5GC and leverages local configuration in the 5GC.

Observation 7: RAN SID calls for no UE impact; SA SID calls for no EPC, E-UTRAN or NG-RAN impact.

Proposal 8: Sol. 1 does not seem consistent with the RAN SID.
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Annex – Draft Reply LS to SA2

To: SA2; cc: RAN2

1. Overall Description:

RAN3 Thanks SA2 for the LS on support of UEs moving between CAG cells of NR Femto Nodes and CSG cells.
On Question 1:

RAN3 would like to observe the following.

Both solutions discussed in SA2 seem to leverage a local functionality “mapping” CSG IDs to CAG IDs, enabled by local configuration. In the first solution (S2-2405814) this functionality resides in the UE and leverages local configuration in 5GC; in the second solution (S2-2405789) this functionality resides in the 5GC and leverages local configuration in 5GC.

Given that the first solution requires at least some UE impact, it is out of scope of the RAN SID (RP-234041), which calls for no UE impact.
On Question 2:

RAN3 has captured the following 4 architecture options in TR 38.799:
1) NR Femto Node connects to 5GC directly as a gNB by means of the NG interface. RAN3 has agreed that this option does not require any architecture change.
2) The NG-RAN architecture may deploy an NR Femto Gateway (NR Femto GW) between the NR Femto node and the 5GC. The NR Femto GW serves as a concentrator for the NG-C interface. The NR Femto GW appears to the AMF as a gNB. The NR Femto GW appears to the NR Femto node as an AMF. The NG interface between the NR Femto node and the 5GC is the same regardless of whether the NR Femto node is connected to the 5GC via an NR Femto GW or not.
3) An SCTP concentrator acts as an IP proxy between an NR Femto node and the AMF. It reduces the number of SCTP connections toward the 5GC by leaving the NGAP layer untouched and by concentrating the SCTP layer. The SCTP concentrator is part of the transport layer, and it is transparent to the application layer.
4) In this option, the NR Femto node is a gNB-DU as defined in TS 38.401. The gNB-CU is used as the concentration node for connecting the NR Femto nodes to 5GC on both control plane and user plane.
RAN3 expects to conclude this study at RAN3 #125, August 2024.
2. Actions:

To SA2:

ACTION: RAN3 kindly asks SA2 to take the above into account.
Text Proposal for TR 38.799
START OF CHANGES
5.3
Access control

Editor Note: Study how to define the 5G access control mechanism by (re-)using the existing CAG functionality and identify needed enhancements (if any)
5.3.a Definitions

CAG functionality and definitions are as specified in TS 38.300 [x].
CAG Cell: a PLMN cell broadcasting at least one Closed Access Group identity.

CAG Member Cell: for a UE, a CAG cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN.

CAG-only cell: a CAG cell that is only available for normal service for CAG UEs.
An NR Femto Node may be a CAG cell (a CAG Member cell or a CAG-only cell).
As specified in TS 38.300 [x], a PNI-NPN is a network deployed for non-public use which relies on network functions provided by a PLMN. In PNI-NPN, a Closed Access Groups (CAG) identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. A CAG is identified by a CAG identifier broadcast in SIB1.
In an NR Femto Node allowing both CAG and non-CAG member UEs, UE treatment (e.g. whether to hand over, which GBR bearers to admit/deactivate, packet scheduling / QoS reduction for non-GBR bearers) is up to implementation / configuration.
5.3.b CAG Provisioning

For coordinated CAG deployment, CAG IDs are provisioned by the operator across the PLMN. In this case, a PNI-NPN may consists of gNBs and NR Femto Nodes or just a single NR Femto Node.

For uncoordinated CAG deployment, an operator may wish to let the customer provision his own CAG. In this case the CAG will be uncoordinated, and the customer’s NR Femto Node will correspond to its own PNI-NPN. Current encoding for CAG ID allows for 232 unique CAG IDs in a PLMN (see TS 38.413 [a]), which seems adequate also for uncoordinated deployment. How the operator lets the customer provision the CAG is out of the scope of this Technical Report.
As specified in TS 38.300 [x], a CAG-capable UE can be configured with the following per PLMN:

- an Allowed CAG list containing the CAG identifiers which the UE is allowed to access; and

- a CAG-only indication if the UE is only allowed to access 5GS via CAG cells.
5.3.c Access Control

Initial access control to a CAG supported by an NR Femto Node is performed by the AMF, reusing current PNI-NPN functionality as specified in TR 38.300 [x].
5.3.d Mobility

Mobility involving CAG cells follows the same functionality as specified in TR 38.300 [x].
END OF CHANGES
� In the same LS � REF _Ref165962213 \r \h ��[5]� SA2 also asks RAN3 for its conclusions on overall architecture etc., to be used as basis for SA2 normative work; a possible reply to this question is discussed in a separate contribution � REF _Ref165963349 \r \h ��[6]� but is listed in the Annex for completeness.


� This is part of the ongoing SI in SA2.


� UE impacts in general might not be desirable, however a detailed discussion of UE impacts is out of RAN3 scope.





