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1. Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]A new work item of NR mobility enhancements phase 4 was approved at the RAN#102 meeting with the following objectives [1].
	[bookmark: _Hlk130825108]
· Specify support for inter-CU Layer 2 Mobility (LTM) [RAN2, RAN3]
· Prioritize the case when CU is acting as MN when DC is not configured
· As secondary priority, support the case when NR-DC is configured and CU is acting as SN and MCG is unchanged
· As secondary priority, support the case when NR-DC is configured, CU is acting as MN and SCG is unchanged or SCG is released
· Note: The case that LTM is configured in both MCG and SCG is excluded 
· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM
· Coordination with SA3 needed with respect to security key handling 
· Note: Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support

· Measurements related enhancements for purpose of supporting LTM: [RAN2, RAN1]
· Measurement related enhancements are applicable to Intra-CU MCG/SCG LTM and Inter-CU MCG/SCG LTM
· Specify necessary components to support event triggered L1 measurement reporting [RAN2, RAN1]
· RAN1 and RAN2 to progress independently on the event triggered measurements objectives of their respective MIMO and Mobility enhancement WIs. Review progress at RAN#105 to see if any modification of objectives is required to avoid/manage any overlap in the work
· Specify support for CSI-RS measurements for LTM procedures and enable CSI-RS based beam management, and/or other necessary physical layer operations on candidate cells before LTM [RAN1]

· Specify support of conditional LTM [RAN2, RAN3, RAN1]
· Specify UE evaluated conditions for triggering LTM
· Aim to support conditional LTM including subsequent LTM
· Prioritise intra-CU LTM
· Checkpoint to review objective at RAN#105. RAN WG work to not start before this checkpoint

· Specify RRM requirements related to the above objectives as necessary [RAN4]
 



In this contribution, we discuss the security key handling issues of inter-CU LTM related to RAN3 impact.

2. Discussion
In R18, the security key for LTM is not an issue due to the unchanged CU. That is, the security key is maintained upon an LTM cell switch. However, the security key handling becomes an important issue for inter-CU LTM.
The UE and the gNB use the KgNB to secure the communication between each other. On handovers, the basis for the KgNB that will be used between the UE and the target gNB, called KgNB*, is derived from either the currently active KgNB (refer to as a horizontal key derivation) or from the NH parameter (refer to as a vertical key derivation). The general principle of key handling for KgNB* or NH at handover is shown below [2]:


In the legacy handover, the source gNB shall first compute the KgNB* from target PCI, its frequency ARFCN-DL, and either from the currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation. Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. 
The target gNB shall use the received KgNB* directly as the key to be used with the UE. The target gNB shall also include the NCC associated with the KgNB* into the Handover Command message, which is to be forwarded to the UE by the source gNB. 
For the one-slot inter-CU LTM, the basic principle should be used. That is:
-	First, the source gNB computes the KgNB* for each candidate cell.
-	Second, the source gNB forwards the {KgNB*, NCC} pair to the candidate gNB for each candidate cell.
-	Third, the candidate gNB include the NCC associated with the KgNB* into the LTM candidate configuration for each candidate cell, which is to be forwarded to the UE by the source gNB.
Proposal 1: During the LTM preparation phase, the source gNB sends the AS security information to the candidate gNB for each LTM candidate cell, including the KgNB* and the NCC.
For the subsequent LTM, the RAN2 discussed the aspects of inter-CU with key-change and views the following options as directions (not mutually exclusive) and sent a LS to SA3 [3].
	
Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).
	Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command  MAC CE.
	Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE. 

Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered). It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list during LTM cell switches: 
Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.
	Option 2B:  As an alternative to choosing the next unused NCC (as in option 2A), horizontal key derivation is used in this option if the LTM cell switch is between the same two CUs. 

Option 3: After the execution of inter-CU LTM cell switch, the participating gNBs are expected to be updated with new K-gNB* to be used for the next inter-CU LTM cell switch. The UE and CN are aware of how the UE would use the next NCC value.
	Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.
	Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.

Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch. 

RAN2 assumes that both horizontal and vertical derivation used in L3 handover could be supported for inter-CU LTM.




Without a clear conclusion from the SA3 on the security handling, it is difficult for RAN3 to design the signalling for security handling for subsequent inter-CU LTM.
Proposal 2: Wait for SA3 conclusion on the security handling for the subsequent inter-CU LTM.
In the following texts, we analysis the signalling for security handling for subsequent inter-CU LTM, following the legacy handover principle.
In the legacy handover, when the target gNB has completed the handover signalling with the UE, it shall send a Path Switch Request message to the AMF. The AMF shall compute a new fresh NH and increase its locally kept NCC value, and then send the newly computed {NH, NCC} pair to the target gNB in the Path Switch Request Acknowledge message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any.
The same principle should be reused for the LTM. That is, the AMF should send a newly computed {NH, NCC} pair to the target gNB in the Path Switch Request Acknowledge message.
Proposal 3: The target gNB should receive a newly computed {NH, NCC} pair from the AMF in the Path Switch Request Acknowledge message.
In R18, the subsequent LTM is also introduced, which is defined as LTM cell switch procedures between candidate cells without RRC reconfiguration by the network in between. Since the candidate gNB should use the received new KgNB* generated by the new serving gNB (a candidate gNB before the LTM cell switch) directly as the key to be used with the UE, the following procedures should be considered:
-	The new serving gNB receives a newly computed {NH, NCC} pair in the NGAP Path Switch Request Acknowledge from the AMF.
-	The new serving gNB stores the received {NH, NCC} pair for further handovers and removes other existing unused stored {NH, NCC} pairs if any.
-	The new serving gNB computes the KgNB** for each candidate cell or the target cell for subsequent LTM.
-	The new serving gNB forwards the {KgNB**, NCC} pair for each candidate cell or the target cell to the candidate gNB.
-	The target gNB (candidate gNB) uses the received KgNB** to secure the communication with the UE when the UE connects to the target cell after subsequent LTM.
Proposal 4: For the subsequent inter-CU LTM, the new serving gNB sends the {KgNB**, NCC} pair generated by the new serving gNB to the target gNB, or the {KgNB**, NCC} pair for each candidate cell to the candidate gNB.
In the legacy handover, the UE derives the KgNB* by comparing the NCC value in the Handover Command message with the NCC value associated with the currently active KgNB. If the NCC value in the Handover Command message from the target gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KNG-RAN* from the currently active KgNB/KeNB and the target PCI and its frequency ARFCN-DL/EARFCN-DL. If the NCC value in the Handover Command message from the target gNB is different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter iteratively (and increasing the NCC value until it matches the NCC value received from the Handover Command message. When the NCC values match, the UE shall compute the KNG-RAN* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL/EARFCN-DL.
The same principle could be reused for the one-slot LTM. However, for the subsequent LTM, the NCC value received in the Handover Command message during the LTM preparation could not be used anymore after the UE connecting with the new serving gNB, because the new serving gNB will compute a new {KgNB**, NCC} pair. Therefore, a possible solution is that the new serving gNB sends the NCC value associated with the KgNB** to the UE, e.g., via LTM Cell Switch Command.
[bookmark: _Hlk141187092]Proposal 5: The new serving gNB should provide the NCC value associated with the KgNB** to the UE for subsequent LTM.
[bookmark: _Toc423019950][bookmark: _Toc423020279][bookmark: _Toc423020296]3. Conclusion
Based on the discussion in this paper, we have the following observations and proposals.
Proposal 1: During the LTM preparation phase, the source gNB sends the AS security information to the candidate gNB for each LTM candidate cell, including the KgNB* and the NCC.
Proposal 2: Wait for SA3 conclusion on the security handling for the subsequent inter-CU LTM.
Proposal 3: The target gNB should receive a newly computed {NH, NCC} pair from the AMF in the Path Switch Request Acknowledge message.
Proposal 4: For the subsequent inter-CU LTM, the new serving gNB sends the {KgNB**, NCC} pair generated by the new serving gNB to the target gNB, or the {KgNB**, NCC} pair for each candidate cell to the candidate gNB.
Proposal 5: The new serving gNB should provide the NCC value associated with the KgNB** to the UE for subsequent LTM.
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