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Introduction
GSMA Operator Platform Group (OPG) is an Industry Specification Issuing Group that defines the architecture, requirements, and the APIs for an Operator Platform (OP). An OP facilitates access to the Edge Cloud and other capabilities of an operator (or federation of operators and their partners). OP exposes these capabilities through APIs to application developers who could use them for example to support improving or even enabling the delivery of their application's service to its users. OP intends to provide a common solution for operators to expose their network capabilities to enterprise customers and developers allowing monetisation of those capabilities. The current architecture and requirements for OP are available in OPG.02 PRD.
GSMA OPG works in close collaboration with open-source Linux Foundation (LF) CAMARA project to align API requirements especially in the so-called North-Bound Interface (NBI), between application developers and the OP. LF CAMARA defines developer-friendly APIs to expose network and cloud capabilities to the developers, simplifying the understanding of network complexities and enabling easy and seamless access to network assets.
Details
An activity on privacy management (e.g. how to capture consent from the end-user) is ongoing as part of the current release of OPG: 
“For privacy reasons, a 3rd party application wanting to access end-user-related sensitive information present in the network, requires capturing the consent from the end-user before the application can use that information for a specific purpose.” 
Some work on consent management has already been carried out by LF CAMARA, in which the concept of an "application-related” purpose is foreseen. The intention is that consent is given by end-users to process personal data under that "application-related” purpose (see “Applying purpose concept in the authorization request” section in [here]).
GSMA reviewed 3GPP work on this topic and understands that 3GPP SA WG6 work on CAPIF during Rel.-18 enables Resource owner-aware Northbound API Access (RNAA) supporting end-user (resource owner) "application-related” consent capture (per external AF) as specified in 3GPP TS 23.222, 3GPP TS 33.122 and 3GPP TS 29.222. As part of Rel.-19 work, RNAA is further being studied especially the mechanisms for managing such consent (as well as the purpose of processing personal data).
Reviewing 3GPP CT WG4 specifications, it is specified in clause 5.2.2.2.24 of 3GPP TS 29.503 that a trusted AF could retrieve UcSubscriptionData which is a list of key-value pairs where UserConsent serves as the pair value (“CONSENT_GIVEN”, “CONSENT_NOT_GIVEN”) and UcPurpose serves as key as follows (according to our understanding):
· “ANALYTICS” indicating that the end-user data can be collected and used for generation of Analytics (being the consent enforcement point the NWDAF or DCCF),
· “MODEL_TRAINING”, indicating that the end-user data can be used for training ML models (being the consent enforcement point the NWDAF), 
· “EDGEAPP_UE_LOCATION” indicating that the end-user location can be retrieved by the EAS (being the consent enforcement point the EES or NEF), and
· “NW_CAP_EXPOSURE”, indicating that end-user related information can be shared with external applications via network capability exposure (being the consent enforcement point the NEF or trusted AF).
From our understanding, some of the UcPurpose values listed in Table 6.1.6.3.20-1 in 3GPP TS 29.503 seem to be exclusively applicable to NFs (e.g., NWDAF, DCCF), whereas other like “NW_CAP_EXPOSURE” or “EDGEAPP_UE_LOCATION” seem to be also applicable to trusted AFs. If that understanding is correct, different AFs interacting with the same end-user could have different consent configuration associated: for instance, AF 1 could be the backend of a banking application whereas AF 2 could be the backend of a gaming application. The end-user might want to provide consent for location retrieval for the AF 1 but not for AF 2. 
Given the above context, GSMA OPG would like to get clarification from 3GPP on the following:
1. When NEF or EES (as trusted AF) is exposing APIs using CAPIF RNAA, how is NEF or EES utilizing the UDM’s user consent information for processing authorization for API consumer/invoker? 
2. What is the relationship between CAPIF RNAA and UDM’s user consent information? Is there any plan/roadmap for a unified approach?
3. For the UDM’s user consent information, are the user consent management aspects (e.g. capturing or revoking user consent from the subscriber) specified? Please illustrate.
4. Is there any plan/roadmap for considering other legal bases for processing personal data apart from user consent (e.g. contract, legal obligations, vital interests of the data subject, public interest, and legitimate interest [GDPR]) in a unified way?
5. What are the privacy considerations in 3GPP with respect to exposure of sensitive information (e.g. UE ID, location) to untrusted AFs.
Actions
[bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]GSMA OPG kindly asks SA3, CT4, CT3 and SA6 to provide feedback to the above questions. 
Future meetings
OPG calls – every week
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