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1	Decision/action requested
It is proposed to add the following solution to the TR 33.700-32.
2	References
[1]	3GPP TR 33.700-32 "Study on security aspects of User Identities and Authentication"
3	Rationale
This document proposes a solution for key issue #2. 
4	Detailed proposal
It is proposed to approve the following change to TR 33.700-32  [1].

***START OF THE CHANGE***
[bookmark: _Toc102752618][bookmark: _Toc164842669]6.Y	Solution #Y: Re-using existing mechanisms for user privacy
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc164842670]6.Y.1	Introduction
This solution addresses the requirements identified in key issue #2 (User Privacy). 
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc164842671]It is proposed to re-use existing mechanism to protect user identifier during the communication between the UE and the network, including the procedures for user authentication and service access, and to protect User Identity Profile information during the exposure of User Identity Profile information by the network to entities outside operator domain, to prevent privacy attacks (e.g., trackability, linkability, disclosure). 
6.Y.2	Solution details
For communication between the UE and the network, including the procedures for user authentication and service access, interface security mechanism is proposed to be used.
For the exposure the existing exposure security mechanism is proposed to be used.
Editor’s Note: Consideration of mobility scenario is FFS.
Editor’s Note: Clarification on existing security mechanisms is FFS.
Editor’s Note: Clarification on user ID protection with which specific mechanisms and how is FFS. 
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc164842672]6.Y.3	Evaluation
Editor’s Note: Evaluation is FFS.

***END OF THE CHANGE***

