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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the document: draftCR to TR 33.790.
2
References

[1]
3GPP TR 23.700-77 Study on system architecture for next generation real time communication services Phase 2

3
Rationale

The contribution proposes a new solution to KI#2, TR 33.790.
4
Detailed proposal

Approve the changes below for inclusion in the new TR.

**** Start of 1st Change****

6.X
Solution #X: Securing the IMS based avatar communication
6.X.1
Introduction 

This solution addresses KI#2 Security of IMS based Avatar Communication. 

In TR 23.700-77 [2], several solutions are proposed to support the network-based avatar communication by media capability invocation. Specifically, the base avatar models are stored in the Base Avatar Repository (BAR), and the XR AS obtains the Avatar ID, which contains the Avatar URL, from the BAR. The UE sends the Avatar ID to the XR Application Server (XR AS). The MF/MRF downloads the base avatar model based on the Avatar URL received from the XR AS.
· The XR Application Server is responsible for service control related to avatar communication, including base avatar model management, access control, avatar communication session media control, and so on. 
· The Base Avatar Repository is used to store and retrieve the avatar models. BAR can be inside the PLMN, e.g. a new network function, or outside the PLMN, e.g. a webserver of the 3rd party provider [7].
This solution proposes security procedures to verify Avatar ID, and authorize the UE/IMS entity (i.e., MF/MRF) that accesses the base avatar models, preventing the unauthorized UE/IMS entities from accessing the base avatar models and thus impersonating the IMS caller/callee.
6.X.2
Solution details

To prevent the UE from providing the Avatar ID belonging to other UEs, the solution proposes to verify whether the Avatar ID provided by the UE is in the UE's Avatar ID list.

To prevent the MF/MRF from downloading the wrong base avatar model based on other UE's Avatar URL, the solution requires the MF/MRF to download the base avatar model based on the token received from the UE.
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Figure 6.X.2-1: Authorization procedure for Avatar communication
Step 0a. 
During the BDC (Bootstrap data channel) and ADC (Application data channel) procedure, UE1 chooses the Avatar ID, and then generates the token including the Avatar ID and JWS (JSON Web Signature). After that, UE1 sends the token to the MF/MRF in this step or before Step 3. 
Editor’s Note: Whether the UE should send the token to MF/MRF before Step 1 is FFS.
Editor’s Note: The details of token handling is FFS. 
· Bootstrap data channel: A data channel established within an IMS session between the UE and the network, to transfer a graphical user interface that can include a list of data channel applications [7].

· Application data channel: A data channel within an IMS session used to transfer data of data channel applications between UEs or between the UE and the network [7].
Step 0b.
UE1 sends the Avatar ID to XR AS.
Step 1.
XR AS determines whether the received Avatar ID is in the UE's Avatar ID list. 
Editor's Note: How the XR AS determines that the received Avatar ID is in the UE's avatar ID list is FFS.
Step 2.
If the received Avatar ID is not equal to any Avatar ID in the UE's Avatar ID list, XR AS will send an error message to the UE1.

Steps 3, 4.
If the Avatar ID is equal to one of the Avatar ID in the UE's Avatar ID list, XR AS sends the Avatar ID to the MF/MRF via the DCSF. 

Step 5.
MF/MRF requests to download the avatar model from the BAR, including parameters of token and Avatar ID.

Step 6.
BAR verifies the token by checking the JWS in the token, based on the UE's certificate, which can be pre-configured or transmitted to the BAR. BAR also checks whether Avatar ID in the request equals to that in the token.
Step7.
BAR sends the avatar model downloading response message to the MF/MRF. If the verification in Step 6 is passed, the message includes the base avatar model, otherwise the message includes the error code, indicating that the token verification is not passed.

Step8.
The subsequent procedure continues.
Editor’s Note: Whether the token should contain the session related information is FFS.

Editor’s Note: Alignment with SA2 TR 23700-77 conclusion is FFS.
Editor’s Note: Whether there is direct interface between MF/MRF and BAR is FFS.
Editor’s Note: When BAR is outside of IMS network, whether it is up to implementation is FFS.
Editor’s Note: Whether the token needs to be verified by XR AS is FFS.
6.X.3
Evaluation

TBD
**** End of 1st Change****



UE1
DCSF
MF/ MRF
XR AS
Terminating Network/UE2
0a. UE1 Chooses Avatar ID, generates token, and sends token to MF/MRF during BDC or ADC procedure.
1. determine whether Avatar ID is in the Avatar ID list
2. error message (wrong Avatar ID)
no
3. Instructions for avatar communication media processing (Avatar ID)
4. Instructions for avatar communication media processing (Avatar ID)
5. avatar model downloading request (token, Avatar ID)
6. verify token. Check Avatar ID
7. avatar model downloading response (Avatar Model or error code)
8. generating, rendering, and transmitting avatar
yes
(BAR)
0b. UE1 sends Avatar ID to XR AS



