

	
3GPP TSG-SA3 Meeting #116	S3-242355
Jeju, South Korea,  20th - 24th May 2024

	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.401
	CR
	  0718
	rev
	-
	Current version:
	18.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Correcting incorrect statements about TLS profile

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	TEI18
	
	Date:
	2024-05-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Annex D contains incorrect statements about 33.310. As the TLS and certificate profiles have been updated, the exception are no longer needed and the statements regarding 33.310 are incorrect.

	
	

	Summary of change:
	- Removed exceptions that are not needed and incorrect.
- Updated reference to TLS profile from 33.310 to 33.210.

	
	

	Consequences if not approved:
	Readers might incorrectly think 33.310 mandates support of TLS 1.0, TLS 1.1, RSA-1024, and SHA-1, when they are in fact forbidden to support.

	
	

	Clauses affected:
	Annex D.3.3.1, Annex D.3.3.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


****** START OF CHANGES ****
[bookmark: _Toc11226497][bookmark: _Toc26800191][bookmark: _Toc35438999][bookmark: _Toc35439330][bookmark: _Toc106360825]D.3.3.1	TLS profile
The key agreement for the certificate exchange case shall follow the mechanism "Certificate exchange" as specified in ETSI TS 102 484 [29].
During key agreement based on certificate exchange a TLS handshake is used to provide key material for the Master SA of the APDU secure channel between USIM-RN and RN.
The TLS profile shall follow the profile given in clause 6.2 of TS 33.210 [5]Annex E of TS 33.310 [6] with the following restrictions and extensions:
-	the support of the ciphersuite mandatory for TLS 1.1 as described in TS 33.310 [6] is not required;
-	the support of fallback to TLS 1.0 as described in TS 33.310 [6] is not required;
-	neither UICC nor RN shall use TLS session resumption.

****** NEXT CHANGE ****

[bookmark: _Toc11226498][bookmark: _Toc26800192][bookmark: _Toc35439000][bookmark: _Toc35439331][bookmark: _Toc106360826]D.3.3.2	Common profile for RN and UICC certificate
The certificate profile for both RN and UICC certificates shall follow the TLS entity certificate profile given in clause 6.1.3a of TS 33.310 [6] with the following restrictions and extensions:
-	the support of the SHA-1 algorithm for use before signing the certificate as described in TS  33.310 [6] is not required;
-	the support of public key length of 1024-bit is not required;
-	only the subject name format with "(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>" is mandatory to support.
[bookmark: _Toc19634943][bookmark: _Toc26876011][bookmark: _Toc35528779][bookmark: _Toc35533540][bookmark: _Toc45028922][bookmark: _Toc45274587][bookmark: _Toc45275174][bookmark: _Toc51168432][bookmark: _Toc137559220]
****** END OF CHANGES ****
