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1
Decision/action requested

This contribution proposes a solution for the Key Issue #1 of TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29
v0.2.0

3
Rationale

This contribution addresses the Key Issue #1 of 3GPP TR 33.700-29 [1] and proposes solution for roaming in S&F operations.

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.701 [1]. 

*** START of 1st CHANGE ***

6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	
	
	
	
	
	

	1
	X
	
	
	
	
	
	
	

	2
	X
	
	
	
	
	
	
	

	3
	X
	
	
	
	
	
	
	

	4
	X
	
	
	
	
	
	
	

	5
	X
	
	
	
	
	
	
	

	6
	X
	
	
	
	
	
	
	

	7
	X
	
	
	
	
	
	
	

	8
	X
	
	
	
	
	
	
	

	9
	X
	
	
	
	
	
	
	

	10
	X
	
	
	
	
	
	
	

	11
	X
	
	
	
	
	
	
	

	12
	X
	
	
	
	
	
	
	

	13
	X
	
	
	
	
	
	
	

	14
	X
	
	
	
	
	
	
	

	15
	X
	
	
	
	
	
	
	

	16
	X
	
	
	
	
	
	
	

	17
	X
	
	
	
	
	
	
	

	18
	X
	
	
	
	
	
	
	

	Y
	X
	
	
	
	
	
	
	


*** END of 1st CHANGE ***

----------------------------------------------------------------------------

*** START of 2nd CHANGE ***

6.Y
Solution #Y: roaming in S&F operations
This solution addresses the Key Issue #1. It applies for S&F operations and addresses roaming scenarios.
6.Y.1
Introduction

This solution addresses roaming scenarios. In the proposed description, the UE belongs to MNO A (with associated Core Network A named CN A) and the satellite belongs to Satcom B (with associated Core Network B named CN B). 

This solution is split into two steps. First step corresponds to store data in satellite that is not connected to the ground (store phase), and the second step corresponds to ground connection (forward phase).  

6.Y.2
Details:

Assumptions:

· The UE is provisioned with a PKI key pair from home network MNO A (private key and certificate)
· CN A updates on regular basis the USIM to update the certificate according to the certificate lifetime.

Step 1: store data in satellite not connected to the ground (store phase)

[image: image1]
Figure 6.Y.2-1 : step 1 (store phase) 
1. The UE registers to the satellite when rising on the horizon, sending its own MNO A certificate.

2. UDM/AUSF/ARPF verifies that certificate is not blacklisted, verifies certificate validity and roaming agreements between A&B. If certificate is not valid or roaming not allowed registration is refused

3. In the case of correct certificate, UDM/AUSF/ARPF exchange SUPI/K-B to the UE/USIM (encrypted) in the dedicated command.
4. UE performs nominal AKA procedure as defined in TS 33.501.

5. UDM/AUSF/ARPF provides also SUCI and certificate to be associated with the user data.
6. After successful AKA procedure, the UE can send its data addressed to a S&F entity dedicated for storing it, being ciphered following the AKA.

Step 2: ground connection (forward phase)


[image: image2]
Figure 6.Y.2-1 : step 2 (Forward phase) 
7. When retrieving ground connection, S&F entity request transferring the user data to SatCom B associated Core Network entity (CN B), with associated certificate.

8. CN B request CN A to verify the certificates validity and non-repudiation

9. CN A verifies above information, plus any relevant metrics related to the subscription profile (e.g: data volume)

10. CN A sends response to the CN B, the response can be either 10a or 10b.

a. Certificate is valid

b. Certificate is not valid
11. In case that CN A indicated that certificate is valid, CN B deciphers the data and forwards them to the destination application.

12. In case that CAN indicated that certificate is invalid, CN B informs UDM/AUSF/ARPF of it, for the purpose of updating the certificate blacklist.

6.Y.3
Evaluation

This solution addresses the Key Issue #1 and applies for S&F operations. The solution addresses roaming scenarios for S&F operations.
This solution fulfills the potential security requirements from the Key Issue #1.
*** END of 2nd CHANGE ***
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