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1
Decision/action requested

Approve the pCR to TR 33.794 [1] below.
2
References
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3GPP TR 33.794 "Study on enablers for Zero Trust Security"
3
Rationale

Key Issue #2 "Security mechanisms for policy enforcement at the 5G SBA" does not yet include any security requirements. This contribution proposes security requirements.
4
Detailed proposal

*** BEGIN CHANGES ***
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*** NEXT CHANGE ***

6.2
Key Issue #2: Security mechanisms for policy enforcement at the 5G SBA
6.2.1
Key issue details

Security evaluation and monitoring can lead to the identification of a potential attack in a 5G network. After the immediate actions on the infrastructure layers such as shutting down relevant virtual machines or containers, long-term actions on the 5G SBA based on operator policies are necessary (e.g., such as updating the NF profiles related to NFs that were affected by the attack).
Updates of the NF profiles are usually done by the NFs itself, using the NRF management services specified in TS 23.502 [11] and TS 29.510 [x], which is not appropriate if the NF itself has been subject to an attack. However, clause 13.4.1.1.1 of TS 33.501 [4] states that "OAuth2.0 clients may also register with the NRF using OAM." I.e., NFs can also register profiles using OAM. 
6.2.2
Security threats

If, for example, the NRF is not updated with information about an NF that has been subject to an attack and mitigations are only performed at infrastructure layers, an attacker could reuse information gained during the attack for extending or re-newing the attack.

6.2.3
Potential security requirements

The 5GS should provide the means to configure the NRF with information about an NF that has been subject to an attack.
NOTE 1: 
The policy decision point (PDP) i.e., Operator’s Security Function, needs to take into account information from layers outside the 3GPP scope and is subject to operators' overall operational security policies, and is hence outside of 3GPP scope.

NOTE 2:
Solutions should take into account the use case described in clause 5.2.1 of the present document.
NOTE y: 
Existing mechanisms in TS 33.501 [4] and other 3GPP specifications for updating NF profiles need to be taken into account. 

*** END CHANGES ***

