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1	Decision/action requested
This discussion paper aims to provide Samsung's view on S3-241733.
2	References
NA
3	Introduction
3.1 General
CT4 has sent LS S3-241733 asking SA3's views on CT4's proposed extensions to Access Tokens to include Access-Levels and/or Resource-Content-Filter IDs. This discussion paper aims to provide Samsung's view of the proposed extensions and proposes a draft LS-response.
3.2 Background to Study
GSMA CVD PoE had sent LS S3-230615 (C4-230037) to CT4 and SA3 highlighting potential security vulnerabilities within 5G Network functions encompassing OAuth2.0. The LS additionally suggested following remedial steps:
#2. Build predefined/desired communication matrix with set of parameters among NF services/Instances/Interfaces.
#4. Prevent consumer NFs from receiving more data than they require.

Similar observations could be seen in GSMA LS S3-212420 (C4-213261) where excessive data exposure allows a compromised NF trigger attacks on other network functions.
Essentially, such excessive data exposure is due to the way SBI is designed whereby an NF-Consumer having access to a resource has "full" access to it. While operation level scopes can limit access to certain resources and/or operations, they do not limit access to excessive information contained within a resource (see examples in KI #1 description of 3GPP TS 29.857).
[bookmark: OLE_LINK65][bookmark: OLE_LINK66]3.3 Proposed Solutions
As mentioned in the LS, Sol#1 and Sol#6 in 3GPP TR 29.857 propose to extend the Access-Token granted to the NF-Consumers with additional information, to help NF-Producer reduce excessive information exposure. The solutions are inspired from the role-based access mechanisms used in many OAM system where different levels of access are provided to OAM users, based on the role(s) of the user, e.g. Administrator, Monitor, and Operator etc. The solutions essentially propose to assign such access-levels to the NF-Consumers in 5GC.
· Sol#1 proposes to include an Access-Level (e.g. 1-15) in the access-token assigned, and let NF-Producer filter information based on the access-level included. How NF-Producer uses the access-level to filter information is left to implementation.
· Sol#6 proposes to include a set of resource content filter IDs in the access-token assigned, and let NF-Producer filter information based on the IDs included. The solution additionally introduces NF Consumer Information in the access-token, so that consumer information used by the applicable filters can be informed to the producers.
3.4 Security Aspects
The filter(s) proposed help reduce the information exposed to NF-Consumers. Without introduction of such filters, the issue of excessive information exposure highlighted by study objectives continues to exist.
Authors of this paper believe there are no security issues with such extensions and it is fine by SA3 if CT4 wants to extend the access-token with such filter(s).
4	Detailed proposal
[bookmark: _GoBack]Based on the discussion given in the section 2, it is proposed to agree to Samsung draft LS response S3-242286.

