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1
Decision/action requested

SA3 is kindly asked to approve the new solution for KI#2 in TR 33.702.
2
References

[1]
3GPP TR 33.702 "Study on security for mobility over non-3GPP access to avoid full primary authentication"
3
Rationale

This contribution proposes a new solution on KI#2 in TR 33.702 [1] without AMF/AUSF impact, reflecting opinions from the last meeting.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: AUN3 device mobility solution without AMF impact
6.X.1
Introduction 

This solution addresses key issue #2: Security aspect of AUN3 device connecting to a new 5G-RG within the same W-AGF. 

In this solution, full authentication may be skipped if AUN3 device is authenticated by a security context which is obtained from a previous full authentication.
6.X.2
Solution details
6.X.2.1
AUN3 device not supporting 5G key hierarchy
6.X.2.1.1
Procedure
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Figure 6.X.2.1.1-1 5G-RG change procedure for AUN3 device not supporting 5G key hierarchy
1.  AUN3 device is connected to 5G-RG#1 as specified in clause 7B.7.2 in TS 33.501 [3] with the following changes:

- AUN3 device generates a NonceAUN3 and sends it in EAP-ID-Response. It indicates that AUN3 device can derive the key as specified in clause 6.X.2.1.2 of this document.

- W-AGF, which knows the AUN3 device's capability, generates NonceWAGF and Temporary UE ID after the primary authentication and W-AGF sends NonceWAGF and Temporary UE ID to AUN3 device.

- After the primary authentication, W-AGF and AUN3 device store MSK, Temporary UE ID, and NonceWAGF in the security context.
2.  AUN3 device initiates a layer 2 connection with the 5G-RG#2 either via Ethernet or WLAN.
3.  5G-RG#2 initiates the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame.

4.  The AUN3 generates NonceAUN3 and MACAUN3, before sending back an EAP response/Identity. The EAP response/Identity includes SUCI, Temporary UE ID received in step 1, NonceAUN3, and MACAUN3. MACAUN3 is generated using MSK and NonceWAGF received in step 1. MACAUN3 may be the part of the output (e.g., most significant 128-bits of the output).

5.  5G-RG#2 sends a NAS Registration Request message to the W-AGF, including SUCI, Temporary UE ID, AUN3 device indicator, NonceAUN3, and MACAUN3.

6.  W-AGF retrieves the security context based on Temporary UE ID. If W-AGF cannot retrieve the security context, W-AGF forwards Registration Request message to AMF as specified in clause 7B.7.2 in TS 33.501 [3], and the full authentication is performed. W-AGF verifies the MACAUN3 using MSK and NonceWAGF stored in the security context. If the verification is successful and W-AGF decides to skip a full authentication based on an operator's policy, the full authentication is skipped. W-AGF generates a new NonceWAGF and Temporary UE ID. W-AGF also computes MACWAGF using existing MSK and NonceAUN3 received in step 5. MACWAGF may be the part of the output (e.g., most significant 128-bits of the output). W-AGF stores MSK, Temporary UE ID, and newly generated NonceWAGF in its security context.

7.  W-AGF derives the key as specified in clause 6.X.2.1.2 using existing MSK, NonceAUN3 received in step 5, NonceWAGF generated in step 6.

8.  W-AGF sends EAP-Success and the key to the 5G-RG#2 in N1 message.

9.  The 5G-RG#2 sends to the AUN3 device the EAP-Success message including Temporary UE ID, NonceWAGF, and MACWAGF.

10. The AUN3 device verifies the MACWAGF using NonceAUN3 generated in step 4 and existing MSK. If the verification is successful, AUN3 derives the key as specified in clause 6.X.2.1.2 using existing MSK, NonceAUN3 generated in step 4, and NonceWAGF received in step 9. The AUN3 device stores Temporary UE ID, the newly received NonceWAGF, and MSK in its security context.

11. If the layer 2 connection is over WLAN, the AUN3 device and the 5G-RG#2 use the first 256-bit of the key for WLAN keys derivation.

12. The AUN3 device and the 5G-RG#2 performs four-way handshaking to establish WLAN secure connection.

6.X.2.1.2
Key derivation from MSK in AUN3 mobility case
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Figure 6.X.2.1.2-1 Key hierarchy for AUN3 device not supporting 5G key hierarchy
Key can be derived in W-AGF/AUN3 device as follows:

Key = PRF'(part or all of MSK, NonceAUN3|NonceWAGF)[640..1151], as specified in RFC 5448 [6].
6.X.2.2
AUN3 device supporting 5G key hierarchy
6.X.2.2.1
Procedure
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Figure 6.X.2.2.1-1 5G-RG change procedure for AUN3 device supporting 5G key hierarchy
1. AUN3 device is connected to 5G-RG#1 as specified in clause 7B.7.3 in TS 33.501 [3] with the following changes:

- AUN3 device generates NonceAUN3 and sends it in EAP-Res/Identity. It indicates that AUN3 device can derive the key as specified in clause 6.X.2.2.2 of this document.

- W-AGF, which knows the AUN3 device's capability, generates NonceWAGF and Temporary UE ID after the primary authentication and W-AGF sends NonceWAGF and Temporary UE ID to AUN3 device.

- After the primary authentication, W-AGF and AUN3 device store KWAGF, Temporary UE ID, and NonceWAGF in the security context.
2.  AUN3 device initiates a layer 2 connection with the 5G-RG#2 either via Ethernet or WLAN.
3.  5G-RG#2 initiates the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame.

4.  The AUN3 generates NonceAUN3 and MACAUN3, before sending back an EAP response/Identity. The EAP response/Identity includes SUCI, Temporary UE ID, NonceAUN3, and MACAUN3. MACAUN3 is generated using KWAGF and NonceWAGF received in step 1.

5.  5G-RG#2 sends a NAS Registration Request message to the W-AGF, including SUCI, Temporary UE ID, AUN3 device indicator, NonceAUN3, and MACAUN3.

6.  W-AGF retrieves the security context based on Temporary UE ID. If W-AGF cannot retrieve the security context, W-AGF forwards Registration Request message to AMF as specified in clause 7B.7.3 in TS 33.501 [3], and the full authentication is performed. Otherwise, W-AGF verifies the MACAUN3 using KWAGF and NonceWAGF stored in the security context. If the verification is successful and W-AGF decides to skip a full authentication based on an operator's policy, the full authentication is skipped. W-AGF generates a new NonceWAGF and Temporary UE ID. W-AGF also computes MACWAGF using KWAGF and NonceAUN3 received in step 5.
7.  W-AGF derives a new key as specified in clause 6.X.2.2.2 using existing KWAGF, NonceAUN3 received in step 5, NonceWAGF generated in step 6. W-AGF stores KWAGF, Temporary UE ID, and newly generated NonceWAGF in its security context.

8.  W-AGF sends EAP-Success, the key derived from KWAGF, MACWAGF, and NonceWAGF to the 5G-RG#2.

9.  The 5G-RG#2 sends to the AUN3 device the EAP-Success message including Temporary UE ID, NonceWAGF, and MACWAGF.

10.  The AUN3 device verifies the MACWAGF using NonceAUN3 generated in step 4 and existing KWAGF. If the verification is successful, AUN3 derives a new key as specified in clause 6.X.2.2.2 using existing KWAGF, NonceAUN3 generated in step 4, and NonceWAGF received in step 9. The AUN3 device stores Temporary UE ID, the newly received NonceWAGF, and KWAGF in its security context.

11. If the layer 2 connection is over WLAN, the AUN3 device and the 5G-RG#2 use the new key as PMK, from which the WLAN keys are derived.

12. The AUN3 device and the 5G-RG#2 perform four-way handshaking to establish WLAN secure connection.

6.X.2.2.2
Key derivation from KWAGF in AUN3 mobility case
When deriving the key from KWAGF in AUN3 mobility case, the following parameters are used to form the input S to the KDF:

· FC = 0xXX
· P0 = NonceAUN3
· L0 = length of NonceAUN3
· P1 = NonceWAGF
· L1 = length of NonceWAGF
The input key KEY is KWAGF.
NOTE:
FC value to be determined during normative phase.
6.X.3
Evaluation

Impact on the entities:
	Entitiy
	solution

	AUN3 device
	- generates MACAUN3 and NonceAUN3.

- verifies MACWAGF and derives a fresh key from MSK/KWAGF.
- stores NonceWAGF and Temporary UE ID with MSK/KWAGF in its security context.

	W-AGF
	- generates MACWAGF, NonceWAGF, and Temporary UE ID

- verifies MACAUN3 and derives a fresh key from MSK/KWAGF.
- stores NonceWAGF and Temporary UE ID with MSK/KWAGF in its security context.
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W-AGF
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UDM
2. Layer 2 connection
3. L2
(EAP-ID-Request)
4. L2
(EAP-ID-Response, SUCI, Temporary UE ID, NonceAUN3, MACAUN3)

7. derives PMK using existing MSK and NonceAUN3 and NonceAMF.
11b.Derive WLAN keys from PMK
11a.Derive WLAN keys from PMK
12. Establish WLAN security
(4-way handshake)
9. L2
(EAP-Success, Temporary UE ID, NonceWAGF, MACWAGF)
8 Authentication Result
(EAP SUCCESS, Temporary UE ID, PMK, NonceWAGF, MACWAGF)
6. Verify MACAUN3 using NonceWAGF and MSK.
If the verification is successful, full primary authentication may be skipped, and W-AGF computes MACWAGF using existing MSK and NonceAUN3.
10. verify MACWAGF using NonceAUN3 and existing MSK.
If the verification is successful, AUN3 derives PMK using existing MSK and NonceAUN3 and NonceWAGF, and stores the received NonceWAGF in the security context for the next connection.
1. AUN3 is connected to 5G-RG#1 as specified in clause 7B.7.2 in TS 33.501 with some changes.
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(EAP SUCCESS, Temporary UE ID, PMK,  MACWAGF, NonceWAGF)
6. Verify MACAUN3 using NonceWAGF and KWAGF.
If the verification is successful, full authentication may be skipped, and W-AGF computes MACWAGF using NonceAUN3 and KWAGF.
10. Verify MACWAGF using NonceAUN3 and KWAGF.
If AUN3 received NonceWAGF, AUN3 derives PMK using NonceAUN3 and NonceWAGF.
1. AUN3 device is connected to 5G-RG#1 as specified in clause 7B.7.3 in TS 33.501 with some changes.
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