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1	Decision/action requested
It is proposed to endorse the proposal of this discussion paper. 
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3	Rationale
SA3 received an LS[8] from GSMA about the status of the PQC considerations; the following detailed study and document helps to answer some of the questions while responding to the LS.
3.1	Impact of Quantum Attacks and PQC on 3GPP Systems
In the realm of symmetric cryptography within 3GPP systems, the focus has been on ensuring robust and quantum-resistant mechanisms for securing communications. The EAP - 5G AKA procedure exemplifies this focus, enabling mutual authentication between the UE and the network based on a shared master key (K) housed in the USIM and the ARPF. 5GC leverages the AUSF, alongside the UDM and ARPF, to manage authentication methods, compute necessary data, and generate keying material. The SIDF plays a crucial role in deriving the SUPI from SUCI, highlighting the intricate authentication process within the home network core. Furthermore, the SEAF in the serving network utilizes the anchor key (KSEAF) provided by the home network's AUSF, allowing for the derivation of keys for multiple security contexts without necessitating a new authentication run. Additionally, the AKMA framework introduces subscriber credentials and the primary authentication results for authentication and key management at the application layer, catering especially to IoT applications. This comprehensive approach to symmetric cryptography within 3GPP systems underscores the ongoing efforts to enhance security in the face of evolving quantum threats. 
[bookmark: OLE_LINK26]Asymmetric keys are also used in several places in the 3GPP protocols. Figure 1 gives an overview of the locations where asymmetric keys are used in the following places. 
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Figure 1 Impact on 5G network due to PQ attacks
In detail, here lists the places where asymmetric keys are used and the potential challenges in case of a quantum attack:
1. SUPI Protection. Public-key cryptography was integrated into the SIM card to calculate the SUCI. The subscriber’s device encrypts the SUPI using a hybrid encryption scheme, based on an elliptic curve Diffie-Hellman key-exchange. The complete calculation is done directly on the SIM card or within the phone, using the public key of the network stored in the SIM card.
[bookmark: OLE_LINK27][bookmark: OLE_LINK28]Challenges: The security of the SUCI relies on the hardness of the discrete logarithm problem which can be broken by large-scale quantum computers. Breaking the operator’s public key is sufficient to de-anonymize all SUPIs encrypted with that public key. Forward secrecy is not provided by the current SUPI protection schemes because an adversary can record the SUCIs now and de-anonymize all collected SUCIs later by break the operator public keys. A post-quantum secure scheme for calculating the SUCI is necessary to address the challenges from quantum attacks. PQC.KEMs use public-key cryptography to securely transmit a shared secret (usually a key for a symmetric cipher) between two parties. From a 3GPP perspective, it is important to evaluate how KEM is integrated into SUPI protection. Also need to assess whether or not PQC.Sign is necessary for SUPI protection. If yes, we need to select the best one for the cellular network by considering the latency, computational efficiency, and impact on the protocols.
Observation 1: From the 3GPP perspective, it is important to evaluate how PQC.KEM is integrated into SUPI protection and whether PQC.Sign is necessary for SUPI protection. 

2. TLS-based interfaces/protocols. 
a. TLS-based SBA interface. TLS is widely used to secure the communication between entities in the SBA of the 5G core network. The TLS handshake involves authentication and key exchange. The authentication is performed using either the certificate or the signature. The key exchange is performed using classical asymmetric algorithms (such as ECDH and RSA) to derive a symmetric key, which is used to encrypt the rest of the session. 
b. Token-based authorization using OAuth 2.0. Token-based authorization is used in SBA for NF service consumers to access the services NF service producers offer. Token-based authorization needs to be coupled with authentication to be effective: NRF and NF service consumer authenticate mutually using TLS before the NRF issues the access token. Also transport protection (likewise achieved by TLS) is essential to protect the tokens from being intercepted and misused. 
c. TLS-based SEPP/N32. The SEPPs have mutually authenticated and established TLS connection (N32-C connection) to negotiate the N32-specific associated security configuration parameters. Without Security Capability negotiation completed, SEPP cannot process any data messages (N32-F) from the far end SEPP. N32-F performs encryption/decryption on the messages to/from other PLMN’s SEPP based on negotiated capability based on TLS. 
d. [bookmark: OLE_LINK20][bookmark: OLE_LINK16]DTLS-based interface between Control Plane and User Plane (e.g., N2 and N4). The transport of control plane data over N2/N4 shall be integrity, confidentiality and replay-protected [2]. The IPsec ESP is a mandatory security mechanism for confidentiality, integrity, and replay protection, and IKEv2 certificate-based authentication is recommended for mutual authentication on the N2/N4 interface. In addition to IPsec, DTLS shall be supported to provide mutual authentication, integrity protection, replay protection and confidentiality protection on N2/N4 interface, which complements the lack of security features of NGAP/PFCP. 
e. [bookmark: OLE_LINK2]EAP based primary/secondary authentication methods. Unlike EAP-AKA/EAP-AKA’ which are based on symmetric key architecture, EAP-TLS/TTLS/DTLS are based on asymmetric key architecture and use the TLS handshake for certificate-based authentication over EAP. EAP-TLS supports several TLS versions, e.g., TLS 1.2 and TLS 1.3. To accomplish mutual authentication, the UE and the AUSF can verify each other’s certificate or a pre-shared key (PSK) if it has been established in a prior Transport Layer Security (TLS) handshaking or out of band. At the end of EAP-TLS, an EMSK is derived using the exchanged random number and ciphersuit and the key agreement algorithms defined for different TLS versions, e.g., DHE/ECDHE.

Challenges:  Although TLS 1.3 retires many older encryption algorithms that made TLS 1.2 vulnerable, all asymmetric key privacy guarantees will succumb to Shor's algorithm on a sufficiently large quantum computer. Shor's algorithm is also one of the most significant threats to OAuth 2.0 in the era of quantum computing because it can break the cryptographic primitives that protect OAuth 2.0 communications, such as RSA and ECC, thereby compromising the confidentiality and integrity of sensitive data exchanged during the authorization process. In the context of a 5G core network, a successful quantum attack against OAuth could compromise the network's security by allowing unauthorized access to sensitive resources or data. This could lead to various security breaches, including data theft, unauthorized surveillance, or even disruption of critical services. Given the usage of TLS on N32, preparing for the transition to post-quantum cryptography is very important. Asymmetric cryptography in TLS is vulnerable in key exchange and authentication, where the quantum-safe algorithms will replace the use of RSA, ECDH, and ECDSA, etc. in the future. EAP-TLS suffers from the quantum attack because the UE and/or Network’s public key could be easily broken by using quantum computers. Moreover, EAP-TLS, EAP-TTLS and EAP-DTLS are defined in 5G network for subscriber authentication in limited use cases, such as private networks or IoT environments, but they were not designed for IoT. Large certificates and long certificate chains have to be fragmented into many EAP packets. The problem is worse when Post-Quantum Cryptography is deployed, as both public keys and signatures will be significantly larger than RSA and ECC.
       Observation 2: Since asymmetric key cryptography is indeed considered more vulnerable compared to symmetric key cryptography, we shall consider all the possible places where asymmetric key cryptography is used in the network and evaluate how PQC impacts the network by considering the latency, computational efficiency, and impact to the protocols.
3.2	Current snapshot of PQC Cryptography in 3GPP
In the context of 3GPP, significant strides have been made towards enhancing cryptographic strength, particularly focusing on symmetric 256-bit algorithms to bolster security to NIST security level 5 in anticipation of quantum computing advancements. The following technical reports and specifications highlight 3GPP's proactive measures:
· TR 33.841: This study, part of Release 16, delves into the support of 256-bit algorithms for 5G
· TS 35.240/ TS 35.241/TS 35.242: These specifications, introduced in Release 18, detail the Snow 5G based 256-bits algorithm set
· TS 35.243/ TS 35.244/TS 35.245: Also part of Release 18, this set of specifications outlines the AES based 256-bits algorithm set
· TS 35.246/ TS 35.247/TS 35.248: Continuing the trend in Release 18, these documents specify the ZUC based 256-bits algorithm set
· TS 35.234/TS 35.235/TS 35.236/TS 35.237: Currently ongoing in Release 19, this specification of the MILENAGE-256 algorithm set represents an evolution of the existing MILENAGE algorithm
· TR 33.700-41: This study, part of Release 19 and still in progress, focuses on the cryptographic algorithm transition to 256 bits, underscoring 3GPP's forward-looking approach to securing future telecommunications against quantum threats.
These efforts by 3GPP SA3 underscore a comprehensive and forward-thinking strategy to bolster cryptographic resilience in the face of emerging quantum computing capabilities, ensuring the long-term security and integrity of 5G and beyond.
3.3	PQC-TLS
By considering the widely usage of TLS in 5G network, we look at the PQC-TLS at first. The objective is to evaluate the performance overhead of using PQC algorithms in TLS and provide reference when applying PQC to the cellular network. 
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Figure 2 PQ-TLS handshake overview
Figure 2 shows the Post-Quantum TLS handshake procedure. The client initiates the handshake by sending a “Client Hello” message to the server. The message includes the supported PQ_KEM list, the supported signature algorithm list, and the client's PQ public key and other necessary information required for the TLS handshake. Then the server generates the PQ shared secret and encrypts it as PQ ciphertext. Server sends “Server Hello” message to the client, which includes the PQ ciphertext, PQ certificate which contains the server’s public key for the signature and PQ signature of the message. After client receives the message, it verifies the signature and then decapsulate the ciphertext to get the PQ shared secret.   
The hardware setup for the experiment is shown in Figure 3. In this experiment, the number of clients is fixed, and each client initiate TLS handshake consecutively. Multiple clients simultaneously connect to the server through one port. On the server side, NGINX server receives TLS connection requests from multiple clients concurrently. NGINX is a web server app works with SSL/TLS protocol as a HTTP server. NGINX benchmark measures server’s TLS capability. Since this is the connections-per-second (CPS) test, there are no packets requested by the clients, so a new TLS handshake is initiated after the previous TLS handshake completes.
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Figure 3 Experiment setup
The following software toolkits are used in the experiment: 
· Open Quantum Safe project (https://openquantumsafe.org/)
· liboqs: an open-source C library for quantum-resistant cryptographic algorithms.
· [bookmark: OLE_LINK30]liboqs integrated into TLS protocol and applications such as nginx web server software
· OpenSSL time profiling tool (s_time): to return the number of connections within a given timeframe;
Note 1: Hardware accelerators are not used for a fair comparison.
The following performance were evaluated: 
· Speed test for both KEM and Digital Signature
· Server performance: connections/second (TLS Handshake test)
· Test on combination of PQC candidates and compared with the control group
[bookmark: OLE_LINK3]Note 2: the algorithms used in the control group in this experiment are ECDHEx25519 for key exchange and RSA2048 for digital signature.
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[bookmark: _Hlk164426417]Figure 4 Speed Performance (ECDHEx25519 v.s. Kyber1024)
Observation 3: From figure 4, PQC KEM candidate Kyber1024 is faster than ECDHEx25519 for both encapsulation/key derivation and decapsulation/key derivation. 
This is because the majority of Kyber's computations involve internal hashing operations (SHA3) and polynomial multiplication, while the majority of ECDH's computations involve elliptic curve exponentiation. 
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Figure 5 Speed Performance of digital signature (RSA2048 v.s. Dilithium5/Falcon1024/Sphincs)
Observation 4: From figure 5, Dilithium5 signing is 5 times faster than RSA2k while RSA2k signature verification is faster than Dilithium5/Falcon1024/Sphincs.
This is because RSA2k has 2048-bit exponent computation operation in signing while only 17-bit exponent computation operation in verification. Among all signature algorithms, SPHINCS+, a hash-based algorithm, is much slower than any other algorithm, because around 95% computation time used for the hash function.
[image: ]
Figure 6 TLS handshake performance comparison  
Figure 6 shows the TLS handshake performance comparison between the control group and the selected algorithms from NIST PQC finalists (Level 5): 
· Key Encapsulation Mechanism: kyber1024 
· Digital Signature: Dilithium5 (dil5), SphinxShake256128Robust(sph) and Falcon1024(falcon)
Dil5_kyber1024 pair shows 40% performance degradation, Sph_kyber1024 pair show 92% performance degradation on and Falcon_kyber1024 pair loses 20% performance. 
Observation 5: The transmission overhead due to much longer PQ keys, ciphertext, and signatures affects overall TLS handshake performance.
[bookmark: OLE_LINK4]If we take a closer look at the breakdown of execution time for each operation, i.e., encapsulation, decapsulation, signing, and verification, as shown in Figure 7 for the Kyber1024-Dilithium5 example, signing takes the most time in TLS processing, except for transmission time.
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Figure 7 breakdown of execution time
[bookmark: OLE_LINK25]Observation 6: From figure 7, among the execution time for encapsulation, decapsulation, signing, and verification, signing takes the most time in TLS processing.
Observation 7: Dil_Kyber pair is preferred because of the simplicity.  FALCON takes the advantages of shorter signatures compared with Dilithium. SPHINCS+ takes the advantages of avoiding dependence only on the security of lattices for signatures. Potentially, the hashing/encryption/lattice operation will benefit greatly from appropriate hardware acceleration.


4	Detailed proposal
Following observations are made from above
Observations:
1. The necessity to evaluate the integration of PQC.KEM in SUPI protection and the potential requirement for PQC.Sign in this context is crucial. The security of SUCI, reliant on the hardness of the discrete logarithm problem, is vulnerable to quantum attacks, necessitating a post-quantum secure scheme for its calculation.
2. Asymmetric key cryptography, used extensively across 3GPP protocols, is particularly susceptible to quantum attacks. This underscores the importance of evaluating all instances of its use within the network and considering the impact of PQC on network latency, computational efficiency, and protocol integrity.
3.  3GPP has significantly enhanced cryptographic strength, particularly focusing on symmetric 256-bit algorithms. 
4. PQC-TLS Performance Evaluation: The evaluation of PQC algorithms' performance overhead in TLS highlights the necessity of considering these algorithms for cellular network applications. The experiment demonstrates the comparative efficiency of PQC KEM candidates and the impact of longer PQ keys and signatures on TLS handshake performance.
We expect that while replying to the GSMA LS or sending any other LS related to PQC study to other working groups, we should consider above observations and following points 
Proposals:
1. 3GPP SA3 and other ETSI standard bodies such as crypt and SAGE should thoroughly evaluate how PQC.KEM and PQC.Sign can be integrated into SUPI protection and other areas where asymmetric keys are utilized. This includes assessing the impact on latency, computational efficiency, and protocol adjustments necessary for a seamless transition to quantum-safe algorithms.
2. Encourage the adoption of quantum-resistant algorithms, as identified in the PQC-TLS performance evaluation, across all relevant 3GPP protocols. This includes prioritizing algorithms demonstrating efficiency and security, such as Kyber1024 for key encapsulation and Dilithium5 for digital signatures.
3. Strengthen ongoing engagement with standards bodies, including IETF and NIST, to ensure that the development and standardization of quantum-resistant algorithms are aligned with telco requirements. 
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