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1
Decision/action requested

This contribution proposes to update the gap analysis table in Annex A in TR 33.745.

2
References

[1]

3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

3
Rationale

Update the gap analysis table in Annex A with clause titles in TS 33.320.
4
Detailed proposal

************* Start of 1st Changes *************

Annex <A> (informative):
Gap Analysis w.r.t. TS 33.320

Table A-1: Gap analysis table w.r.t TS 33.320 [2]
	Clauses in TS 33.320
	Can be re-used with update of 5G terms
	Can be re-used partially
	Needs to be completely revised
	Rationale and relevant KI

	4.1 System architecture of H(e)NB
	 
	 
	 
	 

	4.2 Network Elements
	 
	 
	 
	 

	4.3 Interfaces (Reference Points)
	 
	 
	 
	 

	4.4 Security Requirements and Principles
	 
	 
	 
	 

	5.1 Secure Storage and Execution
	 
	 
	 
	 

	5.2 Device Mutual Authentication
	 
	 
	 
	 

	5.3 Hosting Party Mutual Authentication
	 
	 
	 
	 

	5.4 Other security features
	 
	 
	 
	 

	6.1 Device Integrity Check
	 
	 
	 
	 

	6.3 Measures for Clock Protection
	 
	 
	 
	 

	7.1 Device Validation
	 
	 
	 
	 

	7.2 Device Authentication
	 
	 
	 
	 

	7.3 Hosting Party Authentication
	 
	 
	 
	 

	7.4 IPsec Tunnel Establishment
	 
	 
	 
	 

	7.5 Device Authorization
	 
	 
	 
	 

	8.1 Location Verification
	 
	 
	 
	 

	8.2 Access Control Mechanisms for H(e)NB
	 
	 
	 
	 

	8.3 Protection of H(e)MS traffic between H(e)MS and H(e)NB
	 
	 
	 
	 

	8.4 Protection of SW Download
	 
	 
	 
	 

	8.5 Enrolment of H(e)NB to an Operator PKI
	 
	 
	 
	 

	9 Security Aspects of Emergency Call Handling
	 
	 
	 
	 

	10.1 Inbound mobility
	 
	 
	 
	 

	10.2 Outbound mobility
	 
	 
	 
	 

	11.1 General
	 
	 
	 
	 

	11.2 Direct Link between two H(e)NBs
	 
	 
	 
	 

	Annex A (informative) Authentication Call-flows
	 
	 
	 
	 

	Annex B (informative) Location Verification Examples
	 
	 
	 
	 


Editor’s Note: This annex contains a table and potential descriptions for gap analysis between security aspects of 5G NR Femto and TS 33.320, studying to what extent the clauses in TS 33.320 can be reused. 
************* End of 1st Changes *************

