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1	Decision/action requested
Approve the pCR to TR 33.713
2	References
[bookmark: _Hlk106339329]None
3	Rationale
This contribution proposes a new key issue for TR 33.713.
4	Detailed proposal

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: Integrity protection on communication between readers and devices
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]In SA2 TR 23.700-13, key issue#1 on arthitecture support of Ambient IoT devices, it clearly mentions the security issue on whether and how to secure device operations and services for an Ambient IoT Device or a group of Ambient IoT devices.
According to discussion in RAN groups, the Reader will send DL command (read or write) to the devices, and the devices will reply based on the command. The final procedure depends on the SA2 decision. Those DL command and reply without protection can be tampered. 
5.X.2	Threats
Without protection on the device operations, there might be modification on the command which will lead to the opposite execution on the devices. 
NOTE: All the solutions need to consider the device capability, which means, if device is too simple with very limited energy storage or battery free, then complicate solutions will not be applicable.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The ambient IoT system should integrity protect commands and reply between readers and devices. 

*** End of 1st Change ***
